
Complex & Intelligent Systems (2023) 9:927–950
https://doi.org/10.1007/s40747-022-00835-1

ORIG INAL ART ICLE

CIE-LSCP: color image encryption scheme based on the lifting scheme
and cross-component permutation

Xiuhui Chen1 ·Mengxin Gong1 · Zhihua Gan2 · Yang Lu1 · Xiuli Chai1 · Xin He2

Received: 8 July 2021 / Accepted: 16 June 2022 / Published online: 16 August 2022
© The Author(s) 2022

Abstract
Encryption of meaningful images into unidentifiable noise-like images can improve the security of images during storage
and transmission. In this paper, a novel color image encryption method based on the lifting scheme and cross-component
permutation (CIE-LSCP) is introduced. First, original image is divided into red, green and blue components, and then the three
components are processed by a preprocessing strategy based on the lifting scheme (PSLS) to change the statistical distribution
of the pixels. Second, a block-based cross-component permutation based on index vectors (BCPIV) is presented to divide three
preprocessed components into blocks and perform the cross-component permutation operation on them, and three random
matrices are utilized to determine the target component, target block and target pixel position of the current pixel to be moved,
respectively. Subsequently, a multi stochastic diffusion based on random sequences (MSDRS) is developed to alter the pixel
values of the permutated components, and finally a ciphertext image is gotten by merging the three components. Moreover,
the SHA256 hash values of the plaintext image are used to obtain the initial parameters of the chaotic system, and the obtained
chaotic sequences are applied in the image encryption process. Wherein the generated random sequences are highly reliant
on the plaintext image, making the encryption scheme resistant to both known-plaintext attacks and chosen-plaintext attacks.
Experimental results demonstrate that the proposed scheme has good security and effectiveness and can be applied for secure
transmission of digital images over the Internet.

Keywords Color image encryption · Chaotic system · The lifting scheme · Cross-component permutation · Multi stochastic
diffusion

Introduction

With the advent of the era of big data, more and more images
are generated, transmitted and stored over the internet, and
the value of data has become increasingly prominent. Some
images may contain individual secret information, military
secret, and even national strategy. Once they are copied and
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tampered with by malicious attackers, the consequences are
very serious. Therefore, it is urgent to find effective schemes
to protect image information. The encryption-decryption
process and security of traditional cryptography are based
on mathematical puzzles, and with the exception of one-
time-pad cryptography [1], all other encryption systems are
only computationally secure to the extent that they can be
deciphered if an attacker has sufficient computational power.
For the scrambling-only encryption process, it just changes
the position of pixels in the plaintext image without altering
its histogram [2], thus they are less able to resist statistical
attacks. To solve the security problems of images transmis-
sion, various methods have been proposed by many scholars
[3–6], such as information hiding, image encryption, etc.
Image encryption has demonstrated its superior performance
to secure images, and some image encryption methods have
been introduced.

Fridrich [7] gave a breakthrough confusion-diffusion
framework for the image encryption system in 1998, and
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then scholars have proposed some encryption schemes [8,
9] using this structure. For instance, Wang et al. [10] devel-
oped a fast image encryption algorithm based on parallel
computing system. The plaintext image was first performed
with a permutation algorithm that combined cyclic shift
and sorting, and next a parallel diffusion method was uti-
lized to obtain the ciphertext image. Saiyma et al. [11]
presented a novel bit-permutation-based image encryption
algorithm, and used a three-dimensional puzzle along with
chaos for further diffusion and confusion. Besides, Wang
et al. [12] introduced a spatiotemporal chaos and its applica-
tion in a bit-level image encryption scheme, this algorithm
contained three main process: the generation of keys, con-
fusion and sequential diffusion operations. Wen et al. [13]
proposed a hyper-chaos-based image cryptosystem with a
classical bi-modular architecture, performed random permu-
tation and sequential diffusion on original images. Wang
et al. introduced a novel chaotic image encryption algo-
rithm based on DNA sequence operations [14] and a novel
chaotic block image encryption scheme using dynamic ran-
dom growth technique [15]. In [8–15], the plaintext images
are all grayscale image, but in real life, color images aremore
universal, and there is intense correlation between red, green
and blue components of color images. However, if the above
algorithms are directly applied for color images, it will lead
to low security. Therefore, designing color image encryption
schemes is necessary.

Recently, many encryption schemes for color image have
been developed [16, 17]. Rehman et al. [18] gave a color
image encryption algorithm based on DNA complementary
rules, which first designed a permutation method based on
DNA complementary rules, and then used random sequences
and DC-boxes to diffuse the permuted matrix to generate
high-quality ciphertext images. Dua et al. [19] designed
a scheme to encrypt images based on the cosine trans-
formation of a 3-D intertwining Logistic map, used the
generated chaotic sequences to displace, rotate, and replace
the plain image to form a secure ciphertext image, and the
experiments showed that the proposed encryption scheme
is more efficient. Wang et al. [20] introduced an image
encryption algorithm based on matrix semi-tensor product
and composite key, designed a new permutation method
and composite key generation approach, making the gener-
ated encrypted images more secure and effective. They also
designed single-parameter fractal ordering matrices [21] and
two-parameter fractal ordering matrices [22] for the encryp-
tion process, which improved the encryption speed and the
security of the encrypted images. Khan et al. [23] introduced
an image cryptographic scheme based on a permutation-
diffusion framework, which is more productive due to the
use of predefined S-boxes, Chebyshev polynomials and frac-
tal Tromino in the encryption process. Moreover, a fast color
image cipher was proposed by zhou et al. [24]. The color

image was transformed into a 3D matrix, and then it was
permutated by the 3D orthogonal Latin square and match-
ing matrix generated from the 3D sine map, subsequently,
the shift operation and diffusion operation were performed
on the permutated image to find the cipher image. Teng et al.
[25] presented a color image encryption based on fisher-yates
scrambling algorithm, the SHA-384 was first used to gener-
ate the key, and then three groups of chaotic sequences were
obtained to encrypt red, green and blue components of the
plain color image, respectively.

Because of its pseudo randomness and sensitivity to ini-
tial parameters, chaotic systems [26, 27] are used by many
encryption projects. Wang et al. [28] proposed a novel one-
dimensional chaotic map generator and applied it in a new
index-representation-based image encryption scheme. The
chaotic system obtained by their proposed one-dimensional
chaotic map amplifier enhances the chaotic behavior and
has high sensitivity. Talhaoui et al. [29] designed a new
one-dimensional chaotic map and used it in the encryption
method, experimental results show that it has sound cryp-
tographic properties. However, due to the low-dimensional
chaotic systems with less parameters, simplicity of orbits,
and easy estimation of parameters and initial values, high-
dimensional chaotic systems [30, 31] and hyper-chaotic
systems are employed in image encryption process to over-
come these disadvantages, and there is theoretical evidence
that chaotic systems can resist dynamic degradation [32].
Mou et al. [33] constructed an improper fractional-order laser
chaotic system, for the purpose of studying the application
of fractional-order chaos systems in image encryption.Wang
et al. [34] proposed a multi-dynamic segmented coupled
mapping network with well chaotic behavior and designed
an image encryption scheme based on it, which satisfies the
cryptographic requirements. In [35], Dua et al. suggested
a cryptographic operation for color images using alternate
logistic maps. The parameters of the Arnold cat mapping
were generatedwith logistic sinemaps and logistic tentmaps,
the produced random sequences were applied to the bit-plane
permutation, followed by combining the bit planes into pixel
matrices, which were then scrambled and diffused by the
chaotic sequences generated from alternate logistic maps.
Mou et al. [36] found a novel image encryption algorithm
based on the fractional-order hyper-chaotic complex system
and Galois field, and later, they [37] also proposed another
encryption method using hyper-chaotic system. In this arti-
cle, a three-dimensional Lorenz–Haken laser chaotic system
is utilized to generate quasi-random chaotic sequences for
image encryption and enhance the resistance of the method
to attacks.

Though the above image encryption methods have rel-
ative satisfactory performance, there exists some security
and efficiency problems. First, in the above image encryp-
tion, most algorithms are based on permutation-diffusion
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structure, wherein, when some special images (such as all
black and all white images) are encrypted at pixel level,
the problem of invalid scrambling often occurs, this is to
say, the scrambled image is the plaintext images even after
many round permutation operations, which seriously affects
the security and efficiency of the image cryptosystems.
Besides, as for those color image encryption, red, green and
blue components are encrypted separately, the high correla-
tion between three components is not removed effectively,
which makes it possible for hackers to attack them by sta-
tistical attack. Additionally, some diffusion operations of
image encryption have been presented, chaotic sequences are
adopted to perform XOR operation with pixels of plaintext
images in order, this kind of diffusion methods are simple
and have low randomness, and are easily cracked by attack-
ers who know the chaotic sequences beforehand, it reduces
the security of image encryption algorithms.

To settle with these issues, an effective color image
encryption algorithm is designed based on the lifting scheme
and cross-component permutation in this article, named as
CIE-LSCP. First, the color image is decomposed to red, green
and blue components, three chaotic sequences are generated
based on the plaintext image information and Lorenz–Haken
laser chaotic system, then the chaotic sequences are applied
to sequentially interfere the three components, the lifting
scheme is employed for preprocessing operation. Second,
a block-based cross-component permutation based on index
vectors is designed in this paper to alter the positions of pix-
els in three components obtained by preprocessing method.
Finally, three components acquired from permutation strat-
egy are processed by a multi random diffusion operation,
and a color ciphertext image is obtained by combining the
three diffused components. The contributions of this paper
are summarized as follows:

1. A preprocessing strategy based on the lifting scheme
(PSLS) is adopted to vary the statistical distribution of
the plaintext images pixels. PSLS is implemented before
permutation-diffusion manipulation, the information of
plaintext images and Lorenz–Haken laser chaotic system
are employed to generate three random sequences, and
then addition or XOR operations are performed between
two selected components or between component and ran-
dom sequence through the use of the lifting scheme. It
can prevent attackers from using all black and all white
images to invalidate the scrambling process, thus improv-
ing the security of our image encryption scheme.

2. A block-based cross-component permutation based on
index vectors (BCPIV) is developed to shuffle the pixels
among three components efficiently. The sequences asso-
ciated with plaintext images are manipulated and sorted
to obtain the corresponding index vectors, then three ran-
dom matrices are obtained by cyclic shift operations on

indexvectors.Besides, three randommatrices are utilized
to determine the target component, target block and target
pixel position of the current pixel to be moved respec-
tively, which makes BCPIV extremely correlated with
the plaintext images and enhances the stochasticity of
permutation procedure.

3. A multi stochastic diffusion based on random sequences
(MSDRS) is introduced to modify the pixel values of
images. In MSDRS, the pixel of current component to be
diffused is determined by a random sequence, the ran-
dom value involved in the operation, the pixel of another
component and the target position of the diffused pixel
are established by stochastic sequences. As opposed to
the diffusion according to the order of the image pixels,
MSDRS is more random and is less likely to be attacked
by hackers.

4. The proposed image encryption is highly sensitive to
the plaintext image. A three-dimensional Lorenz–Haken
laser chaotic system is utilized for generating key
sequences to be used in preprocessing, permutation and
diffusion stage. To improve the dependence of image
encryption with the plaintext image, the SHA 256 hash
values of the original image are computed to obtain the
initial parameters of the chaotic system, thus the pro-
duced chaotic sequences highly depend on the plaintext
image, which makes the known-plaintext and chosen-
plaintext attacks invalid.

The remainder of this paper is organized as follows.
The fundamental knowledge including the Lorenz–Haken
laser chaotic system and the lifting scheme is provided in
"Fundamentals". The image encryption scheme is intro-
duced in "The proposed image encryption scheme". The
experimental results are presented in "Simulation results
and performance analyses", followed by conclusion in
"Comparative analysis".

Fundamentals

In this section, we will describe the Lorenz–Haken laser
chaotic systemand the lifting scheme. The randomsequences
produced by the chaotic system are crucial for our encryp-
tion scheme, and the lifting scheme is implemented for the
preprocessing step in the encryption procedure.

Lorenz–Haken laser chaotic system

Lorenz–Haken laser chaotic system [38] is adopted in this
paper, which can be expressed by
⎧
⎪⎨

⎪⎩

ẋ�σ y − σ x

ẏ� − xz+γ x − y

ż�xy − bz

, (1)
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where x, y and z are the system state variables, σ , γ and b are
parameters of the system. The choice of three parameters in
the system plays an important role in whether the systemwill
enter a chaotic state or not, σ , γ and b can be taken as any
value greater than 0, they are typically taken as σ � 10, γ �
28, and b � 8/3. When σ< (b+1), the system is always in a
steady state. When σ> (b+1), if γ<

σ (σ+b+3)
σ−(b+1) , the system is

in a stable state, and if γ>
σ (σ+b+3)
σ−(b+1) , the system is in a chaotic

state. Therefore, keeping σ � 10 and b � 8/3, the system
starts to enter into the chaotic state when γ > 24.74 [39].

The used Lorenz–Haken laser chaotic system is charac-
terized by unstable, irreducible and unpredictable behavioral
performance, periodic and non-periodic motions are entan-
gled with each other, while being very sensitive to initial
conditions, making the generated sequences more random.
Besides, the system structure is more complex than low-
dimensional chaotic systems, and the values of system
variables are harder to predict. We can also treat the random
sequences produced by the chaotic system, for example,mul-
tiple sequences are combined to generate new ones, which
makes the design of stochastic sequences for encryption algo-
rithms more flexible. Additionally, the initial values of the
three system state variables and the three system parameters
of Lorenz–Haken laser chaotic system can be used as keys
for generating random sequences, and thus the key space
of the used image encryption algorithm will be much larger
than those using the low-dimensional chaotic systems. Fur-
thermore, this chaotic system also has some limitations. For
example, it will take longer time to iterate Lorenz–Haken
laser chaotic system to obtain random sequences compared
to the low-dimensional chaotic system.

The lifting scheme

In 1994, Sweldens [40] introduced a new approach to calcu-
late wavelet transform named as the lifting scheme, which
is mainly divided into three stages: splitting, prediction and
updating.

Splitting the process is to divide the data set into two sub-
sets, and the data set is represented as T � {

T 0
i

}
, i � 0, 1, 2,

..., n − 1. It is usually divided according to the odd-indexed
and even-indexed, the data of even-indexed constitute a sub-
set, the other data form another subset, and this step is
expressed as:

st1i � T 0
2i , dt1i � T 0

2i+1, i � 0, 1, 2, ..., n/2 − 1. (2)

Prediction during this step, subset
{
dt1i

}
can be calculated

with another subset
{
st1i

}
to get a new one, which is still

represented by
{
dt1i

}
, such that:
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Fig. 1 The flowchart of the proposed image encryption scheme

dt1i � dt1i − 1

2

(
st1i + st1i+1

)
, i � 0, 1, 2, . . . , n/2 − 1.

(3)

Updating in this process, the remaining subset
{
st1i

}
is

updated by the subset
{
dt1i

}
, i.e.,

{
st1i

}
is calculated with the

subset
{
dt1i

}
to get a new subset

{
st1i

}
, as follows:

st1i � st1i +
1

4

(
dt1i−1 + dt1i

)
, i � 0, 1, 2, . . . , n/2 − 1.

(4)

In this article, the lifting scheme is utilized to preprocess
the color plaintext images to alter their pixel values in the
first time.

The proposed image encryption scheme

Encryption algorithm

In this section, a new color image encryption scheme named
as CIE-LSCP is proposed and illustrated in Fig. 1, and the
main contents are described in detail as follows. Three ran-
dom sequences are obtained based on the plaintext images
information and Lorenz–Haken laser chaotic system. Next,
preprocessing strategy based on the lifting scheme (PSLS) is
developed to process the plaintext images. Subsequently, the
permutation and diffusion operations are manipulated on the
preprocessed image to get the ciphertext image.
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Fig. 2 The flowchart of PSLS

Generation of initial values of chaotic system

A 256-bit hash value H of the plaintext images I sized of
M × N is generated by the SHA 256 hash function in the
proposed encryption scheme. Then, H is divided into 16-bit
blocks, which are converted into 16 decimal numbers as: H
� h1, h2, …, h16. Next, calculate the initial values of the
chaotic system by

⎧
⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎩

x(0) � mod

(
1

M × N
× t1 × h1

h2
+ h5 + h6 + h7 + h8, 10

)

− 5

y(0) � mod

(
1

M × N
× t2 × h1

h3
× (h9 ⊕ h10 ⊕ h11 ⊕ h12), 30

)

− 15

z(0) � mod(
1

M
× t3 × (

h1
h4

+
h13
h14

+ t4) × (h15 ⊕ h16), 30) + 30

,

(5)

where t1, t2, t3, t4 are external keys,M is the row number of
the plaintext images,N is the column number of the plaintext
images, x(0), y(0) and z(0) are initial values of the chaotic
system, and ⊕ indicates the XOR operation.

Preprocessing strategy based on the lifting scheme (PSLS)

To solve the problem that the confusion is invalidwhen image
encryption with confusion-diffusion architecture encrypts
all-black and all-white images, preprocessing strategy based
on the lifting scheme (PSLS) is proposed in this algorithm,
and applied to process the plaintext image before permuta-
tion. As shown in Fig. 2, the red, green, blue components of
the color plaintext images are preprocessed and the detailed
operations are described as follows.

Step 1According to the hash value of the plaintext image I
with the size M × N , three initial values of chaotic system
can be obtained. Then, iterate this system for N0 (N0 ≥ 1000
+ M × N) times with them according to Eq. (1), discard the
first k (k ≥ 500) values to avoid the transient effect, then
generate three chaotic sequences O, P and Q with the length

of MN . Convert sequences O, P, Q into integer series by

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

O � mod
(
f loor

(
|O + P| × 1010

)
, 256

)

P � mod
(
f loor

(
|P + Q| × 1010

)
, 256

)

Q � mod
(
f loor

(
|Q + P| × 1010

)
, 256

)
. (6)

Step 2The color image I is decomposed into red, green and
blue components, and they are represented as three matrices
IR, IG, IB sized ofM ×N . For eachmatrix, they are expanded
into one-dimensional vectors R_1,G_1, B_1 with lengthMN
row by row. The corresponding index O_1, P_1 and Q_1 are
obtained by arranging O, P and Q in ascending order. Three
arrays R_1, G_1 and B_1 were sorted by O_1, P_1 and Q_1
respectively, and then three sequences R_2, G_2 and B_2
with length MN were obtained by

⎧
⎪⎨

⎪⎩

R_2 � R_1(O_1)

G_2 � G_1(P_1)

B_2 � B_1(Q_1)

. (7)

Step 3 Sequence G_2 was applied to predict alignment
R_2, and a new array NR was obtained by

N Ri � mod

(

f loor

(
1

2
(G_2i−1 + G_2i )

)

+ R_2i , 256

)

,

(8)

where mod(a, b) denotes the modular operation of a to b, the
floor(x) function signifies the maximum integer that is not
larger than x. NRi, G_2i, R_2i are the ith numerical element
in the sequenceNR,G_2,R_2 respectively, and i is an integer,
i ∈ [1, M × N ], G_20 � 0.

Step 4 Sequences G_2 and P were used to disturb with
series NR, and a new serial CR was obtained by

CRi � mod

(

f loor

(
1

2
(G_2i + mod (Pi , 256))

)

, 256

)

⊕ N Ri ,

(9)

whereCRi,Pi,NRi are the ith numerical element in the series
CR, P, NR respectively, and i is an integer, i ∈ [1, M × N ].

Step 5 SequenceG_2 was updated by arrayCR, and a new
serial CR was obtained by

NGi � mod(CRi−1 ⊕ CRi + G_2i , 256), (10)

where NGi is the ith numerical element in the sequence NG,
and i is an integer, i ∈ [1, M × N ], CR0 � 0.
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Step 6 Array CR was employed to predict sequence B_2,
and a new serial NB was gotten by

N Bi � mod

(

f loor

(
1

2
(CRi−1 + CRi )

)

+ B_2i , 256

)

,

(11)

where NBi, B_2i are the ith numerical element in the align-
ments NB and B_2 separately, and i is an integer, i ∈
[1, M × N ].

Step 7 Sequences CR and Q were used to disturb with
array NB, and a new serial CB was obtained by

CBi � mod

(

f loor

(
1

2
(CRi + mod(Qi , 256))

)

, 256

)

⊕ N Bi , (12)

whereCBi,Qi are the ith numerical elements in the sequences
CB and Q severally, and i is an integer, i ∈ [1, M × N ].

Step 8 Alignment NG was updated by sequence CB, and
a new serial CG was obtained by

CGi � mod(CBi−1 ⊕ CBi + NGi , 256), (13)

where CGi is the ith numerical element in the sequence CG,
and i is an integer, i ∈ [1, M × N ], CB0 � 0.

Finally, three sequences CR, CG and CB with length MN
are obtained.

In the PSLS, the lifting scheme and random sequences are
applied to perform addition and XOR operations on plaintext
images pixels, which changes the pixel values and prevents
the problem of permutation invalidation caused by attackers
using all zeros and all ones images against encryption algo-
rithm. The pseudocode of PSLS is described in Algorithm 1.

Algorithm 1 The pseudocode of PSLS.
Input: Plaintext images I of size M×N and external keys.
Output: Three sequences CR, CG, CB.
1: Generate initial parameters of three chaotic system by hash value of original image, iterate Eq. 
(1) to obtain three random sequences O, P, Q with length MN.
2: Convert sequences O, P, Q into integer series by Eq. (6).
3: Transform the red, green, blue components of the plaintext images into sequences R_1, G_1, 
B_1.
4: Sort arrays O, P, Q, and get the corresponding index vectors O_1, P_1, Q_1. Arrange arrays 
R_1, G_1, B_1 by O_1, P_1, Q_1 to get R_2, G_2, B_2.
5: R_2 is operated on by Eqs. (8) and (9) to obtain the sequence CR.
6: Manipulate B_2 to generate sequence CB according to Eqs. (11) and (12).
7: Process array G_2 using Eqs. (10) and (13) to get sequence CG.

Block-based cross-component permutation based on index
vectors (BCPIV)

Three sequencesCR,CG andCB are recombined to get three
matrices PR, PG and PBwith sizeM × N , and then the three
matrices are respectively shuffled by the proposed BCPIV as
follows:

Step 1 Select three matrices PR_2, PG_2, PB_2 with size
L2 × L2 from PR, PG and PB respectively, PR_2, PG_2,
PB_2 are divided into L2 blocks in turn, and the size of each
block is L × L. L is obtained by

L � min
{⌊√

M
⌋
,
⌊√

N
⌋}

, (14)

where �a� is the floor operation to obtain the largest integer
that is not greater than a.

Step 2 The first L2 data in the sequences O, P, Q are
selected and denoted as O_3, P_3, Q_3, respectively. Four
new alignments T , H, Y and Z were acquired by

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

Ti � O_3i + P_3i

Hi � P_3i + Q_3i

Yi � O_3i − Q_3i

Zi � O_3i + P_3i − Q_3i

, (15)

where Ti, Hi, Yi, Zi are the ith numerical elements in the
sequences T , H, Y , Z separately, and i is an integer, i ∈[
1, L2

]
. The corresponding index vectors IT , IH, IY and IZ

are obtained by arranging T , H, Y and Z in ascending order,
respectively.

Step 3 Initialize two matrices S andW with size L2 × L2,
set the values of IT to each row of S, and the values of IH
to each row of W . Each row in S is cyclically shifted using
the elements in IY , and each row in W is cyclically moved
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Fig. 3 Illustration of generating matrix S

according to the elements in IZ , finally two matrices S and
W are obtained.

An example of using the sequences IT and IY to generate
matrix S is shown in Fig. 3. Initialize each row in matrix S to
{3, 2, 4, 1}, the first element in sequence IY is 1, one shifts
the first row of matrix S to the left by 1 pixel, the first row
of the altered matrix S is obtained, and it is {2, 4, 1, 3}. The
second element in sequence IY is 3, one shifts the second
row of matrix S to the left by 3 pixels, the second row of the
altered matrix S is obtained and denoted as {1, 3, 2, 4}. The
third element in sequence IY is 2, one moves the third row of
matrix S to the left by 2 pixels, the third row of the modified
matrix S is obtained and represented as {4, 1, 3, 2}. The last
value in sequence IY is 4, one shifts the last row of matrix S
to the left by 4 pixels, then the last row of the altered matrix
S is gotten and shown as {3, 2, 4, 1}.

Step 4 An integer matrix E of size L2 × L2 is generated
by

E(i , j) � mod(S(i , j) + j , 3), (16)

where i ∈ [
1, L2

]
, j ∈ [

1, L2
]
, E(i , j) is the element of the

ith row and jth column in matrix E, and E(i , j) ∈ [0, 2].
Step 5 Set column j � 1. Initialize three matrices VR, VG

and VB with size M × N , and set VR as PR, VG as PG, VB
as PB.

Step 6 Determine the target position of the pixels to move
in the matrix PR according to the values in the matrix E. For
the matrix PR, move the pixel located at the ith row and jth
column to theW (i , S(i , j))th position of the S(i , j)th block
of the matrix VR when E(i , j) � 0; shift the pixel located
at the ith row and jth column to theW (i , S(i , j))th position
of the S(i , j)th block of the matrix VG when E(i , j) � 1;
move the pixel located at the ith row and jth column to the
W (i , S(i , j))th position of the S(i , j)th block of the matrix
VB when E(i , j) � 2. The position of the blocks and the
pixels within the block are arranged in row priority, this detail
is as shown in Fig. 4.

Step 7 Compute the target position of the elements tomove
in the matrix PG according to the values in the matrix E. For
the matrix PG, move the pixel located at the ith row and
jth column to the W (i , S(i , j))th position of the S(i , j)th
block of the matrix VR when mod(E(i , j) + 1, 3) � 0;

Fig. 4 Arrangement of the pixels within the block

Fig. 5 Illustration of determining the target position of each pixelmove-
ment according to three matrices S, W , E

shift the pixel located at the ith row and jth column to
the W (i , S(i , j))th position of the S(i , j)th block of the
matrix VG when mod(E(i , j) + 1, 3) � 1; move the pixel
located at the ith row and jth column to the W (i , S(i , j))th
position of the S(i , j)th block of the matrix VB when
mod (E(i , j) + 1, 3) � 2. The position of the block and pix-
els within the block are arranged in line priority (Fig. 4).

Step 8Calculate the target position of the pixels tomove in
the matrix PB according to the values in the matrix E. For the
matrix PB, move the pixel located at the ith row and jth col-
umn to the W (i , S(i , j))th position of the S(i , j)th block
of the matrix VR when mod(E(i , j) + 2, 3) � 0; shift the
pixel at the ith row and jth column to the W (i , S(i , j))th
position of the S(i , j)th block of the matrix VG when
mod(E(i , j) + 2, 3) � 1; move the pixel at the ith row and
jth column to the W (i , S(i , j))th position of the S(i , j)th
block of the matrix VB when mod(E(i , j) + 2, 3) � 2. The
position of the block and pixels within the block are arranged
in row priority.

In steps 6 ~ 8, where i is an integer, i ∈ [
1, L2

]
, j ∈[

1, L2
]
, E(i , j) is the element at the ith row and jth column in
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Fig. 6 Illustration of the permutation process

matrix E, E(i , j) ∈ [0, 2], S(i , j) ∈ [
1, L2

]
, andW (i , j) ∈[

1, L2
]
.

Step 9 Repeat steps 6 ~ 8 for j � 2 ~ L2 to achieve the per-
mutation operation. Finally, three matrices VR, VG, VB with
sizeM × N are obtained. To make the reader understand the
BCPIVwell, an example shown inFig. 5 is presented to deter-
mine the target position of each pixel movement according
to three matrices S,W , E. Figure 6 gives another expression
of the permutation process, are red, green, blue components
before the permutation are given on the left, expanded by the
row, components after the permutation are put on the right,
expanded by blocks. The pseudocode of BCPIV is described
in Algorithm 2.

BCPIV may achieve the cross-component permutation
between the red, green, blue components of the plaintext
images. The random sequences are sorted in ascending order
to get the corresponding index vectors which are employed
to generate three new matrices, and then three matrices are
utilized to determine the target position of the current pixel to
be shifted, which allows pixels to be scrambled across com-
ponents. It makes the process of changing the position of
pixels more random and improves resistance of the proposed
CIE-LSCP to statistical attacks.
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Multi stochastic diffusion based on random sequences
(MSDRS)

The permutated images are diffused by MSDRS to upgrade
the encryption effect. The detailed diffusion process is
described as follows:

Step 1 Three random sequences CO, CP and CQ with the
length ofMN are generated from the chaotic sequences O, P
and Q by

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

COi � mod
(
f loor

(
|Oi + Pi − Qi | × 1010

)
, 256

)

CPi � mod
(
f loor

(
|Pi + Qi − COi | × 1010

)
, 256

)

CQi � mod
(
f loor

(
|COi + Qi − CPi | × 1010

)
, 256

)
,

(17)

where |x| is the absolute value of x, COi is the ith numer-
ical element in the sequence CO, and i is an integer, i ∈
[1, M × N ].

Three corresponding index vectors XD, SD and CD are
generated by arranging CO, CP and CQ in ascending order.
Meanwhile, the sequence K is generated by

Ki � mod(|COi + CQi + CPi |, 256), (18)

where Ki is the ith numerical element in the sequenceK , and
i is an integer, i ∈ [1, M × N ].

Step 2 The three matrices VR, VG and VB are converted
into one-dimensional arrays VRR, VGG and VBBwith length
MN , respectively. Three sequencesVRR,VGG andVBBwere
diffused using XD, SD, CD and K , and sequences RA, GA
and BA with the length of MN are obtained by

⎧
⎪⎨

⎪⎩

RA(XD(i)) � V RR(SD(i)) ⊕ K (CD(i)) ⊕ VGG(SD(i))

GA(XD(i)) � VGG(SD(i)) ⊕ K (CD(i)) ⊕ V BB(SD(i))

BA(XD(i)) � V BB(SD(i)) ⊕ K (CD(i))

,

(19)

where XD(i) is the ith numerical element in the sequence
XD, and i is an integer, i ∈ [1, M × N ].

Step 3 Three matrices CIR, CIG and CIB of size M × N
are gotten by transforming three sequences RA, GA and BA,
respectively. Subsequently, combine CIR, CIG and CIB to
obtain ciphertext image, and the encryption process is com-
pleted.

In the MSDRS, three index vectors corresponding to ran-
domsequences are generated.According to the indexvectors,
one pixel in the current component, one pixel in other com-
ponent and one element in a random sequence are selected to
participate in XOR operation, and then the obtained pixel is
placed at a random position among the current component.
MSDRS can achieve a more stochastic process that enhances
the security of CIE-LSCP. The pseudocode of MSDRS is
described in Algorithm 3.

Decryption algorithm

The decryption steps of this proposed algorithm are the
reverse process of images encryption, the ciphertext image
and keys are used as the input of the decryption algorithm,
and the decrypted image is output. The specific flowchart
shown in Fig. 7 are described as follows. The decryption is
completed by three inverse processes, namely, the inverse
MSDRS, the inverse BCPIV, and the inverse PSLS. The
RGB three-component in the ciphertext image is transformed
into three sequences RA, GA and BA, then three sequences
VRR, VGG and VBB are obtained by Eq. (20), and next
three sequences CR,CG and CB are generated by the inverse
BCPIV process, subsequently, three sequences R_2, G_2,
B_2 are producedbyEqs. (21–26), finally the three sequences
obtained are recombined to obtain the color decrypted image.
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Fig. 7 The flowchart of the proposed decryption process

⎧
⎪⎨

⎪⎩

V BB(SD(i)) � BA(XD(i)) ⊕ K (CD(i))

VGG(SD(i)) � GA(XD(i)) ⊕ K (CD(i)) ⊕ V BB(SD(i))

V RR(SD(i)) � RA(XD(i)) ⊕ K (CD(i)) ⊕ VGG(SD(i))

,

(20)

NGi � mod(CGi + 256 − CBi−1 ⊕ CBi , 256), (21)

N Bi � mod

(

f loor

(
1

2
(CRi + mod(Qi , 256))

)

, 256

)

⊕ CBi ,

(22)

B_2i � mod

(

N Bi + 256 − f loor

(
1

2
(CRi−1 + CRi )

)

, 256

)

,

(23)

G_2i � mod(NGi + 256 − CRi−1 ⊕ CRi , 256), (24)

N Ri � mod

(

f loor

(
1

2
(G_2i + mod(Pi , 256))

)

, 256

)

⊕ CRi ,

(25)

R_2i � mod

(

N Ri + 256 − f loor

(
1

2
(G_2i−1 + G_2i )

)

, 256

)

,

(26)

Simulation results and performance analyses

Simulation results are given to verify the security and effec-
tiveness of the proposed CIE-LSCP in this section. The
experiments are executed on a computer, the environments
are as follows: Intel(R) Core (TM) i7-6700CPU@3.40GHz

Table 1 Images for testing

Image Size (h × w × c) Image Size (h × w × c)

Lena 256 × 256 × 3 Sailboat 256 × 256 × 3

Baboon 256 × 256 × 3 Peppers 256 × 256 × 3

(8 CPUs). All the experiments are tested on Windows 10
operating system with MATLAB 2018a. Four color images
(Lena, Baboon, Sailboat, Peppers) in Table 1 are selected to
perform the encryption and decryption processes. Figure 8
illustrates the plaintext images (a–d), the homologous cipher-
text images (e–h), and the decrypted images (i–l). Besides, to
fully demonstrate the availability of CIE-LSCP, eight plain-
text images in Fig. 9a–h taken from the USC-SIPI (http://
sipi.usc.edu/database/) images database are adopted as test
images for the following analyses. Figure 9i–p and q–x are
the corresponding encrypted and decrypted images.

As shown in Figs. 8 and 9, the encrypted images are
absolutely dissimilar to plaintext images, we cannot obtain
any information related to the original images from them,
the decrypted images are indistinguishable from primitive
images. Then we can conclude that the proposed CIE-LSCP
possesses satisfactory image cryptosystem effect.

Key space

For image encryption algorithms, the size of the key space has
a direct impact on their security, the brute-force attacks can be
withstood proficiently when the key space reaches 2100. The
more the number of the key, the larger its key space is. InCIE-
LSCP, the keys consist of: (1) 256-bit hash value generated
from original image; (2) Parameters of chaotic system σ , γ , b
and the external keys t1, t2, t3, t4. Assuming the computation
precision of the computer is 10–14, the key space of CIE-
LSCP is 2256 + (1014) 7 ≈2325 >2100, so our proposed scheme
can resist brute-force attack effectively. Besides, comparison
results with other algorithms are listed in Table 2. It is evident
that our method has the largest key space than algorithms in
Refs. [15, 17, 24, 27, 31].

Quality metrics analysis

Mean squared error (MSE) and Peak signal to noise ratio
(PSNR) are usually applied to measure the pixel differ-
ence between two images. The MSE value represents the
average error value of two images, wherein the larger the
MSE of the encrypted image, the greater the pixel differ-
ence between the ciphertext image and the plaintext image,
and the smaller the MSE value of the decrypted image, the
more superior the decryption of the encrypted image. There
is an inverse relationship between the values of MSE and
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Fig. 8 Some results of encryption
algorithm. a–d Original images;
e–f Ciphertext images;
i–l Decryption images

PSNR, that is, the smaller theMSEvalue, the larger the PSNR
value. We tested the MSE and the PSNR metrics [41] for
the encrypted and decrypted images. Since we can decrypt
the plaintext images completely from the encrypted images,
making the decrypted images and the plaintext images iden-
tical, the MSE results of the decrypted images obtained from
the test are all 0 and the PSNR results are all +∞. We
present the outcomes of MSE and PSNR metrics for the
encrypted images in Table 3.

MSE �

⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

1

M × N

M−1∑

i�0

N−1∑

j�0

[P(i , j) − I (i , j)]2, f or gray − scale image

1

M × N × 3

M−1∑

i�0

N−1∑

j�0

[P(i , j) − I (i , j)]2, f or color image

, (27)

PSN R � 10 log
2552

( 1
MN

)∑M
i�1

∑N
j�1 [D(i , j) − I (i , j)]2

,

(28)

where P is a plaintext image and I is a decrypted image, P(i,
j) is the element of the ith row and jth column in matrix P,
M is the row number of the plaintext images, and N is the
column number of the plaintext images.

Histogram analysis

The histogram of the image shows how pixels of differ-
ent channels are distributed, and the information quantity
in the image can be evaluated to determine the resistance of
the encryption algorithm to statistical attacks. Generally, the

histograms of the ciphertext image need to be completely
distinct from those of plaintext image. The histograms of
original and ciphertext images are illustrated in Fig. 10.
The histogram of original images shown in Fig. 10a–d,
their distribution is not uniform. The rest show the his-
togram of corresponding ciphertext images, their distribution
is flat. The histogram distribution shows that the proposed
CIE-LSCP can be effective in hiding the pixel distribu-
tion information of plaintext image and withstand statistical
attack well.
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Fig. 9 Encryption and decryption
results of eight test images.
a–h Original images;
i–p Ciphertext images;
q–x Decryption images
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Table 2 Comparison of key
space with other algorithms Algorithm Ours Ref. [15] Ref. [17] Ref. [24] Ref. [27] Ref. [31]

Key space 2325 2318 2203 2300 2138 2312

Table 3 MSE and PSNR results
Image Component MSE PSNR (dB) Image Component MSE PSNR (dB)

Lena R 10,652 7.8566 Sailboat R 7239 9.5339

G 9032 8.5729 G 11,343 7.5834

B 7059 9.6436 B 11,404 7.5603

Baboon R 8383 8.8967 Peppers R 1975 9.1136

G 7409 9.4330 G 11,183 7.6452

B 9154 8.5149 B 11,102 7.6768

Ref. [23] R 10,697 7.8378 Ref. [35] R 7927 9.1395

G 8968 8.6035 G 7307 9.4931

B 7042 9.6540 B 9712 8.2573

The variances of histogram are used to assess the uni-
formity of the plaintext and encrypted images, whereby a
smaller variance value indicates a more uniform image [42].
The test results of histogramvariance are illuminated inTable
4. By contrasting the variance of plaintext and ciphertext
image, we can find that the variance of ciphertext image is
decreased significantly relative to that of original image, and
the result of variance of ciphertext image is less than 285.
The chi-square test outcomes are revealed in Table 5, from
which we can see that the data results of each component of
the color image pass the chi-square test, and the maximum
test value is not more than 285. It is proved that the proposed
CIE-LSCP could withstand statistical attacks significantly.
The chi-square test [43] can be calculated by

x2test �
n∑

k�1

(ck − vk)

vk
, (29)

where n is gray level (n � 256 in this test), ck and vk are
the occurrence frequency and expected value of gray level k,
respectively.

Correlation analysis of adjacent pixels

Neighboring pixels in a plaintext image usually have high
correlation, and a feasible image encryption method can
reduce the correlation coefficient of adjacent pixels in a
ciphertext image to an admissible range. The absolute value
between adjacent pixels of the ciphertext image should be as
close to 0 as possible. The values of the correlation coefficient
of original images is greater than 0.78 in Table 6, which indi-
cates that there is strong correlation between adjacent pixels
of plaintext images in all directions, while the correlation
coefficient of ciphertext image is less than 0.008, indicating

that the correlation of ciphertext image is very weak. Com-
pared to some other approaches, CIE-LSCP leads to reduced
correlation, thus CIE-LSCP has a better mess effect.

The correlation test results of adjacent pixels of three
components of plaintext image and ciphertext image are elu-
cidated in Fig. 11. As can be seen from it that the adjacent
pixels of plaintext images in the horizontal, vertical and diag-
onal directions are mostly concentrated, this is due to the fact
that the plaintext image carries a large amount of informa-
tion, resulting in strong correlation between adjacent pixels,
while our proposed encryption scheme can shift a pixel in
the image to an arbitrary target location, which can increase
the difference between adjacent pixel values and weaken the
correlation between adjacent pixels and R, G, and B compo-
nents, making the pixel distribution of the ciphertext image
more uniform.

The correlation coefficients of adjacent pixels in plaintext
image and the corresponding ciphertext image are calculated
by Eqs. (30, 31, 32) [44],

CC � E((x − E(x))(y − E(y)))√
D(x)D(y)

, (30)

E(x) � 1

N

N∑

i�1

xi , (31)

D(x) � 1

N

N∑

i−1

(xi − E(x))2, (32)

where x, y are the values of two neighboring pixels in the
image, N is the pixel count chosen from the image, E(x) and
D(x) are the expectation and variance of x, respectively.
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Fig. 10 Histograms of plaintext
and ciphertext images

123



Complex & Intelligent Systems (2023) 9:927–950 941

Table 4 Histogram variance of
plaintext and ciphertext images Image Plaintext images Ciphertext image

R G B R G B

Lena 6.4731e+04 2.9669e+04 9.1621e+04 260.0784 271.2471 278.6824

Peppers 5.6977e+04 5.4691e+04 1.0462e+05 269.0039 279.8824 280.3294

Baboon 2.8194e+04 4.2050e+04 2.5960e+04 280.9412 284.6510 253.1373

Sailboat 5.3726e+04 3.5834e+04 9.1551e+04 215.2157 256.8863 215.3412

4.1.01 1.6962e+05 1.5857e+05 1.5866e+05 253.8745 254.8314 260.0549

4.1.02 2.1119e+05 3.3918e+05 2.9077e+05 253.6627 233.3490 250.1020

4.1.03 7.9393e+05 8.6434e+05 6.2281e+05 268.0000 246.9098 252.6196

4.1.04 6.7232e+04 6.4687e+04 1.1349e+05 274.4235 276.1412 277.8902

4.1.05 2.5959e+05 3.0033e+05 3.9558e+05 249.3725 242.2118 270.1176

4.1.06 8.1690e+04 5.7233e+04 1.3033e+05 267.2157 255.7647 266.8627

4.1.07 7.9309e+05 5.0363e+05 1.6874e+05 241.6078 279.9843 268.8627

4.1.08 5.3961e+05 3.5062e+05 1.3027e+05 246.0314 254.5569 244.0706

Table 5 Results of chi-square
test of ciphertext images Image x2test x2256, 0.05 Result

R G B

Lena 259.0625 270.1875 277.5938 293 Pass

Peppers 267.9531 278.7891 279.2344 293 Pass

Baboon 279.8438 283.5391 252.1484 293 Pass

Sailboat 214.3750 255.8828 214.5000 293 Pass

4.1.01 252.8828 253.8359 259.0391 293 Pass

4.1.02 252.6719 232.4375 249.1250 293 Pass

4.1.03 266.9531 245.9453 251.6328 293 Pass

4.1.04 273.3516 275.0625 276.8047 293 Pass

4.1.05 248.3984 241.2656 269.0625 293 Pass

4.1.06 266.1719 254.7656 265.8203 293 Pass

4.1.07 240.6641 278.8906 267.8125 293 Pass

4.1.08 245.0703 253.5625 243.1172 293 Pass

Information entropy analysis

Information entropy can be applied to evaluate the ran-
domness and unpredictability of an image. The value of
information entropy is calculated by [44]

H(m) �
2N−1∑

i�0

p(mi ) log
1

p(mi )
, (33)

where m represents an information source, p(mi) indicates
potentiality of mi. In our scheme, the random sequences
resulting from the 3-D chaotic system are utilized to permute
the preprocessed matrix. The conversion of pixel positions
across the three components is effectively implemented, and
also enhances the uncertainty and disorder of pixels in cipher-
text images. From Table 7, we can get that the information

entropy of the red, green, blue components in ciphertext
image is above 7.99, close to the theoretical value of 8, which
indicates that the ciphertext image gotten by our algorithm
has remarkable random attribution and can resist strong sta-
tistical attacks and entropy attacks.

Key sensitivity analysis

The encryption key sensitivity analysis

This part uses a key that is subtly dissimilar to the correct
key to encrypt the original image, then tests the sensitivity
of the key in the encryption process. The correct key set K0

contains the 256-bit hash value of the plaintext images, the
parameters σ , γ , b and external keys t1, t2, t3, t4. Change the
external key t1, t2, t3, t4 in key set K0 by the amount of �
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Table 6 Correlation coefficients
of adjacent pixels in plaintext
images and ciphertext image

Image Horizontal Vertical Diagonal

Plaintext images (Lena) R 0.9760 0.9535 0.9281

G 0.9687 0.9376 0.9089

B 0.9516 0.9217 0.9006

Ciphertext image (Lena) R − 0.0008 − 0.0004 − 0.0073

G 0.0009 0.0025 − 0.0046

B − 0.0012 − 0.0018 0.0001

Ciphertext image (Baboon) R − 0.0006 0.0014 0.0029

G 0.0022 − 0.0017 0.0007

B 0.0058 0.0051 − 0.0009

Ciphertext image (Sailboat) R − 0.0042 0.0010 0.0045

G 0.0007 − 0.0062 0.0024

B 0.0036 − 0.0003 − 0.0038

Ciphertext image (Peppers) R − 0.0039 − 0.0068 0.0051

G − 0.0039 − 0.0008 0.0005

B 0.0043 − 0.0007 0.0021

Ref. [17] R 0.0137 − 0.0237 0.0109

G − 0.0246 − 0.0170 − 0.0133

B − 0.0137 0.0023 − 0.0013

Ref. [18] R − 0.0047 0.0028 − 0.0043

G − 0.0023 − 0.0060 − 0.0069

B − 0.0038 − 0.0057 − 0.0112

Ref. [24] R 0.0083 − 0.0054 − 0.0010

G 0.0049 0.0100 0.0124

B − 0.0017 0.0095 − 0.0042

Ref. [30] R − 0.0141 − 0.0036 0.0006

G − 0.0091 − 0.0074 0.0037

B − 0.0094 − 0.0282 − 0.0049

(� � 10–14), only one of the parameters is altered at a time,
other parameters remain unchanged, and then new key sets
K1-K4 are obtained.

The NPCR between ciphertext image encrypted by K0

and those encrypted by K1–K4 is tested and listed in Table
8. According to Table 8, when the key has been modified
just a tiny amount (�), the pixel difference rate of different
ciphertext images is close to 99.60. It can be found from
the values in Table 8 that the proposed CIE-LSCP is very
sensitive to the key in encryption stage.

The decryption key sensitivity analysis

This part uses K1–K4, which is marginally dissimilar to the
correct decryption K0, to decrypt the ciphertext image and
tests the sensitivity of the key in the decryption procedure.

We test the NPCR between the image decrypted with key
set K0 and the image decrypted with the changed key K1-K4

quantitatively. From Table 9, one may watch that when there

is a minor alteration in the key (�), the pixel difference rate
of different decrypted images is about 99.60. The data in the
table show that the proposed algorithm is sensitive to the key
in decryption process.

Noise attack analysis

In the process of images transmission, they are highly likely
to be attacked by the noise, which increases the difficulty
to restore the plaintext images. During the simulation, we
add different salt & pepper noise (SPN), speckle noise
(SN) and white Gaussian noise (GN) respectively to the
ciphertext image, and then decrypt them. The correspond-
ing decryption results are shown in Fig. 12. We can still
derive most of the significant information in the plaintext
image from the decrypted image. Here PSNR is employed
to appraise the connection between plaintext image and
decrypted image. The PSNR value of two images can be
computed by Eq. (28). The PSNR values of the plaintext
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Fig. 11 Adjacent pixel distribution. a–c Adjacent pixel distribution of red, green and blue components of plaintext images; d–f Adjacent pixel
distribution of red, green and blue components of ciphertext image

Table 7 Information entropy test results

Image Red Green Blue

Lena 7.2509 7.5906 6.9284

Baboon 7.6160 7.3754 7.6804

Sailboat 7.2673 7.6263 7.2006

Peppers 7.3063 7.5557 7.0912

Enc_Lena 7.9969 7.9973 7.9972

Enc_Baboon 7.9973 7.9965 7.9967

Enc_Sailboat 7.9976 7.9972 7.9976

Enc_Peppers 7.9972 7.9974 7.9972

Ref. [17] 7.9892 7.9898 7.9899

Ref. [18] 7.9973 7.9965 7.9969

Ref. [24] 7.9972 7.9972 7.9975

Ref. [30] 7.9973 7.9970 7.9972

images and the decrypted images with noise are listed in
Table 10, where the greater the PSNR value, the smaller
the difference between plaintext image and decrypted image.
With SPN attached to the ciphertext image, the noise inten-
sity varies from 0.00001, to 0.00003, to 0.00005, to 0.00007,
respectively, the PSNR value is as low as 43.1644 dB and as
high as 61.5080 dB.While we addGNwith noise intensity of
0.00001, 0.00003, 0.00005, 0.00007 to the ciphertext image,
the PSNR value varies from a minimum of 13.8054 dB to a

maximum of 16.9962 dB. We can still largely recognize the
contents of the plaintext image, this suggests that CIE-LSCP
has the ability to resist noise attacks.

Cropping attack analysis

The ciphertext images with different cropping attacks (a–c)
and the corresponding decrypted images (d–f) are displayed
in Fig. 13. Obviously, the deciphered images still contain
some details of the original image, and one may get the
plaintext information from them. When the ciphertext image
is cropped by 1/64, the PSNR value between the decrypted
image and plaintext image reaches 20.1234 dB; when the
ciphertext image is cut out by 1/16, the PSNRvalue decreases
by 5.5925 dB; when the ciphertext image is cut out by 1/4,
the PSNR value drops by another 4.3789 dB. Even though
some information in encrypted image is dropped, the par-
ticipants are still able to roughly recover the information in
the original image by the decryption algorithm. The simu-
lation results demonstrate that the proposed CIE-LSCP has
excellent robustness against cropping attack.

Running time

The timeof the encryption anddecryption is also an important
factor to evaluate the performance of an image encryp-
tion algorithm. If the encryption and decryption speed is

123



944 Complex & Intelligent Systems (2023) 9:927–950

Table 8 The NPCR between two
ciphertext images Key NPCR (%)

Lena Baboon Sailboat Peppers

K1(t1′ � t1 + �) 99.57 99.62 99.64 99.59

K2(t2′ � t2 + �) 99.59 99.62 99.64 99.59

K3(t3′ � t3 + �) 99.64 99.60 99.62 99.57

K4(t4′ � t4 + �) 99.63 99.58 99.58 99.61

Table 9 The NPCR between two
deciphered images Key NPCR (%)

Lena Baboon Sailboat Peppers

K1(t1′ � t1 + �) 99.59 99.59 99.59 99.61

K2(t2′ � t2 + �) 99.64 99.59 99.57 99.64

K3(t3′ � t3 + �) 99.59 99.55 99.65 99.60

K4(t4′ � t4 + �) 99.59 99.61 99.61 99.61

too slow, the image cryptosystem lacks practicality. The
time to be consumed is obtained by the simulation experi-
ment. The proposed CIE-LSCP is divided into four major
parts: chaotic sequences generation, preprocessing-PSLS,
scrambling-BCPIV and diffusion-MSDRS. Besides, the pro-
posed image decryption method also includes four stages:
generating chaotic sequences, PSLS, inverse BCPIV and
inverse MSDRS. The specific encryption and decryption
times of our CIE-LSCP for 256 × 256 color images are dis-
played in Table 11. As is evident from Table 11 that the
encryption time and decryption time are almost equal for the
proposed CIE-LSCP is a symmetric encryption method, and
the encryption time is a bit more than decryption time, this
may be because that some time is cost since some key param-
eters are produced in encryption stage and transmitted to the
receiver, thus, they may be directly utilized for decryption.

Differential attack analysis

For image encryption schemes, differential attack is a com-
mon kind of attack strategy. Attackers are able to get the
ciphertext image, and by changing a few pixels in the plain-
text image, they attempt to retrieve the information needed to
obtain new ciphertext image, attack the encryption algorithm
through comparing the changes of two ciphertext images.
The number of pixel change rate (NPCR) and unified aver-
age change in intensity (UACI) are often used to perform
quantitative evaluation of encryption schemes. NPCR mea-
sures the pixel change rate in ciphertext image and UACI
is the average of the intensity difference between ciphertext
images.

The values of NPCR and UACI are determined by [16]

D(i , j) �
{
C1(i , j) � C2(i , j), if D(i , j) � 0

Otherwise, if D(i , j) � 1
, (34)

NPCR �
∑

D(i , j)

rows × cols
× 100%, (35)

UACI � 1

rows × cols

⎛

⎝
∑

i , j

C1(i , j) − C2(i , j)

255

⎞

⎠, (36)

where C1 refers to the ciphertext image obtained from
the plaintext image, and C2 refers to the ciphertext image
obtained by encrypting the image that has minor differences
from the plaintext image.

From the data in Table 12, it can be obtained that our
encryption scheme is sensitive to the plaintext image, because
the SHA256 hash values of the plaintext image are computed
during the encryption process, which are applied to get the
initial parameters of the chaotic system and generate chaotic
sequences, and these sequences are extremely crucial to the
preprocessing, permutation and diffusion processes.

Classical attack analysis

Cryptanalysis is the decryption of a ciphertext without know-
ing the secret information, and it is usually needed for
decryption through finding the keys.When performing crypt-
analysis, there are four types of attacks, depending on the
level of information available to the analyst [45].

1. Ciphertext only attack: The attacker performs an exhaus-
tive attack when only the ciphertext is known.
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Fig. 12 The deciphered images
with different noise

Table 10 The PSNR values of the plaintext images and decrypted
images with noise

Noise type Noise intensity PSNR (dB)

SPN 0.00001 61.5080

0.00003 43.1644

0.00005 41.5922

0.00007 40.3752

SN 0.00001 19.8482

0.00003 17.2376

0.00005 16.3590

0.00007 15.7123

GN 0.00001 16.9962

0.00003 15.1184

0.00005 14.2924

0.00007 13.8054

2. Known plaintext attack: The attacker has some given
plaintext-ciphertext pairs and uses them to derive the
encryption algorithm and keys.

3. Chosen plaintext attack: The attacker can select some
plaintexts and obtain the corresponding ciphertexts with
the goal of launching the key.

4. Chosen ciphertext attack: An attacker can construct the
plaintext corresponding to any ciphertext with the goal
of launching the key.

Among them, the chosen-plaintext attack is the most pow-
erful type of attack, and as long as the encryption algorithm
can resist the chosen-plaintext attack, it can resist other types
of attacks. In the encryption scheme proposed in this paper,
three random sequences are generated based on plaintext
information and an external key for the encryption process.
Any error in one of the initial parameters will produce a com-
pletely different encrypted image, so this encryption scheme
can resist the chosen-plaintext attack and also the other three
types of attacks mentioned above.

NIST test

In many cryptographic applications, random and pseudo-
random numbers are required. Here the randomness test of
the sequences is discussed. First, the sequences to be tested
are transformed into a sequence of binary numbers and then
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Fig. 13 The results of cropping
attack

Table 11 Encryption and
decryption time for 256 × 256
color images

Images Lena Baboon Sailboat Peppers Average

Encryption 1.7715 s 1.7836 s 1.7229 s 1.7310 s 1.7523 s

Decryption 1.5159 s 1.5403 s 1.5075 s 1.4754 s 1.5098 s

Table 12 The NPCR and UACI between two ciphered images

Image NPCR (%) UACI (%)

Ciphertext image
(Lena)

R 99.64 33.55

G 99.62 33.43

B 99.62 33.44

Ciphertext image
(Baboon)

R 99.59 33.52

G 99.59 33.25

B 99.62 33.36

Ciphertext image
(Sailboat)

R 99.56 33.52

G 99.63 33.49

B 99.57 33.42

Ciphertext image
(Peppers)

R 99.62 33.54

G 99.57 33.65

B 99.61 33.36

the testing software of National Institute of Standards and
Technology (NIST) is employed to conduct randomness tests
on the sequences, containing a total of 15 items of mea-
surement indexes, the probability is used to characterize the
properties of the random sequences, specifically denoted as
P-value. For each test indicator, a P-value is generated, where
if the P-value is greater than or equal to 0.001, the test passes,
otherwise the test does not pass.

We tested the randomness of the three random sequences
which were generated by the Lorenz–Haken laser chaotic
system as well as the sequences of encrypted images. The
specific results are shown in Tables 13 and 14, among them,
the P-values are all greater than 0.001 for 15 items, indicat-
ing that the used chaotic sequences and the obtained cipher
images have good randomness.

123



Complex & Intelligent Systems (2023) 9:927–950 947

Table 13 NIST analyses for
chaotic sequences Number Statistical test x y z Pass/Fail

P value P value P value

1 Frequency 0.350485 0.739918 0.911413 Pass

2 Block frequency 0.739918 0.122325 0.350485 Pass

3 Cumulative sums 0.911413 0.534146 0.739918 Pass

4 Runs 0.739918 0.350485 0.534146 Pass

5 Longest run 0.739918 0.534146 0.534146 Pass

6 Rank 0.911413 0.213309 0.350485 Pass

7 FFT 0.350485 0.213309 0.534146 Pass

8 Non-overlapping template 0.534146 0.534146 0.350485 Pass

9 Overlapping template 0.739918 0.534146 0.122325 Pass

10 Universal 0.625716 0.161025 0.431301 Pass

11 Approximate entropy 0.911413 0.739918 0.350485 Pass

12 Random excursions 0.739210 0.345419 0.123169 Pass

13 Random excursions Variant 0.446049 0.259659 0.040016 Pass

14 Serial 0.213309 0.739918 0.350485 Pass

15 Linear complexity 0.739918 0.911413 0.991468 Pass

Table 14 NIST analyses for the
sequences of encrypted images Number Statistical test Lena Peppers Sailboat Pass/Fail

P value P value P value

1 Frequency 0.162606 0.906060 0.909852 Pass

2 Block frequency 0.017912 0.437274 0.131644 Pass

3 Cumulative sums 0.213309 0.534146 0.577721 Pass

4 Runs 0.275709 0.066882 0.685442 Pass

5 Longest run 0.834308 0.637119 0.056513 Pass

6 Rank 0.275709 0.350485 0.378119 Pass

7 FFT 0.739918 0.637119 0.852559 Pass

8 Non-overlapping template 0.833562 0.090936 0.883000 Pass

9 Overlapping template 0.350485 0.025193 0.012041 Pass

10 Universal 0.159092 0.711317 0.829665 Pass

11 Approximate entropy 0.739918 0.534146 0.211803 Pass

12 Random excursions 0.372069 0.103181 0.892352 Pass

13 Random excursions Variant 0.294020 0.298914 0.948317 Pass

14 Serial 0.739918 0.637119 0.178024 Pass

15 Linear complexity 0.350485 0.534146 0.814771 Pass

Comparative analysis

To quantitatively analyze the performance of our algorithm
compared with some state-of-the-art schemes, we choose
Lena image of size 256 × 256 × 3 as the test image and
calculate its adjacent pixels correlation, information entropy,
NPCR, UACI, MSE and PSNR, we list the data in Table 15
and the maximum values are marked in bold. From Table 15,
one may conclude that in contrast to the encryption schemes

inRefs. [19, 23–25], which all process the threeRGBcompo-
nents separately, our image encryption scheme implements
a scrambling operation across the three RGB components,
which effectively reduces the correlation of pixels among
the components and the correlation between different compo-
nents. And because our encryption scheme can be completely
decrypted, the decrypted PSNR value can reach +∞.
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Table 15 Comparing results of key space, correlation coefficients and information entropy

Algorithm Correlation coefficients Information entropy NPCR (%) UACI (%) MSE PSNR (dB)

H V D

Ours R − 0.0008 − 0.0004 − 0.0073 7.9969 99.64 33.55 0 + ∞
G 0.0009 0.0025 − 0.0046 7.9973 99.62 33.43 0 + ∞
B − 0.0012 0.0018 0.0001 7.9972 99.62 33.44 0 + ∞

Ref. [19] R − 0.0266 − 0.0303 − 0.0031 7.9972 99.62 32.98 15.398 36.256

G 0.0163 − 0.0169 0.0242 7.9976 99.63 30.41 10.716 37.047

B − 0.0462 − 0.0469 − 0.0046 7.9971 99.6 27.7 5.717 39.433

Ref. [23] R 0.0021 0.0061 0.0012 7.9974 – – – –

G 0.0055 − 0.0053 − 0.0007 7.9973 – – – –

B 0.0035 − 0.001 − 0.001 7.997 – – – –

Ref. [24] R 0.0083 − 0.001 − 0.001 7.9972 99.61 33.56 0 + ∞
G 0.0049 0.0124 0.0124 7.9972 99.67 33.45 0 + ∞
B 0.0095 − 0.0042 − 0.0042 7.9975 99.61 33.51 0 + ∞

Ref. [25] R 0.0004 0.0062 0.0062 7.9972 99.61 33.44 – –

G − 0.0018 0.0067 0.0067 7.9966 99.62 33.48 – –

B 0.0026 0.0044 0.0044 7.9968 99.6 33.45 – –

The bold fonts indicate the best values in each element

Conclusion

Based on the lifting scheme and cross-component permu-
tation, a new color image encryption algorithm named as
CIE-LSCP is proposed. First, the initial values of Loren-
z–Haken laser chaotic system are calculated using SHA256
hash values of plaintext images and external keys. The
chaotic sequences used in encryption process are generated
by this chaotic system. Second, PSLS is proposed to oper-
ate the plaintext images, the application of PSLS addresses
the problem that some permutation algorithms are not effec-
tive for particular images (all-black and all-white images), as
well as broadens the scope of application of image encryp-
tion method. Moreover, the preprocessed red, green and blue
components of the plaintext images are performed byBCPIV
to change the pixel position, the index vectors obtained from
the chaotic sequences are applied in the permutation pro-
cess, three random matrices are generated to determine the
target location of the pixel movement, which reinforces the
randomness and indestructibility of the permutation effect.
Additionally, MSDRS is employed to change the value of
the scrambled pixels to generate the final ciphertext image,
after MSDRS, the pixel values in the ciphertext image are
evenly distributed and can effectively resist statistical attacks.
Simulation results and performance analyses show that the
proposed CIE-LSCP has the ability to resist brute-force
attacks, cropping attacks, noise attacks, and it may be applied
in the secure transmission and storage of digital images.
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