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Abstract

Nowadays, the utilization of IoT technology has been rapidly increased in various applications such as smart city, smart
banking, smart transport, etc. The internet of things allows the user to collect the data easily using the different sensors installed
at various locations in the open environment. The data collection process by the IoT sensors is giving access to the various
services. However, due to the open communication medium, it is difficult to provide secure access to these services. In this
paper, a data transmission technique has been proposed, which will provide secure communication in IoT infrastructure for
smart city applications. In this method, each IoT sensor have to prove their legitimacy to the reader and the base station before
the transmission of data. Hence, the [oT sensors can transmit the required data in a secure and efficient way. In the proposed
technique, the proof of correction shows that the required information is not supposed to send through an online medium, it is
obtained at the receiver using the Euclidean parameters shared by the IoT sensors. The proposed technique is compatible to
provide the security against most of the attacks performed by the attackers. Two random variables and complex mathematical
calculation are making the proposed technique more reliable than others. This technique will significantly improve the security
of different data transmission services which will be helpful to improve the smart city infrastructure.
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Introduction

The expansion of IoT services has developed a competi-
tive environment by the introduction of new and innovative
products launch for smart city applications. The frequently
developed system imposed a new challenge towards system
privacy and security [1]. Consequently, some of the products
do not satisfy the privacy and security of the system which is
the major concern of 10T as well as smart cities [2]. Most of
the research work has been focusing on the possible appli-
cations and issues related to smart cities [3]. Earlier privacy
and security are not taken as an important parameter until
the ransomware threats have been developed like crypto wall
[4], wannacry [5], crypto locker [6], etc. Due to these attacks,

B Rohit Sharma
rohits.ph21.ec@nitp.ac.in

Rajeev Arya
rajeev.arya@nitp.ac.in

Wireless Sensor Networks Lab, Department of Electronics
and Communication Engineering, National Institute of
Technology Patna, Patna, Bihar 800005, India

there is a sense of mistrust indulges for the IoT system. The
system is criticized and said that it becomes the Internet of
Vulnerabilities instead of the Internet of things [7]. There has
been a wide wave of developing new applications for privacy
and security within the IoT-based smart city implementation.
There have been a variety of advertisements for secure prod-
ucts for smart cities [1]. In the proposed technique, three
phases have been considered namely the Registration phase,
Authentication phase, and Data transfer phase (Fig. 1). In the
first phase, the IoT sensor has to perform the registration pro-
cess by sending its Identity number along with the time stamp
[(Sigen)!IT'1]. In the authentication phase, sensor has to share
[A; = €(RlIT3)] and [Ep] to the receiver and in data trans-
fer mode, the IoT sensor calculates the Euclidean parameter
(x, ¥, z) and will send these parameters to the receiver. The
operations of these three steps are elaborated in brief in the
upcoming sections.

The important part of this research implies that it can give
a deep understanding of cyberattacks so that the new poli-
cies can be made accordingly. The study posed an important
question of the overall security of the system [8]. There have
been various challenges in the non-technical implementa-
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Considered Phases in Proposed Technique

Seeeraion

Fig. 1 Considered phases in proposed technique

tion of the system also, this is a major concern nowadays [9].
The reasons given by the study of “unsuccessful information
technology projects” [10], for the failure of non-technical
implementation are lack of support of top management, the
business case is weak and project planning is poor. These
kinds of problems are mostly possessed in the public sector.
Several implications can be seen in the administrative history
of the technological project in terms of technology adoption
by government agencies [11]. Security is a tedious task in
ToT, some of the concerns have arisen from the wireless sen-
sor networks (WSNs) [12, 13]. The practical limitation in
implementing IoT-based services in the security mechanism
of smart cities is related to the IoT characteristics [14]. Smart
cities show a dynamic behavior as they have a continuously
changing environment due to the trade-off between CPS
devices and citizens. The other complications arise due to the
diverse architectures present in the smart city. Smart cities are
also facing several economic problems in recent years. The
challenges related to financing include declination of budget
[15], descending order of state aid [16], and enhance budget
uncertainty [17, 18]. In this paper, a secure data transmis-
sion technique has been introduced for IoT infrastructure. In
this method, each IoT sensor (IO7) have to prove their legit-
imacy to the reader (Ri) and the base station (BSi) before
the transmission of data. This technique will significantly
improve the security of different data transmission services
which will be helpful to improve the smart city infrastruc-
ture. The proposed technique resists many attacks such as
Authentication attacks, User anonymity, forging attacks, and
many more performed by the adversary.
The contribution of the paper is as follows:

1. A secure data transmission technique has been pro-
posed, which includes three phases namely Registration,
Authentication, and Data transfer.

2. Each IoT sensor (I0i) have to prove their legitimacy to
the reader (Ri) and the base station (BSi) before the trans-
mission of data.

3. The sensor node needs to send three Euclidean parame-
ters to the receiver instead of recorded information.

4. The proposed technique resists many attacks such as
Authentication attacks, User anonymity, forging attacks
and many more attacks, which could be performed by the
adversary.
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In the first section, background related to smart cities and
IoT security has been presented. The second section has the
related literature and risks available in developing a smart
city operation is described in the next section. The proposed
secure data transmission technique has been discussed in the
following section, also the analysis of the security has been
investigated in the next section. The paper has been con-
cluded in the next section with open issues.

Related works

It is necessary to authenticate as not to allow illegal par-
ticipants into the network. There are so many conventional
methods that are based on cryptography. The conventional
method needs more time to process. One of the most common
cryptography systems is RSA which requires a lot of time
for its calculations. As there are so many limitations asso-
ciated with conventional methods so, the researchers have
proposed ECC (elliptic curve cryptosystem) for securing the
network by doing the authentication [19]. The ECC is based
on the Discrete Logarithm Problem (DLP) [20]. The pro-
posed method is cost-effective but not secure as per individual
users. The mobile users require a public key to access, it for
authentication. There are several bilinear techniques propose
to enhance the security level [21, 22] based on the Id system,
these systems do not require to save every one another pub-
lic key, so that memory space can also have minimized and
credentials of every individual are safe. The different variant
of ID-based systems is the grid security system for verifi-
cation of atmospheric conditions based on clouds [23-25].
The other methods are given based on the client—server tech-
nique which authenticates by bilinear pairing [26-31]. As
compared to the ECC technique cloud computing technique
is more compatible. In the ECC technique, the managing key
has to be in a secret form otherwise if the attacker got the
major managing key of the service provider then the pri-
vacy of data will be gone. To resolve this issue cloud-based
technique is used in which users can access resources on, on-
demand basis. Also, to improve the security in cloud-based
techniques, the position and history of the user should be
known prior so that the privacy of the user is secured. The
privacy of the users is secured by the verification method
of information for ‘n’ times, the value of ‘n’ changes based
on intended time provided by the cloud network [32-35].
The authors propose the Merkle tree method which has four
types of network initialization, cloud captivity, verification,
and secure computing [31, 36]. Recently, security policies
and agreements are available for authentication like set up of
the system, registration of the user, and authentication. These
agreements provide security to all mobile users as they have a
secret key that is only known to the individual user. The major
weakness of this system is that an insider can take the master
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Fig. 2 Risks available in developing a smart city operation

key of the network and can play with every user’s credentials.
The authors identify that there is no security between user
and system [37, 38], the insider can identify the public key. In
[39], the author proposes a collaborative task including secu-
rity and energy-aware for D2D communication. This study
measured the security workload by building a security model.
The author has designed an authentication protocol using Al
for real-time access to industrial medical. This authentication
protocol can be overcome the various known attacks [40].
In the proposed method, each IoT sensor (IOi7) have to
prove their legitimacy to the reader (Ri) and the base station
(BSi) before the transmission of data. This technique will
significantly improve the security of different data transmis-
sion services which will be helpful to improve the smart
city infrastructure. The proposed technique resists many
attacks such as Authentication attacks, User anonymity, forg-
ing attacks, and many more performed by the adversary.

Inferences for safety and security
for censorious infrastructure in smart cities

There are several risks while developing an efficient and reli-
able smart city operation. This section represents various risk
factors related to smart cities (Fig. 2).

Risk of infrastructure in smart city

The lifeline of any city is the infrastructure of the system
[41]. There are various risk factors associated with the con-
cept of the infrastructure of the city. There are two types
of concepts regarding the cybersecurity of smart cities. The
first one shows a huge enhancement in computing capability
that rapidly increases the attack on the network which should
be defended at a level. All the smart devices such as televi-
sions, refrigerators, cameras, routers can become a source of
malicious activity as it uses different software’s. Urban areas
show more effectiveness as compare to rural ones [42]. The
second concept shows the presence of actuators in the sys-
tem that affects the infrastructure of the smart city (such as
filters, heating elements, switches, and valves). These actua-

tors control things but at the same, there is a risk of physical
damage as well. Therefore, when both the things are com-
bined sensors and actuators the theft of security increases
more [43].

Operational security and information security

Recently, major threat is ransomware and malware that
encrypts files. These kinds of ransomware ask for ransom
from the owner to unlock the files. These individual threats
brought pathetic situations for user’s computers and organi-
zational cyber cells [44]. There is a huge loss of data with
crypto locker, wannacry, and Reventon-type ransomware
[45]. Ransomware affects personal files, work files every-
thing in personal and professional computers [46]. Some of
the enterprises depend upon data operation where this ran-
somware damages the whole system and made it the worst
case [47]. There is the various reported case also which are
pending trials or pending appeals [48]. In the healthcare sec-
tor, there are series of cases, like the case of a presbyterian
hospital in California affected by ransomware. The data of
the hospital are crippled by ransomware [49]. The effects of
wannacry ransomware have been seen in early 2017 at the
sites of the British Health Service (NHS) [50-52]. The data
operations performed at payment machine, the computer to
tackle traffic data, public transportation system also affected
by some ransomware sometimes [53]. The ransom asked for
these attacks is in several dollars and bitcoins [54]. A case
of a transport system shows an extreme example of a ran-
somware attack which frees the travel cost and lost revenue
[55]. The other way to cope up with the situation is to clean
up all files from the system.

Safety and functional impacts vs. monetary impacts

The cyber-attack has serious consequences concerning finan-
cial access and confidential data. These are basic conceptual
changes including physical impacts are present in smart
cities, IoT, and other operational embedded networks [56].
There are structures like water waste control systems, trans-
portation networks, and grid systems that are also computer-
controlled networks [64—66]. The real-time analysis and
changes towards urban structures like parking systems to
traffic lights, the connection between different portals and
networks will make the smart city implementation more com-
plex and insecure. The most important part for policymakers
is to understand that ‘smart’ can be taken in many ways [67].
As the smart city contains different types of sensors and com-
puters are embedded in the system that is prone to deceive,
deviation, malicious nodes, and outside attack [68-71].
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Proposed secure data transmission
technique

In the proposed technique, it is considered that the receivers
are directly connected with the base stations. The notations
used for the proposed techniques are elaborated in Table 1.
In this study, three major nodes have been taken into con-
sideration for the proposed technique, which are IoT sensor
(I0i), Receiver (Ri), and Base station (BSi). The IoT sensors
are denoted by (I0i) = {IO-IoT, i = 1,..., n}, receivers are
denoted by (Ri) = {R Receiver, i = 1,..., n}, and Base station
are denoted by (BSi) = {BS-Base station, i = 1,..., n}. At
sensor end, data are classified in two categories namely Pri-
mary data [Prg = SilICqllfglllnf] and secondary data [Scq =
NinfllLaetlILong]. Here, the meaning of the primary data is the
data that are linked to the secret information of the node, such
as the node serial number, node capacity, frequency range,
and real-time recorded information. The recorded informa-
tion is the information that is being recorded by the IoT sensor
for real-time event monitoring. On the other side, the mean-
ing of the secondary data is the data that is not linked to
secret information and which can be used publicly such as
the longitude and latitude of the node. For this technique,
only secondary data are utilizing as the part of transmission
between sensor and receiver.

A brief structure of the proposed technique is shown in
Fig. 3. The architecture is showing the three major steps of
the proposed technique, which are registration, authentica-
tion, and data transfer. In the first phase, the IoT sensor has
to perform the registration process by sending its Identity
number along with the time stamp [(Sigen)I7'1]. In response
to this, the receiver will revert a private prime key Py; to the
IoT sensor, which is useful in the upcoming steps at the sen-
sor end. In parallel with Py, the receiver provides Py, to the
base station, where Py and P;; contain the same prime val-
ues. In the authentication phase, the sensor has to share [A;
= €(RlIT3)] and [Ep] to the receiver, and then, the receiver
proceeds the A; along with a different timestamp to the base
Pr(x)
Sea(x)
reverts £ ép to the receiver, which need to be matched with the
Ep received from the IoT sensor. If the condition satisfies,
then authentication will be completed. In data transfer mode,
the IoT sensor calculates the Euclidean parameter (x, y, z)
and will send these parameters to the receiver. The receiver
will forward these parameters to the base station for further
processing. The values of o’ will be calculated at the base
station using the received Euclidean parameters and 8’. The
operations of these steps are elaborated in brief in the upcom-
ing sections.

Here, it is avoiding to transmit primary data as it contains
secret information. It is also considered that various IoT sen-
sors are connected with a receiver and these sensors can send

station for the calculation of ¢’ [ ] Base station has to
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Table 1 Notations used for the proposed techniques

Symbols Description

Siden Identity of IOT sensor

T Time slot one

Py 10T sensor public key

T> Time slot two

Py Prime number

I'm Random number

Pry Base station public key

Ai Function of Ry & T3

€ A function parameter

Rq Request from IOT sensor

T3 Time slot three

Ar Function of Ry, T3 & T4

T4 Time slot four

¢ Quotient function

Pr(n) Polynomial function of prime number
Sca(n) Polynomial function of secondary information
Nint Node information

P Primary data

Scd Secondary data

Cyq Node capacity

Srg Frequency range

I Recorded information of IOT sensor
Sr Node serial number

Ly Node latitude

Long Node longitude

Pack Positive acknowledgement
v Polynomial function
H Hash function
o Function of information
B Function of quotient
z Euclidean parameter
G, GCD function
Euclidean parameter

y Euclidean parameter

the data to the sensor on its request. For this technique, it
is also considered that the base station stored all the needed
information about the sensors such as Scq, S;, Cy4, and fg.
Following are the important expression to continue the tech-
nique:

Equation (1) represents the IoT sensor public key, which
is the combination of prime value, random value and time
stamp.

Pi= (P + rm)tz (D

[Req = Nint] (node information)
[Scd = NinfllLaglILong] (secondary data)
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(x, y, ) Parameters

Authentication

Decision on
Authentication Denied

(x, y, z) Parameters

Complete

Fig. 3 Structure of the proposed technique

[Pra = SellCallf Il n¢] (primary data)

|: Pr(x) } _ Yrw @)
Secd(x) VSea(x)
P:(x)

Eop= H . 3
P |:¢<Scd(x)>:| ®
[H = e [Pllry]] (hash function)

Euclidean algorithm:
ax+ By = z. @

Equation (2) represents the value of quotient of the
division between two functions namely P.(x) and Scq(x).
Equations (3) and (4) represent the values of encryption
function and the Euclidean algorithm. o and § are the func-
tions of recorded information and secondary information. X,
Y, and Z are known as Euclidean parameters. The times-
tamp is included in all the messages processed by sensors or
receivers. In the time stamp process, the transmitting message
has to be framed along with the exact transmitting timing of
the message. Timestamp will also be verified at both the end
for avoiding the replay attack.

Registration phase

In the proposed technique, three phases have been considered
namely the Registration phase, Authentication phase, and

; - |

IOT Sensor Receiver Base Station

[(Siden) || T1]

Private Prime key Pri

A

Fig. 4 Registration phase

\ = Ijj

IOT Sensor
1

Receiver Base Station

1 1

1 1
I %= €(Re|[T3) 1 1

hr=€[(Re||T3)] Ts

1 1 :
1 U]
I 1
1 [Ea) 1 1 [P
1 I Calculate ¢’ [Sm =
1 1 :
I 1 Y 0]
1 Pack i Fo=¢ [sc«x)]"P"" 1
1 ¥ 1

Fig.5 Authentication phase

Data transfer phase. The registration phase can be shown
in Fig. 4. In the first phase, the IoT sensor have to perform
the registration process by sending its Identity number along
with the time stamp [(Sigen)!IT'1]-

In response of this, receiver will revert a private prime key
Py to the IoT sensor, which is useful in the upcoming steps
at the sensor end. In parallel of Py, receiver provides Py, to
the base station, where P and P;i contains the same prime
values.

Authentication phase

The authentication phase can be shown in Fig. 5. In the
authentication phase, the IoT sensor has to prove its authen-
ticity to the receiver. For this process, the sensor has to share
[Ai = € (RlIT3)] and [Ep] to the receiver, which is nothing
but the authentication request along with a timestamp and
encrypted data. Then, the receiver proceeds the A, along with
a different timestamp to the base station for the calculation

of ¢’ [%] In response of this, base station reverts E;, to
C

the receiver, which need to be matched with the E.p received

from the IoT sensor. If condition satisfies, then authentication

will be successfully completed,
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The new sensor registration and authentication process are
discussed in Algorithm 1, the algorithm for receiver and base
station are also elaborated below.

Algorithm-1: Registration and Authentication for IOT Sensor:

Step 1:Start

Step 2: Registration —Read [Siien, T1, Pr, tm, t2, Pri]
Where Siien—server identity,

T1— time stamp,
rm —random number,
P — Prime number,

for Pri— (Pr+1w) 2
Step 3: Authentication— Read [Ai, Eey, T3, Rg, ¢ [
for di — €[Rg, Ts]
Pr(x) . L .
Send - Eo . H [d) (s (x))] (Apply polynomial division operation)
cd
{Let B.(x) and S;q(x) are the two polynomials of degree n and m, then
Pr(x)

there will be two more polynomials namely quotient ¢ (m) and

Pr(x)
Sca (%) ]

remainder}
{
If, Ti-within limit
then accept the communication message
Else
Dropped the communication message.

}

P:(x) — Polynomial Function of Prime
Sei(x) — Polynomial Function of Secondary Data
H — One Round Hash Function
Step 4: Receive [Pact]
Pack — Positive Acknowledgment must be reached to the sensor for the
completion of authentication.
Step 5: End
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Algorithm-2: Registration and Authentication for Receiver:

Step 1:Start

Step 2:
Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Registration —Read [Siien, T1]

for [Siaen, T1]

Sidten— Server Identity

T1 = Time One Slot

Authentication— Read [Pri, Pr, tm, t2, Pro, Mi, A, Rq, T3, T4, Ep']
Li— € [Ry, Ts]:

Rq — Request from sensor to base station

e — € [Rq, T3] Ts

Receive —. Eop - [d) (M)](Apply polynomial division

Sca(x)

operation)
T3 — Ts —Time Function
Pack — Positive Acknowledgment

{
If, Ti-within limit
then
accept the communication message
else
dropped the communication message
/
Send [Ee', Pack']

End

for Eo’ — Base Station Reaction
Pac’ — Base Station acknowledgement to sensor
Compare [Eq, Eo']

{

if, Eo=Eq'
then authentication completed and can give the access to IoT
sensor for entering into data transfer mode.

else
authentication — denied (both values must be matched with
each other)

J
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Algorithm-3: Registration and Authentication for Base station:

Step 1:Start

Step 2: Registration —Read [Pn]

for Pry (Public key for base station forwarded by receiver)

Pw— (Pr+1m) T2

rm —random number
Pr—Prime number
T>— time stamp,
Check time stemp

{

If, Ti-within limit

then accept the communication message

Else

Dropped the communication message

}
Step 3:
fOr M— € [Rq, T3] Tu:

Authentication— Read [\, E'p]

& —function for two assigned parameters
Rq —Request from sensor to base station

Send . E's -, [¢' (22

Sca(*)

at base station email)

)] (Apply polynomial division operation

{Let P.(x) and S 4(x) are the two polynomials of degree n and m, then

there will be two more polynomials namely quotient ¢ ( £ 00 ) and

remainder}

Seca(x)

P:(x) — Polynomial Function of Prime
Sea(x) — Polynomial Function of Secondary Data

Step 4: End

Proof of the authentication procedure In this section, the
proof of the authentication procedure is discussed. For the
completion of authentication, the following condition should
be verified-

/

Ecp should be equal to the E cp’

where Ecp is encrypted function of Quotient, which is
obtained after the division operation between two functions
namely P;(x) and Scq(x) at IoT sensor. Eép is the encrypted
function of Quotient, which is obtained after the division
operation between two functions namely P;(x) and Scq(x),
and which is considered to be stored at the base station,

Ecp = Eq,

=[] s ]
P S
Pr(x) | Pr(x)
Hlo| ——=||=|¢| —= |||
[ [¢[Scd<x>ﬂ ["’[Scdmm
where [H = e [P;llrn]], Pr and ry, both values are already

sent to the base station by the receiver, therefore the same
hash function can be applied at base station end.

@ Springer

=S
VSeatx) Sca(x)
H VP } _ [ VP ] _ 0}

VSea(x) VSea )

If the outcome of the procedure is equal to zero, then the
authentication will be completed, else the operation will be
denied. The Hash function is used to provide the fixed size
enciphered data and then that enciphered data will be used for
further processing [72, 73]. After the successful execution of

the authentication process, a positive acknowledgment Pack
will be transmitted to the IoT sensor from the receiver end.

Data transfer phase

The data transfer phase can be shown in Fig. 6. In data transfer
mode, the 10T sensor calculates the Euclidean parameter (x,
¥, z) at their end and will send these parameters to the receiver.
These parameters are calculated using the Euclidean Algo ax
+ By = z. Here, (x, y, z) parameters are not directly linked
with the information part, so the transmission will take place
without sharing the secret data. These parameters are calcu-
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lated using the Greatest Common Divisor operation between

Ins and ¢[ &) ]

Receiver will forward these parameters to the base station
for further processing. The values of o’ will be calculated at
the base station using the received Euclidean parameters and
B’. Here, B’ is nothing but the Quotient, which is obtained
after the division between two function namely P.(x) and
Scd(x). B/ must be equal to 8 for retracting the correct infor-

mation at the receiver side.

Proof of the data transmission procedure At 10T sensor: The
Euclidean parameters need to be calculated using Eq. (5).

P (x)
ax+ By =z = GCI:Inf||¢|: i|i|,

5
Sed(x) ©)

where o and $ are the functions of recorded information and
secondary information.

The algo for processing the data at IoT sensor is as follows

Algorithm-4: Data transmission at 1oT sensor:

Step 1:Start

Step 2: Read [a, 3, z, X, y]
for a — Information
p— [(1) (:;—(()C)()))](Apply polynomial division operation)
z = Ge[Lyl| B]
Step 3: find GCD (a, Bp) —EUCLID (o, B)
amod 3 —z
While z # 0 do
p—oa
z—p
amod 3 —z
end while
return (3
end
Step 4: find (x,y)
i Al ) |
(Inf)
- Ge[slld [522] |-t
B
Step 5: End
X, Y and Z are known as Euclidean parameters. The value
@ ﬁ;] 1[1 of z has been calculated using Eq. (6).
IO'i‘ Sensor Receiver Base Station
1 1 1
1 1 1 Pr(x)
I =G 1f||¢[ H (6)
: II 1 Calculate the parameters C|: ! SCd ()C )
I Parameters I Forward Parame ter l )
T e Py(x)
1 1 1 p=o[Z2]
1 e -} B = ¢|: : ]
! | -2 ! Sed(x)
L} [ | 1

At IoT Sensor-

ox+Py=z

2=GLllo [[2] ]

ax+By= G| sl [F22] |

Sca(x).

a=TIor

B=¢[Fr(x)

Sea().

Fig.6 Data transfer phase

apply the value of « and B in equation number (5),

P; P;
(In)x +¢[ &) }y = Gc[lnfuqs[ &) H

Seax) Sed ()
B P:(x) B Pr(x)
(o = Ge [Inf”q)[Scd(x)H ¢[Scd(x)]y’
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after the analysis, the value of x and y will be as follows in The value of x, y, z is:
Fa- XN P(x)
- (x - (x
o) P.x) GC[I“f”‘f’[scd(x) ]_"’[Scd(x)]
Ge| Il 425 | - o[ 2 |y x = :
Sea(®) Sea(x) (Inf)
x = @)
(Inf) - Py ]
L o Ge| nfllo £ ] = (w0
(X . — J
Ge[ hillg| §25 | = (tup y ey
y= . @ L Seax)
o 55] i) ]
- cd (X X
= Gc|:1nf||¢|:S;(x) i|
IoT sensor calculate the Euclidean parameter (x, y, z) at ¢ N
their end and will send these parameters to the receiver. Here,
(x, y, z) parameters are not directly linked with the informa-
tion part, so the transmission will take place without sharing
the secret data.
At the Receiver Receiver will forward these parameters to the
base station for further processing. The algo for processing
the data at receiver is as follows.
Algorithm-5: Data transmission at receiver:
Step 1:Start
Step 2: Read [x,y, z, B] (values received from IoT sensors)
Pr(x)
(Inf)
Pr(x)
| Gefmrto ] - ano
B
z— G|yl B]
Step 3: Read [o, B, x, y, z] (values received from base station)
for o' — Z_f’yfrom Base Station
g— ¢ (M) for Base Station
Sca(x)
{
If,p=p
then accept the information
Else
Dropped the communication message
}

Step 4: End

At the Base station The values of o’ will be calculated at the
base station using the received Euclidean parameters and 8.
Here, B’ is nothing but the Quotient, which is obtained after
the division between two functions namely P;(x) and Scq(x).
B’ must be equal to 8 for retracting the correct information
at the receiver side.

’ oo Pr(x)
ax+ pBy=1z= G Inf||¢m . 9
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Put the value of x, y and z in Eq. (9):

Sed(x)

Gc[lnfllfﬁ[%]] B ¢[51:§(&))] +¢[ P ]Gc[lnfll¢[sz(é))]] — o) G |:Inf||¢|:;;((x)):|:|

(Inf)

Gel i [ 23] - o[ 1] <[t £ )]t

Scd (x) Sed (x) ¢[ SPr ((x)) ]
cd (X

AR
Ing

The value of o can be calculated using the above mathe-
matical expression, the final value of « is as follows:

a=G. [Inf| |¢|:SI;(8):|:|

Assume b ¢[ Poir) ] .
Sed™)
Then, the final expression will as follows:
a—Inf
a—b[ b ] Ia¢

) a=-=

a-b

a =
[Inf

The algo for processing the data at base station is as fol-
lows

Where a and b are also the function of information If.
Hence, it is verified that the communication can be confirmed
between the IoT sensor and receiver without sharing secret
information. In the proposed technique, the significance of
the Euclidean theorem is to create complexity in the calcula-
tion of different parameters, and confusion in the way of the
adversary or attacker. The proposed technique will be very
useful in many applications of IoT such as smart city, smart
banking and smart transport, etc.

The analysis of security

In this section, we have analyzed the security of the proposed
technique with various features such as replay attack resis-
tance, authentication attack and resistance to forging attack.

Algorithm-6: Data transmission at base station:

Step 1:Start
Step 2:

Read [x, y, z, «, '] (values received from IoT sensors)

[a, B] (values calculated at base station)

Pr(x)

forp— ¢ (—) (Apply polynomial division operation at base

Sca(x)
station)

{Let P.(x) and S q4(x) are the two polynomials of degree n and m, then

Pr(x)

there will be two more polynomials namely quotient ¢ (—) and

remainder}

Sca(x)

P:(x) —Polynomial of Pr at Base Station

Sca(x) —Polynomial of Secondary Data at Base Station

Step 3: find

a'— {oix By =2z = G Luyl1p [-22] |, — zB'y

Sca(x) x

put the value of x, y, z and f'— ¢ ( Pr(x) )

@ = G [usllo [22]]

assume

2
Ihf
a-b

o=

Step 4: End

b=¢|

{a and b are also the function of information I}

Sca(x)

Pr(x) ]
Sca(x)
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Table 2 Comparative analysis

Dass et al. [57] Fu et al. [58]

Chang et al. [59]

Lietal. [60] Guietal. [61] Minetal. [62] Ours

DoS attack resistance N N N
Resistivity replay attack Y Y Y
De synchronization Y N N
resistance
Mutual authentication Y N Y
Master key attack N Y N
Forward secrecy Y N Y
MITM attack resistance Y Y Y
Traceability resistance Y N Y
Confidentiality and Y Y Y
integrity
Anonymity of tag N Y Y

Y N N Y
Y Y Y Y
Y N N Y
Y Y N Y
N N N Y
N Y Y Y
Y Y Y Y
N Y Y Y
Y Y Y Y
Y Y Y Y

Y satisfy, N not satisfy

Resistance to replay attack In the replay attack, an attacker
candelay or repeat the transmission of the valid message [74].
In this attack, the attacker intercepts the data and retransmit
it. The adversary cannot perform this attack in the proposed
technique, because the time stamp Ti is included in all the
messages processed by the sensor or receiver. The timestamp
will be verified at both the end for avoiding the replay attack.
The communication message can be dropped if the timestamp
is not acceptable.

Authentication attack In the proposed technique, the authen-
tication procedure is very secured. Here, the IoT sensor
sharing a secret message E, to the receiver for performing
the authentication. The secret message E., is the function
of two random variables which are P; (Prime number) and
rm (random number) and these values are not fixed for each
transaction. For the adversary, it is not possible to compute
the exact value of Ep, Therefore, an attacker cannot perform
an authentication attack.

Forging attack Forging is a dangerous attack performed by
the attackers. In this attack, the adversary trying to forge
the private key of the communication process [75]. In the
proposed technique, IoT sensor sharing a secret message E¢),
to the receiver for performing the authentication. The secret
message E.p, is the function of two random variables which
are P; (Prime number) and ry, (random number) and these
values are not fixed for each transaction. Therefore, it is not
possible to find the exact values of P, and r,,

A comparative analysis in terms of adversary attacks can
be shown in Table 2 and Fig. 7. In Table 2, various attacks
have been shown over which the proposed technique is com-
patible to overcome the adversary action.

@ Springer

Computational cost and comparative analysis

In this section, the efficiency of the proposed technique is
computed in terms of computational cost and comparative
analysis. Previously published approaches have been con-
sidered for performing the comparative analysis.

Computational cost analysis

In the proposed technique, the computational cost has been
computed using the time taken to authenticate one user or n
number of users. The studies considered for the comparative
analysis are Sun’s et al. [31] scheme, Dass et al. [57] scheme,
Chang et al. [59]. scheme, Fu et al. [58] scheme, Chen et al.
[63] scheme and Gui et al. [61] scheme. Following parame-
ters have been considered for the analysis of computational
cost Ty: division operation, Tp: division operation, T'x: cost
of XOR operation, Tr: cost of flip operation, T's cost of cir-
cular shift operation, T'p: cost of paring operation, Ty: cost of
hash function, 7' : division operation and T'r: cost of random
number generation operation.

From Table 3, it can be seen that the computation cost
of the proposed technique is comparatively very less. The
computational cost of the proposed technique is 17y, 27p,
and 17p only. Hence, the proposed algo is computationally
efficient than the previous techniques.

The proposed approach is compatible to provide security
against most of the attacks performed by the attackers. Two
random variables and complex mathematical calculations are
making the proposed technique more reliable than others.
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Fig.7 Comparative analysis Comparative Analysis
@ Dassetal.
DoS Attack resistance B Fuetal
{1 Changetal.
Resistivity Replay attack @ Lietal
De synchronization M Guietal.
Fesistance @ Minetal.
Mutual Authentication & Ours

Master Key Attack
Forward secrecy
MITM Attack resistance

Traceability resistance

Confidentiality and
integrity

Anonymity of Tag

Table 3 Computational cost of authentication

Computation cost
for one user

Computational cost
for n user

Sun’s et al. [31]
scheme

Dass et al. [57]
scheme

Chang et al. [59]
scheme

Fu et al. [58]
scheme

Chen et al. [63]

2Tv + 1Ty + 2T 5

ITR + 1TX + 3TP +
2Ty

ATy + 11Tx + 2TR

2TR +2Tx + 4Ty

Twm + 2Ty +2Tp +

2nTwv + InTy +
2nT A

lnTR + lnTx +
3nTp + 2nTy

AnTy + 11nTx +
2nTR

2nTR + 2nTx +
4AnTy

nTy +2nTy +

scheme Ta 2nTp + nT A
Gui et al. [61] 2TR + 1Tp + 2Tx + 2nTR + InTg +
scheme 3Ty 2nTx + 3nTy
Ours 1Ty +2Tp + 1Tp InTy + 2nTp +
1nTp
Conclusion

In this paper, a secure data transmission technique has been
introduced for IoT infrastructure. Each IoT sensor (I0i) have
to prove their legitimacy to the reader (R7) and the base sta-
tion (BSi) before the transmission of data. The proposed
technique includes three phases namely registration, authen-
tication, and data transfer phase to complete communication
between sensor and receiver. For security enhancements, the
sensor node needs to send three Euclidean parameters to the
receiver instead of recorded information. The proof of cor-
rection shows that the required information is not supposed to
send through an online medium, it is obtained at the receiver
using the Euclidean parameters shared by the IoT Sensors.
This technique will significantly improve the security of data
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transmission services, which will lead to improving the smart
city infrastructure. Figure 5 shows that the proposed tech-
nique resists many attacks such as Authentication attacks,
User anonymity, forging attacks, and many more performed
by the adversary. The authentication execution time for the
proposed technique is very less in comparison with other
techniques. Furthermore, a practical overview is needed for
the proposed technique, which will have less execution time.
An encrypted timestamp will be the next option to increase
the complexity and confusion in the way of attackers. A more
complex authentication approach for device-to-device com-
munication in [oT infrastructure will be the next objective of
this study.
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