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Abstract
Internet of things (IoT) is made up of many devices like sensors, tags, actuators, mobile devices, and many more. These 
devices interact with each other without human interaction. Radio-frequency identification (RFID) devices are used to track 
people, assets, objects, etc. Along with the small memory capacity and low-power battery issues, these devices suffer from 
various security-related issues. These security threats include attacks such as replay, disclosure, tracking, offline guessing, 
denial of service attacks, and many more. In the last few decades, the researchers have suggested various security approaches 
to overcome these vulnerabilities. Hence, this paper discusses various possible attacks that can occur on an RFID system, and 
several security schemes that have been proposed to handle these attacks. First, the works presents the architecture of IoT in 
detail. Second, all possible attacks are described by categorizing them into confidentiality, integrity, and availability. Then, 
taxonomy of various security schemes, to deal with these attacks, is discussed under the criteria cryptography approaches, 
privacy, authentication, authorization, and availability. Finally, the paper describes various issues and challenges to have a 
better understanding of scope of the future research in the field of RFID security.

Keywords IoT · RFID · Security · Confidentiality · Integrity · Availability · Authorization

Introduction

Internet of things (IoT) refers to the various types of hetero-
geneous devices connected to the Internet. In IoT, “things” 
refer to physical devices like sensors, actuators, and mobile 
devices that can communicate without human interaction. 
Gartner [1] reported approximately 8.4 billion “things” con-
nected to the Internet in 2017. The report also expected the 
same to be increased by 20.4 billion, and the total spending 
to reach almost 3 trillion dollars in 2020 [1]. This much 
massive numbers of devices create a tremendous amount 
of communication data and power, throughout the network. 
Moreover, these huge numbers of devices cannot be handled 
by the IPv4 protocol. Therefore, the IPv6 protocol is used to 
handle these devices. IoT devices contain limited memory 
capacity and battery. However, the traditional IPv6 requires 
much power and necessitates high communication overhead. 
Thus, lightweight protocols such as 6LowPAN and ZigBee 
are employed. IEEE 802.15.4 standard is used by most sen-
sors that require low power and low rate of communication 

overhead over the network. IoT can be applied in many 
domains such as smart transportation [2], smart grid [3], 
smart city [4, 5], smart house [6, 7], and logistics [8].

RFID is used to identify the object in the network. It uses 
three operating bands, namely low-frequency band (i.e., 
125–134 kHz), high-frequency band (i.e., 13.56 MHz), and 
ultrahigh-frequency band (i.e., 860–930 MHz) [9, 10]. The 
RFID scheme consists of several classes of tags and a reader. 
These tags include an inadequate amount of memory and 
low-power capacity. However, there are numerous other 
issues in terms of privacy, forward security, and authentica-
tion. Due to these security issues, there are several attacks 
possible on RFID systems such as tag cloning, disclosure, 
spoofing, and replay attack to name a few. Table 1 shows the 
various threats on the IoT applications. This paper discusses 
various attacks on the RFID system. It also discusses differ-
ent authentication schemes, hash function, block cipher, and 
stream cipher for the RFID system.

Along with efficient power and communication charac-
teristics, RFID devices also require appropriate solutions 
to provide security. The security issues can be handled 
by different cryptographic, authentication, authorization, 
and privacy solutions [11–18]. The cryptographic solu-
tions apply in various IoT applications, including smart 
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cards, wireless body area networks (WBAN), wireless sen-
sor networks (WSN), and radio frequency identification 
(RFID). There are various cryptographic security schemes 
suggested by the researcher, and these schemes are divided 
into two parts: public-key cryptography and symmetric-
key cryptography. Public-key cryptography schemes 
include RSA, Diffie–Hellman key exchange, Elgamal, 
etc. However, these schemes require lots of bandwidth 
and power. An elliptic curve is introduced that provides 
less energy and fewer computational steps than RSA, Dif-
fie–Hellman like schemes. The symmetric schemes use 
the simple bitwise operation (XOR, OR, AND, Rotate), 
cyclic redundancy checksum, and symmetric encryption. 
Thus, these schemes need less power and low communi-
cation overhead than public-key cryptography. The other 
classifications that can be used for these security solutions 
are privacy, authentication, authorization, and availability.

As RFID devices have become an essential part of com-
puting and communication devices that we use for our 
research, scientific evaluation and even in our daily life. 
Various types of threats that can attack these devices, and 
the security solutions proposed by various researchers to 
handle these attacks become a piece of important technical 
discussion in the current scenario. This paper focuses on 
various attacks and security schemes on the RFID system. 
The contribution of this paper can be described in the fol-
lowing points:

• The works starts with presentation of the architecture 
of IoT in detail.

• This paper discusses various attacks possible on the 
RFID system in terms of confidentiality, integrity, and 
availability.

• This paper analyses various existing lightweight block 
and stream ciphers. These ciphers require to implement 
using the private-key and public-key cryptography.

• This paper also analyzes the existing lightweight and 
ultra-lightweight authentication scheme for the RFID 
system, i.e., taxonomy of various security schemes, to 
deal with the security attacks, is analyzed under the 
criteria cryptography approaches, privacy, authentica-
tion, authorization, and availability.

The rest of the paper consists of six sections. The next 
section defines the general architecture of the IoT system. 
The section includes a general overview of the RFID system, 
wireless sensor network, and a smart card. “Security issues 
in RFID system” presents various attacks possible on RFID 
devices. This section includes the attacks based on the CIA 
(confidentiality, integrity, and availability) properties of the 
RFID system. “Taxonomy of defence mechanisms of RFID 
system” presents an analysis of various security schemes 
proposed to deal with security attacks. “Open issues and 
challenges” discusses various challenges that still exist in 
implementation of RFID systems, and the last section con-
cludes the paper.

Architecture of IoT

Figure 1 presents the architecture of IoT. There are three lay-
ers in IoT: the perceptron layer (physical layer), middleware 
layer, and application layer [19].

Perceptron layer

Perceptron layer consists of objects like sensors, actuators, 
readers, tags, and smart cards. It receives data from the IoT 
objects and sends it to the middle layer of the IoT layer. The 
remaining of this section describes the general overview of 
the Smart Card, Wireless Sensor Network, and RFID.

RFID

RFID [20] is used to identify objects in the network. It con-
tains two components: Tag and Reader. The Tag is a small 
circuit that communicates with the Reader. Tag is divided 
into three types: passive Tag, semi-passive Tag, and active 
Tag. The passive Tag receives power from the Reader and 
performs simple operations like XOR, OR, AND. Further-
more, the passive Tag consists of low storage capacity, i.e., 
1 KB, and comprises a short working range from 4 to 15 
feet. A semi-passive tag contains battery power and uses it 
only, when the Tag is not in the range of the Reader. When a 
semi-passive tag enters the Reader’s communication range, 

Table 1  Various threats in IoT applications

Application IoT devices Communication Threads

Health care Sensor, smart wearable devices ZigBee, Bluetooth Authorization, privacy, authentication
Smart grid Smart readers, smart meters ZigBee, Wifi Eavesdropping, tampering, physical attack, privacy
Smart environment Building ZigBee, LTE, Wifi, Bluetooth Eavesdropping, authentication, authorization, privacy
Transportation RSU, EFC, OBU DSRC Spectrum sharing, congestion, jamming
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it takes power from the Reader, similar to a passive tag. The 
semi-passive has a long lifespan than active tag [14].

The active Tag consists of a small battery that supplies 
power to the tag [21]. The active Tag can be efficient to com-
pute massive computational operation, as it has larger stor-
age capacity than other types of Tag. It can operate in a more 
extended range up to 300 ft. In the Reader’s case, the Reader 
reads information from the Tag and processes these pieces 
of information. The Reader comprises of various stored 
information, including tag identification number, security 
key, and other related information. Hitachi developed an 
ultrahigh-frequency tag of size 2.5 mm × 2.5 mm × 0.4 mm. 
These tags have Electronic Product Code (EPC) memory of 
size 128 bit (16 Byte) and Tag identifier (TID) memory of 
size 96 bit. Figure 2 represents the general interaction of tag 
with the RFID system.

According to RFID security, RFID tags are categorized 
into four classes: full-fledged class, simple class, light-
weight class, and ultra-lightweight class. In full-fledged, 

Tag requires a classical cryptographic operation. However, 
these tags require massive power and massive computational 
overhead. In simple class, RFID schemes need an elliptic 
curve, hash function, and random number generator to com-
pute mutual authentication between Tag and Reader. These 
schemes require less power and computational overhead than 
full-fledged schemes. Lightweight schemes require hash 
function, checksum, and the random number for authentica-
tion. Ultra-lightweight class only uses simple bitwise opera-
tions like XOR, OR, AND, and Rotate operation. Hence, the 
ultra-lightweight class requires the lowest amount of power 
and computation. Figure 3 represent the general architecture 
of the RFID system.

Smart card

A Smart Card is a card that contains an embedded chip in 
it, and this chip acts as a token. The smart card receives 
power from the Reader like a passive tag. Smart cards 

Fig. 1  IoT architecture

Fig. 2  Interaction of tag with the RFID system
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can be used in various real-time applications like banking 
system, credit card, computer security system, and govern-
ment identification number. However, there are various 
attacks possible on Smart Card, including the power analy-
sis, replay attacks. Smart Card comprises of skimming’s 
or counterfeits fault. In this fault, the adversary can copy 
the magnetic stripe information to another card to use the 
information for performing false transactions [22].

Sensor node

Wireless sensor network (WSN) consists of a large number 
of sensor nodes and base stations [23]. The sensor node 
consists of the chip that comprises a battery, memory, 
transceiver, and transducer. The sensor node contains a 
short-communication range capacity, limited storage, 
small processing capacity, and low bandwidth. Thus, the 
sensor node collects data and takes action through the 
actuator. The wireless sensor network is used in many 
domains like military application, health monitoring, 
and environment exploration. Due to power constraints, 
the node sleeps at a particular interval of time. It can-
not communicate with another node at that time. There 
are two types of deployments of sensor nodes, namely 
regular deployment, and random deployment. In regular 
deployment, the minimum sensor nodes are placed at the 
pre-determined location to cover all the desired areas. In 
random deployment, the sensor nodes are placed randomly 
in the network [24–26].

Middle‑ware layer

This layer collects data from the Perceptron layer and 
sends it through Wi-Fi or Bluetooth to the application 
layer. This layer is divided into two parts: the first part 
consists of a gateway and networking layer. The second 
part consists of the management layer [21]. The gateway 
and networking layer is used to connect the sensor node 
and mobile node through the WAN (GSM, LTE) [27].

Application layer

The application layer is the topmost layer of IoT. It is con-
nected to the middleware layer and used to collect infor-
mation from the middleware and analyze these pieces of 
information. This application provides the IoT system 
available to the end-user. The application layer supports 
the various services for logistics, pollution monitoring, 
smart home, and smart transportation [6–8].

Security issues in RFID system

The RFID scheme consists of several classes of tags and 
reader. These tags include an inadequate amount of mem-
ory and low-power capacity. However, there are numer-
ous other issues in terms of privacy, forward security, and 
authentication. Due to these security issues, there are sev-
eral attacks possible on RFID systems like tag cloning, 
disclosure, spoofing, replay attack, etc. Figure 4 shows 
various attacks possible on the RFID system. This section 
discusses all possible attacks on RFID systems by catego-
rizing them into three categories: confidentiality, integrity, 
and availability.

Confidentiality

In a computer network, confidentiality is defined as access-
ing sensitive information and protected data by an authorized 
user only. In confidentiality, privacy is the primary concern 
for a legitimate user. However, there are various threats such 
as side-channel, tracking, eavesdropping, key compromise, 
and privacy violation that can affect this primary concern.

Side channel attack

In this type of attack, the adversary can extract stored infor-
mation from the RFID system by exploiting electromagnetic 

Fig. 3  General architecture of RFID system
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fields. This attack can be performed using the power analysis 
method that comprises extracting information using a variety 
of power supply. Differential power analysis can also per-
form a side-channel attack.

Tracking attack

In the tracking attack, the attacker is able to guess the 
correct tag ID, various tag IDs are already known to him. 
This attack targets the confidentiality of the data [28, 29].

Fig. 4  Possible attacks on RFID 
system
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Juels–Weis challenge‑response model [30] Juels–Weis 
challenge-response model is a un-traceability model, which 
comprises a single reader and “n” number of the tags. The 
tag stores a pseudo-random number, and private key is reset 
after the execution of the challenge-response model. There 
are various messages used by the attacker such as SetKey, 
TagInit, and ReaderInit. The SetKey message is used to 
assign a new private key to the tag. The tag receives the 
SetKey packet, and changes the previous key value to an 
arbitrary private key. The TagInit message is used to ini-
tialize the current session, and to discard the previous ses-
sion of the tag. Figure 5 shows functionality of the tag. The 
ReaderInit messages are used to initialize a current session 
to a reader R. An adversary can issue the queries, namely 
execute, send, corrupt, and test.

• Execute (R, T, j): In the execution phase, the adversary 
A eavesdrops actual packet of the protocol between the 
tag (T) and reader (R) in session “j”.

• Send ( P1 , P2 , j, m): In the send phase, the adversary can 
impersonate party A which may be the tag or a reader in 
session “j”, and sends the message “m” to another party 
B.

• Corrupt (T, K): It is a SetKey query, in which adversary 
changes the key “k” of the tag (T ∈ Tag).

• Test ( T1 , T2 , j): The test query randomly chooses bit 
b1 ∈ {0, 1} for session “j” and then adversary is given 
IDb1 from { ID1 , ID2 }, and if adversary guess bit “b1”, 
then the adversary succeeds.

Un-traceability is defined as game between the adversary 
and party. The primary goal of the adversary is to find cor-
rect ID of the tag. There are three phases of this game to 
compute identity of the tag for strong authentication and 
strong integrity (SASI) scheme [28, 31], namely learning 
phase, challenges phase, and guessing phase.

• Learning phase: In this phase, the adversary executes 
query to eavesdrop the messages between the reader and 
tag to obtain C and D.

• Challenges phase: The adversary chooses two tags T0 and 
T1 with identifier ID1 and ID2 where ID1 = 0 mod 2 , and 
ID2 = 1 mod 2.

• Guessing phase: In this adversary guess b′ , such that 
b� = SLSB ⊕ RLSB.

Eavesdropping attack

The Eavesdropping attack is a passive attack. The tag comes 
in a range of the reader. Then, the communication takes 
place between tag and reader. During the exchange of infor-
mation, the attacker steals information or message packets 
communicating between tags and the reader. Figure 6 rep-
resents the general overview of eavesdropping attack on the 
RFID system.

Disclosure attack

In a disclosure attack [32–34], the attacker would be able to 
guess secret information like shared key, ID, and other secret 
information from the RFID system. There are two types of 
disclosure attacks possible on the RFID system, such as 
identity disclosure attack and full disclosure attack. In an 
identity disclosure attack, the attacker steals the identity of 
the tag. In full disclosure attack, the attacker retrieves all the 
information stored in the tag [35]. Masoumeh et al. [36] pro-
posed disclosure attack on ultra-lightweight authentication 
protocol [37]. In this attack, there are two phases, namely the 
learning phase and passive secret disclosure attack. In learn-
ing phase, the adversary eavesdrops one session of the pro-
tocol. It collects the messages including IDSold, IDSnew, P , 
Q , R , and S , where IDSold represents old pseudo-random ID 
of tag, and IDSnew represents new pseudo-random ID of tag. 
In passive secret disclosure phase, the adversary uses these 
eavesdropping values to compute IDSold , Kold , IDSnew , Knew 

Fig. 5  Tag functionality of the 
Juels–Weis challenge-response 
model

Fig. 6  Eavesdropping attack
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n, and m. The disclosure attack can be performed using two 
methods: recursive linear attack and recursive differential 
attack. The recursive linear cryptanalysis is a passive attack, 
and it requires only one authentication session to perform a 
disclosure attack. This attack exploits the T-functionality of 
the protocol. In this attack, the adversary first finds all the 
unknown parameters within the protocol. Then, it creates a 
linear equation for all its hidden variables. Recursive differ-
ential cryptanalysis (RDC) attack consists of a probabilistic 
attack. It requires more than one authentication session to 
perform this attack [38].

Impersonation attack

In these type of attacks, the adversary targets the security 
measure used for authentication of the RFID reader. The 
probability of these type of attacks may rise from “very 
easy” to “practically impossible”. For example, it may hap-
pen that the adversary steals the reader that has been used 
to store all the credentials, which, in turn, provides him/her 
access to the back-end systems along with the RFID tags.

Integrity

Integrity ensures consistency, the trustworthiness of data, 
while transmission through communication channels may 
get modified by unauthorized people. There are various 
threats to attack the integrity of RFID systems are: tag clon-
ing, spoofing attack, replay attack, and relay attack.

Tag cloning

In the cloning attack, the attacker establishes a duplicate 
tag node similar to the existing tag node [39]. Thus, the 
reader is not be able to validate the attacker tag node, and 
the attacker becomes able to have unauthorized access to 
the reader [40]. By snooping the reader-tag communication, 

the cybercriminals can extract tag data and write them into 
another tag. Tag cloning deceives the reader from getting 
authorized access, incurs financial losses, and damages com-
pany’s brand value.

Replay attack

In this attack, the attacker eavesdrops packet between the tag 
and reader [41]. Then, the attacker transmits an old genuine 
packet many times to the reader. The reader verifies these 
genuine packets and gives credentials to the attacker node.

Spoofing attack

This attack is an impersonation type of attack, in which the 
adversary establishes malicious devices in the communi-
cation channel. The adversary impersonates a genuine tag 
node, and gets all its privileges and information stored from 
the genuine tag node. After that, the adversary stored these 
pieces of information in the malicious node.

Man‑in middle attack

This attack consists of modification of eavesdrop message 
packets. This attack is an active attack. In this attack, the 
adversary places malicious devices in a communication 
channel between legitimate tag and the reader. Then, the 
adversary believes that this tag/reader is a legitimate reader/
tag. Hence, a genuine tag/reader interacts with this mali-
cious device. Figure 7 describes the diagram of the Man-in 
middle attack.

Malicious code injection

As the name describes, in this type of attack, the RFID net-
work entities such as readers, communicating networks, or 
devices, etc. are affected by spreading hostile code by an 

Fig. 7  General diagram of man-
in the middle attack
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attacker. The available memory of RFID tags is used to prop-
agate and store the malicious code or viruses in the back-end 
system. Although such type of vulnerabilities is rare, how-
ever, existence of these cannot be denied. The adversary may 
attack the middleware systems using this attack, as various 
scripting languages like XML, PHP, etc. are used by various 
middleware applications.

Availability

In a computer system, the availability refers to the genuine 
user’s access resources or information at different specified 
locations. Data availability defines the consistency of data 
that must be available to a legitimate user. There are various 
threats to availability in RFID systems such as disabling tag, 
denial of service (DoS) attack, and desynchronization attack.

Jamming attack

In a jamming attack, the adversary stops communication 
between a genuine tag and the reader, such that the tag node 
cannot interact with the reader. The adversary creates a sig-
nal equivalent to the reader that makes the tag non-commu-
nicable with the Reader.

Denial of service attack

In this attack, the adversary blocks the RFID tag. RFID 
devices have limited storage capacity and low-power bat-
tery. Hence, the adversary takes advantage of this, and it 
transmits many packets to the communication channel. Due 
to this, there will be increase in bandwidth of the communi-
cation channel. Much power of the Tag is used in receiving 
these huge packets. Due to the power constraints, the RFID 
tag will get removed from the RFID system when the DoS 
attacks are performed in the RFID based systems. Distrib-
uted denial of service attacks (DDOS) are much powerful 
than the denial of service attack. There are various solutions 
for defending the DDOS attack using machine learning such 
as the honeypot intrusion detection system and many more 
[42, 43].

Desynchronization attack

In this attack, the adversary can break synchronization 
between the tag and reader [38, 44–46]. Paolo et al. [35] pro-
pose de-synchronization attack on SASI [31] scheme. The 
adversary eavesdrops message packets in the RFID system. 
After that, it transmits these message packets to tag. The tag 
validates these message packets. The adversary succeeds if 
the tag sends an authenticate packet to the adversary. After 
the successful authentication, the tag updates its shared key 

and IDS. Hence, the adversary develops desynchronization 
between the tag and the reader.

In another way, the reader and tag contain old and new 
keys (K1, K2) and ids (IDS1, IDS2). When the tag comes 
in the range of a reader, it transmits IDS to the reader. The 
reader computes the authentication message and transmits 
it to the tag. The tag validates these packets and transmits 
authentication packets to the reader. After, the tag updates 
its key and IDS as K2, IDS2, and K3, IDS3, the adversary 
blocks these authentication message packets between the tag 
and the reader. Hence, the genuine reader cannot receive 
a reply from the tag. After that, the reader computes the 
authentication value from K2, IDS2, and transmits it to the 
tag. The tag authenticates message packet using K2, IDS2 
and updates its key as K3, IDS3, and K4, IDS4. Hence, both 
the tag and reader contain different shared keys and IDS 
messages. Thus, the desynchronization occurs between tags 
and readers [47].

Covert channel attack

In these types of attacks, the adversary creates unwarranted 
communication mediums to transmit data secretly. The 
attacker secretly transfers the information by exploiting 
the unutilized memory space of different RFID tags, which 
makes it hard to recognize. For example, data related to daily 
activities or medical history of a human being can be stolen 
using a set of RFID tags that were otherwise installed for 
purpose of human identification, only.

Taxonomy of defence mechanisms of RFID 
system

As described in the previous section, confidentiality, integ-
rity, availability, and authorization are essential properties 
of a secure RFID system. Therefore, this section describes 
the various security schemes proposed by different research-
ers to maintain such properties. The classification of these 
schemes has been done under the criteria cryptography 
approaches, privacy, authentication, authorization, and avail-
ability. In cryptography, key is an important aspect to defend 
the attack. There are two types of key in cryptography, i.e., 
public-key cryptography and private-key cryptography. The 
next two subsection describe about the public-key cryptog-
raphy and private-key cryptography. After that, the remain-
ing section describes the security schemes in terms of the 
privacy, authentication, authorizations, and availability.

Public‑key cryptography

Asymmetric key cryptography or public-key cryptography 
consists of two different keys, i.e., a public key and private key. 
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The public key is used to encrypt data to form the cipher text. 
In contrast, the private key is used to decrypt the cipher text. 
In cryptography, there are various existing public-key cryp-
tography schemes, i.e., RSA, Diffie–Hellman key exchange, 
etc. However, these schemes provide substantial computational 
overhead. Due to this, the elliptic curve cryptography was 
introduced, which requires a lessor computational overhead. 
The hash function is also used by the researchers to implement 
the public-key cryptography. There exist various traditional 
secure hash functions like SHA-2, SHA-256, etc. However, 
these hash functions also require massive computation. There-
fore, there are various types of lightweight hash function pro-
posed by the researchers [48, 49].

Lightweight hash function

A one-way hash function maps a string of arbitrary length to 
fixed length string. Hash function is defined as {h: A B}, where 
A = {0, 1}∗ and B = {0, 1}n for n-bit of an output length. There 
are various lightweight hash functions are available for RFID 
system like Quark [50], SQUASH [51], SPONGENT [48], 
Hash-One [49], and L-CAHASH [52]. Quark is a lightweight 
Hash function developed by Aumasson et al. in 2013. In this, 
there are three types of Quark, such as U-Quark, D-Quark, 
and T-Quark. U-Quark consists of 64 bit security, and requires 
1379 gate equivalents (GE). D-Quark consists of 80 bits secu-
rity, and T-Quark consists of 112 bits security, which requires 
2296 GE [53].

Elliptic curve cryptography (ECC)

ECC is based on the algebraic structure over a finite field. It 
can be combined with a symmetric scheme to perform encryp-
tion. However, the ECC-based scheme may suffer from fault 
attack on the smart card [54].

Let A and B are points on elliptic curve over a finite field 
P and ( xA , yA ), ( xB , yB ) represent points ( A , B ) on this curve. 
Then, equation represents elliptic curve as:

where a and b are constant, and then, � represents slope of 
the lines and calculates as:

(1)y2 ≡ �
2 − X3 + aX + b,

(2)� =
yB − yA

XB − XA

, if A ≠ B

(3)� =
3X2

A
− a

2YA
, if A == B.

Private‑key cryptography

Private-key cryptography (symmetric-key cryptography) 
employs a unique key for encryption and decryption. In 
the private-key cryptography, the unique key is shared 
between the sender and the receiver, and this process is 
called key-exchange. The private-key cryptography sup-
ports two types of ciphers, namely: block cipher and 
stream cipher. The block cipher contains a pre-determined 
collection of bits of plaintext for encrypting the block. The 
size of the block composes of 64 bits or can be smaller/
larger according to the algorithm used by the researcher. 
There are various modes of operations for a block cipher 
including cipher feedback mode (CFB), electronic code-
book mode (ECB), output feedback mode (OFB), and 
cipher block chaining mode (CBC). In CFB cipher, 
feedback provides the next block during encryption and 
decryption. This cipher uses the initialization vector (IV) 
to initialize the cipher. In the ECB mode of a cipher, the 
plaintext is divided into smaller blocks and then directly 
encrypts them using the key. The OFB mode contains the 
block cipher to generate the synchronous stream cipher. It 
generates the same using the XOR operation between the 
keystream block and the data block. The CBC involves 
the XOR operation between the data and previous cipher 
block to generate the cipher data. A stream cipher is gener-
ated using the combination of data and the pseudo-random 
keystream.

Privacy

Privacy is an essential concern for the RFID system. Gener-
ally, privacy is ensured using encryption. There are various 
encryption schemes for the power constrained devices in 
terms of block ciphers and stream ciphers.

Lightweight block cipher

A block cipher consists of encrypting a complete block 
of plaintext rather than a single bit like the stream cipher. 
According to the block cipher structure, there are various 
types of structures defined by the researchers like Substitu-
tion Permutation network (SPN), Feistel network, General-
ized Feistel network (GFN), etc. The Feistel network divides 
block into two equal parts: left and right section, and func-
tion “f” applies on Feistel cipher. However, the SPN network 
consists of substitution and permutation layer along with the 
pseudo-random key. Figure 8 shows the general architecture 
of the block cipher in terms of the Feistel network and SPN 
network. There are various attacks possible on block cipher 
such as integral, fault [55], linear/differential cryptography, 
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etc. Table 2 presents the detailed analysis of various light-
weight block ciphers for the RFID system.

Bogdanov et al. [56] proposed a block cipher and named 
this block cipher as “PRESENT”. The PRESENT is an ultra-
light weight cipher for the low computational devices. This 

cipher consists of 64-bit block length and supports two dif-
ferent key lengths, i.e., 80 bits and 128 bits.

The author suggested that the PRESENT cipher is used 
in those applications that require a moderate level of secu-
rity. Space and power are another essential consideration for 
the implementation of the PRESENT cipher. However, the 

Fig. 8  General architecture of 
SPN and Feistel network

Table 2  Detailed analysis of various lightweight block cipher

Scheme Block size Key size Throughput Cycle Round Type Area (GE) Operation Vulnerability

RECHANGLE 
80/128 [60]

64-bit/ 64-bit 80 bit/ 128-bit 246 26 25 SPN 1599.5/2063.5 –  side-channel 
attack [62]

LILLIPUT [68] 64-bit 80-bit 213 510 30 EGFN 1545 – –
QTL-64/QTL-

128 [69]
64-bit 64-bit 200 16/20 16/20 Feistel, SPN 1026/1206.52 Sboxes (4 * 

4), ||, XOR, 
P, Round

Standard sta-
tistical [70]

LICI [71] 64-bit 128-bit 305 2518 16 Feistel 1153 – –
BORON [72] 64-bit 128-bit/80-bit 96.02 7997.53 18 SPN 1939/ 1626 Shift, round, 

permutation, 
xor

Differential 
Power 
Attack [73]

SFN [118] 64-bit 96-bit 200 4736 32 SPN, Feistel 1876.4 Permuta-
tion, XOR, 
Round, 
Sbox

–

�2[119] 80-bit 64-bit 148.28 Mb/s – 16 Feistel – – –
LRBC [120] 16-bit 16-bit – – 24 Feistel, SPN 258.9 – Known attack 

[121]
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algebraic, statistical saturation, linear, and invasive attacks 
are possible on the PRESENT cipher [57, 58]. In 2011, 
the author proposed a lightweight cipher and named it as 
TWINE [59]. This cipher consists of 64-bit of block size 
and supports two 128-bit and 80-bit keys. This scheme uses 
a 4-bit XOR operation and 4-bit S-box. RECTANGLE [60] 
is a lightweight block cipher, and it uses the SPN network. 
It consists of 16 S-boxes of size 4 × 4 in parallel. RECTAN-
GLE scheme supports an 80-bit key as well as a 128-bit key. 
It requires 1600 gate on the 80-bit key size at 246 Kbit per 
second throughput in the 100-kHz clock cycle. For the 128-
bit key, it requires 2063.5 gate equivalent. RECTANGLE 
scheme also consists of 26 cycles and requires 25 rounds for 
computing the cipher. However, Selvam et al. [62] revealed 
a related key and side-channel attacks on the RECTANGLE 
scheme.

The SIMECK block cipher [63] consists of a modified 
SIMON round function for designing the block cipher. It 
contains SIMECK block cipher that uses a round function, 
key schedule, and key constant for designing the block 
cipher. The word size for the SIMECK cipher is 16 bit, 24 
bit, and 32 bits. SIMECK consist of n + 1, n − 1, and n com-
binational circuits for XOR, XNOR, and AND gates, respec-
tively. The SIMECK block cipher is designed to provide a 
smaller area than the SIMON block cipher, but it has the 
same security level. Bagheri et al. [64] performed crypta-
nalysis of SIMECK block cipher, and found that the block 
cipher is vulnerable to reduced round attack [65–67].

Berger et al. [68] proposed another lightweight block 
cipher using the EGFN network and named this cipher as 
LILLIPUT. This cipher worked on 80-bit key size and 64-bit 
block size. LILLIPUT cipher requires a 65-nm logic pro-
cess and 1545 GEs for computing encryption. Also, LiL-
LIPUT cipher performs 213 Kbit per second throughput for 
encryption and decryption. The authors suggested that the 
LILLIPUT cipher is secure against various classical attacks 

like impossible differential, integral attack, and linear or dif-
ferential cryptanalysis.

Li et al. [69] proposed an ultra-lightweight cipher QTL 
using the generalized Feistel network structure for resource 
constraint devices. This cipher supports 64-bit and a 128-bit 
key. QTL scheme supports the S-boxes of size 4 × 4, concat-
enation operation, XOR, and permutation operation. QTL 
supports 1026 and 1206.52 gate operations for computing 
QTL-64 and QTL-128, respectively. However, QTL cannot 
resist from standard statistical attack [70].

Jagdish et al. [71] developed a lightweight cipher and 
named as LiCi. It consists of 31 consecutive rounds with 
lightweight S-boxes of size 4 × 4. Also, this algorithm sup-
ports 64-bit plaintext along with a 128-bit key size. The LiCi 
algorithm consists of 1153 GEs, 30-mW power, and 1944 
bytes of memory. The author suggested that the LiCi cipher 
resists from Zero correlation, Biclique, and linear/differen-
tial attack.

Bansod et al. [72] proposed an SPN-based lightweight 
cipher and called as BORON. BORON cipher supports two 
key sizes of length 80-bit and 128-bit along with 64-bit 
block size. This scheme uses XOR, shift operation, permu-
tation, and S-boxes to design a block cipher. BORON cipher 
provides a throughput of 96.02 Kbit per second. It consists 
of 18 rounds and 7997.53 cycles for designing the cipher. 
BORON cipher design consists of hardware and software 
along with 1626 gate equivalent for the 80-bit key, and 1939 
gate equivalent for 128-bit key size. The authors suggested 
that the BORON cipher is resistant to linear/differential 
cryptanalysis and zero correlation attack. Sutar et al. [73] 
found a vulnerability in BORON cipher, and claimed that 
the BORON cipher cannot resist differential power attack.

Lightweight stream cipher

A light stream cipher requires low computational complex-
ity, but achieves high level of security, while creating cipher 

Table 3  Detail study of various lightweight stream cipher

Stream cipher Key size Initialization 
vector (IV)

Type Gate equivalent 
(GE)

Vulnerability

WG-8 [78] 80-bit 80-bit LFSR, WG – Key recovery attack [79]
ALE [80] 128-bit 128-bit SNP – Leaked state forgery [81], LOCAL attack [82]
ACORN [86] 128-bit 128-bit 6LFSR – Differential fault attack [122]
SVH [83] 64-bit 64-bit Dual pseudo-random 

transformation and 
output feedback

1171 –

Fruit [84] 80-bit 70-bit LFSR, NFSR 990 Full round attack [123], correlation attack, 
and divide and conquer attack

Lizard [85] 120-bit 64-bit LFSR, NFSR, feedback 
shift registers (FSRs)

1161 Differential fault [86]

Fruit-80 [124] 80-bit 70-bit LFSR, NFSR 960 Fast correlation attacks [125]
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text for a given plaintext. It combines pseudo-random shared 
key with the plaintext to perform the encryption of plaintext. 
There are various types of stream ciphers with regard to 
its structure such as linear-feedback shift register (LFSR), 
nonlinear feedback shift register (NFSR), shift register with 
carry feedback (FCSR), PANAMA, random shuffled, addi-
tion/rotation/XOR (ARX) [74]. Table 3 presents an analysis 
of various existing lightweight stream ciphers. The analysis 
has been done in terms of key size, initialization vector (IV), 
type, gate equivalent (GE), and vulnerability of the stream 
cipher. There are various vulnerabilities that affect a stream 
cipher, which mainly include side-channel, time memory 
trade-off, linear masking, and related key attack.

Nawaz et al. [75] used Welch Gong (WG) transformations 
to propose a novel synchronous stream cipher. The family 
of Welch Gong (WG) stream cipher consists of excellent 
property of randomness, and this stream cipher efficiently 
executes on resource-constrained devices. Fan et al. [76] 
optimized the WG-16 cipher using composite field arithme-
tic. Later on, Zidaric et al. [77] proposed hardware optimi-
zation of WG-16 stream cipher with tower field arithmetic.

In 2013, Fan et al. [78] proposed a stream cipher and 
named as WG-8. This cipher also belongs family of Welch 
Gong (WG)-based cipher, and consists of randomness and 
cryptographic property. The authors used an 80-bit key 

size for the stream cipher. However, this scheme does not 
provide resistance from a key recovery attack [79].

Bogdanov et al. [80] proposed AES-based stream cipher 
and named as AES-Based Lightweight Authenticated 
Encryption (ALE). This stream cipher consists of a 128-bit 
key size. However, Wu et al. and Khovratovich et al. [81, 
82] claimed that the ALE cipher cannot resist from leaked 
state forgery attack and LOCAL attack. The scheme pro-
posed by Dai et al. [83] uses the 64-bit initialization vec-
tor and 64-bit key. This scheme uses 1171 GE operations 
during the process. Fruit [84], a light weight stream cipher, 
was proposed by Ghafari et al. The scheme is based on the 
LFSR and NFSR shift cipher. It uses the 80-bit key size, 
and also provides 990 GE operation for computing encryp-
tion. However, there are various vulnerabilities from which 
the Fruit-based cipher scheme suffers from, such as full 
round, divide and conquer, full round attacks, etc.

In 2017, Hamann et al. [85] proposed a lightweight 
cipher for RFID devices and named it LIZARD. The 
authors claimed the cipher to be hardware efficient as 
it combined FP(1) mode and Grain-like structure. The 
scheme consists of a 64-bit initialization vector and a 120-
bit security key. However, Wu et al. [86] proved vulner-
ability of LIZARD security scheme toward the differential 
fault attack.

Table 4  Notation used for RFID authentication schemes

Symbol Description

SetKey To assign new secret key to the Tag
TagInit Initialize session key by the Tag
ReaderInit Initialize session key by the Reader
R RFID Reader
T RFID Tag
A , B , C , D , S , R , X , X

1
 , A′′,B′′ 96-bit numbers generated by the Tag and Reader to compute mutual authentication

A′ , B′,C′ 96-bit numbers modify by the attacker to unauthorize to the system
IDS Pseudo-random id of the Tag
ID Unique Id of the Tag
A
win

Success of the adversary
Kc Pseudo-Kasami code
ID

1
 , ID

2
Two different IDs of the Tag given to adversary

K , K
1
,K

2
96-bit shared key between Tag and Reader

r Random number
s Private key of the Reader
m Message
x >> y Right rotation of x in y times
⊕ Xor operator
Kx , Ky Points on elliptic curve
TK

t1
 , TK

t2
Intermediate value generated by the Tag to compute authentication

C
1
 , C

2
 , S

n
 , T

s
,Auth

s
Server transmits messages to the Tag to compute mutual authentication

Auth
t
 , R

t
 , R

1
 , T

1
 , T

2
,v Tag transmits messages to the server to compute mutual authentication

Z
T

Tag public key
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Authentication

Authentication is an important concern for RFID devices. 
This section describes various types of lightweight authen-
tication schemes as well as ultra-lightweight authentication 
scheme. Table 4 describes notations used in this paper. A 
lightweight authentication scheme consists of public-key 
cryptography, i.e., elliptic curve, hash function. The ultra-
lightweight scheme consists of symmetric-key cryptography 
that uses simple operations such as OR, AND, XOR, and 
ROT. Table 5 consists of various existing authentication 
schemes for RFID.

Lightweight schemes

Lee et al. [87] proposed a lightweight authentication scheme 
using the elliptic curve implementation. In this protocol, the 
server selects a pseudo-random number, and forwards it to 
the tag. After receiving a random number from the server, 
the tag selects a random number and computes the values 
T1 , T2 , and v . The tag transmits T1 , T2 , and v to the server. 
The server computes the value X2 and validates the Tag. 
This scheme provides unilateral authentication in which 
the server only verifies the genuineness of the tag. In this 
scheme, the system’s memory requirement for storing pri-
vate-key and public-key is 652 bits, and communication 
overhead between networks is 82 bytes. However, Bringer 
et al. [88] found security issues such as tag impersonation 
attack and tracking attack in this scheme.

Liao et al. [41] modified the scheme proposed by Lee 
et al.’s scheme to propose a lightweight mutual authenti-
cation scheme. The scheme provides mutual authentication 
between the tag and server. This scheme also implements 
elliptic curves to compute the value Ts from a random num-
ber, and forwards it to the Tag. The tag evaluates the values 
Autht , Rt , and sends the same to the server. The server vali-
dates the tag, and sends Auths to the Tag. The tag validates 
the server, and mutual authentication takes place between 
the tag and the server. This scheme consists of 1280 bits of 
communication overhead, and uses five multiplications dur-
ing authentication. The author claimed that this scheme pro-
vides anonymity, forward security, availability, and resist-
ance from the impersonation attack.

However, Zhao et al. [89] discovered a security flaw 
in the scheme proposed by Liao et al., i.e., key compro-
mise. To eliminate its problems, Zhao et al. proposed a 
scheme that uses values Kx and Ky to generate TKt1, TKt2. 
It computes AuthT from the value ZT , TKt1 and TKt2 . The 
tag forwards the values AuthT and R1 to the Server. After 
receiving AuthT and R1 , the server validates the tag and 
sends a message to the tag. In this scheme, the total mem-
ory required for private key and public key is 652 bits, 
and communication overhead between tag and Server 
is 82 bytes. The tag also validates server, and mutual 
authentication takes place between tag and server. The 
authors claimed that this scheme provides security against 
various security issues such as key compromise, mutual 

Table 5  Detail study of existing authentication schemes for RFID environment

a Where L is equal to 96 bits

Scheme Operation Storage Communication Vulnerability

LMAP [96] +, OR,⊕ 6La 2La Desynchronization, disclosure attack and tracking 
attack

SASI [31] ⊕ , OR, ROT 7La 2La Desynchronization, disclosure, and tracking attack
Gossamer [99] ROT, ⊕ , MIXBITS 7La 5La Desynchronization attack
Yeh et al. [100] NOT, XOR, OR, ROT 3La 2La Desynchronization attack, full disclosure attack, 

traceability attack, and formal security attack
RAPP [44] ROT, ⊕ , Per operation 5La 2La Desynchronization attack
R2

AP[101] XOR, ROT, and Rec(A, B) 5La 7La Desynchronization attack, disclosure, tracking, and 
security of diffusion function

Zhao et al. [89] Ecliptic curve cryptography 652 bits 82 bytes Key comprises problem, replay attack, cloning 
attack, impersonation attack, spoofing attack, 
tracking attack

Shen et al. [94] Elliptic curve cryptography, hash function – 1440 bits Server spoof attack and a replay attack
Ryu et al. [93] Hash, elliptic curve – 960 bits Mutual authentication
Tewari et al. [37] ⊕ , Rot 7La 3La Disclosure attack
KMAP [47] ⊕ , Rot 7La 4La –
SLAP [102] ⊕ , Rot, Con(A, B) 7La 4La –
Kumar et al. [127] Hash, elliptic curve – 800 bits –
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authentication, tracking, cloning attack, DoS attack, server 
spoofing attack, forward security, and replay attack.

He et al. [90] proposed an authentication scheme for the 
RFID system with an ID verifier transfer protocol. This 
scheme consists of 1440 bits + 480w bits of storage capac-
ity for the server, and 1760 bits of storage capacity for 
the tag. Hence, the total storage requirement of the RFID 
system is 3200 and 480w bits. The elliptic curve’s running 
time for multiplication operation on 5 MHz tag is 0.064 s, 
and PIV 3 GHz server is 0.83 ms [91, 92]. The authors 
found that the running time for server and tag to compute 
elliptic multiplication is 2.49 ms and 0.192 s. The commu-
nication cost of this scheme for server and tag is 640 bits 
each. Hence, the total communication cost between the 
tag and the server is 1280 bits. This scheme comprises 
of mutual authentication between the tag and the reader, 
and has the properties of confidentiality, anonymity, avail-
ability, and forward security. It also provides resistance 
from various attacks like DoS attack, replay attack, and 
tracking attack.

Ryu et al. [93] proposed another authentication scheme 
for the RFID system. This scheme requires 2 × TH and 
2 × TM , where TH is the time required to compute hash 
function, and TM is defined as the time required to compute 
elliptic multiplication. This scheme consists of 960 bits of 
communications cost for the RFID system. This scheme 
provides resistance from various attacks like traceabil-
ity, forward security, server spoofing, and cloning. How-
ever, this scheme does not provide mutual authentication 
between RFID devices.

Shen et  al. [94] introduced an RFID authentication 
scheme that uses a hash function and elliptic curve. The 
author reviewed the scheme proposed by Chen et al.’s 
scheme [95], and claimed that the scheme does not resist 
various attacks such as spoofing attacks and replaying 
attack. In the scheme proposed by Shen et al., the server 
selects a random number. It calculates values C1 and C2 , 
then a value sn is calculated from C1, C2 , r, and s, where r 
represents a random number, and s represents the private 
key of the server. The server sends C1, C2, and sn to the 
tag. The tag validates C1 , C2, and sn. If the message is from 
the valid server, then it computes the values C3, c, and d. 
The tag forwards it to the server; otherwise, it rejects the 
packet. After receiving the packet from the tag, the server 
validates the ID of the tag using a hash function. If the 
validation is successful, then mutual authentication takes 
place between the server and the tag. This scheme requires 
1440 bits of communication overhead, and uses three hash 
functions and four multiplications during mutual authen-
tication. The scheme provides un-traceability, forward 
security, and resistance from a cloning attack. However, 
this scheme is not resistant to a server spoof attack and a 
replay attack.

Ultra‑lightweight schemes

LMAP [96] is a lightweight mutual authentication protocol. 
It uses four shared keys between the reader and the tag. This 
protocol uses one pseudo-random number to create values 
A , B , C , and forwards these values to the Tag. After receiv-
ing the message, the tag computes the value B’ and checks 
whether B′ is equal to B or not. After successful authentica-
tion, the reader generates the value D and forwards it to the 
tag. After receiving the message, the tag also computes D′ 
and verifies the reader. After successful mutual authentica-
tion, tag and reader modify the value of IDS key. This proto-
col provides security against the man-in-middle attack, data 
confidentiality, and forward security. However, this protocol 
cannot protect the system against the desynchronization, dis-
closure, and tracking attacks.

In 2006, Peris et al. [97] proposed an Efficient Mutual-
Authentication Protocol (EMAP), lightweight authentication 
scheme for RFID system. The scheme uses various bitwise 
operations like OR, XOR, AND, etc. This scheme requires 
6L-bits storage cost for authentication, and communication 
cost between tag and reader is 5L-bits. This scheme provides 
data integrity, mutual authentication, forward security, user 
data confidentiality, and tag anonymity. This scheme also 
provides resistance from various attacks like man-in-the-
middle attack and replay attack. However, this scheme can-
not provide resistance from various attacks such as desyn-
chronization attacks, disclosure attacks, and tracking attacks.

In 2006, Peris et al. [98] proposed a lightweight authenti-
cation scheme for the RFID system and named as minimalist 
mutual-authentication protocol (M2AP). The scheme uses 
various bitwise operations OR, AND, XOR, and +.

SASI [31] algorithm is an ultra-lightweight scheme, 
which uses XOR, OR, and Rot function to perform the 
authentication. The scheme contains three phases, namely, 
tag identification, mutual authentication, and key updating. 
In the first phase, the tag enters the range of the reader. Then, 
the tag receives “hello” packet from the reader. After receiv-
ing the “hello” packet, the tag sends old IDS(pseudo-random 
ID) to the reader for verification. The reader computes A , 
B , C values and forwards these values to the tag. The tag 
computes C′ from A and B , and verifies C′ is equal to C or 
not. Then, the tag validates the reader. It computes D and 
forwards it to the reader. The reader computes D′ from the ID 
and Key , and validates the tag. After successful authentica-
tion, the reader and tag update their key and IDS value. This 
algorithm provides security against mutual authentication, 
data integrity, replay attack, forward security, and man-in 
middle attack. However, this algorithm cannot protect the 
desynchronization attack, disclosure attack, and tracking 
attack.

Gossamer scheme [99] is an ultra-lightweight protocol, 
which uses XOR, +, AND, Rotate, and MixBits operations. 
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The MixBits operation is used to provide security against 
the desynchronization and disclosure attacks. The author 
claimed that it is difficult for the attacker to perform the 
desynchronization attack in the Gossamer protocol.

Yeh et al. [100] proposed a process-oriented ultra-light-
weight RFID authentication protocol that required 3L bits 
memory space for the tag. The authors claimed their scheme 
to have better tag memory utilization, and to be more secure 
with less computation overhead. However, this scheme also 
suffered from various security issues such as desynchroniza-
tion, full disclosure, traceability, and formal security attack 
[47].

Zhuang et al. [101] proposed an ultra-lightweight authen-
tication scheme in 2014 and named this scheme as  R2AP. 
This scheme uses a bitwise operation such as XOR, ROT, 
and Rec(A,B) . As per the presented scheme, the total mem-
ory requirement on tag to compute mutual authentication 
between tag and reader is 5L, and communication cost for 
transmitting and receiving messages is 7L. The scheme pro-
vides mutual authentication, forward security, and also, is 
resistant from various attacks such as man-in-the-middle 
attacks. However, this scheme cannot provide resistance 
from various attacks such as desynchronization attack, dis-
closure attacks, tracking attack, and security of diffusion 
function [102].

Mujahid et  al. [103] proposed an ultra-lightweight 
authentication scheme named RCIA for RFID system using 
a recursive hash function. In this scheme, the total mem-
ory requirement on tag to compute mutual authentication 
between the tag and the reader is 7L, and the communica-
tion cost for transmitted messages and receiving messages 
is 6L. In these total messages, the communication messages 
cost generated by the tag is 2L. This scheme provides resist-
ance from various attacks like desynchronization, disclo-
sure, tracking, mutual authentication, and replay attacks. 
However, this scheme cannot provide resistance from the 
diffusion function.

The protocol proposed by Tewari et al. [37] implements 
the double rotate function used to generate the authentica-
tion credential. The author claimed that this scheme provides 
much better security in the desynchronization attack than 
SASI protocol. This protocol additionally uses two random 
values to implement the scheme. The author also claimed 
that this scheme provides security against the replay attack, 
man-in-middle attack, data confidentiality, and forward 
security. Still, this algorithm cannot provide security against 
the disclosure attack.

KMAP [47] is an ultra-lightweight mutual authentication 
protocol in which it implements bitwise operation such as 
XOR and left circular rotate. It uses pseudo-Kasami code 
to provide security against the desynchronization attack. 
The pseudo-Kasami code (Kc) consists of three phases. The 
first phase consists of bit selection in which it selects bits 

according to the seed value. The second phase contains the 
left rotate value of X , and the last phase involves XOR for 
the value X and X′ . The memory requirement on tag is 7L, 
and also, communication messages generated by tag are 2L. 
In this scheme, the total number of messages for mutual 
authentication is 4L. This scheme provides security against 
the man-in-the-middle attack, replay attack, tracking, and 
forward security.

SLAP [102] is Succinct and Lightweight Authentication 
Protocol, which implements left rotate, ⊕ and con(A,B) 
function. The author uses con(A,B) to provide resistance 
from a desynchronization attack. The con(A,B) consists of 
three phases: grouping, rearrange, and composition.

• Grouping phase splits the value of A and B according to 
the threshold value.

• Rearrange phase consists of exchange bit of A′ and B′ , 
and then rotating bit according to the hamming distance 
to form A″ and B″.

• Composition phase performs XOR of values A″ and B″ 
and calculate the value of con(A,B).

SLAP provides security against mutual authentication, 
resistance to man-in-middle attack, resistance from replay 
attack, resistance from the forward security, disclosure, 
and tracking attack. Table 5 shows various authentication 
schemes for RFID environment.

Availability

Another important security issue that an RFID system has 
to deal with is availability of the data for its legitimate users. 
Attacks such as DDoS affect an RFID system to a great 
extent. The RFID tags easily get separated from the RFID 
system due to the DDoS attack. Therefore, it is essential to 
mitigate the DDoS attack from the RFID system. There are 
various defence mechanisms which are available to handle 
the DDoS attack in IoT system like learning automata-based 
defence [104], blockchain-based defence [105], software-
defined networking base defence model [106], machine 
learning-based defence mechanism [107–109], and IoT 
middleware-based DDoS defence mechanism [110]. The 
Learning automata-based defence mechanism uses service-
oriented architecture (SOA) and cross-layer model. The 
blockchain contains the self-executable computer program, 
and the machine learning-based defence model uses the 
supervised and unsupervised learning models [42].

Authorization

It is essential to trust the validity of the data to solve the 
challenges of the economic or environment problems using 
the IoT system. This can be done using access control 
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mechanism. In the access control mechanism, the informa-
tion is prevented from unauthorized users. There are vari-
ous models to implement access control mechanisms like 
role-based access control model (RBAC), credential-based 
access control model (CBAC), and trust-based access con-
trol model (TBAC).

The role-based access control model defines the author-
ity and management rights of the users. This model author-
izes the different types of users to access the information. It 
allows the user to read, write, and modify the data. Hence, 
this model also provides privacy to the user [111, 112].

The user requires a digital credential by the trusted 
third-party certificate to access the resource data in case 
of credential-based access control model. The credential-
based access is divided into two types of accessing mod-
els, i.e., attribute-based access control model (ABAC) and 
capability-based access control model (Cap-BAC). The 
ABAC model comprises of the rights that are assigned to 
the user to access the information using the defined policies. 
The attribute-based access control model also named as the 
policy-based access control model. The policies defined in 
the model involves many different type of attributes like user 
attributes, object attributes, resource attributes, contextual 
attribute, etc. The user attribute contains the information 
(e.g., age, department, and role) about the user. The object 
attribute defines the resources that are accessed by the users. 
The action attribute involves the activities that can be per-
formed by the users like read, view, delete, and modify. The 
contextual attributes contain information about the location 
or time, such that the user can access the data at a particu-
lar interval of time or location [113]. The capability-based 
access control model requires an authorization certificate 
to be generated for the requestor. These certificate is given 
by the data owner to the requestor to access the data [114].

The trust-based model for the IoT involves the trustwor-
thiness of the IoT device. The trust-based access model uses 
multi-dimensions in terms of the categories and subcatego-
ries [115, 116].

Open issues and challenges

In the last few decades, the scientists and researchers have 
developed several security schemes to make RFID systems 
resistant toward different threats and attacks. However, there 
is no full-proof mechanism available to secure RFID sys-
tem against all types of attacks. Whenever a new security 
scheme is proposed by some researcher, the attackers modify 
their strategy to attack the system. Hence, there is always 
room for improvement in the existing security schemes, 
i.e., there are many issues that are still open. This keeps 
the researchers always motivated to work in this important 
area of designing complete solutions for RFID system. This 

section presents several issues and challenges presented in 
the existing mechanisms.

Challenge to develop ultra‑lightweight scheme

As IoT devices have small battery size and low memory 
capacity. Hence, there exists always a challenge to develop 
ultra-lightweight security schemes that overcome these 
constraints and provide security against all types of RFID 
attacks, as well. The discussion above has presented many 
ultra-lightweight schemes for security techniques for the 
RFID devices that use XOR, Rotate, OR, and AND opera-
tions. However, these schemes do not provide security 
against various types of attacks such as desynchroniza-
tion, disclosure, and racking attacks [28, 47]. Therefore, to 
develop a scheme that provides resistance against all types 
of attacks is still an open challenge. Moreover, the research-
ers can always work in the area of reducing requirements of 
battery and memory capacity for IoT devices.

Challenge to develop secure authentication 
mechanism

To verify the identity of communication device in RFID 
system is an important and essential concern. As described 
in the above sections, researchers have exploited various 
techniques such as symmetric-key cryptography, elliptic 
curve cryptography, etc., to provide authentication for RFID 
systems [89, 92, 93]. However, to develop a single scheme 
that deal with all types of authentication issues is still open 
challenge for researchers.

Challenge to develop a lightweight secure hash 
function

In the various RFID schemes proposed by the researchers, 
hash function has been used as an important tool to imple-
ment authentication and integrity criteria of RFID system. 
However, the hash functions have massive computation 
overhead. Opposite to it, the RFID devices have limited 
computation power. Due to the limitation of computational 
capacity, it is difficult to provide security against various 
security threats [28]. That is, the hash function should pro-
vide a smaller output size and secure communication at 
low computational cost. Hence, developing hash functions 
with less computation overhead is another challenge for the 
researchers.

Challenge to develop efficient block cipher

It is essential to consider the key size and block size for 
developing a lightweight cipher. The key size and block 
size increase the overall computational power requirement 
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of RFID devices. However, decreasing key size or block size 
helps the adversary in breaking the cipher easily, as he/she 
can quickly guess the cipher’s security key [9]. Hence, it is 
crucial to develop a block cipher of optimized size, such 
that the adversary cannot easily break the cipher. The new 
scheme should be hardware efficient, required low compu-
tational power, and must be resistant to all types of security 
attacks.

Challenge to develop to efficient shift cipher

In the current scenario, the stream cipher designs are based 
on the operations, round functions, components, structures. 
The structure of the stream ciphers is a fixed permutation of 
the hash function. There are various existing stream ciphers 
presented by the various researchers [76, 78, 79]. However, 
these suffer from various limitations such as exhaustive key 
search attack, related key attack, and algebraic attack [74, 
117]. Hence, to construct a stream cipher that can deal with 
all such limitations is a challenge for the researchers work-
ing in the area of developing secure and efficient RFID sys-
tems. The various matrices, such as area, throughput, bits 
per cycle, power consumption, interface, etc., may be con-
sidered along with different security issues while designing 
a new solution.

Conclusion

In the last few years, IoT devices are being used for perform-
ing our day-to-day activities. These devices not only have 
constraints of less memory, low power, and low computa-
tional capacity, but also, are suffer from various security 
issues. These devices can easily be targeted by the attackers 
to steal vital information that can be related to a personal, 
a business organization, medical firm, etc. Hence, securing 
such constrained devices is an important issue. The objec-
tive of this paper was to discuss various security threats 
and issues that have been faced during the years by the 
researchers during implementations of such systems. It also 
discussed various solutions provided by the scientists to deal 
with such attacks. The work also gave a detailed overview 
of the IoT architecture. The paper focused on all possible 
attacks by classifying them into confidentiality, integrity, 
and availability criteria. The taxonomy of various security 
schemes was discussed under the categories of cryptogra-
phy, privacy, authentication, authorization, and availability. 
Undoubtedly, researchers have put tremendous efforts to 
develop efficient and secure RFID systems. However, there 
is still a scope of improvement in various areas. Therefore, 
this paper also provided the various open issues and chal-
lenge that need to be addressed in the future by researchers 
working in this important area.
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