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The Industrial Internet of Things (IIoT) confronts industrial manufactures with economic, ecological, as well as social benefits and

challenges, referring to the Triple Bottom Line of sustainability. So far, research has mainly investigated its dimensions in isolation

or economic aspects have not been compared with ecological and social perspectives. Further, research misses studies that are

devoted to the special characteristics and requirements of Small and Medium-sized Enterprises (SMEs). This study aims to contribute

to close this research gap, providing a research context that encompasses all three dimensions of sustainability. The results are based

on data obtained from 329 SMEs, 222 in Germany and 107 in China, therefore allowing for a comparison of the concepts “Industrie

4.0” and “Made in China 2025” in the context of SMEs. In general, German SMEs expect a lower impact through “Industrie 4.0”,

perceiving the concept as more beneficial for larger enterprises. We further find that Chinese SMEs foremost see social benefits.

Challenges whilst introducing “Industrie 4.0”by German SMEs as well as several frame conditions are perceived more relevant than for

“Made in China 2025”, as seen by Chinese SMEs. The paper closes with implications for research and practice based on these findings.
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1. Introduction

The Industrial Internet of Things (IIoT) describes the integration of

Internet of Things (IoT) technologies into industrial value creation. As

a result, entirely digitized, interconnected, self-regulating, and

decentralized industrial value chains shall be established.1-3 These are

intended to counteract issues that industry faces today, e.g., shortened

technology and innovation cycles, increasing customization demands,

and enhanced demand volatility. Thereby, industrial manufactures shall

be enabled to maintain and strengthen their global competitiveness.4

As the introduction of the IIoT not only arises potentials, but also

risks for industrial manufacturers1,5 this paper is devoted to uncover

their importance for industrial manufacturers. Numerous programs to

introduce the IIoT have been developed worldwide.3 Hereby, Germany

and China provide a fruitful research context. Both countries have

structural differences, but a similarly high requirement for sustainable

industrial value creation.6 In Germany, the program “Industrie 4.0” is

intended to introduce IIoT technologies within industrial value creation

in order to maintain its position as a leading industrial nation in the

world.1,3 As a result, industrial manufacturers will face with not only

economic, ecological and social potentials, but also challenges.5,6 As

proven in previous research articles, the Tipple Bottom Line of

sustainability represents a suitable instrument in order to investigate the

IIoT from the perspective of sustainability.5 In China, the program

“Made in China 2025” also represents an attempt to introduce IIoT

technologies within industrial value creation, but with a different

purpose: reaching the position of a leading industrial nation

worldwide.3 Similarly, potentials in the context of sustainability shall be

achieved, but likewise, challenges will be faced.6 Additionally, this

paper is devoted to specifically investigate Small and Medium-sized

enterprises that play an important role for both, Germany and China,

but so far have been less regarded in the context of the IIoT.7

Conclusively, this paper addresses the following research question:

How do SMEs perceive potentials and challenges in the context of
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sustainability through “Industrie 4.0” in Germany and “Made in China

2025” in China?

In the further course of this paper, chapter 2 describes the theoretical

background, whereas chapter 3 outlines the current state of research. In

chapter 4, the empirical approach is described, encompassing a survey

with 329 SMEs, 222 from Germany and 107 from China. Chapter 5

presents the results of this survey, closing the paper with discussion and

conclusion in chapters 6 and 7.

2. Theoretical Background

When referring to the IIoT, the term “Industrie 4.0” or “Industry

4.0” can often be observed in scientific literature.” Industry 4.0 is

derived from the “Industrie 4.0” initiative launched by the German

government for ensuring future competitiveness of the German

manufacturing industry.1,2 “Industrie 4.0” hereby describes the

expectations of politics and industry associations that industrial

manufacturing is heading towards the fourth Industrial Revolution.

This revolution is intended to be realized via a high-grade digitization

as well as the horizontal and vertical interconnection of industrial value

creation, leading to intelligent and self-aware, smart industrial value

creation. However, this estimation of “Industrie 4.0” being an outright

Industrial Revolution remains disputed in practice, often being referred

to as an evolution rather than a revolution7 The proceeding three

Industrial Revolutions have achieved high productivity increases by so-

called “General Purpose Technologies”, namely mechanization,

electricity, and IT.8 Their integration enabled large technical

improvements and advances in industrial value creation.9 For Industry

4.0, CPS represent the underlying General Purpose Technology.8

Cyber-Physical Systems generate virtual processes next to physical

ones to their mutual benefit, allowing real-time interconnection across

entire supply chains.10 Thereby, significant advances in engineering,

manufacturing, and supply chain management are expected, leading to

new business models. These include, e.g., data-centric business models

or platform-based business models, that are expected to generate new

ways of value creation in industry.1,4,11,12

Additionally to the German initiative “Industrie 4.0”, the EU

initiated a program called “Factories of the Future” for sustainable

production whilst maintaining global competitiveness. The “Industrial

Internet Consortium” represents a comparable program in the U.S.

which, in contrast to the German and European equivalents, is mainly

driven by several founding members from industry rather than the

government.13 In South Korea, a similar program with the aim to

introduce digital technologies within industrial manufacturing is

pursued under the title “Manufacturing Innovation 3.0”,14 among many

further programs worldwide.3 In China, the government has indicated

the program “Internet Plus” within the program “Made in China 2025”.

“Made in China 2025”, released by the Chinese State Council in 2015,

is an initiative to comprehensively upgrade the Chinese industry. The

initiative draws direct inspiration from Germany’s “Industrie 4.0”

program. From 2015 to 2025, China’s manufacturing industry is

expected to match the development and efficiency levels of the leading

industrial nations. The aim is to raise domestic content of core

components and materials to 40% by 2020 and 70% by 2025. In a third

step, until the 100th anniversary of the founding of the People’s

Republic of China in 2049, China’s position shall be established as the

number one industrial power worldwide.15 A central distinction to other

countries’ programs is the government-controlled R&D spending,16

which inflicts both benefits and challenges for the emergence and

diffusion of technologies in China.17 In contrast to other countries,

China has to leapfrog the achievements of the third industrial

revolution to a several extend and still has lower automation levels than

other industrial nations,18 relating to its fast development in the recent

years. Whereas China’s manufacturing industry accounted for just

2.7% of the global manufacturing industry in 1990 (9th place

worldwide), by the year 2000, this share had already grown to six

percent (4th place worldwide). In 2010, with a share of 19.8%, China

achieved the largest share in industrial production worldwide.15 Still,

efficiency levels of the Chinese manufacturing industry levels do not

yet match those of Europe, the U.S., Japan or South Korea, making it

an industrial supplier for many of those countries whilst achieving low

shares of revenue.20-22 Further, an increased pressure towards

environmental protection are encountered due to high resource

consumption and environmental pollution of China’s industry.21

Comparably to its three proceeding Industrial Revolutions, Industry

4.0 is expected to transform industrial production as well as society,23

aiming for economic, ecological and social benefits.5 Society

increasingly expects industry to transform its value creation towards

sustainability,24 i.e., to equally achieve economic, ecological, as well as

social benefits, objectives referring to the Triple Bottom Line of

sustainability.25 The Triple Bottom Line of sustainability is the outcome

of a development since the World Commission on Environment and

Development’s “Brundtland report” in 1987,26 which can be found

today in the United Nations’ Sustainable Development Goal 12 -

“Ensure sustainable consumption and production patterns”. As a result,

societal expectations towards decreasing environmental impacts of

industrial manufacturing steadily increased, not solely focusing on

profit maximization.27,28 In response, numerous Corporate Social

Responsibility approaches within industrial enterprises have been

developed,29,30 so far mainly regarding environmental impacts.

However, the Triple Bottom Line requires a holistic consideration of all

its three dimensions to fully unfold its benefits.31

Further, we decided to focus research on SMEs, defining those as

enterprises with up to 500 employees and an annual turnover up to 50

million Euro, according to the definition of the German Institute for

SME research.32 For China, we use the same definition, thereby

including companies with an annual turnover of up to approximately

400 million Yuan. As over 99 per cent of the companies located in the

EU are SMEs which contribute a gross value added share of over 50

per cent of the European economy with over 60 per cent of jobs,33

research in the context of SMEs is of major importance. Representing

a comparable importance in China, SMEs represent 97.9 per cent of

enterprises, which contribute about 58 per cent of gross value added

share.34 Research on the IIoT so far mostly focuses on large enterprises,

whereas research focused on SMEs is rather seldom, albeit all

industrial value chains being largely dependent on SMEs contributing

as suppliers.7 Therefore, research on SMEs in the context of “Industrie

4.0” respectively “Made in China 2025” provides a research setting

with high practical relevance. SMEs also proved to have adopted ERP
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systems differently than large enterprises36 representing a technological

foundation of the IIoT.1 Consequently, research needs to address the

distinct requirements and conditions present in SMEs regarding

“Industrie 4.0” respectively “Made in China 2025”, e.g., lower

digitization levels, owner-centered strategic orientation and more

flexible organizational structures.37 Further, SMEs typically have a

single and focused business model that allows for statements that are

generalizable for the entire organization. In larger organizations, which

simultaneously employ several business models in different business

divisions,7 statements are limited to the perspective of an informant

which cannot capture the entire organization. Adding to large economic

importance of SMEs and comparably less research in this field, we

claim that SMEs are especially suitable to be investigated with surveys

encompassing a single informant per firm.

3. State of Research

The current state of research mainly consists of publications that

examine the relatively young research field of the IIoT from a technical

perspective.4,38 Most studies concerning the field of sustainability do not

provide a comprehensive overview in all three dimensions of

sustainability, but rather describe single and specific aspects without its

interconnection with the other dimensions of sustainability. However,

adjusting and balancing these dimensions against each other is crucial for

successful technology adoption and diffusion. Researchers claim that

focusing solely on economic benefits within considering ecological and

social aspects is tolerated decreasingly by society. Therefore, economical

benefits, foremost market success, can be increased when initiating a new

technology by including as well as promoting the consideration of

ecological and social perspectives.39,40 Within the IIoT, digitization and

interconnection of industrial processes assisted by data analytics,

machine learning, and artificial intelligence, shall lead to potentials in all

three dimensions of sustainability.5,41 However, those are accompanied by

several challenges, especially in the implementation phase of the IIoT,

that also refer to all dimensions of sustainability.5

When regarding the economic perspective of the IIoT, process

transparency and interconnection allows their optimization.42 Thereby,

efficiency, flexibility, quality and customization can be enhanced1,2,10

By increasing process transparency in intra- and inter-firm logistics,43

lead and storage times can be reduced, leading to decreasing logistics

costs.44-46 Also, new business models emerge through data-based

products and services4,47 as well as equipping existing production

equipment for a transformation in CPS, also known as

“retrofitting”.12,48 However, such processes as well as the

implementation of the IIoT in general poses threads regarding large

investments required with uncertain profitability.1,7 Further, established

manufacturers fear to lose their existing market position to new

entrants, as current business models are challenged and need to be

adapted. Also, especially SMEs regard the high investments into IIoT

technologies, alongside further challenges, as too challenging whilst

potentials are regarded foremost for larger enterprises, that in their view

cannot compensate for the risks to be encountered.

When referring to the ecological dimension of sustainability, the

IIoT enables ecological benefits in multiple dimensions.49 Through

intelligent scheduling of tasks and processes enabled by demand and

process transparency, load balancing can be optimized that leads to

energy consumption reductions.50-52 Further, energy consumption

reduction can be achieved through process simulation,53 prediction of

energy consumption that leads to smart energy management in

manufacturing.54 Also, manufacturing design can be achieved through

data flowing back from usage to design,55 leading to improved product

lifecycle management, including recycling processes.56 Thereby, the

IIoT assists to reduce greenhouse gas emissions, providing carbon

footprint analyses enabled by data transparency.42 By the same means,

reduction of waste and resource consumption shall be established.57

This also applies to recycling of resources and tools as well as

retrofitting of machines.55 Turning to logistics processes, reduction of

transport of goods and unnecessary material flows are a major

advantage.58 Wrong deliveries, unnecessary waiting time, and damaged

goods can be reduced by data transparency throughout the entire supply

chain.59 As intended by several programs such as “Industrie 4.0”,

reshoring reduces transport distances based on relocating production

closer to where products and production equipment are required,

further reducing logistics costs and environmental impact.5 Economic

growth that is acquired by establishing new production facilities can

then be modeled with a sustainability perspective from the beginning.60

Ecological challenges still remain unclear and are hardly investigated

in the context of the IIoT. Mostly relating to disciplines such as

computer science or data processing, authors claim that IIoT-enabled

smart factories increasingly have to be investigated regarding energy

usage as well as waste production.54,58,60 Both aspects are hardly

mentioned in current IIoT-related literature, but should receive

increasing attention in the future.

Regarding the social dimension of the IIoT, several benefits for

employees shall be achieved, e.g., measures for fair wage definition,

human learning through intelligent assistance systems as well as human

machine interfaces that lead to increased employee satisfaction in more

socially-beneficial industrial workplaces.5,6 On the other hand, the

current body of literature is largely disagreeing on whether the IIoT

will inflict an increase or decrease of jobs.63 Figures in this context are

varying widely and are partly contradictory.5,6 In general, it is expected

that further automation of simple tasks will proceed, whereas job profiles

emphasizing monitoring, collaboration, and training continue to be

required in industry. However, several tasks of planning and monitoring

as well as decision-making will fall to autonomous systems, therefore

also replacing jobs in this area.60 A shift in society is expected as novel

job profiles, often relating to data-analysis and IT-related workplaces, are

emerging, while established workplaces, relating to mechanical labor,

will decrease.5 Therefore, education and training have to be adjusted5,61

before and during the job. Further, organizational implementation of the

IIoT requires organization transformation processes, often referred to as

“digital transformation”, that requires new mindsets as well as employee

acceptance throughout the enterprise.5,62,63

The only studies so far that investigate several dimensions of

sustainability within a common empirical study are Beier et al.(2017),6

Müller et al.(2018),63 Kiel et al.(2017).5 Hereby, Beier et al.(2017)

focus on ecological and social aspects and regard economic aspects just

marginally. Further, their study implies German and Chinese

enterprises, but only marginally includes SMEs. The study of Müller et
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al.(2018) is able to derive distinct characteristics that delineate SMEs

from larger enterprises, but their study covers the Triple Bottom Line of

sustainability solely on a very general level, without going into specific

subcategories. On the other hand, Kiel et al. develop a framework for the

IIoT based on 46 expert interviews in Germany, extending the Triple

Bottom Line by three aspects most commonly named: “Data and

information” referring to data processing and analysis capabilities, “Public

context” describing requirements in terms of legal framework and

standardization, and “Technical integration”, referring to intra- and inter-

company implementation of the IIoT.5 As the study by Kiel et al.(2017)

provides the only comprehensive overview of all three dimensions of

sustainability, which however only refers to qualitative expert opinions,

we further use and operationalize their model for our study design. Fig. 1

shows the extended Triple Bottom Line developed by Kiel et al.(2017).

4. Method

The study aims to derive potentials and challenges for SMEs from

“Industrie 4.0” in Germany respectively “Made in China 2025” in the

context of sustainability. To gain a comprehensive understanding of

sustainability aspects regarding the IIoT, the extended Triple Bottom

Line of Kiel et al.(2017) was operationalized using 5 point Likert

scales. Whereas economic potentials and challenges are operationalized

with one item each as described by Kiel et al.(2017), the authors

decided to operationalize ecological and social potentials and

challenges, originally only represented by one category, with two items

each. Therefore, the two single dimensions by Kiel et al.(2017) were

divided into two main categories, following their description of the

dimensions.5 Thereby, the authors aim to obtain a more balanced

understanding between the different categories within the Triple

Bottom Line of sustainability. The same applies for the additional

dimensions of “Technical integration”, “Data & Information”, as well

as “Public context”, which are operationalized by two items each. The

detailed questionnaire can be found in the appendix.

First, the questionnaire was translated from German into Chinese by

master students from China completing their master courses in

Germany. Second, the translation was discussed and improved with

academic staff in China, both profound in German and Chinese, as well

as potential recipients of the questionnaire. Third, the questionnaire

was translated back into German by Chinese academic staff in order to

ensure equality of terms.64 The term “Industrie 4.0” was replaced by

“Made in China 2025” for Chinese recipients. At the beginning of the

questionnaire, the participants were given a brief explanation of the

terms “Industrie 4.0” in Germany and “Made in China 2025” for

Chinese participants, following the understanding of Kagermann et al.

(2013) of “Industrie 4.0”.1 For the Chinese questionnaire, the

description was translated by the Chinese research partners and slightly

adapted in order to match different characteristics between the two

programs in accordance with the Chinese research partners.

German SMEs were randomly selected from the company database

Bisnode, whereas Chinese students completing their master degree in

Germany approached SMEs in China. Companies were contacted

either per email or via telephone between December 2016 and February

2017 and asked to return the questionnaire via email. In total, 716

SMEs were contacted in Germany and 249 SMEs in China. Thereby,

338 questionnaires were obtained, from which nine questionnaires were

not filled out completely and had to be removed. As a result, 329

questionnaires remained, 222 from Germany and 107 from China. This

resembles a response rate of about 31 per cent in Germany and

approximately 43 per cent in China.

Within the sample of 329 SMEs obtained, 95 enterprises employ up

to 50 employees, 171 enterprises employ between 50 and 249

employees, whereas 63 enterprises employ between 250 and 500

employees. From 329 SMEs, 71 enterprises belong to mechanical and

plant engineering, 64 to metal processing, 59 to electrical and ICT

engineering, 26 to plastics engineering, 26 are automotive suppliers and

15 SMEs belong to paper and textiles industries. 68 respondents did not

state their industry due to reasons of anonymity or giving too general

statements, e.g. “industry” or “manufacturing” from Chinese participants.

Aiming for personnel that can make qualified statements regarding the

entire enterprise and all three dimensions of sustainability, 158

respondents are CEOs of the respective SME, 43 are production or plant

managers, 27 are from R&D departments, 23 derive from finance and

controlling departments and 20 are department heads who did not specify

their department. Further, 18 respondents derive from sales, 18 from

procurement and supply chain management, whereas three respondents

each are from IT departments, human resources, as well as quality

management. Finally, 13 respondents did not state their exact function.

5. Results

5.1 Impact of the IIoT on SMEs

The results of the empirical data obtained indicate that whilst Beier

et al.(2017)6 find a large perceived importance for both German and

Chinese large enterprises, our results for SMEs indicate a lower

perceived impact of the IIoT for their respective enterprise. Only about

Fig. 1 Extended Triple Bottom Line for the IIoT by Kiel et al.(2017)
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25 per cent of German SMEs expect a “high” or “very high” impact,

whereas about 55 per cent of the German sample expect a “low” or

“very low” impact and the present time. For Chinese SMEs, nearly 50

per cent expect a “low” or “very low” impact; only about 14 per cent

expect a “high” or “very high” impact through the IIoT. Notably,

approximately 47 per cent of SMEs in China are still “undecided”

regarding the IIoT’s impact today.

Confirming the findings of Beier et al.(2017) for large

organizations, we find that in five years, Chinese SMEs expect a higher

impact through the IIoT than German SMEs, but with lower absolute

figures. In detail, only about 24 percent expect a “low” or “very low”

impact in five years through “Made in China 2025”, whereas in

Germany, the same figure adds up to approximately 34 per cent. On the

other hand, about 35 per cent expect a “high” or “very high” impact

through “Made in China 2025” in five years, whereas this figure only

amounts about 29 per cent for “Industrie 4.0”. The detailed distribution

can be obtained from Fig. 2.

As the authors expected a lower perceived impact through the IIoT

for SMEs than for large organizations, a further question was

introduced into the questionnaire. This question addresses claims that

German SMEs might not feel as well addressed through “Industrie 4.0”

in comparison to large enterprises, not being able to grasp its benefits

as well as its large counterparts.7 In fact, about 45 percent of German

SMEs within our sample “agree” or “fully agree” to this claim. For

Chinese SMEs, the comparable figure for “Made in China 2025” only

amounts to about 18 per cent. Further, about 60 per cent of Chinese

SMEs rated this question as “undecided”. Please see Fig. 3 for the

detailed distribution.

5.2 Potentials of the IIoT

In this section, participants were asked to rate different potentials of

the IIoT on five point Likert scales, ranging from 1, “fully disagree” to

5, “fully agree”. The survey results indicate that overall, for Chinese

SMEs, the IIoT, as represented by the program of “Made in China

2025” promises to inflict larger potentials than for German SMEs

within the program of “Industrie 4.0” (see Fig. 4 for mean values,

please note that the scale is adjusted to improve readability).

Regarding economic potentials of the IIoT, the survey finds that

competitiveness (Germany 2.69, China 3.26), i.e. the potential to derive

completive advantages from the IIoT and individualization (Germany

2.40, China 3.38), i.e. to respond more individually to customer

demands, are both foremost expected by Chinese SMEs. For financial

benefits (Germany 3.65, China 3.59), i.e. generating larger revenues

through the IIoT and benefits regarding time (Germany 3.61, China

3.46), i.e. shortening processes through the IIoT, German SMEs expect

slightly higher potentials, but on a comparable level with Chinese

SMEs. For overall equipment effectiveness (Germany 3.33, China

3.51), i.e. achieving higher efficiency and novel business models

(Germany 3.10, China 3.23) emerging through the IIoT, potentials are

expected higher from Chinese SMEs, but also on a comparable level.

Fig. 2 Perceived impact of the IIoT

Fig. 3 Unsuitability of the current IIoT programs for SMEs

Fig. 4 Benefits of the IIoT in the context of sustainability
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For ecologic potentials of the IIoT, German SMEs show slightly

higher expected resource efficiency (Germany 3.56, China 3.36),

whereas increased energy efficiency is expected significantly higher by

Chinese SMEs (Germany 2.81, China 3.47).

Social potentials of the IIoT are foremost regarded by Chinese

SMEs, who expect benefits through employee assistance systems

(Germany 2.68, China 3.51). The evaluation of more socially

acceptable workplaces (Germany 2.67, China 2.98) are lower for both

countries, however, still with a higher value for Chinese SMEs.

5.3 Challenges of the IIoT

Similar to potentials of the IIoT, participants were asked to rate

different challenges on five point Likert scales, ranging from 1, “fully

disagree” to 5, “fully agree”. The empirical results show that in general,

challenges are expected higher from Chinese SMEs than from German

SMEs, except for challenges regarding skills shortages (Germany 3.45,

China 3.38), i.e. difficulties to find adequate staff required for “Industrie

4.0”, which are on a comparable level. The second social dimension of

social challenges, job losses following IIoT implementation (Germany

2.96, China 3.37) is rated on a slightly higher level for “Made in China

2025” in comparison to “Industrie 4.0”.

Regarding the economic dimension of sustainability, challenges

regarding cooperation (Germany 3.22, China 3.27), i.e. finding the right

partners and suppliers for the IIoT are expected almost equally in both

countries. Challenges regarding competition (Germany 2.69, China

3.27), i.e. market entrance of new competitors whilst losing the own

competitive position, is foremost expected by Chinese SMEs. Challenges

of future viability of the existing business model (Germany 2.95, China

3.15), adequate financial resources to implement the IIoT (Germany

3.02, China 3.43), loss of customer orientation (Germany 2.93, China

3.17) due to changing demands towards the IIoT are evaluated slightly

higher by Chinese SMEs. Fig. 5 shows the detailed overview for mean

values, as for Fig. 4, the scale is adjusted to improve readability.

5.4 Additional Aspects Regarding the IIoT

The importance of further dimensions as derived in the framework

by Kiel et al.(2017) was also addressed by rating five point Likert

scales, ranging from 1 “fully disagree” to 5 “fully agree”. In general,

German SMEs expect comparable or higher importance for all six

items. Regarding the dimension “Public context”, the importance of a

legal framework (Germany 3.25, China 3.25) that ensures data security

and dependable legal conditions for data exchange, is rated equally

important by participants in both countries. For the second item of

“Public context”, the question of data ownership (Germany 4.15, China

3.23) when interchanging data, especially on platforms, is rated

significantly higher by German SMEs.

For “Data and Information”, both requirements towards

standardization (Germany 3.75, China 3.23) of, e.g. regulation for

common interfaces, and standards when connecting ERP systems, as well

as ensuring data security (Germany 3.85, China 3.52), i.e. technical means

such as encryption of data, is seen more important by German SMEs.

Regarding “Technical integration”, capabilities for data processing

(Germany 3.66, China 3.20) towards, e.g. data acquisition of

conventional machines through sensors, as well as data exchange

(Germany 3.60, China 3.31), i.e. interconnecting products, machines

and people, is seen slightly higher in Germany.

In the following, Fig. 6 shows the mean values for the three further

dimensions regarding the IIoT (please note adjusted mean values for

improved readability).

6. Discussion

The survey results reveal several interesting insights regarding

sustainability through “Industrie 4.0” and “Made in China 2025” in

SMEs. First, our study finds that in contrast to larger organizations,

SMEs seem to evaluate the impact of the two programs lower, thereby

Fig. 5 Challenges of the IIoT in the context of sustainability

Fig. 6 Additional aspects accompanying the Triple Bottom Line
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providing an insightful comparison to the findings of Beier et al.

(2017).6 Complementing the findings of Beier et al.(2017) in the context

of SMEs, we reveal that Chinese SMEs expect a larger impact through

“Made in China 2025” than German SMEs through “Industrie 4.0”.

Further, we find empirical evidence of a claim of German SMEs, that

“Industrie 4.0” might be designed more towards the requirements of

larger enterprises. Its benefits therefore might be harder to capture for

German SMEs than for Chinese SMEs. In response, several German

governmental institutions in association with industry alliances have

already launched different programs in order to better integrate German

SMEs within “Industrie 4.0”. For example, the German Ministry for

Economic Affairs and Energy has launched the imitative “Mittelstand

4.0”, whereas the Ministry for Economic Affairs, Labor and Housing of

Baden-Württemberg has initiated the program “Allianz 4.0”. Both

programs aim for the specific requirements of SMEs regarding “Industrie

4.0”, e.g. small-scale solutions and also relate to economic, ecological

and social aspects. However, application examples from practice, as well

as underlying studies mostly relate to enterprises with up to 2500

employees, often related to as “Mittelstand” in Germany, and even

mention to not explicitly focus on SMEs with up to 250 or 500

employees.67 Therefore, the authors recommend to increasingly and

specifically regard SMEs, which as such have a high importance for the

German economy and have even more specific requirements due to their

small size. Relating to another aspect, the higher digitization levels

established in the German industry in comparison to China might hereby

skew our results, German SMEs therefore seeing “Industrie 4.0” as a

smaller step than Chinese SMEs regard “Made in China 2025.”

This interpretation succeeds for the perceived benefits of SMEs

through the IIoT. Whereas Chinese SMEs expect a more or less evenly

distributed set of economic, ecological and social benefits through

“Made in China 2025”, Germany SMEs, with few exceptions, evaluate

the potentials for “Industrie 4.0” considerably lower. Regarding

economic benefits, German SMEs foremost expect operational

benefits, such as financial profits, time savings, and a comparably high

evaluation of Overall Equipment Effectiveness in comparison to Chinese

SMEs. Novel business models are the only benefit of a rather strategic

dimension within economic benefits that is seen at a comparable level as

Chinese SMEs. However, strategic benefits within the economic

dimension relating to competitiveness and individualization are foremost

seen by Chinese SMEs. We therefore conclude that German SMEs

rather see benefits through an operational perspective when referring to

“Industrie 4.0”, whereas Chinese SMEs emphasize both strategic and

operational economic benefits. We find three possible explanations for

this: German SMEs could either be more focused on operational

excellence than on strategic foresight, therefore further emphasizing

these benefits. Second, the rather low evaluation of strategic potentials

could relate to their lower evaluation of importance regarding the IIoT

for them, seeing “Industrie 4.0” rather designed for large enterprises.

New potentials in competitiveness and individualization might

therefore require a program more closely designed for SMEs.6 Third,

German SMEs could rather see their competitiveness and level of

individualization offered to customers at a high level, therefore not

expecting high benefits through “Industrie 4.0” in this regard. On the

other hand, individualization and competitiveness gains might be

targets that especially Chinese SMEs pursue in an international context,

rather than being medium-tier suppliers with comparably high batch

sizes and low individualization levels. For economic challenges

regarding the IIoT, increasing competition and lack of financial

resources is foremost seen by Chinese SMEs. The former aspect might

be related to a backlog in comparison to other industrial nations, as

outlined in the preceding section, which could arise fear of increasing

competition by Chinese respondents. Lack of financial resources

expected by Chinese SMEs might hereby be a result of central

government R&D spending, that is rather focused on larger

enterprises.13 The challenges regarding cooperation, as well as losing

customer orientation future business models are on an equal level for

both countries, both potentially questioning the availability of adequate

partners as well as the future viability of their business model designed

to customer demands.23 For SMEs in both countries, these doubts might

rely on low digitization levels in comparison to larger organizations in

the respective countries.6

Regarding ecological benefits, resource efficiency gained through

the IIoT is expected higher for German SMEs, but still at a close

distance from Chinese SMEs, whereas energy efficiency is foremost

expected by Chinese SMEs. In this regard, we complement the findings

of Beier et al.(2017),6 who found comparable levels of resource savings

potentials for both material and energy for the Chinese part of their

sample. Still, the evaluation of answers is lower for Chinese SMEs in

our sample than the findings illustrated by Beier et al.(2017).

Regarding energy savings potentials, we confirm the findings of Beier

et al.(2017), who also find that energy saving through the IIoT is much

more regarded by Chinese than by German SMEs. The reasons hereof

could be comparable, as German industry already has implemented a

much higher share of renewable energy and sustainable energy

programs, whereas the Chinese industry is still lacking behind in these

two aspects.6 “Industrie 4.0” might therefore not be seen as that much

of a tool for energy savings in comparison to “Made in China 2025.”

Considering social benefits of the IIoT, socially acceptable

workplaces and benefits trough intelligent employee assistance systems

are foremost expected by Chinese SMEs. As the Chinese industry still

shows much lower levels of digitization and even automation than the

German industry,12 benefits might hereby be expected considerably

higher for “Made in China 2025”. The same applies for working

conditions, for which China still has a backlog in comparison to

Germany. Therefore, “Made in China 2025” might be seen as a stronger

tool for improving social conditions in industrial value creation. Still, the

considerably lower evaluation regarding potentials intelligent assistance

systems by German SMEs in comparison to the higher potentials

expected by large German enterprises in the study by Beier et al.(2017)

is worth discussing. It might be a results of a different perception

regarding such systems of more traditionally-oriented SMEs in Germany,

which do not recognize the exact benefits yet. For social challenges

regarding the IIoT, job losses are rather expected by Chinese SMEs. This

confirms the findings of Beier et al.(2017),6 who claim that lower

digitization levels in the Chinese industry in comparison to Germany

comparably threatens more jobs. This claim is based on much larger

plans to replace human workforce by automation in China than in

Germany.12 As for skills shortages, the general shortage of skilled

personnel in German SMEs might be exacerbated by the IIoT that

requires even more IT-oriented jobs in traditional industries.6
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For frame conditions accompanying the three dimensions of

sustainability, both countries equally emphasize the requirement of

dependable legal frame conditions, whereas the question of data

ownership seems to be a more pressing issue for German SMEs. For

the second, we reason that this evaluation has a cultural background,

especially for SMEs, as German SMEs are eager to preserve their

knowledge and trade secrets.6 On the other hand, Chinese SMEs

might be influenced through data control and censorship by the

Chinese state, providing a dependable, but restrictive legal

framework68 Second, standardization and data security are both

emphasized more by German SMEs. Whereas the former aspect

might be related to a higher level of standardization in China due to

government control,12 data security might also have a cultural

background, data privacy concerns being a much more relevant issue

for the German society. Finally, capabilities referring to data

processing and data exchange are again evaluated more relevant for

German SMEs than for Chinese SMEs. Hereby, we reason that

German SMEs might be at a more advanced level of digitization,

therefore possibly already encountering a higher importance of these

frame conditions in comparison to Chinese SMEs.

7. Conclusion

7.1 Managerial Implications

Drawing on the findings and discussion in the previous two

chapters, we are able to derive several managerial implications. For

“Industrie 4.0”, we recommend German SMEs to consider the

potentials of improving their competitive position and individualizing

products to customers’ demands. As both potentials are a core target of

“Industrie 4.0”,1 SMEs should make sure not to miss opportunities in

this regard. Likewise, the low perception of these two potentials should

arise concerns for German governmental institutions and industry

associations, adding to claims that “Industrie 4.0” might be more

designed towards the requirements of larger enterprises.6 Therefore,

adaptions or accompanying programs especially designed for SMEs

should be considered, as neglecting SMEs on the path to “Industrie 4.0”

cannot be afforded. Further, the potentials of energy efficiency through

digitization and interconnection should be considered by SMEs, which

might not be acquirable for them as a single organization, but as a part

of an entire supply chain. Also, we encourage SMEs to further evaluate

the potentials for supporting employees via intelligent assistance systems

and designing workplaces that are more suitable for groups that require

integration within industry in Germany, e.g. apprentices, elderly people,

disabled persons and refugees. This could also, at least to a certain extent,

address the skills shortages expected by German SMEs. Also, finding

adequate partnerships, especially among SMEs, could help to amplify

several potentials within all three dimensions of sustainability. For the

German state, we recommend to address data security as well as data

ownership concerns, relating to employee as well as company data.

Further, providing a framework and recommendations for action

regarding standardizing processes could be a valuable contribution for

German SMEs for a sustainable integration of “Industrie 4.0”. 

For “Made in China 2025”, Chinese SMEs overall see potentials in

all three dimensions of sustainability, however expecting larger

challenges regarding its implementation. In order to make sustainability

potentials in Chinese SMEs accessible, concerns towards increasing

competition, future viability as well as losing customer orientation

should be addressed. Chinese SMEs hereby need to find new or

modified business models that address these concerns. On the other

hand, the Chinese state needs to provide solutions for lacking financial

resources in SMEs in order to successfully introduce “Made in China

2025”. Further, China is required to address two challenges in a

common program: decreasing number of jobs in manufacturing SMEs,

as well as skills shortages expected through introducing “Made in

China 2025.” Hereby, adequate measures for training, especially

retraining of existing employees, need to be taken in order to ensure a

sustainable introduction of “Made in China 2025”. Albeit concerns

towards data security and data ownership are evaluated of lower

importance by Chinese SMEs in comparison to German SMEs, these

aspects should not be neglected. Those demands, especially for

employee data, might arise in the future, requiring adequate strategies

for ensuring a sustainable introduction of “Made in China 2025” in the

social dimension.

7.2 Theoretical Implications

This paper contributes to the scientific understanding of the IIoT,

represented by “Industrie 4.0” in Germany and “Made in China 2025”

in China. Therefore, this study adds to an international comparison

between different IIoT programs, comparing Germany’s program

“Industrie 4.0”, designed for maintaining Germany’s position as an

established industrial nation with China and its program “Made in

China 2025”, designed to become the leading industrial nation in the

world. This comparison between both IIoT programs is further

conducted in the context of sustainability. Thereby, this paper adds to

the understanding of economic, ecological, as well as social benefits

and challenges if the IIoT, aspects that have so far been mostly

regarded in isolation. Also, the study is able to shed light on required

frame conditions for successfully implementing the IIoT in both

countries. Further, the currently less regarded, but important category

of SMEs is investigated in both countries, adding to the rather sparse

body of literature in the context of the IIoT and SMEs. Based on the

model of sustainable industrial value creation by Kiel et al.(2017), its

different subcategories are measured for both, German and Chinese

SMEs. Thereby, this paper represents one of the first to quantitatively

assess the concept of sustainability in the context of the IIoT. Based on

these findings, several research avenues can be deduced, as outlined in

the next section.

7.3 Limitations and Future Research

Naturally, our findings and subject to several limitations. First, our

results can draw a picture on all three dimensions of sustainability

regarding IIoT implementation. However, a comparison of

interdependencies between those categories could not be established

due to too few cases, especially regarding Chinese SMEs. Therefore,

we recommend future research to consider these interdependencies, as

they represent a vital part of strategy formulation for industrial

manufacturers. Second, no ecological challenges could be uncovered

by the model used of Kiel et al.(2017), which is why those are not

included in our survey. However, ecological challenges could emerge
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by, e.g. increased energy consumption by data interchange, for which

the relationship with energy saved by data interchange still remains

unclear. A second example imaginable includes decreasing reusability

by increasing individualization. Thus, we recommend future research

to elaborate on ecological challenges. Third, several sub dimensions of

challenges within the Triple Bottom Line are operationalized at a rather

general level, referring to, e.g. loss of jobs. Hereby, a more detailed

investigation regarding which job profiles emerge and which diminish,

could be a valuable contribution. Fourth, whilst the work of Beier et al.

(2017) represents a valuable comparison to our study, a single study

encompassing SMEs and large enterprises would increase

comparability of results. In a similar regard, extending the findings

from Germany and China to other programs worldwide is a further

promising research avenue.
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Fig. 2 Perceived impact of the IIoT

“Industrie 4.0”/“Made in China 2025” has a significant impact for

our business activities. (1 = fully disagree, 5 = fully agree)

Fig. 3 Unsuitability of the current IIoT programs for SMEs

“Industrie 4.0”/“Made in China 2025” tends to be designed for

larger enterprises and is rather unsuitable for SMEs. (1 = fully disagree,

5 = fully agree)

Fig. 4 Benefits of the IIoT in the context of sustainability

“Industrie 4.0”/“Made in China 2025” helps our company to … 

… increase our competitiveness.

… improve the financial benefits of our operations (e.g., revenues).

… increase our Overall Equipment Effectiveness.

… generate novel business models.

… save time (e.g., in processes).

… offer more individualized products and services.

… increase our energy efficiency.

… increase our resource efficiency.

… improve the working conditions for our employees.

… introduce employee assistance systems for more comforting

working conditions.

(1 = fully disagree, 5 = fully agree)

Fig. 5 Challenges of the IIoT in the context of sustainability

“Industrie 4.0”/“Made in China 2025” challenges our company

through … 

… increased competition (e.g., through new market entrants).

… difficulties to find adequate partners that are required.

… threatening our company’s future viability.

… required financial resources for its implementation.

… losing customer orientation (e.g., of products and services that

are no longer required.)

… job losses within our workforce.

… skills shortages, as new competencies are required.

(1 = fully disagree, 5 = fully agree)

Fig. 6 Additional aspects accompanying the Triple Bottom Line

Please rate the importance of the following aspects regarding

“Industrie 4.0”/“Made in China 2025”:

… dependable legal framework.

… data ownership.

… standardization (e.g., of processes and interfaces).

… data security.

… data processing capabilities.

… data exchange capabilities.

(1 = fully disagree, 5 = fully agree)
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