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1 Introduction

Digital health is a rapidly growing field that offers exciting 
opportunities for innovation and improvement in healthcare 
delivery. The goal of digital health is to make healthcare 
more efficient, accessible, and effective, by leveraging the 
power of digital technology to collect, analyze, store and 
share health data. Electronic Health Records (EHRs), tel-
emedicine, mobile health apps, wearable devices, the inter-
net of medical things and cutting-edge digital technology 
constitute digital health. The digital health market has been 
growing rapidly in recent years and is expected to continue 
its growth trajectory in the near future. The global digital 
health market size was valued at approximately US$211 bil-
lion in 2022 and is expected to grow at a compound annual 
growth rate (CAGR) of 18.6% from 2023 to 2030 [1]. In 
the Indian context, the digital health market is reported to 
be about US$12.2 billion in 2023 and is projected to reach 
US$25.64 billion by 2027 with a CAGR of about 20.4% 
[2]. The digital health market is highly fragmented and is 
characterized by a large number of small and medium-sized 
enterprises operating in various segments, such as wearable 
devices, telemedicine, EHRs, and mobile health apps. Major 
players in the digital health market include Apple, Google, 
Philips, Medtronic, and Roche, among others [3].

The growth of the digital health market can be attrib-
uted to several factors, including the increasing adoption of 
smartphones and other digital devices, the growing demand 
for remote monitoring and telemedicine services, and the 
increasing focus on the development of digital health solu-
tions to address the challenges posed by the COVID-19 pan-
demic. Several groups are working on various aspects of 
digital health, and the number of scientific publications in 
this area has been growing rapidly in recent years (Fig. 1).
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The medical device sector has seen significant innova-
tions in digital health in recent years. These range from 
wearable devices, remote monitoring systems, telemedicine 
devices, and electronic drug dispensing units to smart inhal-
ers. These innovations in the medical device sector have the 
potential to greatly improve healthcare delivery and patient 
outcomes by providing more efficient and effective ways to 
monitor and manage health. Similarly, in the pharma sec-
tor, Digital Health Technologies (DHTs) are being used 
in many ways. Several DHTs are being used to speed up 
the drug development process through (i) drug design by 
virtual screening tools, (ii) reducing animal usage by pre-
dictive toxicology, and (iii) streamlining clinical trials by 
digital data management. In the biotechnology and bioengi-
neering front, developments in the field of omics, synthetic 
and systems biology, big data and precision medicine are 
leaning towards digital health. This review gives an over-
view of the trends, opportunities and challenges for digital 
health innovations in the medical device, pharma and bio-
allied fields. Although there are pervious review articles on 

digital health in general, the current review was the first of 
its kind covering digital health technologies across the key 
segments in the health sector i.e. medical devices, pharma 
and biotechnology.

2  Developments in medical devices and allied 
technologies toward digital health

2.1  Medical devices

Digital health-focused medical devices are devices that 
utilize digital technologies to improve health and health-
care. These devices are playing an increasingly important 
role in improving healthcare delivery by enabling remote 
patient monitoring, increasing access to medical services, 
and reducing healthcare costs. They also offer the potential 
for improved patient outcomes by enabling early detection 
and intervention in medical conditions. However, there are 
challenges associated with the use of these devices, such 
as the need for appropriate regulatory oversight, privacy 
concerns, and attention to cybersecurity risks. Examples of 
digital health-focused medical devices are described below.

2.1.1  Wearable devices

Wearable technology has been an active area of research in 
recent years, with numerous advances. These devices such 
as smartwatches and fitness trackers monitor various aspects 
of a person’s health, such as heart rate, sleep patterns, and 
physical activity [4]. Some wearable devices also have fea-
tures such as ECG monitoring and fall detection. The latest 
wearable medical devices global market report underlines 
that the market would grow from US$22.44 billion (2022) 
to US$27.37 billion by the end of 2023, with a predicted 
annual growth rate of 21.9%. It further suggests that the 
trend will continue with the same CAGR to reach $60.48 
billion in 2027. Following are some of the latest trends and 
developments in this area:

(a) Augmented reality (AR) integrated wearable devices It 
is an area that has seen significant growth in recent years [5, 
6]. Researchers are exploring ways to integrate AR technol-
ogy into wearable devices to create an enhanced user experi-
ence. This could include things like displaying information 
directly on a user’s field of vision or providing additional 
context to the real world.

(b) Artificial Intelligence (AI) integrated wearable devices 
AI is also being integrated into wearable devices to provide 
users with more advanced features and capabilities [7]. For 
example, wearable devices could use AI to analyze data from 
various sensors and make predictions about a user’s health 
or provide personalized recommendations.

Fig. 1  An overview of the publication trends in digital health as 
available from the web of science (a), and details of sectors where 
much of the research work is being focused (b)
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(c) Energy harvesting wearable devices This is another 
area of research in wearable technology [8]. Researchers are 
developing devices that can generate their power through 
movement, body heat, or other sources, which would make 
them more self-sufficient and reduce the need for charging.

A schematic representation of wearable, minimally inva-
sive/implantable devices integrated with DHTs is presented 
in Fig. 2.

2.1.2  Diagnostic devices

These are devices used for diagnostic purposes, such as glu-
cose meters for diabetic patients, spirometry devices for pul-
monary function testing, and portable ultrasound machines. 
Following are some of the latest trends and developments 
in this area:

(a) Point-of-care (POC) diagnostics POC testing devices 
are becoming increasingly popular as they allow for rapid 
diagnostic testing at the point of care. These devices are 
designed to be small, portable, and easy to use, making it 
possible to diagnose a wide range of conditions in a variety 
of settings [10].

(b) Non-invasive diagnostics Non-invasive diagnostic 
devices are being developed to provide a more comfortable 
and convenient testing experience for patients [11]. For 
example, devices that use breath analysis or skin sensors to 
diagnose conditions are being developed, eliminating the 
need for invasive procedures such as blood tests.

(c) Nanotechnology-based diagnostics Nanotechnology 
is being used to develop new diagnostic devices that are 
more sensitive and efficient [12]. For example, nanoparticle-
based devices are being developed that can detect specific 
biomarkers in blood and other body fluids, allowing for the 
early detection of diseases such as cancers.

2.1.3  Therapeutic devices

These are devices used for treatment, such as insulin pumps, 
implantable cardiac pacemakers, and deep brain stimulation 
devices. Following are some of the latest trends and develop-
ments in this area:

(a) Wearable therapeutics These devices are becom-
ing increasingly popular as they allow for continuous and 
non-invasive treatment. For example, wearable devices are 
being developed to deliver electrical stimulation to the brain 
to treat conditions such as depression or to deliver drugs 
directly to the site of an injury [13, 14].

(b) Non-invasive stimulators Non-invasive stimulation 
devices, such as transcranial magnetic or electrical stimula-
tors, are being developed to treat a variety of conditions, 
including depression, anxiety, and chronic pain. These 
devices use magnetic or electrical fields to stimulate spe-
cific regions of the brain, providing a safe and non-invasive 
alternative to traditional treatments [15].

(c) Regenerative therapeutics Regenerative medicine 
is a growing area of research, and therapeutic devices are 
being developed to support the growth and regeneration of 

Fig. 2  A schematic illustration of an array of wearable, minimally invasive/implantable devices integrated with DHTs. Reproduced with permis-
sion from [9]. © 2016 WILEY‐VCH Verlag GmbH & Co. KGaA, Weinheim
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damaged tissue [16]. For example, devices are being devel-
oped to deliver growth factors to the site of an injury, pro-
moting tissue repair and regeneration.

2.1.4  Medical imaging devices

These are devices used for imaging the body, such as X-ray 
machines, CT scanners, and MRI machines. Following are 
some of the latest trends and developments in this area:

(a) Artificial Intelligence-enabled classification and 
detection which is being used to improve the accuracy and 
efficiency of medical imaging devices [17]. For example, 
AI algorithms can be trained to identify patterns in medi-
cal images, such as X-rays or CT scans, helping healthcare 
providers make more informed diagnoses and prognoses.

(b) Medical imaging-assisted customized 3D printing 
products medical imaging-assisted 3D printing technology 
is being used to create customized medical devices, such as 
surgical models, prosthetics and implantable systems [18, 
19]. This can be particularly useful for patients with complex 
medical conditions, as 3D printing allows for the creation of 
devices that are tailored to the individual’s specific needs.

(c) Non-Invasive Imaging Invasive imaging modalities 
are followed for diagnosing complicated medical conditions, 
such as coronary angiography for diagnosing coronary artery 
stenosis. To this end, non-invasive imaging devices that use 
ultrasound or optical imaging to visualize internal organs or 
tissues are being developed for detecting various conditions, 
such as coronary artery stenosis, myocardial infarction, liver 
metastasis, and beyond [20].

A schematic representation of AI-based medical image 
detection and analysis in the context of COVID-19 is pre-
sented in Fig. 3.

2.1.5  Telemedicine devices

These are devices that enable remote patient monitoring 
and teleconsultations, such as remote patient monitoring 
systems, webcams, and handheld devices with cameras and 
communication capabilities. Following are some of the latest 
trends and developments in this area.

(a) Wearable telemedicine devices These devices are 
becoming increasingly popular, as they allow for continuous 

monitoring of a patient’s health status [22]. These devices 
can track vital signs, such as heart rate and blood pressure, 
and transmit the data to healthcare providers for analysis.

(b) Remote diagnostic and intervention tools These tools 
are being developed to allow healthcare providers to diag-
nose and attend to conditions remotely [11, 23]. For exam-
ple, some telemedicine devices are equipped with cameras 
and other tools that allow healthcare providers to examine 
and intervene as necessary to attend to a patient remotely.

(c) Integration with Electronic Health Records Telemedi-
cine devices are being integrated with EHRs to provide a 
more comprehensive view of a patient’s health status [24, 
25]. This integration can help healthcare providers make 
more informed decisions about a patient’s treatment plan, 
as they have access to a patient’s complete medical history.

A schematic representation showing various DHT-ena-
bled telemedicine modalities is presented in Fig. 4.

2.2  Medical materials

As in many other avenues, the advent of digital health paved 
the way for tremendous development in the field of material 
science and related research [27]. Modern material science 
can contribute smart materials and analytical tools suit-
able for developing wearable medical devices and sensors 
required for this purpose. The wearable devices could help 
in the monitoring of chronic health conditions, therapy, diag-
nosis, rehabilitation, and tracking of physical activities [28]. 
Timely interventions supported by the real-time monitor-
ing of health parameters using wearable devices would save 
the lives of many. The cloud-based operation of wearable 
medical devices enables medical professionals to monitor 
real-time vital parameters and to plan the requirement of 
physical visits, changes in therapy, and modalities for dis-
ease management. A schematic representation showing the 
work-flow behind cloud-based device performance is pre-
sented in Fig. 5.

The materials used for the fabrication of smart wear-
able medical devices should be biocompatible, flexible/
wearable, lightweight, cost-effective, and smart enough 
to generate transmittable signals in response to changes 
in physiological parameters such as arterial pulse, body 
temperature, humidity, motion, and biomarkers in body 

Fig. 3  A schematic showing 
deep learning-based medical 
image detection and analysis 
in the context of COVID-19. 
Reproduced from [21]. © The 
Authors 2021
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Fig. 4  A schematic showing 
various avenues of digital health 
technology-enabled telemedi-
cine modalities. Reproduced 
from [26]. © The Authors 2021

Fig. 5  Schematic representation of work flow behind a cloud-based wearable device
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fluids. Recognition of signals and their transformation are 
the two fundamental processes associated with any sen-
sors used in the healthcare sector [29]. In wearable medi-
cal devices, the sensors respond to various parameters 
such as pressure, strain, temperature, the concentration 
of biomarkers, etc., and generate transmittable electronic/
optical signals. Pressure/strain sensors, humidity/gas sen-
sors, electrochemical sensors, colorimetric sensors, etc., 
are the major types of wearable sensors employed in the 
healthcare sector [30]. Even though many inorganic and 
metallic materials are available with excellent conduc-
tivity and sensing capability, inflexibility hinders their 
application in wearable devices.

Recently a wide variety of advanced smart materials 
have been utilized for developing wearable devices for 
healthcare applications. The most prominent ones are 
described below.

2.2.1  Ionic liquids

Ionic liquids were frequently used for the development of 
wearable sensors owing to their flexibility, conductivity, 
broad electrochemical window, better miscibility, negli-
gible toxicity, and low vapor pressure [31]. Ionic liquid-
based smart materials have been reported for a wide range 
of healthcare applications.

1. Wearable strain/pressure sensors: Ionic liquid smart 
devices could convert mechanical strain into process-
able and transmissible electrical signals in both resistive 
and capacitive modes. wearable motion sensors could 
be suitable for monitoring the elderly or rehabilitating 
population to assess their progress and to provide inter-
vention as and when required [32].

2. Thermal sensors: As ionic liquids and ionic liquid crys-
tals are capable of thermal transitions of their phases; 
they could be employed for monitoring the body tem-
peratures of patients [33].

3. Breathing monitors: Ionic liquid-based wearable strain 
sensors were also reported to monitor the breathing 
events of patients with COPD or sleep apnoea. Stom-
ach attachment of IL-based wearable breath rate sensors 
would provide alarms during dangerous breath varia-
tions or apnoea [34].

4. Sensors for cardiovascular parameters: Ionic liquid-
based wearable devices were reported for ECG and 
EMG recordings [35].

5. Others: Ionic liquid-based devices were reported for 
monitoring skin humidity and evolved gases [36], glu-
cose or lactate levels and pH from sweat [37], and for 
applications in therapeutics and drug delivery [38].

2.2.2  Carbon materials

A wide array of carbon nanomaterials like carbon nanotubes 
(CNTs), graphene-based materials, and carbon black (CB) 
were exploited for healthcare applications. Low cost, mass 
production capability, biocompatibility, and good mechani-
cal and conduction behaviors made them suitable for gen-
erating smart medical devices. Carbon-based smart devices 
could be fabricated by a variety of methods such as chemical 
vapor deposition, drop casting, spin coating, screen or inkjet 
printing, and vacuum filtration. Their major applications are:

1. Wearable sensors for strain, pressure, temperature and 
humidity [39].

2. Biosensors for biomarker detection [40].
3. Others: bone and cartilage regeneration, Bioimaging, 

and Breath analysis [41].

An overview of various applications of DHT-enabled 
carbon nanomaterials in medical and other allied fields is 
presented in Fig. 6.

2.2.3  Gold nanomaterials

Gold nanomaterials are known to have better electrical 
conductivity, mechanical flexibility, biocompatibility, and 
a wide electrochemical sensing window. Their surfaces 
could be modified by suitable chemical reactions to improve 
their electrical and optical behaviors to fine-tune sensing 
capabilities.

1. Wearable strain/pressure sensor: Mechanical perturba-
tion on the nano-dimensional gold is converted into a 
readable electrical signal. They mainly follow a resist-
ance-type, capacitance-type, piezoelectric-type, or 
triboelectric-type transduction mechanism. Strain/pres-
sure sensors could be applied in soft robotics, human–

Fig. 6  An overview of various applications of DHT-enabled carbon 
nanomaterials in medical and other allied fields. Reproduced from 
[42]. © The Authors 2021
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machine interactions, human motion detection systems, 
and in health monitoring [43].

2. Humidity sensors for human breath analysis: Humid-
ity sensors function on the variation of the impedance 
values of the membranes with respect to humidity vari-
ations [44].

3. Others: Gold nanomaterial-based wearable biosensors 
were reported for various biomarkers, Wearable pH 
sensors, and bioimaging therapeutics and drug delivery 
[45].

In addition to these materials other nano materials, 
conducting polymers and smart materials were reported 
to be contributing to the area of digital health [46]. Thus, 
material science research flourished extensively due to the 
arrival of digital health platforms. In addition to material 
science research, the analytical modalities were also influ-
enced by the rapid development of digital health. NIR and 
Raman-based non-invasive disease monitoring strategies 
were reported for the detection of disease conditions and 
measuring vital parameters [47, 48]

3  Developments in pharma and allied areas 
toward digital health

The tremendous expansion of DHTs at both customer and 
professional levels has opened a better arena for the effec-
tive utilization of digital resources for the benefit of human 
welfare. In this context, DHTs are playing an increasingly 
important role in the delivery of pharmaceutical care. 
Despite the widespread acceptance of personalized tech-
nologies in pharma health care, the DHT system is not 
comprehensively reviewed in terms of drug discovery and 
development. Drug discovery and development is a com-
plex and multi-step process that involves multiple stages 
generally taking a time frame of 10–12 years [49]. The 
following is a general flowchart that outlines the process 
of drug discovery:

 (i) Target identification and validation: In this stage, 
researchers identify and validate a biological target 
(e.g., a protein, gene, or pathway) that is involved in 
the disease process. They use various high-throughput 
screening techniques to identify the small molecule or 
biological entities (hits) that modulate the activity of 
the target and have potential therapeutic effects [50].

 (ii) Lead optimization: In the optimization stage, the 
researchers optimize the potency, selectivity, phar-
macokinetics, and pharmacodynamics of the lead 
compounds to produce lead candidates [51].

 (iii) Pre-clinical evaluation: This is the stage where the 
researcher conducts a series of in vitro and in vivo 
studies to evaluate the safety, efficacy, pharmacokinet-
ics, and pharmacodynamics of the lead candidates.

 (iv) Clinical trials: Lead candidates that have passed pre-
clinical testing are then tested in human clinical trials 
to evaluate their safety and efficacy in a larger popula-
tion.

 (v) Regulatory approval: If the clinical trials are success-
ful, the drug is then submitted to regulatory agencies 
for approval.

 (vi) Marketing and sales: only after the drug gets approved, 
it can be manufactured and marketed for therapeutic 
use.

 (vii) Post-market surveillance: This will be an indefinite 
process making the regulators monitor the efficacy 
and safety of the drug throughout its lifetime.

In this context, digital technologies are playing an 
increasingly important role in the development of new drugs. 
Some of the key ways that digital technologies are being 
used in drug development are presented in Fig. 7 and are 
detailed in the following sections.

3.1  Drug design

Computer-aided drug design (CADD) is the process of 
creating new drugs based on a thorough understanding of 
the biological target and its interaction with potential drugs 

Fig. 7  An overview of applica-
tions of digital health tech-
nologies in drug discovery and 
development
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[52]. It is a multi-disciplinary field that combines knowledge 
from chemistry, biology, pharmacology, and computational 
modeling to develop new drugs. There are several in silico 
approaches in practice for computer-aided drug design. This 
includes,

Pharmacophore modeling It is a computational approach 
used to predict the molecular features that are responsible for 
a molecule’s biological activity. This is a useful tool for drug 
discovery and design, as it allows researchers to identify key 
structural features that are important for a molecule’s inter-
action with its target protein, and to design new molecules 
that are likely to have similar activities. There are two types 
of pharmacophore modeling. (a) Ligand-based drug design 
This approach is based on the structural information of the 
active ligands that bind to the target. In a study by Kist et al. 
[53] by employing a ligand-based drug design approach, 
novel potential inhibitors of the mTor pathway were iden-
tified as having comparable or better properties to that of 
the classic drug rapamycin. (b) Structure-based drug design 
This strategy uses the three-dimensional structure of the bio-
logical target to design drugs that fit into specific pockets or 
active sites on the target, effectively blocking its activity. An 
example of a structure-based drug design strategy is reported 
in the development of 5 LOX inhibitors, a therapeutic tar-
get for asthma as well as other inflammatory diseases [54]. 
Catalyst software package, LigandScout, MOE (Molecular 
Operating Environment, Schrodingers Maestro, PyRx are 
some of the software packages used to generate pharmaco-
phore models.

Drug target fishing This is a computational approach 
that is used to identify potential drug targets for a particular 
disease or biological process. And the goal of drug target 
fishing is to find proteins or other molecular targets that are 
likely to be involved in the disease or process of interest 
and to design drugs that can interact with these targets in a 
specific way to produce a therapeutic effect [55]. Different 
approaches could be employed for drug target identification 
that includes (i) homology modeling: comparing the struc-
ture of a protein of interest to the structures of other related 
proteins that are already known targets and identifying con-
served regions in the protein structure that could serve as a 
potential target [56], (ii) bioinformatics: analyzing biological 
data, such as genomic sequences, transcriptomic data, and 
protein–protein interaction data, to identify potential drug 
targets [57]. (iii) systems biology: studying the complex 
interactions between different biological components in a 
particular disease or process [58] and (iv) High-Throughput 
screening [59]. The experimental setup in this context is 
the molecular docking and molecular dynamics (MD) sim-
ulation. There are several widely used software programs 
available for molecular docking, including AutoDock, Glide, 
Leadit, and eHiTS. There are several widely used software 
programs available for molecular dynamics simulation, 

including GROMACS, AMBER, NAMD, CHARMM, and 
LAMMPS that have wide applications in drug discovery.

3.2  Pre‑clinical research

Pre-clinical research in drug development is a phase where a 
variety of experiments are conducted to assess the safety and 
efficacy of a new drug candidate. These may include toxic-
ity studies to determine the potential for harmful effects, 
pharmacology studies to evaluate the drug’s interactions 
with the body, and efficacy studies to determine the poten-
tial therapeutic benefits of the drug. They involve animal 
models and the administration of the drugs to animals to 
assess any adverse effects and determine the optimal dos-
ing regimen. Animal testing has been used for decades to 
evaluate the safety and efficacy of new drug candidates, 
but there is growing concern about the ethical and scien-
tific limitations of this approach [60]. As a result, there is a 
growing interest in developing alternative methods to ani-
mal testing. In silico modeling of biological systems is one 
such approach that could be employed as an alternative to 
animal testing. The computer simulations of biological sys-
tems predict the behavior of a particular biological system, 
and hence, are used to evaluate the safety and efficacy of 
potential new drugs. In silico models can also be used to 
analyze large amounts of data, such as gene expression data 
or proteomics data generated following the interaction of the 
drug with the biological system. By using AI and Machine 
Learning (ML) algorithms, these models can identify pat-
terns in the data that would not be easily noticeable by a 
human researcher, providing new insights into the biological 
mechanisms underlying disease and thereby helping in the 
appropriate intervention strategies. The following are the 
commonly used tools in predicting safety and toxicity in 
pre-clinical research.

QSAR (Quantitative Structure–Activity Relationship) 
models These are computational tools that are used to pre-
dict the biological activity of a chemical compound based 
on its molecular structure [61]. ML algorithms, such as 
artificial neural networks, decision trees, and support vec-
tor machines, are then used to identify relationships between 
molecular descriptors and biological activities [62]. Several 
software programs can be used for QSAR modeling, includ-
ing KNIME, Pipeline Pilot, MOE (Molecular Operating 
Environment), OChem and R.

Virtual Toxicity Predictors (VTPs) Unlike QSAR mod-
els, virtual toxicity predictor software tools use molecular 
modeling and simulation to predict the toxicity of a potential 
new treatment based on its molecular structure. QSAR mod-
els typically provide a quantitative prediction of the toxic-
ity of a chemical compound, while VTPs can provide more 
detailed information about the potential toxicity mechanisms 
[63]. Some of the popular software programs used for virtual 



19CSIT (April 2023) 11(1):11–30 

1 3

toxicity prediction include ToxCast, Toxtree, VEGA (Vir-
tual Expert System for Toxicity Assessment), OSIRIS, Lead-
scope and eTOXlab.

ADMET (Absorption, Distribution, Metabolism, Excre-
tion and Toxicity) analysis It helps in understanding the 
pharmacokinetics and pharmacodynamics of a drug and is 
a crucial step in the drug discovery process [64]. There are 
several software programs available for ADMET analysis, 
including both commercial and open-source options. Some 
popular choices include Schrodinger, Simulations Plus, 
OpenEye, Pipeline Pilot, Molsoft ICM-Pro, SwissADME, 
DEREK. However, the choice of software will depend on the 
specific needs of the user and the type of ADMET analysis 
being performed.

PBPK (Physiologically-Based Pharmacokinetic) mod-
eling This type of modeling takes into account the anatomy 
and physiology of the body to simulate the distribution and 
elimination of drugs. The main goal of PBPK modeling is 
to predict how a drug will behave in the body based on the 
known physiological properties of the drug and the indi-
vidual being treated.[65]. Examples of software available 
for PBPK modeling include SimCyp GastroPlus, PK-Sim, 
ADAPT II, PKQuest, MCSim.

3.3  Clinical trials

The primary goal of a clinical trial is to determine if a new 
drug is effective in treating a specific medical condition and 
if it is safe for human use. Clinical trials are usually con-
ducted in three phases, each of which provides increasing 
amounts of information about the drug’s safety and effec-
tiveness. Phase 1 trials typically involve a small number of 
healthy volunteers and are designed to test the drug’s safety 
and identify any side effects. Phase 2 trials involve a larger 
number of patients with the specific medical condition the 
drug is intended to treat. These trials are designed to test 
the drug’s effectiveness and gather additional information 
about its safety. Phase 3 trials involve an even larger number 
of patients and are the final stage of testing before a drug is 
submitted for approval by regulatory agencies [66]. These 
trials are designed to provide a more complete picture of the 
drug’s benefits and risks and to confirm its effectiveness.

The DHTs are rapidly changing the way clinical trials are 
conducted. They are being used to streamline the clinical 
trial process, allowing for faster and more efficient trials[67] 
Here are some examples of DHTs used in clinical trials:

(a) Electronic Patient-Reported Outcomes (ePRO) ePRO 
is a digital tool that allows patients to report symptoms, 
side effects, and other outcomes directly to the study 
team. This technology can help improve patient com-
pliance and reduce the need for in-person visits [68].

(b) Mobile Health (mHealth) Applications mHealth appli-
cations can be used to collect data from patients, pro-
vide education and support, and monitor health status. 
This technology can help increase patient engagement 
and improve data quality [69].

(c) Electronic Clinical Outcome Assessments (eCOA) 
eCOA is a digital tool that allows patients to self-report 
outcomes, such as quality of life, using a smartphone 
or tablet. This technology can help reduce the burden 
on patients and improve data quality [70].

(d) Telemedicine Telemedicine technology, such as video 
conferencing, can be used to conduct virtual visits with 
patients. This technology can help reduce the need for 
in-person visits, increase patient convenience, and 
improve patient engagement [71].

(e) Wearable Devices Wearable devices, such as smart-
watches and fitness trackers, can be used to collect data 
on physical activity, sleep patterns, and other health 
metrics. This technology can help improve data quality 
and increase patient engagement [72].

3.4  Post‑market surveillance

DHTs have revolutionized the way drugs are monitored 
after they have been approved and entered the market. In 
the past, post-market surveillance of drugs relied heavily on 
passive systems, where healthcare professionals and patients 
reported adverse events or side effects. However, with the 
advent of DHTs, this process has become more proactive 
and efficient. Some examples of DHTs used in post-market 
surveillance of drugs include:

(a) Electronic health records EHRs provide a centralized 
platform for healthcare professionals to report and track 
adverse events associated with drugs. This information 
can then be analyzed to identify potential safety issues 
with a drug [73].

(b) Mobile health (mHealth) applications mHealth apps 
allow patients to easily report adverse events or side 
effects from their smartphones. This provides a more 
direct and convenient way for patients to report issues, 
which can lead to quicker identification of safety con-
cerns [74].

(c) Clinical trials platforms Clinical trial platforms have 
become increasingly digital, allowing for real-time 
monitoring of drug safety during the clinical trial 
phase. This information can then be used in post-mar-
ket surveillance to identify potential safety issues with 
a drug [75].

(d) Real-world data (RWD) platforms RWD platforms 
gather and analyze data from a variety of sources, 
including EHRs, claims data, and patient-generated 
data, to provide a more complete picture of a drug’s 
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safety profile. This information can be used to identify 
potential safety issues and monitor the effectiveness of 
drugs in real-world settings [76].

Overall, digital technologies are playing a critical role 
in drug discovery and development, helping to improve the 
speed, efficiency, and accuracy of the drug development pro-
cess. This is leading to the discovery of new treatments for 
a wide range of diseases and conditions, improving patient 
outcomes and transforming the healthcare industry.

4  Developments in bio and allied technologies 
toward digital health

Digital health in biotechnology and bioengineering refers 
to the use of digital technologies to develop and improve 
biotechnology and bioengineering products and applica-
tions. Digital health is playing a critical role in these fields 
by enabling the development of more sophisticated models 
of biological systems and by facilitating the optimization 
of bio-based healthcare product design and manufacture. 
Following are some of the key areas where the innovation-
driven science and technological advances can transform 
digital health worldwide.

4.1  Omics biology

Omics is a field of study in medicine that encompasses vari-
ous sub-disciplines such as genomics, transcriptomics, prot-
eomics, metabolomics, and epigenomics. The goal of omics 
is to understand the underlying mechanisms of biological 
processes and diseases by looking at the collective behavior 
of all the molecules involved, such as genes, proteins, and 
metabolites. By combining data from these various omics 
disciplines, researchers can gain a more comprehensive 
understanding of the molecular basis of health and disease, 
which may lead to the development of new diagnostic tools, 
therapies, and personalized medicine approaches.

Omics technologies are also playing an increasingly 
important role in digital health, where they can be leveraged 
to improve the accuracy and precision of health assessments, 
diagnoses, and treatments. Following are a few examples of 
how Omics technologies can aid in digital health.

(a) Personalized medicine Omics data can be used to 
predict an individual’s risk for developing certain diseases, 
monitor their health status over time, and tailor treatments 
to their unique genetic profile [77].

(b) Predictive analytics Predictive models based on omics 
data can be used to identify individuals who are at high risk 
for a disease, such as cancer, and to monitor their health sta-
tus over time, allowing for early intervention and improved 
outcomes [78].

(c) Clinical decision support Clinical decision support 
systems that incorporate omics data can provide healthcare 
providers with real-time information and recommendations 
to help them make more informed treatment decisions for 
their patients [79].

(d) Omics data collecting medical devices medical 
devices that collect omics data, such as continuous glu-
cose monitoring systems, can be used to monitor a patient’s 
health status and to provide early warning signs of potential 
health issues.

(e) Omics data integrated telemedicine platforms that 
incorporate omics data can provide remote healthcare ser-
vices, such as virtual consultations, to individuals in remote 
or underserved communities, improving access to care and 
outcomes [80].

A schematic representation showing omics-based DHTs 
towards personalized medicine is presented in Fig. 8.

4.2  Big data analytics

Big data refers to extremely large and complex data sets 
that are generated from various sources, including EHRs, 
medical imaging, genetic sequencing, and other sources. The 
market size for big data in digital health has been growing 
rapidly in recent years, driven by the increasing adoption of 
DHTs and the growing demand for data-driven decision-
making in healthcare. According to market research, the 
global big data in digital health market was valued at approx-
imately US$ 39.7 billion in 2022 and is expected to grow at 
a CAGR of 19.2% from 2022 to 2032 [82]. However, the use 
of big data in medicine also raises concerns about privacy, 
security, and the ethics of data collection and analysis. It is 
important to address these concerns and ensure that the ben-
efits of big data are maximized while minimizing its risks.

Big data plays a critical role in digital health by provid-
ing the vast amounts of information that are needed to drive 
innovation and improve patient outcomes.

(a) Big electronic health records data analytics One 
of the main ways that big data is used in digital health is 
through the analysis of EHRs and other sources of health-
related data [83]. EHRs contain a vast amount of patient 
information, including demographic data, medical history, 
lab results, and other information. By analyzing this data, 
healthcare providers can gain insights into patient popula-
tions and identify trends and patterns that can inform deci-
sion-making and improve patient care.

(b) Big wearable devices data analytics big data is used 
in digital health through the analysis of data generated by 
wearable devices and other DHTs [84]. These devices gener-
ate vast amounts of data, including information about physi-
cal activity, sleep patterns, and other health-related metrics. 
This data can be used to track health status, monitor disease 
progression, and inform treatment plans.
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(c) Big omics data analytics Another way that big data is 
used in medicine is through the analysis of genetic data [85]. 
Advances in genetic sequencing technologies have enabled 
the rapid and cost-effective generation of large amounts of 
genetic data, which can be used to identify the genetic basis 
of diseases and inform the development of personalized 
medicine.

(d) Big imaging data analytics Big data is also being used 
in medical imaging to improve diagnosis and treatment [86]. 
For example, advanced algorithms can be used to analyze 
medical images to identify patterns and anomalies that may 
indicate disease. This information can then be used to inform 
diagnosis and treatment planning.

(e) Big data and predictive analytics Big data is also 
being used in digital health to develop predictive models and 
algorithms that can improve health outcomes. For example, 
ML algorithms can be trained on large data sets to identify 
patterns and relationships that can inform decision-making 
and improve disease management [87].

4.3  Personalized/precision medicine

Personalized medicine, also known as precision medicine, 
is a medical approach that takes into account individual 
differences in genes, environment, and lifestyle to develop 
a customized approach to healthcare [88]. The goal of 

personalized medicine is to provide the right treatment, at 
the right time, for the right patient. In traditional medicine, 
treatments are often based on a "one-size-fits-all" approach, 
which does not take into account the unique differences 
between individuals. However, with the advancement of 
genomic technologies and the increasing availability of 
patient data, it is now possible to tailor treatments to the 
specific needs of each patient. It is therefore important to 
note that personalized medicine is still in its early stages of 
development, and more research is needed to fully realize 
its potential.

Several DHTs are playing a critical role in personalized 
medicine viz. EHRs, telemedicine tools, wearable devices, 
big data analytics, additive manufacturing, AI/ML-based 
algorithms, and several personalized mobile apps. These 
personalized DHTs are playing an increasingly important 
role in precision medicine, providing healthcare providers 
with the tools they need to deliver more effective and effi-
cient care to patients. Examples of personalized medicine 
include:

(a) Precision or personalized care Precision oncology is 
a type of personalized medicine that uses genetic informa-
tion to tailor cancer treatments to the specific needs of each 
patient [89]. Precision psychiatry is a type of personalized 
medicine that uses genetic information to tailor psychiatric 
treatments to the specific needs of each patient [90].

Fig. 8  A schematic showing potential applications of omics-based digital health technologies toward personalized medicine. Reproduced from 
[81]. © The Authors 2018
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(b) Precision or personalized drug dosage Personalized 
drug therapy is a type of personalized medicine that uses 
genetic information to determine the most effective drug for 
a particular patient [91].

(c) Precision surgical models The use of digital technolo-
gies such as computer-aided designing and manufacturing 
helps in scanning the defect site and manufacturing a surgi-
cal model utilizing 3D printing for enabling the surgeons to 
plan the surgery effectively and efficiently [92].

(d) Personalized regenerative therapies Advanced tissue 
engineering and regenerative medicine technologies such 
as 3D bioprinting help in bio-fabricating a tissue that is not 
only biocompatible but also fits precisely to the defect size 
of the patient [93].

(e) Precision public health Proactive use of technology 
brings in new avenues to address many age-old public health 
issues. Optimal use of geographic information systems (GIS) 
and other spatiotemporal analysis will help in more precise 
and timely field-level interventions, which are crucial in the 
early detection and control of infectious diseases. This is 
well documented in the control strategies of the recent Zika 
outbreak in the USA. In Florida, only two small counties 
were to be put under lockdown, that too for a short while, 

to arrest the spread of Zika in 2016 [94]. The predict and 
prevent framework is a futuristic method to address the bur-
geoning problem of non-communicable diseases through 
precision public health. The use of Electronic medical Sup-
port for Public health (ESP) and its visualization platform 
Riscape helps in long-term follow-up and real-time interven-
tion in the surveillance of NCDs [95].

A schematic representation showing DHT-enabled per-
sonalized medicine is presented in Fig. 9.

4.4  Synthetic biology

Synthetic biology is a multidisciplinary field that combines 
biology and engineering to design and construct novel bio-
logical systems for various applications [96]. It involves the 
manipulation of genetic material and metabolic pathways in 
living organisms to create new functions or modify existing 
ones. In synthetic biology, researchers use a combination 
of molecular biology techniques, computational modeling, 
and engineering principles to design, build, and test bio-
logical systems. These systems can be used in a wide range 
of applications, including the creation of new medicines, 
the development of biosensors, and beyond. One of the key 

Fig. 9  A schematic showing integration of several technologies toward personalized/precision digital health. Reproduced with permission from 
[88]. © 2019 Elsevier Ltd
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features of synthetic biology is the use of standard biologi-
cal parts, such as genes and regulatory elements, that can be 
combined and reused to create complex biological systems. 
This modular approach allows for rapid design and testing, 
as well as the potential for large-scale deployment of these 
systems. Synthetic biology has the potential to revolutionize 
many areas of biotechnology, medicine, and beyond, but it 
also requires careful consideration and oversight to ensure 
its safe and responsible development.

Synthetic biology has the potential to play a significant 
role in digital health [97]. One example of how synthetic 
biology can be used in digital health is the development of 
biosensors [98]. Biosensors are devices that use biological 
components, such as enzymes or antibodies, to detect spe-
cific substances. Synthetic biology can be used to design and 
construct biosensors that are specific for certain biomark-
ers, such as glucose or cholesterol, which can be used for 
continuous monitoring of health status. The results can be 
transmitted wirelessly to a digital platform for analysis and 
interpretation, enabling remote monitoring and disease man-
agement. Another example is the use of synthetic biology 
in the development of personalized medicine [99]. By using 
synthetic biology to design and engineer cells, researchers 
can create new therapeutic interventions that are tailored to 
a specific individual’s needs [100]. For example, synthetic 
biology can be used to create cells that produce a specific 
protein or to correct genetic mutations that cause disease. 
These cells can then be monitored and controlled using digi-
tal technologies, enabling real-time monitoring of treatment 
efficacy and enabling adjustments to the therapy as needed. 
Overall, synthetic biology has the potential to revolutionize 
digital health by enabling the development of new technolo-
gies that can be integrated into digital platforms to improve 
health and healthcare.

4.5  Systems biology

Systems biology is an interdisciplinary field of study that 
aims to understand the complex relationships between the 
components of biological systems, such as cells, tissues, 
and organs [101]. It seeks to understand how these systems 
interact and function as a whole, rather than simply focus-
ing on individual components in isolation. Systems biology 
approaches biological systems from a holistic perspective, 
using computational and mathematical models to simulate 
the interactions between different components and to predict 
the behavior of the system as a whole. It also incorporates 
high-throughput data from various sources, such as genom-
ics, proteomics, and metabolomics, to create a comprehen-
sive view of the system. One of the key goals of systems 
biology is to understand the underlying mechanisms of dis-
ease and to develop new therapeutic strategies that target the 
root causes of diseases, rather than just their symptoms. It 

also seeks to improve our understanding of the interactions 
between different components of the body and how they con-
tribute to health and disease. In addition, systems biology is 
playing an important role in the development of personalized 
medicine, as it provides a framework for integrating patient-
specific data and generating personalized models of disease.

Systems biology can play a critical role in digital health in 
several ways as follows. (a) Predictive Modelling: Systems 
biology can be used to build predictive models of disease, 
which can help healthcare providers to identify individuals 
at risk of developing certain conditions and to develop tar-
geted prevention strategies [102]. (b) Clinical Decision Sup-
port: Systems biology can be used to develop clinical deci-
sion support systems, which can help healthcare providers to 
make more informed treatment decisions based on the latest 
scientific evidence and patient-specific data [103]. (c) Clini-
cal Trial Design: Systems biology can be used to inform 
the design of clinical trials, by helping to identify the most 
promising therapeutic targets and to predict the outcomes of 
different treatment strategies [104]. (d) Data Integration and 
Management: Systems biology can be used to integrate and 
manage large amounts of patient data, including genomic, 
proteomic, and clinical data, to create a comprehensive view 
of the patient and to inform the development of personal-
ized treatment plans [105]. (e) Monitoring and Evaluation: 
Systems biology can be used to monitor the effectiveness 
of treatments and to evaluate the impact of treatments on 
patient outcomes [106]. Overall, systems biology offers a 
framework for integrating and analyzing large amounts of 
patient data and for developing personalized models of dis-
ease, which can inform the development of more effective 
and efficient treatment strategies.

A schematic representation showing DHTs integrated sys-
tems biology approaches toward effective clinical decisions 
are presented in Fig. 10.

5  Challenges associated with digital health 
technologies

With opportunities comes risks, and the same is true for 
the DHTs that present several challenges along with their 
opportunities [108].

(a) Privacy, security and ethical concerns With the 
increasing growth of mobile-based health apps and con-
nected health systems, much the data including the personal 
information of patients is being collected. For instance, pri-
vacy and security are major concerns in digital health, with 
the sensitive nature of health data, making it a prime target 
for hackers. Also, DHTs had several ethical issues including 
the question of who owns the data.

(b) Interoperability This is another major challenge in digi-
tal health, with different digital health systems not being able 
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to communicate with each other effectively. This makes it dif-
ficult for healthcare providers to access and share patient data, 
which can negatively impact patient outcomes.

(c) Regulatory framework Regulation is yet another bottle-
neck in digital health, with different countries having different 
regulations and guidelines for DHTs.

(d) Public awareness As many healthcare providers and 
patients are resistant to change and not fully understanding 
the benefits of DHTs, creating awareness about its benefits 
and risks is necessary for ensuring that DHTs are accepted by 
the general population.

(e) Legislative issues The laws of the land should appreciate 
the newer trends in science and technology for their optimal 
use. For example, vagueness in the legal validity of digital pre-
scriptions was a major hurdle in the update of telemedicine in 
India before the hurried enactment of the Telemedicine Prac-
tice Guidelines in 2020, in the wake of the Covid-19 pandemic 
[109, 110].

6  Digital health—an Indian perspective

6.1  Digital health—initiatives from the Government 
of India

Digital health is a rapidly growing field that involves the 
use of digital technologies to improve health and health-
care delivery in India [111]. In recent years, there has been 
a significant investment in digital health infrastructure and 
initiatives, and a tremendous increase in the use of DHTs by 
both healthcare providers and patients in India. Examples of 
digital health initiatives in India include:

(a) Telemedicine Telemedicine services are widely avail-
able in India and are being used to provide remote consulta-
tions and support to patients in rural and underserved areas 
[112].

(b) Electronic health records Several hospitals have ini-
tiated programs to establish EHRs for all their clients, and 

Fig. 10  A schematic showing a systems biology approach toward developing super models for effective clinical decisions. Reproduced from 
[107]. © The Authors 2015
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even a comprehensive nationwide EHR platform is under 
consideration for the storage and sharing of patient health 
information between healthcare providers [113].

(c) mHealth The use of mobile health technologies, such 
as mobile apps and SMS-based services, is widespread in 
India and is being used to deliver health information and 
services to patients [114].

(d) Digital health marketplaces Digital health market-
places, such as online pharmacies and telemedicine plat-
forms, are becoming increasingly popular in India and are 
providing patients with access to a wide range of health 
products and services [115].

(e) Artificial intelligence in healthcare AI is being used in 
various applications in the Indian healthcare system, such as 
in radiology, oncology, and cardiology, to improve diagnosis 
and treatment [116].

Several institutions in India are working on digital health, 
including (a) Indian Council of Medical Research (ICMR): 
The ICMR is the main body responsible for promoting and 
coordinating biomedical research in India and has been 
involved in several digital health initiatives. (b) Apollo 
Hospitals: Apollo Hospitals is one of the largest healthcare 
groups in India and is a pioneer in the use of DHTs, includ-
ing telemedicine and EHRs. (c) Tata Consultancy Services 
(TCS): TCS is a leading technology and consulting company 
in India and is involved in several digital health initiatives, 
including the development of EHRs and telemedicine solu-
tions. (d) MedTech Zone: MedTech Zone is a digital health 
accelerator program in India that supports the development 
of early-stage digital health start-ups. (e) AI in Healthcare 
India: AI in Healthcare India is a non-profit organization 
that promotes the use of AI in healthcare in India and pro-
vides a platform for the exchange of ideas and knowledge 
on AI in healthcare. These are just a few of the many institu-
tions in India that are involved in digital health initiatives.

Several companies in India are working on digital health, 
including (a) Practo and Doctor on Call: Practo and Doc-
tor on Call are prominent digital health companies in India 
offering online doctor appointments including remote con-
sultations and support to patients. (b) NetMeds, Tata 1 mg, 
Medlife and PharmEasy: these are prominent online plat-
forms for ordering medicines and booking diagnostic tests. 
(c) HealthKart and HealthifyMe: these are some prominent 
digital health platforms in India that provide health supple-
ments, and zpersonalized health and wellness coaching. (d) 
GoQii: GoQii is a digital health platform in India that pro-
vides personalized health and wellness coaching and wear-
able fitness trackers. (e) Besides, several small to medium 
scale digital health services offer online diagnostic services. 
These are just a few of the many companies in India that 
are involved in digital health initiatives. The Indian digital 
health market is rapidly growing, and many more companies 
and start-ups are entering the market.

The National Health Authority of the Government of 
India supports digital health through several schemes. Some 
of the prominent schemes include (a) Digital India: Digital 
India is a government initiative in India that aims to trans-
form India into a digitally empowered society and knowledge 
economy. The initiative includes several components related 
to digital health, including CoWin and Arogya Sethu (https:// 
digit alind ia. gov. in/). (b) e-Health & Telemedicine: various 
Information & Communication Technologies (ICT)-enabled 
initiatives are undertaken for improving the efficiency and 
effectiveness of the public healthcare system (https:// main. 
mohfw. gov. in/ Organ isati on/ depar tments- health- and- fam-
ily- welfa re/e- Health- Telem edici ne). (c) Ayushman Bharat 
Digital Mission (ABDM): through this mission, the Govt. 
of India aims to develop the backbone necessary to support 
the integrated digital health infrastructure of the country 
(https:// abdm. gov. in/). (d) National Digital Health Mission 
(NDHM): The NDHM is a government-led health mission 
in India that aims to provide universal health coverage to 
all the citizens in the country through digital technologies 
(https:// www. makei nindia. com/ natio nal- digit al- health- missi 
on). (e) National Health Stack (NHS): The program aims to 
facilitate the collection of comprehensive healthcare data to 
aid in policymaking, allocation of resources and identifica-
tion of needy populations for health schemes. These are just 
a few of the many government schemes and it is seen that the 
Indian government is committed to promoting and support-
ing digital health initiatives in the country. A flyer released 
by Govt. of India on NDHM is presented in Fig. 11.

Fig. 11  A schematic representation showing various components of 
the National Digital Health Mission initiative by the Government of 
India. Adopted with permission from [117]. © 2023 Sanskriti IAS

https://digitalindia.gov.in/
https://digitalindia.gov.in/
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https://main.mohfw.gov.in/Organisation/departments-health-and-family-welfare/e-Health-Telemedicine
https://abdm.gov.in/
https://www.makeinindia.com/national-digital-health-mission
https://www.makeinindia.com/national-digital-health-mission
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Despite the significant opportunities and progress in digi-
tal health in India, several challenges need to be addressed, 
including the need for robust privacy and security measures, 
the need for greater investment in digital health infrastruc-
ture, and the need for greater training and capacity building 
for healthcare providers.

6.2  Digital health—initiatives from the state of Kerala 
(India)

Kerala is at the forefront of implementing EHRs for its popu-
lation. Well before the era of the Individual Health ID of the 
Ayushman Digital Health Mission, Govt. of Kerala launched 
its ambitious eHealth Kerala project to create EHRs for all 
of its citizens in 2016. Though not perfect, it has added to 
the impetus of digitalization of the health sector in Kerala, 
thanks to the earlier implementation of the District Health 
System software (DHIS2) in all the 1000-plus public health 
institutions in the state.

The health workers in Kerala are familiar with digital 
health tools, and many public health centers use electronic 
medical records. However, the use of data for decision-
making is not yet a norm in the health system, nor the pub-
lic health area. Reasons for this low use of information are 
many, the lack of a clear data policy on who can have access 
to the data at various levels is a major one.

The state could take advantage of the e-Sanjeevani tel-
emedicine platform during the Covid-19 pandemic to cater 
to the healthcare needs of its population. In the current 
e-Health Kerala project, there is a facility to do telemedi-
cine consultations within the regular consultation hours. A 
few institutions in Kerala, like the Regional Cancer Centre 
(RCC) and SCTIMST, are going ahead with the doctor-to-
doctor e-Sanjeevani consultations.

6.3  Digital health—initiatives from SCTIMST, 
Trivandrum (India)

Sree Chitra Tirunal Institute for Medical Sciences and Tech-
nology (SCTIMST) is an Institution of National Importance 
under the Department of Science and Technology, Govt. of 
India. The institute is known for its high-quality advanced 
treatment of cardiac and neurological disorders, indige-
nous development of technologies for biomedical devices 
and public health training and research. The Institute has 
three wings—the Hospital, Biomedical Technology Wing 
and the Achutha Menon Centre for Health Science Studies 
(AMCHSS). The institute is proactive in catching up with 
the latest technologies in the field including DHTs.

In the clinical scenario, the medical wing of the insti-
tute has a custom-built electronic medical record system for 
its clinical services, entirely created by the in-house com-
puter division. In recent years, the institute has incorporated 

newer standards, including the SNOMED-CT coding for the 
diagnostic fields. The anonymized data extraction from this 
system has supported many research initiatives of the insti-
tute. Similarly, SCTIMST has created a fully geo-referenced 
mapping of its field practice area covering around 35,000 
households (a population of 1.32 lakhs) with community 
participation [118]. The experiences from such and similar 
initiatives have given confidence to the state government to 
undertake more challenging digital health interventions like 
the e-Health Kerala project. Besides, the various divisions of 
the medical wing are actively involved in the development 
of various DHTs in clinical settings.

The Biomedical Technology Wing of the Institute was 
instrumental in nurturing the Indian medical device indus-
try through know-how development and transfer, providing 
internationally accredited testing services and offering tech-
nology incubation facilities for young entrepreneurs. The 
BMT wing is actively involved in the development of DHT-
enabled medical devices such as para-corporeal left ventric-
ular assist device, centrifugal blood pump with blood flow-
meter, deep brain stimulator system for movement disorders, 
intracranial electrodes, optical peripheral nerve stimulator, 
3D printed liver and skin tissue constructs for regenerative 
applications, PT/INR sensing devices, loop-mediated iso-
thermal amplification-based diagnostic kits, implantable car-
dioverter defibrillator, programmable hydrocephalus shunt, 
implantable micro infusion pump with wireless recharging 
system, and POC kits for sepsis and chlamydia trachoma-
tis. Besides, there are many innovative projects based on 
smart biomaterials and combinational medical devices under 
development.

The AMCHSS, the public health division of SCTIMST, 
was a partner in the customization of the DHIS-2 software 
for the Indian context, which was piloted in its field practice 
area in Athiyannur block in Thiruvananthapuram. This led 
to many field-based research initiatives on digital health, 
spanning from its use in infectious diseases [119–122] to 
non-communicable diseases [123–125]. In recent times 
AMCHSS is moving ahead with infectious disease mod-
eling and the use of data science approaches to large-scale 
data [126–130]. Lately, the ICMR has entrusted AMCHSS 
with the analysis of the COVID-19 test data for the entire 
country. Besides, the AMCHSS is actively involved in the 
development of various public-health-focused DHTs.

7  Conclusions

Digital health technologies (DHTs) aim to improve the 
healthcare system across the globe. By providing more 
accurate diagnoses, enabling more effective treatments and 
improving patient engagement and compliance, DHTs have 
the potential to significantly improve patient outcomes. By 
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enabling more efficient and effective delivery of healthcare 
services and by reducing the need for in-person visits, DHTs 
can reduce healthcare costs. DHTs can increase access to 
healthcare through means of remote consultations and sup-
port to patients in remote and underserved areas. By com-
piling patient data from several healthcare providers a more 
comprehensive digital health record of each patient can be 
created, providing more accurate and comprehensive patient 
data to healthcare providers. Thus DHTs can significantly 
improve healthcare delivery by enabling informed clinical 
decisions. Further big data can be analyzed by AI-clinical 
decision support systems to aid the healthcare provider.

Digital health is a rapidly developing field and DHTs 
are providing new opportunities for innovation and growth, 
and thus are transforming the medical, pharma, biotech and 
allied fields. In the medical devices sector, innovations in 
the field of smart materials, wearable devices, and AI/ML-
based systems are rapidly being introduced for clinical use. 
In the pharma sector, the use of digital technologies has 
widespread use through various stages of drug development 
viz. drug design, preclinical validation, and clinical trial. In 
the biotech and bioengineering sector, digital technologies 
are aiding in the development of precision and personalized 
medicinal products. This means there is a growing opportu-
nity for start-ups and established companies to develop new 
and innovative DHTs. However, a word of caution is neces-
sary to beware of the risks associated with DHTs including 
ethical and technical concerns.
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