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Abstract In this paper, an algorithm for embedding
copyright mark into host image based on discrete cosine
transform (DCT) and Spread Spectrum has proposed. The
proposed algorithm works by dividing the cover into blocks
of equal sizes and then embeds the watermark in middle
band of DCT coefficient of cover image. Performance
evaluation of proposed algorithm has been made using bit
error rate and peak signal to noise ratio value for different
watermark size and images: Lena, Girl, and Tank images
yield similar results. This algorithm is simple and does not
require the original cover image for watermark recovery. A
set of systematic experiments, including JPEG compres-
sion, Gaussian filtering and addition of noise are performed
to prove robustness of our algorithm.
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1 Introduction

The growth of high speed computer networks and that of

internet have made reproduction and distribution of digital
data easier than ever before. It raises problem of copyright
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protection. One way for copyright protection is digital
watermarking [1, 2] which means embedding of certain
specific information about the copyright holder (company
logos, ownership identification, etc.) into the media to be
protected. Digital watermarking is a kind of data hiding
technology. It has been used for a variety of applications,
including copyright protection, data hiding, and authenti-
cation and fingerprinting. Watermarking is a young field
and it is growing exponentially [4, 5]. Digital watermark-
ing schemes can be categorized as “visible” and “invisi-
ble” watermarking. The visible watermarks are easily
identified; they are usually not robust against common
image processing operation.

The invisible watermarks are more secure and robust
than visible watermarks. In invisible watermarking, the
watermarked image should look similar to the original
image. Based on the processing domain the watermarking
schemes can be classified as spatial domain and transform
domain [6, 7] techniques. The spatial domain water-
marking is computationally simple and straight forward
wherein host media data is directly replaced by water-
mark data using substitution techniques. However, these
techniques are more fragile to external attacks and thus
provide poor robustness of the watermark. On the other
hand the transform domain techniques require more
computations but they achieve superior robustness against
lossy compressions and different filtering operations such
as median, high-pass and low-pass, addition of noise etc.
[8, 9]. Therefore transform domain techniques have
proved better choice for achieving enhanced security of
watermark and thus for greater assurance of originality of
a multimedia data at the receiving end. Generally digital
document distribution may consist of image, audio or text
or their permutations distributed through open channel. In
this paper, our present study focuses on copyright
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protection on still image documents. Common transform
domain techniques mainly are discrete cosine transform
(DCT) or discrete wavelet transform (DWT) [10, 11],
Discrete Fourier transform (DFT), but DCT is frequently
preferred because it is widely used in JPEG and MPEG
[12, 13]; and thus it has merited our attention under the
present study.

This paper describes an algorithm for achieving
enhanced robustness of watermark data. Higher robustness
of watermark has been achieved using spread spectrum
technique. Embedding of watermark data into mid-band
DCT coefficients has been carried out to achieve visual
imperceptibility [14, 15] of the hidden watermark which is
statistically undetectable and robust against image manip-
ulation attacks. The benefits of the developed algorithm are
illustrated through simulation studies by hiding binary logo
image into different IEEE standard images such as Lena,
Girl and Tank images. The qualitative performance ana-
lysis of the suggested algorithm has been carried out
through analysis of histogram, JPEG compression, low
pass filtering and addition of noise steganalysis techniques
[16].

The rest of paper is organized as follows. Section II
describes DCT and algorithm principle of watermark.
Details of the proposed algorithm are presented in Section
III. Experiment and results are discussed in Section IV.
The performance under various attacks is examined in
Section V. Finally, the conclusions have been made in
Section VI.

2 Model of algorithm

This section, describes algorithm principle of watermark,
DCT to obtain watermarked image. Watermarked image is
combination of cover image and hidden image. DCT is
used to convert watermarked object in spatial domain into
watermarked image in frequency domain. All the images
are assumed to be in standard format.

2.1 Discrete cosine transform

The DCT has been widely used for source coding in con-
text of JPEG and MPEG and was later also considered for
the use of embedding a message inside images and video. It
processes some other characteristics and advantages such
as vector base good embodiment about image information,
small computational complexity, high compression ratio,
low error rate, good concealing, and so on, so it is con-
sidered the optimal transformation in the digital image
processing [18]. Two-dimensional DCT and its inverse
transform are defined as [19]:
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Fig. 1 Mid-frequency DCT region
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The major benefits of DCT include its high energy
compaction properties and availability of fast algorithms
for the computation of transform. The energy compaction
property of the DCT results in transform coefficients with
only few coefficients having values, thus making it well
suited for watermarking. Embedding rules in DCT domain
are more robust to JPEG/MPEG.

2.2 Algorithm principle

The basic principle of digital watermarking algorithm
consists of two parts: watermark embedding and recovery.
In watermark embedding, original image is first divided
into 8 x 8 sub blocks and then embed watermark bit is
spread over middle frequency band DCT coefficient values
in the image blocks. The spreading is done by two pseudo-
random (PN) sequences, one for zero bit and other for one
bit of watermark. At last, watermarked image comes from
taking inverse discrete cosine transform (IDCT).In water-
mark recovery it is an inverse process of embedding which
finds correlation between middle frequency band DCT
coefficient values in the image and corresponding two PN
sequences and recovery of watermark.

The middle frequency coefficients are usually chosen
due to their moderate variance property. The mid-fre-
quency region is a popular choice for data embedding in
order to limit the distortion and enable the algorithm to be
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Fig. 2 Watermark embedding

robust against a multitude of image manipulating attacks.
The mid-frequency regions of the DCT coefficient blocks
are used to embed the hidden data as shown in Fig. 1,
where f1, fyr and fy represent the low, medium and high
frequency bands respectively [17].

3 Proposed algorithm

The proposed algorithm relies on two PN sequences [20],
one for zero bit and other for one bit of watermark with low
correlation. A PN noise sequence is generated by using the
rand function in MATLAB. This uniform PN sequence
generator must be initialized using a predefined ‘key’. This
key is available at both embedding and recovery locations
and it can be communicated through secure channel prior
to sending watermark image over open channel. The pro-
posed algorithm is a combination of spread spectrum
watermarking and transform domain watermarking tech-
niques. Use of spread spectrum entails robustness and it
combination with DCT domain increases the robustness of
this algorithm. The proposed algorithm must provide
robustness against a variety of image manipulation attacks.

3.1 Watermark embedding

This paper presents an algorithm of digital watermark
embedding in the middle frequency band. Instead of using
n PN sequences as in [3] here only two PN sequences are
used. Figure 2 illustrates the watermark embedding pro-
cess. The algorithmic steps are discussed below: Fig. 3.

1. Read Cover image and n-bit watermark signal.
Generate two PN sequences of length 22 (for 22 mid-
band DCT coefficients) using a secret key to reset the
random number generator, one for ‘zero’ and other for
‘one’ bit.

3. Transform the original image using 8 x 8 block 2D-
DCT.

4. Hide the ith watermark bit, modulate the ith DCT
block of the host using Eq. 1 for a ‘0’ or a ‘1’ bit. For
Mi=1ton.

I A I(u,v) + o Wi(u, v),
Wi = I (),

if u,ve fy

ifuygfy D

where fj; are the mid-band coefficient. o is the gain
factor (in present simulation « = 9) used to specify the
strength of the embedded data; W; is the appropriate
pseudo random noise sequence, based on the ith
watermark bit; I(u, v) represents the 8 x 8 DCT block
of the original image. Iy(u, v) represents the corre-
sponding watermarked DCT block

5. To take Inverse transform each of the watermarked
DCT blocks, Iy (u, v), using 8 x 8 blocks inverse 2D-
DCT to get the final watermarked image Iy (X, y).

3.2 Watermark recovery

The watermark recovery procedure is based on correlation
between the middle frequency band DCT coefficients of
the image and corresponding PN sequences [3]. Watermark
recovery is the inverse process of the embedding. The steps
involved in recovery are listed below:

1. Read watermarked image.

Generate two pseudo-random (PN) sequences of length
22 (for 22 mid-band DCT coefficients) after resetting
the random number generator using the same secret
key as the encoder one for ‘0’ and other for ‘1°.

3. Transform the watermarked image using 8 x 8 block
2D-DCT.

4. 4Extract the middle band coefficients which have
recorded the location, determine the watermark
information.

5. For Mi = 1 to n Calculate the correlation between the
mid-band coefficients of ith block and ith PN-
sequences.

6. Extract the jth watermark bit, b;, using the following
expression

0,

where corr (0) is the correlation between extracted
coefficient of jth block and PN sequence generated for
bit ‘0’. Corr (1) is the correlation between extracted

if corr(0) > corr(1)
if corr(1) > corr(0)

(2)
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Fig. 3 Watermark recovery
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Fig. 4 Original and recovered watermarks without attacks

coefficient of jth block and PN sequence generated for
bit ‘1.

4 Experiments and results

The proposed watermarking algorithm is tested with the
512 x 512 gray scale Lena image, tests with other images
yield similar results. The watermark as shown in Fig. 4 is
used in simulation. The watermark is binary logo of size
(55 x 52) which is converted into a row vector of size
2860 x 1 as the watermarking signal, these watermark bits
are embedded into the middle band DCT coefficient of
cover image. Performance metrics of watermarking algo-
rithm such as PSNR, BER are computed with and without
attacks. The PSNR of watermarking algorithm is reason-
able high and the artifacts introduced by watermark
embedding are almost invisible. Experimental results
without attacks i.e., original image, watermarked image,
original and recovered watermarks are shown in Table 1,
Fig. 4 and 5. Table 2 shows PSNR value for different
watermark sizes and images.
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Table 1 Performance metrics of watermarking algorithm without
attacks

Peak signal to noise ratio (PSNR) 37.29

Bit error rate (BER) 0.0178
Processing time for embedding 1295 S
Processing time for extraction 15.14 S

512x512 Watermarked image

512 x 512 original image

Fig. 5 Original and watermarked image without attacks

Table 2 PSNR value for different watermark sizes and images

Images 55 x 52 64 x 61 64 x 17 96 x 27
Lena 37.2962 37.0212 37.8894 37.7054
Girl 37.2961 37.0212 37.8894 37.7052
Tank 37.2960 37.0212 37.8894 37.7052

Figure 6 shows that there are few pixels having different
intensity level of watermarked image as compared to ori-
ginal image due to insertion of watermark.
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Table 3 BER value under JPEG compression with different quality
factor

Quality factor for Lena Girl Tank
JPEG compression BER BER BER
(Q-100) 0.0371 0.0381 0.0357
(Q-80) 0.0290 0.0248 0.0259
(Q-50) 0.0213 0.0161 0.0171

5 Performance under various attacks
5.1 JPEG compression

JPEG is important standard for still image compression, so
compressed watermarked image at various levels of quality
factors and BER is calculated by subjecting the water-
marked image to JPEG compression with quality factor
100,80 and 50 to test robustness of the proposed algorithm
shown in Table 3.

Table 4 BER of retrival watermark for a low pass filtring with dif-
ferent gaussian variance (o)

Variance (G) Lena Girl Tank
BER BER BER
0.0004 0.0175 0.0171 0.0199
0.0006 0.0213 0.0196 0.0213
0.0008 0.0231 0.0241 0.0234
0.001 0.0271 0.0294 0.0241
0.002 0.0434 0.0490 0.0545

Table 5 Performance metric with addition of salt pepper noise attack

Noise density Lena Girl Tank
BER BER BER
0.002 0.0280 0.0245 0.0266
0.004 0.0392 0.0350 0.0364
0.006 0.0647 0.0612 0.0643
0.01 0.0723 0.0731 0.0720
0.04 0.1850 0.1822 0.1829
0.06 0.2311 0.2252 0.2206
0.1 0.2874 0.2941 0.2822

Table 6 Performance metrics with addition of Gaussian noise attack

Gaussian Lena Girl Tank

variance (o) BER BER BER

0.5 0.0612 0.0556 0.0654
1.0 0.0923 0.0836 0.1049
1.2 0.1133 0.1133 0.1304
1.5 0.1552 0.1811 0.1969
2.0 0.2885 0.3283 0.3290

5.2 Low-pass filtering

Gaussian low-pass filtering used as another kind of attack.
The obtained result in Table 4 shown BER is increasing as
gaussian variance (G) increases.

5.3 Addition of noise

Adding salt pepper noise and Gaussian noise to the watermarked
image and by varying noise density in case of salt pepper noise
and variance in case of Gaussian noise. The obtained results
show BER is increasing as noise density increases. In case of
Gaussian noise BER is increasing as variance increases. The
obtained results are tabulated in Table 5 and 6.

6 Conclusion

This paper proposed a novel digital image watermaking
alogrithm based on DCT and spread spectrum. This
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algorithm provides statistical security and robustness
against various attack. Experimental result demonstrate
that the proposed alogrithm is resistant to several image
mainpulating operations and JPEG compression attack. In
the case of JPEG compression attacks, even low quality
compression (Q-50) resulted in BER of 0.0213 for IEEE
standard Lena image i.e., more than 97 % of the embedded
data recovered without any error. The algorithm induces
low distortion in the cover image with a PSNR of more
than 37 dB.
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