Messaging Applications: Implications for
Healthcare

In the last two decades, there has been an increase in the
ownership of mobile devices like tablets, mobile phones, and
computers. The constantly improving networking service
worldwide is transforming the healthcare sector with the
introduction of eHealth or mHealth — the use of mobile devices
for health research and delivery [1]. Some of these include
Facebook messenger, iMessage, Koo, Signal, Telegram,
WeChat and WhatsApp.

The coronavirus disease 2019 (COVID-19) has disrupted
the conventional ways of practicing medicine and demanded
socially distant healthcare practice. Recently, the Government
of India issued a telemedicine guideline that said, “telemedicine
includes all communication channels with the patient that
leverage information technology platforms, including voice,
audio, text and digital data exchange “ [2]. In this situation,
WhatsApp came in as a handy tool to consult not only for
routine check-ups but also for consultation and monitoring of
COVID-19 patients [3]. The World Health Organization
(WHO) health alert service also uses WhatsApp to give people
up-to-date COVID-19 information.

Various scenarios show that using messaging apps can
accelerate communication, streamline workflows, enhance
productivity, and improve patient healthcare [4]. They help
improve hospital administration efficiency, secure hand-off,
faster delivery of laboratory reports, create a discussion thread
with seniors and juniors, and collaborate with those outside
their workplace easily with seamless integration of health
records, and reach healthcare workforce in the peripheral
areas [4].

India is a developing nation, and doctors with minimum
access to large funds refrain from using professional EMR
platforms and use what is freely available and convenient.
Platforms like Magpi, Google forms, Survey monkey can be
used to collect text and numerical data but when it comes to
collecting pictures and videos of the patients, messaging apps
are the most convenient option, in addition to being used by
researchers to send out survey forms to potential participants.

Despite the benefits, the use of telemedicine has always
been concerning due to the lack of clear guidelines in India,
unlike some countries like the USA where a healthcare
professional can only use a HIPAA compliant platform for
telemedicine. Third-party apps like iMessage do not have
access to user info, it is not the case with WhatsApp business
accounts anymore, making users migrate to other more privacy-
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oriented appli-cations. Even end to end encryption poses a
problem as no data is being stored by WhatsApp (only saved
locally on the users’ device) which makes it nearly impossible
to audit. With messaging applications, it might become very
difficult to keep a record of patient data. If either user changes
devices, it might lead to complete loss of data unless a full
backup is done prior to the shift, which cannot be done
remotely. Use of multiple messaging platforms by various
professionals may not allow crosstalk between them. Also, app
performance is in the control of the company, which may
terminate or modify it, based on corporate priorities.

In the current situation, messaging apps can also be used for
patient education services like by sharing links to reliable
sources of information. The acceptance of messaging is better if
the doctor and patients know each other. If it is the first consult,
then having a preliminary round of introductions may help
build trust. Having ground rules for communication such as
when will the clinician respond and the charges for
communication via this medium, should be conveyed early on.

Messaging applications can be used in the future for regular
follow up of patients. With the development of patient support
groups for chronic as well as rare disease using messaging
groups would be of excellent use. As capabilities of messaging
apps get enhanced, including artificial intelligence, there may
be possibilities and threats, which are difficult to foresee
presently.
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