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Abstract
Objectives Review, compare and critically assess digital technology responses to the COVID-19 pandemic around the world.
The specific point of interest in this research is on predictive, preventive and personalized interoperable digital healthcare
solutions. This point is supported by failures from the past, where the separate design of digital health solutions has led to lack
of interoperability. Hence, this review paper investigates the integration of predictive, preventive and personalized interoperable
digital healthcare systems. The second point of interest is the use of new mass surveillance technologies to feed personal data
from health professionals to governments, without any comprehensive studies that determine if such new technologies and data
policies would address the pandemic crisis.
Method This is a review paper. Two approaches were used: A comprehensive bibliographic review with R statistical methods of
the COVID-19 pandemic in PubMed literature and Web of Science Core Collection, supported with Google Scholar search. In
addition, a case study review of emerging new approaches in different regions, using medical literature, academic literature, news
articles and other reliable data sources.
Results Most countries’ digital responses involve big data analytics, integration of national health insurance databases, tracing
travel history from individual’s location databases, code scanning and individual’s online reporting. Public responses of mistrust
about privacy data misuse differ across countries, depending on the chosen public communication strategy. We propose predic-
tive, preventive and personalized solutions for pandemic management, based on social machines and connected devices.
Solutions The proposed predictive, preventive and personalized solutions are based on the integration of IoT data, wearable
device data, mobile apps data and individual data inputs from registered users, operating as a social machine with strong security
and privacy protocols. We present solutions that would enable much greater speed in future responses. These solutions are
enabled by the social aspect of human-computer interactions (social machines) and the increased connectivity of humans and
devices (Internet of Things).
Conclusion Inadequate data for risk assessment on speed and urgency of COVID-19, combined with increased globalization of
human society, led to the rapid spread of COVID-19. Despite an abundance of digital methods that could be used in slowing or
stopping COVID-19 and future pandemics, the world remains unprepared, and lessons have not been learned from previous cases
of pandemics. We present a summary of predictive, preventive and personalized digital methods that could be deployed fast to
help with the COVID-19 and future pandemics.
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Introduction

With the rise of COVID-19, most western governments seem
determined to design apps and surveillance mechanisms as a
means of response. During the first wave of the COVID-19
pandemic, these proved successful in some countries includ-
ing Taiwan, South Korea and China. Western countries are
developing similar monitoring and surveillance approaches,
hoping to replicate that success and prevent significant dam-
age from rising risks of a secondwave.Withmonitoring as the
main drive, we could be limiting the potential for pandemic
management. Designing separate systems in isolation could
lead to the realization that such systems are coupled by de-
fault. But by being designed in isolation, such systems be-
come proprietary and not interoperable with similar systems
built by others. This can also result in the repeat of past cy-
bersecurity mistakes. We investigate interoperability in pre-
dictive, preventive and personalized medical system design,
which could become the topic of concern when upgrading the
same systems we are building today, for pandemic manage-
ment at the latter stages of this outbreak or future outbreaks.

The case of COVID-19

COVID-19 was declared as an outbreak in January 2020 by
the World Health Organization (WHO). Within 6 weeks, it
became a pandemic, and by mid-March 2020, the COVID-
19 pandemic had generated 24 times more cases than the
severe acute respiratory syndrome (SARS) outbreak [1]. One
of the differences is that the amount of digital data produced in
the time period prior to and during SARS in 2003 is produced
within minutes today in 2020 [1]. Big data has enabled
geospatial mapping of COVID-19 for epidemic transition
analysis, but challenges remain in ‘data aggregation, knowl-
edge discovery, and dynamic expression’ [2]. There is also an
opinion that many countries did not learn from the previous
two coronavirus pandemics (Middle East respiratory syn-
drome (MERS) and SARS), resulting in an inadequate risk
assessment of the urgency and the speed of the pandemic
[3]. Taiwan on the other hand has learned from the SARS
pandemic and has developed a fast response health mecha-
nism that recognized the crisis and activated emergency mea-
sures to contain the outbreak [4].

Digital solutions for the COVID-19 outbreak

This review paper is looking for digital solutions that enhance
the speed of response during pandemics. Fast information
flow is needed for understanding the dynamics and develop-
ment of an epidemic and to aid prevention, control, and
decision-making and for informing actions. This research
studies interoperability of digital health solutions and the ben-
efits from integration of these systems. A lack of data in the

initial stages of the COVID-19 outbreak led to its initial rapid
spread across the world. Despite the abundance of digital so-
lutions for preventing future pandemics, the world remains
unprepared. A specific focus in this study is the speed of
response enabled by the social aspect of human-computer in-
teractions (e.g. social machines) and the increased connectiv-
ity of humans and devices (e.g. IoT).

The role of connected devices and social networks

The Internet of Things (IoT) refers to technologies with sens-
ing, networking, computing, information processing and in-
telligent control capabilities. IoT is commonly used to de-
scribe various smart objects and things, with computational
abilities, that exchange information, potentially even on a
global level, perceiving the world as one adaptive and inter-
connected system [5]. This communication and exchange of
information is done via different protocols including WAN,
LAN/LoRaWAN, Bluetooth, Z-Wave, INSTEON, ZigBee,
Wi-Fi, 4G and 5G. When social networks are integrated with
the IoT, a new concept emerges, named Social Internet of
Things (SIoT). The SIoT potential architecture, policy and
network structure have already been tested with simulations
[6]. These simulations show that SIoT depends on the type of
relationship (e.g.) Ownership object relationship (OOR);
Social object relationship (SOR); Co-work object relationship
(C-WOR); Co-location object relationship (C-LOR); and
Dynamic Social Structure of Things (DSSoT). The ‘Social
Collaborative Internet of Things’ (SCIoT) goes even further
in respect that social objects are grouped and collaborate by
interacting and sharing [7], in other words, working as cogni-
tive coupled systems. These concepts emerge as values in the
advancements of smart healthcare monitoring and manage-
ment systems that are using big data analytics, such as
iHealth and m-Health [8]. The diversity of SIoT
implementations points to problems of scale and interopera-
bility in terms of aggregation of data for responding to a
pandemic.

Methodology

This is a review paper, investigating different approaches tak-
en across the world in managing the COVID-19 pandemic
with digital technologies. To forecast events, digital technol-
ogies currently use artificial intelligence (AI) to process large
amounts of data. However, AI applications require narrowly
defined use cases and large training datasets to ‘teach’ the app
how to forecast. This would result in a slow adaptability of AI
to managing a new and fast-changing pandemic. To use AI in
pandemic management, social machines and connected de-
vices will require a different approach to AI training, for ex-
ample, selective re-purposing of AI systems already trained
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for other uses, like temperature measurement. A social ma-
chine is defined as ‘an environment comprising humans and
technology interacting and producing outputs or action which
would not be possible without both parties present’.1

As we have seen with most mobile app concepts for pan-
demic management, they depend on human and technology
interaction at scale, that is, with mass participation by large
segments of the population. To achieve the targets of the UK’s
digital contact tracing programme, for instance, it was antici-
pated that a minimum adoption rate of 60%2 of the UK pop-
ulation was needed.3 However, where such apps require the
capture and sharing of sensitive data with various entities such
as the government, potential users can become wary and re-
luctant to participate. One study found that over 70% citizens
were unwilling to download contact tracing apps.4 Since this
data is already shared by many humans on social media and
mobile apps, this opens up questions on how to design a
privacy preserving contact tracing app that ensures that a suf-
ficient percentage of humans will download the pandemic
management app. To investigate this, we refer to social sci-
ence methods and relate the concept of social machines, with
digital health and pandemic management. An additional ap-
proach is to use standard open-source intelligence (OSINT) to
gather data that is available in the public domain.5 This in-
cludes searches to public repositories of Internet-exposed and
vulnerable IoT devices (for instance, shodan.io).

Social machines in digital health for pandemic
management

Global pandemic management requires fast data and knowl-
edge acquisition with real-time visualization of results. This
can be achieved by interactive spatial transmission and social
management of data in geographic information systems [9].
This relates to the ‘Social Internet of Things’ (SIoT), which
integrates people and smart devices interacting within a social
structure of IoT, often through IoT platforms [10, 11]. The
‘Social Collaborative Internet of Things’ (SCIoT) represents
a more advanced form of SIoT where social objects collabo-
rate, interact and share information, creating cyber-physical
ecosystems [12].

Social machines are human-machine communities on the
web (e.g. Wikipedia). These often change, like living hybrid
organisms, and may be represented as cyber-physical and
socio-technical systems [13]. Such systems can be observed

through a plurality of archetypal narratives [14]. The SIoT
utilizes users’ needs, preferences, social drives and the sur-
rounding environment to generate situation-aware services
[15]. This refers to cognitive reasoning within temporary so-
cial structures, combining users, objects and services in the
form of a ‘Dynamic Social Structure of Things’ [15].
Cognitive collaboration between connected devices can be
achieved by combining machine learning with middleware
technologies [12]. Some studies even suggest the creation of
emotional models for human-machine interactions [16, 17], as
expressed in Table 1. Such human-machine interactions could
provide valuable feedback for pandemic monitoring apps.

The social networks described in Table 1 have large num-
bers of participants and can provide answers to complex prob-
lems [6]. Hence, when designing pandemic monitoring apps,
we should focus on the value of this human-computer inter-
action for large numbers of participants and a wide range of
devices. An approach to managing new mass surveillance
technology that links personal data would be to enable the
consolidation of connected devices into virtual objects for
remote access and control. This could create a dynamic virtual
network connecting different domains and facilitating sharing
of resources in a cloud environment [18]. This would allow us
to initiate the development of a truly global response and
monitoring of pandemics.

Social collaborative Internet of Things and artificial
intelligence

The SIoT opens new opportunities, such as fast and diverse
application development though a dynamic end-to-end con-
nection between devices. For example, there is already a con-
sensus among Chinese experts that Internet of Things (IoT)
can help in diagnosis and treatment of the pandemic [9]. The
SIoT enhances the IoT with improved intelligence, context-
awareness and cognitive reasoning [15], such as an IoT cog-
nitive hierarchy thinkingmechanism [19]. Some include using
social network theory for social relations of mobile nodes in
IoT [20]. If we consider the concept of mechatronics, where
functionality is transferred from the machine system into an
information systems [21], then the SIoT already represents a
form of cognitive engine. Cognition in the form of an aware-
SIoT that perceives time, space and activity, depends on build-
ing social relationships between ‘things’ [20].

Cognition in SIoT could resolve many social issues. For
example, one such issue is incorrect self-diagnosis through
personal digital health data. This creates increased and some-
times unsustainable demand for medical practitioners. At best
such information could be used by clinicians for understand-
ing a patient’s lifestyle [22]. Cognition in health social ma-
chines could prevent the damage of self-diagnosis and instead
provide tailored interventions by de-coupling activity data into
a consolidated longitudinal archive for an integrated approach

1 https://en.wikipedia.org/wiki/Social_machine
2 https://www.silicon.co.uk/mobility/mobile-apps/coronavirus-Covid-19-app-
3-weeks-341529
3 https://www.research.ox.ac.uk/Article/2020-04-16-digital-contact-tracing-
can-slow-or-even-stop-coronavirus-transmission-and-ease-us-out-of-
lockdown
4 https://www.forbes.com/sites/tjmccue/2020/04/24/iphone-and-android-app-
for-Covid-19-contact-tracing-will-be-strictly-opt-in-only/#590cddd45a32
5 https://en.wikipedia.org/wiki/Open-source_intelligence
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to ‘intervention, management, mitigation and sense-making’
[22], supported with FAIR stewardship for distributed data
analytics [23]. With the advancements in machine moral mind
[24], and criteria to evaluate the health of a social machine
[25], the interactions with social machines could evolve into a
meaningful communication based on moral agency, where
humans act as a ‘cognitive anchor’, noting that even humans
need models for mental behaviour [24].

Social collaborative Internet of Things and quality of
experience in digital healthcare

The SIoT operates in a way that is similar to how humans
interact with social networks. The physical social connections
between humans and things represent the baseline for the log-
ical configurations of social communities, involving humans
and things [17]. The logical configuration adopts individual
social network behaviours into a universal social network of
all entities [17]. The IoT contains many aspects of social net-
working, where value emerges from the exchanges between
users and devices, enabling service that would be of more
interest because of interactive filtering (e.g. embedded sys-
tems gathering and analysing data before communicating to
social networks of people and devices), to provide better qual-
ity of experience [17].

Whilst it is likely that during rapidly unfolding crises, as-
pects other than service design will be given priority in the
design and deployment of new digital interventions, it is well
established that ease of use and user experience, combined
with a perceived value for participants, could increase uptake
and adherence, resulting effectiveness of such interventions.
Moreover, since the effectiveness of such interventions de-
pends on high rates of user adoption, rapid uptake and partic-
ipation are crucial. Thus, systems designed for gathering per-
sonal data during pandemics should provide value and quality
of service to encourage more participants. Participants could
also be encouraged by different systems of trust. There are
various schemes of trust, with diverse trust scaling, dimen-
sions, inferences and semantic meanings [26]. For example,
for trust in social networks, Amazon and eBay use star ratings;
P2P networks measure quality of downloaded files and speed.

Some medical devices are considered IoT devices. There
are many challenges identifying what closed or open source
software is running in medical devices and other IoT devices
in the industry. The list of software used in any device (in-
cluding non-IoT devices) is referred to a software bill of ma-
terials (SBOM). Vendors and consumers lack awareness of
not only the software components they are using and adopting
but also the underlying security vulnerabilities that affect such
software. The National Telecommunications and Information
Administration (part of the United States Department of

Table 1 Evolution of the Social Collaborative Internet of Things
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Commerce) is leading an effort to provide guidelines to pro-
ducers and consumers of technology on how to create effec-
tive SBOMs that can help identify the presence of known
security vulnerabilities.6 This effort is divided into four major
working groups: framing; awareness and adoption; formats
and tooling; and healthcare proof of concept.

The healthcare proof-of-concept working group created a
report that provides information on SBOM creation by the
MDMs; consumption by the healthcare delivery organizations
(HDO); and the exercising of the procurement, asset manage-
ment, risk management and vulnerability management use
cases. Challenges and areas for improvement were identified
and documented around an absence of naming standards, par-
tial version information, vulnerability vs exploitation qualifi-
cation, configuration vulnerabilities, no authoritative end of
life database and lack of patching level data.7

Pandemics and socio-economic hardships

COVID-19 has triggered a significant shock in the economy
with social distancing and quarantine policies triggering eco-
nomic recession. Economic hardship could harden the impact
of pandemics, and digital technologies provide some solutions
for increasing economic value during global pandemics.
While current focus is on pandemic management, with the
increased focus on digital management of the COVID-19,
significant focus is also placed on connected devices and
IoT. Prior to the pandemic, it was estimated that IoT will
create a value in 2020 projected at 1.9 trillion USD [27] with
connected IoT devices reaching 20.8 billion in 2020 [28].
These connected devices and social networks enable data col-
lection and exchange that was not possible during previous
pandemics, and this represents a different healthcare business
ecosystem. Healthcare business models need to adapt accord-
ingly to secure ethical access to this new value.

Some of the areas of focus to secure ethical access to this
new value are in monitoring and control, big data for business
analytics, information sharing and collaboration [29], among
many other value areas. Harnessing the IoT potential also re-
quires a digital strategy; for example, the cloud offers value in
high-scale real-time analytics of big data, and IoT middleware
offers lightweight real-time analytics [30]. Cloud IoT also en-
ables a vision for worldwide IoT integration [31]. Apart from
the medical and business side, there is also a social value from
IoT social connection and networking, which can be explored
by combining social computing with opportunistic IoT, for
analysing the physical and digital social communities simulta-
neously [32]. By adding intelligence in objects, smart objects
collect data, interact and control the physical world while sym-
biotically sharing data and being interconnected with other

things [33], though a diverse set of communication technolo-
gies that enable remote management [33].

Cyber risk from digital solutions in pandemic
management

With the integration of large numbers of social IoTs in a dig-
ital healthcare design, a large data distribution platform can be
subjected to a relatively simple large-scale attack, triggering a
huge economic cost and even loss of life [34]. These emerging
risks from IoT in healthcare ecosystems need to be understood
in the digital solutions design process. One way to understand
these risks is through existing reference architectures for at-
tack surface analysis [35]. Cloud IoT ecosystems are seen as
pervasive and disruptive, enablingmany different applications
that are gainingmomentum, but withmany issues surrounding
privacy and security [36]. There are however existing cyber
risk assessment approaches for smart systems [37], for IoT
systems [38] and for cloud provider environments [39]. The
use of these could enhance the privacy of digital heath solu-
tions. SIoT is in the same risk category. SIoT objects can
anonymously establish communications and cooperate oppor-
tunistically with neighbouring IoT devices, but trust manage-
ment in SIoT is a concern [7]. Therefore, existing performance
metrics for security operations analysis [40] and failsafe rec-
ommendations [41] should be consulted in the design of dig-
ital heath solutions.

Case study of digital solutions in pandemic
management

Two data sources were used extensively in case studies: (1)
the Google Scholar search engine and (2) a critical appraisal of
Publons’ new COVID-19 publication index that investigates
sound scientific practices of preprints and papers. As COVID-
19 is a global and fast-spreading pandemic, as visualized in
Fig. 1, the case study research is not focused on investigating
individual region responses in great detail. We designed the
diagram in Fig. 1, with data from this study, using the
‘draw.io’ open access web software.8The different lines rep-
resent the spread of COVID-19 regionally, nationally and in-
ternationally, leading to a global pandemic.

The COVID-19 pandemic has spread globally (demon-
strated conceptually in Fig. 1, without reliance on concrete
data) even before most governments realized the need to act;
for example, at the time of writing, the first known case in
France was in December 2019, almost a month before the
French government announced the first case in France.9

6 https://ntia.gov/sbom
7 https://www.ntia.doc.gov/SoftwareTransparency

8 https://app.diagrams.net/
9 https://www.theguardian.com/world/2020/may/04/french-hospital-
discovers-Covid-19-case-december-retested
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Therefore, studying regional approaches in detail at this stage,
when we do not truly understand the data, would probably not
produce the results that we require. Instead, focus was placed
on the regions that performed best during the initial outbreak,
with the objective to gather and accumulate knowledge on the
effectiveness of different methods and with the aim of making
recommendations for replicating this success in the second
wave.

The case of COVID-19 in Taiwan – Role of social ma-
chines in digital democracy

The Taiwanese culture of civic technology, a fusion of tech-
nology, activism and civic participation, created a strong re-
sponse to COVID-19 [42]. The vTaiwan digital democracy
platform [43] presents a decentralized community of partici-
pants. The platform hosts social machines that uncover a prob-
lem and then help participants to understand this problem,
even while the situation is changing daily or hourly. Taiwan
implemented actions (interventions) with great speed through
the platform [43]. Some of the actions were aimed at reducing
panic buying, such as the application programming interface
(API) that provided real-time, location-specific data to the
public on critical items’ availability. To design the interactive
face mask maps, for example, the digital minister worked with
hacktivists through a digital chatroom.

A second example of success was a bottom-up information
sharing platform on which individuals created a strong partic-
ipatory collective action for sharing real-time reports about
symptoms using social smartphone apps, call-in lines and oth-
er approaches. The results were integrated with location his-
tory by community-created apps, enabling individuals to track
and compare their exposure. This approach supported

proactive behaviour, where people who were concerned about
being exposed had a tool to determine if they should self-
isolate prior to developing symptoms. The authorities also
had a tool to monitor people in self-isolation with a mobile
phone–based ‘electronic fence’ that traces mobile phone sig-
nals to track location and follow upwith two phone calls every
day to make sure people stay home. The Taiwanese system
sends alerts to police if self-quarantined people leave their
home, and the police would contact or visit the person within
15 min of the alarm being triggered. The Taiwanese ‘electron-
ic fence’ system could be the first in the world designed for
this purpose.10

The success factor for such large-scale social coordination
was the common-sense approach and the privacy protection of
participating individuals. This platform reduced economic im-
pact greatly, through successful containment that avoided so-
cial distancing measures. People either self-isolated, avoided
or disinfected contaminated locations, depending on their lo-
cation history review. The community data enabled more
targeted responses that have proven more effective than in
all other economies, including the USA, the EU and China,
at least in the first wave. The case of Taiwan has proven that
social inputs and coordination can prove more effective in
resolving complex fast-evolving problems than centrally run
top-down approaches that take a while to deliver and, in some
regions, lack buy in by the population. Further, the
community-driven development of software tools in this case
was proven to be fast and precise, driven by society
participation.

10 https://www.reuters.com/article/us-health-coronavirus-taiwan-surveillanc/
taiwans-new-electronic-fence-for-quarantines-leads-wave-of-virus-
monitoring-idUSKBN2170SK

Fig. 1 Pandemic as an epidemic on a national or global level
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This review paper is focused on the human-computer inter-
actions in pandemic management, where technology creates
value when built into social machines, where a large number
of participants adding input in mobile apps. However, it is
worth mentioning that AI andML can also add value in purely
digital approaches to solving problems. AI/ML applications
generally work best with narrowly defined use cases accom-
panied by large, hand-built training datasets to ‘teach’ an ap-
plication how to execute against its use case. This results in
slow adaptability of AI/ML to new opportunities, unless an
existing capability can be re-purposed. For example, consider
the Kogniz Health product11―a stand-alone infrared digital
camera with an integrated ML trained to identify passers-by
who show signs of fever and send alerts in real time via a
variety of standard messaging tools. The ML capability is
possibly re-purposed from an existingML use case to monitor
and alert on temperature variations beyond acceptable limits
in an industrial setting. This approach could work in advanced
economies because of partially existing infrastructure, strong
know how and technological/financial strength. But it is dif-
ficult to see how these tools can be made operational in devel-
oping countries, at the required speed.

The case of COVID-19 in the UK

Given the lack of treatment such as a vaccine for COVID-19,
the world’s current focus is on global surveillance, and IoT and
other new technologies including thermal cameras or IoT sen-
sors [44], and face recognition [45], that can play a crucial part
in mapping the spread of infection, and in detecting disease
early as part of smart systems with near real-time data tracking
and alerts [3]. Currently IoT-enabled drones are used for public
surveillance, enforcing quarantines and even for faster
disinfecting with agricultural drones. IoT can be used for
enforcing compliance of infected people in quarantine, bymon-
itoring and tracing potential infections caused by breach in
quarantine. The speed and scale of IoT connectivity could en-
hance the UK’s National Health Service (NHS) ability to mon-
itor high-risk patients in home quarantine. This is currently
done with healthcare workers going door-to-door, posing a risk
to them, and using up resources for home checks that could turn
out to be unnecessary. IoT real-time live cameras could be used
for patient checks, cloud databases could be used for patients to
upload their temperature measured on home thermometer, and
drones could be used to check temperature with infrared cam-
eras. The aggregated IoTmobile data from infected patients can
be used for tracing people who might have been in contact with
infected patients. The IoT is already used for remote monitoring
of in-house patients with serious conditions. Self-reporting apps
such as the ‘C-19 COVID symptom tracker’ enable quick

buildup of maps and other data that support people to prevent
infection and medical professionals to plan their response. One
of the main benefits from app design that operates as a social
machine is the speed of deployment and data collection. For
example, the UK ‘Covid Symptom Tracker’ app reached
700,000 downloads and app registrations in 24 h [46]. It is
almost impossible to gather such large datasets with any of
the traditional data collection tools. But societal participation
in data collection, during times of crises, seems to be producing
relevant data at a very fast rate.

Earlier attempts were different in approach. For example, a
mobile phone application called FluPhone App [47] used
Bluetooth and Wi-Fi signals to track human interactions and
asked users to report symptoms. The data collected was used
for understanding how diseases spread in complex human
network structures, using information such as how frequently
people meet and how much time they spend together. One of
the main weaknesses in this approach is that smartphones can
accurately determine location between 7 and 13 m [48], and
COVID-19 spreads in people that are within less that 2-m
proximity [49]. Tracing Bluetooth and Wi-Fi location also
does not always help with mapping objects in movement
(e.g. flights, trains and buses).

The case of COVID-19 in China – Role of IoT in social
machines

The Chinese approach for compulsory registration of phone
numbers to an app, prior to using public transport, and allocat-
ing colour codes through social media apps, could be more
effective in using big data for automated forecasting of conta-
gion risk, but it triggers privacy concerns [1]. The Chinese
approach is enabled through the wallet app Alipay and the
social media, messaging and mobile payment app WeChat.
The apps display a code that can be read by smartphones: green
means unrestricted and yellow or red implies a need to self-
quarantine or be in a supervised quarantine. Codes are based
on tracing location history to determine contacts with outpa-
tients or people hospitalized in the past 14 days and are
refreshed every day atmidnight.Many restaurants, coffee shops
and shopping malls require to see a green code to enter. But
there are already concerns about glitches and incorrect codes
that ban people from travelling or entering public spaces,

While the Chinese approach for digital epidemic control
has triggered privacy concerns and mistrust, similar public
response can be expected in the EU and USA where people
have even lower level of trust in their governments [1]. This
mistrust can be fuelled even more with the increased attacks
against individuals working from home during the pandem-
ic.12 There is also a big difference in how such cyber-attacks

11 https://www.eenewseurope.com/news/ai-based-cameras-scan-crowds-
Covid-19-fever

12 https://blog.talosintelligence.com/2020/02/coronavirus-themed-malware.
html
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are mitigated. One malware sample we discovered was a wip-
er designed to destroy infected systems. The malware was
aimed at people working from home but also at healthcare
organizations. The filename ‘冠状病毒.exe’ which translates
to ‘coronavirus’ uses several techniques to delete data from
both the file system and registry in an attempt to disrupt sys-
tem operations. The Taiwanese approach has on the other
hand caused far less mistrust despite involving big data ana-
lytics, the integration of national health insurance databases,
access to travel history from individual’s location databases,
code scanning and online reporting. The main difference be-
tween the EU, the USA, China and Taiwan on the other hand
is the difference in public communication strategies [1].

The case of COVID-19 in South Korea – Social ma-
chines and IoT in smart cities

South Korea was one of the countries where COVID-19
started early in the global outbreak, and their experience with
SARS has proven effective in lowering the death rate through
strict quarantine and fast testing. South Korea deployed a
tracking app called Corona100m (Co100), informing people
of known cases within 100m of their location.13 Further track-
ing measures included a ‘smart city technology system’ that
uses surveillance camera footage and credit cards transactions
to track past movement of infected patients.14 These tools are
in addition to the Coronamap15 website tracing the location
history of the infected and the information search engine
Coronaita16 designed specifically for finding information on
infected areas.

The role of tech companies in COVID-19 pandemic
management

The Chinese response to COVID-19 has shown that informa-
tion systems for pandemic management, in terms of database
and spatial analysis and mapping, can be designed and made
operational fast but is limited by the commercial software that
is in existence [2]. Some of the main challenges are the large-
scale people flow globally, the long incubation period of this
virus, lack of symptoms in some of the infected, virus reoc-
currence after recovery, evolving nature of the virus targeting
different DNAs and the different level of impact on individ-
uals. If pandemic tracking information system is designed to
operate regionally, its functions are limited in global pandemic
prevention monitoring.

Statistical bibliometric analysis of scientific
research records

Two different software tools were heavily used for a biblio-
graphic review of the types of data used in pandemic manage-
ment: (1) R Studio was used with the ‘bibliometrix’ [50] pack-
age to analyse the large sets of data records, and (2) a com-
puter programme for bibliometric mapping called VOSviewer
[51] was used for graphically representing large data records
in a bibliometric map. The Web of Science Core Collection
was identified as the data source for the two different software
tools. The data search parameters were narrowed to search for
articles on COVID-19 in 2020. Then, a historic search param-
eter was used to identify methods applied in research on pre-
vious pandemics.

From the first search result, we searched for ‘COVID-19’,
and out of 2264 records, we used theWeb of Science filter and
downloaded the most relevant 500 records. When analysed
with the R ‘bibliometrix’ package, we selected two most strik-
ing figures. In Fig. 2, we can see a three-fields plot of key-
words, topics and countries.

To compare the three-fields plot analysis with alternative
mapping of scientific research on COVID-19, we designed a
graph by corresponding author countries Fig. 3.

To compare these results, with the entire 2254 records on
the Web of Science Core Collection, we used the Web of
Science result analysis tool and found similar results as seen
in Fig. 4.

Although in Figs. 2 and 3, China is shown as the dominat-
ing country in the scientific research on COVID-19, we com-
pared the three-fields plot analysis, by using the same data file
of records and designed a collaboration network as a social
structure Fig. 5. What is clear from Fig. 5 is that the UK is
performing strongest in collaborative research on COVID-19,
and this collaboration is strongly represented between the UK,
the USA and Canada.

We continued this analysis by doing a historical search on
the Web of Science Core Collection for scientific research on
global pandemics. This resulted with 3708 records, and we
used the Web of Science tool for research analysis (see
Fig. 6). The historic analysis showed that countries that have
led the scientific research on global pandemics in the past are
not represented as strongly as China in the scientific research
on COVID-19. Since China was first affected in this global
pandemic, we could speculate that regional research effort is
driven by the effect of the pandemic. It is possible that other
countries would pick up and start producing more scientific
research, but such comparison can only be confirmed when
data becomes available. At present, these graphs represent
statistical analysis of the current data, as a snapshot in time,
compared with historical analysis in Fig. 6.

What is concerning from the results of this statistical anal-
ysis of scientific research is the extremely low record numbers

13 https://www.theguardian.com/commentisfree/2020/mar/20/south-korea-
rapid-intrusive-measures-Covid-19#maincontent
14 https://www.smartcitiesworld.net/news/news/south-korea-to-step-up-
online-coronavirus-tracking-5109
15 https://coronamap.site/
16 https://coronaita.com/#/
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in scientific research on pandemics. When we compare the
3708 historical records on global pandemics on the Web of
Science Core Collection, with 372,454 results on business,
573,901 results on art and 455,356 records on fishing, then
the problem becomes concerning. The world simply does not
seem prepared for COVID-19, not to mention a deadlier glob-
al pandemic. Similar conclusions are presented in our review
of new forms of digital data used in pandemic management.

Types of digital data in pandemic management

In this section we detail our search for scientific research using
digital data. Firstly, such data does exist. Digital healthcare
(e.g. e-Health, m-Health, Telemedicine) includes manage-
ment of large, heterogeneous, distributed, multiscale and mul-
timodal datasets distributed across edge-fog-cloud healthcare
paradigms [52]. Complementing such paradigms, smart cities

Fig. 2 Results of a statistical bibliometric analysis of the 500 most relevant research records on COVID-19

Fig. 3 Corresponding author by country―COVID-19 research in 2020
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generate vast amounts of data, captured and stored in different
heterogenous formats that need to be transformed to be of
analytical value [53]. IoT and big data analytics are emerging

trends in new biomedical and healthcare technologies [54].
These various different types of data need to be integrated to
ensure fast and effective response during pandemic

Fig. 5 Collaboration network as a
social structure of COVID-19
scientific research records in 2020

Fig. 4 Web of Science―results analysis tool
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management. Although there are concerns about data privacy,
there are many types of data that are already shared openly in
different community settings (e.g. skill set, goods sold, vehi-
cles movement). Some personal data needs to be evaluated
with specific privacy requirements in consideration, but there
is also a lot of data shared in open community marketplaces
[55].

Focusing on one specific data type (e.g. big data) would not
necessarily result in low latency. Adding to this, the peer-
reviewed scientific research on individual data sources is still
in its infancy, and the COVID-19 pandemic is already causing
deaths globally. Currently, there are only five scientific pub-
lications on the Web of Science Core Collection under the
search on ‘COVID-19 and big data’. We reviewed all five
publications, and only one actually discussed big data solu-
tions. This one publication is only a viewpoint, not a research
article. A similar search on ‘pandemics and big data’, using
historical records since 1900 (to 2020), produced only 59
records. On the other hand, search results on ‘big data’ alone
produced 88,410 records. It is unclear if this result is caused
by lack of funding or lack of interest in the past on this re-
search topic. Hence, we continued with different search pa-
rameters, and here we discuss few different types of data that
need to be integrated in the pandemic management analytical
processes, but the scientific research on these topics is very
limited.

Time-stamped data refers to data that includes the event
time (the time of the event) and processed time (the time data
was processed). By recording the time of capture and time of
collection, data analytics could recreate location journey, by
replaying people’s steps and even derive findings on estimat-
ing or predicting best future actions. Our search on theWeb of
Science Core Collection, on the topic of ‘COVID-19 and
time-stamped data’, resulted in no results, while the search

of historic records, from 1900 to 2020, on ‘pandemic and
time-stamped data’, resulted in only 3 records.

Genomics data that involves analysing the DNA of patients
could identify new drugs and improve healthcare with person-
alized treatment. But converting genomic data into value is
challenging, because of the large volume of data that requires
significant processing resources, combined with the need to
unify diverse teams from bioinformatics data specialists, to
clinical specialists on the front line. Nevertheless, significant
progress has already been made. Sequencing the first genome
took longer than a decade. With current tools, it takes just
2 days despite these limitations in handling large data.
Despite these advancements, our search on the Web of
Science Core Collection, on the topic of ‘COVID-19 and ge-
nomics data’, resulted in 0 results, while the search of historic
records, from 1900 to 2020, on ‘pandemic and genomics da-
ta’, resulted with 43 records. A similar search on ‘COVID-19
and high-dimensional data’ also resulted in no records, and the
search of historic records, from 1900 to 2020, on ‘pandemic
and high-dimensional data’ resulted in only two records.
However, to quote a famous aphorism frequently used in this
context [56], the ‘absence of evidence is not the same as ev-
idence of absence’. We are aware that the data is currently
incomplete so we cannot assume for sure that the research is
not happening. We will run this analysis again in a year and
see how it has changed and how it compares to previous
pandemics.

Healthcare data contains a large number of interrelated var-
iables (e.g. weight, blood pressure, cholesterol levels). To in-
vestigate the connection between intraday physical activity
and sleep, actigraphy data was applied to a Bayesian frame-
work for function-on-scalars regression [57], resulting in
many proposed predictors. Similarly, it is possible to check
an individual for the expression of thousands of genes,

Fig. 6 Historic analysis of scientific research on global pandemics 1900–2020
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resulting in millions of possible gene combinations, some of
which may be predictors. This is described as high-
dimensional data, where the number of features exceeds the
number of observations.

To observe high-dimensional data for pandemic manage-
ment, one would need to analyse multiple measured and re-
corded parameters including, for example, immune system
status, genetic background, diagnosed diseases, operations,
treatments, blood analysis, nutrition and alcohol-tobacco drug
consumption. Open sharing of such personal medical data
would require people to trust in technologies such as the se-
cure multiparty computation (also known as privacy-
preserving computation)17 and differential privacy.18 Such
technologies could enable a broader interpretation, based on
trust in privacy preserving technologies. More work needs to
be done on identifying and promoting the benefits for private
individuals to start sharing openly medical data. Genetic data
and personal biodata privacy are evaluated with a unique mor-
al obligation for protecting patients’ dignity, and there are
ethical limits on how such data can be shared [58].

Analytic transactional (transact and analyse) data comes in
handy in resolving this issue in the healthcare environment.
Analytic transactional data enables shifting real-time process-
ing with new metrics and in-memory computing. Instead of
using one technology to run applications, and separate tech-
nology to run batch analysis, creating linked layers and a
patched system, analytic transactional data analysis uses a
single layer for transactions and analytics. This approach
would enable monitoring health indicators in real time while
performing other functions simultaneously. Despite its scien-
tific usefulness, the search on ‘COVID-19 and analytic trans-
actional data’ and the search of historic records, from 1900 to
2020, on ‘pandemic and analytic transactional data’ both re-
sulted in no records. The search was repeated with multiple
terms (e.g. ‘analytic transactional’, and ‘translytic’ among oth-
er terms).

Spatiotemporal data can be analysed for building an inter-
active view of data points in similar and different regions, to
analyse data from localized areas or to map and compare spa-
tial distribution in individual regions [59]. In previous pan-
demics, spatiotemporal analysis has been used to identify
cholera hotspots in Zambia [60]. With COVID-19 spreading
so fast, the scientific peer-review process is struggling to catch
up. Currently, there is only one scientific publication on the
Web of Science Core Collection under the search on ‘COVID-
19 and spatiotemporal data’. On the other hand, there are only
24 records on the Web of Science Core Collection under the
search on ‘pandemic and spatiotemporal data’, which means
that scientific research is lacking on this topic.

Since our search of established peer-reviewed scientific
research on the Web of Science Core Collection resulted with
too few records to conduct statistical analysis, in the next
section, we instead applied a quantitative case study research
methodology. In the case study research, we used other search
engines, such as Google Scholar. However, the consistently
low records on theWeb of Science Core Collection present an
overwhelmingly strong argument that highly ranked scientific
research, in a sufficient quantity for statistical review and
analysis, is currently missing.

Summary of digital solutions for COVID-19
and future pandemic management

The current digital health infrastructure requires enhance-
ments to support medical efforts in COVID-19 and future
pandemics management. Such enhancements are not only re-
quired in the field of artificial intelligence algorithms but also
in digital infrastructure for data collection in relation to current
and past location monitoring, disease transmission forecasting
and health monitoring. This is similar to enhancements of
infrastructure as response to other natural disasters (e.g.
floods, earthquakes). Fortunately, digital technologies have
advanced significantly since the last pandemic, presenting a
variety of digital solutions that could be adopted for pandemic
management relatively easy.

The COVID-19 crisis also changed the perception of med-
ical data sharing, leading to wide acceptance of new mobile
apps designed for various pandemic management functions,
all based on some form of sharing personal data. Just a few
months ago, it would have been unprecedented to even think
about one million downloads for a mobile app that requires
sharing your personal medical data, including current and past
location history. There seems to be a consensus among gov-
ernments about the benefits of such mobile apps. There are,
however, some measures that are operational in individual
regions, but have not even been considered in others. In
Fig. 7, these tools and measures are integrated, to design a
more comprehensive data collection and migration, for epi-
demic monitoring of regional risk trends and indices of high-
risk people or areas. We designed this diagram with data from
this study, using the ‘draw.io’ open access web software.19

In the past decade, there was a fast innovation of new
digital technologies. This resulted in the new concept of dig-
ital health, on which some of the solutions in Fig. 7 are based.
Although these digital solutions are already operational and
can easily be adopted for pandemic management, without
proper planning significant challenges could emerge. Some
challenges could relate to capturing duplicate data, hence
adding significant workload on medical workers that collect,

17 https://en.wikipedia.org/wiki/Secure_multi-party_computation
18 https://en.wikipedia.org/wiki/Differential_privacy 19 https://app.diagrams.net/
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manage and use the data. The design of these digital health
solutions separately could lead to lack of interoperability
when their integration is crucial for making evidence-based
decisions. Individual design could also lead to complexity, for
example, hindering the ability of medical professionals to use
digital health systems. Open standards for data structure and
interoperability in this discipline would help.

While pandemics require a global response, not all coun-
tries have the capacity to govern the epidemic response in line
with privacy preserving policies. Technologically advanced
nations have the advantage in this field and could be faster
to use this leverage to advance the global digital health man-
agement. Technologically advanced nations could expand
these interoperable data systems and tools, strengthening data
governance and building capacity to collect and interpret data.
However, digitalisation on its own does not improve the
health outcome. A coordinated effort is needed that includes
both public and private sectors. Past cases have proven that
Zika and dengue outbreaks can be predicted within 400 m,
months in advance and with 88.7% accuracy, while in
Vietnam, an electronic surveillance platform is operative for
44 communicable diseases and syndromes in 63 provinces
and 711 districts.20 These examples confirm that interoperable
digital health systems lead to faster detection and response and

increased preparedness. We review in more detail these inter-
operable digital health systems as shown in Fig. 7.

Case study on social networks operating as social
machines in digital healthcare

Social networks with large numbers of participants can pro-
vide answers to complex problems [6]. The virtualisation of
IoT devices into virtual objects for remote access and control
creates a dynamic virtual network connecting different do-
mains, facilitating sharing of resources in a cloud environment
[18]. This creates opportunities for fast and diverse application
development through a dynamic end-to-end connection be-
tween devices that include those following.

Social media citizen’s advice

A social media citizen’s advice type system could be designed
to connect people with skills and expertise to those who need
free access to the advice. This could include legal advice,
health, well-being and nutritional advice, technical home
computing advice, DIY and small-scale problem-solving en-
gineering advice. This could link to a new app in a format
allowing talking about points of concern and should include
an option for sharing symptoms and predicted evolution.20 https://www.csis.org/analysis/can-digital-health-help-stop-next-epidemic

Fig. 7 Digital solutions for pandemic management
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Identify fake data

Social media should start classifying and flagging misinfor-
mation relating to virus spread; and healthcare systems that
monitor these social networks or that directly collect reports
from patients should include automated analysis to identify
postings concerning symptoms. Fake data in digital systems
based on human input is a well-studied subject [61], and dig-
i ta l heal th systems should be based on exist ing
recommendations.

Seamless global sharing and processing of geographical data
that preserves privacy

The complex and diverse set of data sharing restrictions im-
posed by countries, regions and companies, sometimes em-
bodied as laws, standards or policies, need to evolve into
internationally supported and consistently standardized proto-
cols for the seamless sharing of data, especially where data is
kept private for geo-political or commercial reasons [44].
Such data sharing would enable the development of a large
database that might be enhanced with artificial intelligence
tools for processing data for early detection and better virus
containment.

Definitions of trust in data collection and analysis
during pandemics

In some countries, such as the EU and the USA, people have
low level of trust in their governments [1]. Hence, gaining
trust in digital systems for data collection and analysis during
pandemics is important. Trust is described differently in social
networks; for example, Amazon and eBay use star ratings,
while P2P networks measure quality of downloaded files
and speed. There are various schemes of trust, with diverse
trust scaling, dimensions, inferences and semantic meanings
[26].

Population location activity surveillance

Amobile phone app can be used to track down the people who
have been in close contact with those diagnosed with COVID-
19. An app could use contact information (such as calendar
entries/social nets) to track potential infections. In addition,
cloud, IoT and social media can be used in combination with
a new app, for general population location activity surveil-
lance of quarantined people (by locality) and to design world-
wide interactive maps. The cloud enables a vision for world-
wide IoT integration [31]. Anonymised IoTmedical data shar-
ing though the cloud enables the development of interactive
maps of COVID-19 cases worldwide. The cloud and IoT tech-
nologies can be used for image or video tracking of
(super)spreaders or those regularly flouting social distancing

advice. The phone app could enable linking to volunteering
groups that allows (verified/tested) people who have got
through COVID-19 to be part of an immune volunteer re-
source pool. In the development of pandemic management
interactive maps, the definitions of trust, privacy and security
in digital systems for data collection and analysis during pan-
demics need to be based on globally accepted online
standards.

Local interactive maps

A localized COVID-19 mapping system can help residents
monitor total cases in their areas, which will enhance value
of data sharing and strengthen uptake of government
measures.

COVID-19 pandemic observatory

A pandemic observatory can be used for COVID-19 and for
fast response in future pandemics. The observatory would be a
cloud-based platform designed to ingest, store, share, analyse
and visualize COVID-19-related datasets, e.g. to support and
integrate data collected through an app that people voluntarily
install to allow access and tracking of (a) health and wellbeing
details; (b) access to location data; and (c) to insert infection
data for mapping behaviour with timeline and geography of
the virus (findings might be incubation time; mapping of first
symptoms; length of feeling sick; and response to identifica-
tion of sickness).

Case study on connected devices operating as social
machines in digital healthcare

Anonymised real-time data from wearable devices
for spatiotemporal mapping and healthcare

Wearable devices and other types of healthy sensors measur-
ing heartbeat, blood pressure and body temperature are abun-
dantly present in many urban areas. Future design of such
wearables (e.g. Fitbits, Apple Watches) can be adapted to
enable body temperature and other symptoms that would en-
hance early self-diagnosis of viral infections. Allowing
anonymised data to be collected, analysed and shared in real
time via the cloud can be used for building spatiotemporal
mapping and for enhancing the idea of ‘connected healthcare’,
without breaching data privacy and security [44], by following
existing advise on end-user control [62] and automation con-
trol systems [63]. Future wearables should be encouraged to
include skin sensors for temperature monitoring, which would
be linked to geo-mapping and local medical or volunteering
teams to ensure people are safe and secure. Wearable devices
should include automated hand washing assessment on wash-
ing hands properly. Wearable sensors can be used to quantify
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lung volume and functions, or point of care systems could
provide care at home and alleviate the pressure on NHS.
Respiratory parameters can be estimated using wearable sen-
sors, spirometers, activity sensors and SPO2 sensors to
provide early detection and improved prognosis in patients.
The goal should be to create value [64], and it is the design
that drives value from connected devices [65].

Agritech during pandemics

Agritech is the use of technology in agriculture, horticulture
and aquaculture for improving yield, efficiency and profitabil-
ity.21 During global pandemics, agricultural harvest faces a
significant drop in workers.22 Agritech can reduce inputs
and increase yields, but adoption is costly, complex and slow.
COVID-19 is an opportunity for governments to support big
and small agritech companies and new pioneering start-ups23

to help rapidly accelerate it, not only to help the agriculture
industry to survive COVID-19 but also to prepare the industry
and develop the technology in anticipations of future global
pandemics.

Smart meter analysis

Geographical analysis of electricity, water and gas consump-
tion may be used to evaluate adherence to social distancing;
with mobile alerts or warnings sent to non-adhering areas.
Privacy-preserving measures could include focus on adher-
ence over a large geographical area and not on individual
households. Similar analysis is already published on the do-
mestic energy usage patterns during social distancing.24

Mobile telemetry for lockdown monitoring

Mobile phone networks hold personal mobile phone telemetry
that can be used as a real-time data source for feeding AI
techniques to identify and send message alerts to those likely
to be ignoring the lockdown. Personal mobile phone telemetry
can also be used in an app to accompany contact tracing
though Bluetooth and Wi-Fi data in identifying those who
have come into contact with someone who has COVID-19.
In addition, some smart home systems can help with pandem-
ic management. Existing supervised intrusion detection sys-
tems [66] could be adopted to detect home visitors that should
be in self-isolation.

mHealth and virtual clinics as mobile applications

Mobile health (mHealth)25 is not a new concept. It involves
using mobile devices, usually through a secure mobile app,
for healthcare management, data sharing and improving patient
experience. Apart from mHealth, there are also virtual clinics
that can provide personalized medical advice and encourage
participatory surveillance for geo-located predictions.
Currently operational virtual clinics include PingAn in
China.26 They are effective at reducing costs and saving time
and may provide access to medicines through machine dis-
pensers. In developing countries, the cost and time required to
build, equip and distribute new machine dispensers may be
prohibitive. Adapting the already built and distributed existing
food and drink dispensing machines could be faster and more
effective. A simple restocking with non-prescription over-the-
counter medicines while changing the prices would provide a
fast and cost-effective solution. Virtual clinic pharmacy testing
kit outcomes should be linked to a central database and any
pandemic monitoring system. Virtual clinics should also enable
video and supervised tutorials for the self-management (at
home) of oxygen therapy, including protocol, sensor use
(SPO2) and O2 generation/administration.

To be effective in pandemics when most of the population
is in self-isolation, virtual clinics should evolve into mobile
applications enabling home access. Similarly to the South
Korean ‘self-quarantine safety protection’ app that traces
GPS location to track if people are avoiding quarantine and
enables self-quarantined people to communicate with medical
caseworkers,27 teleconferencing, or video conferencing, has
long been used in telehealth,28 also known as telemedicine.
It involves a real-time video call, while exchanging other med-
ical data (e.g. blood pressure) required for a medical check.
Collaboration apps for virtual meetings are also well
established in the medical profession. Collaboration apps en-
able remote data collection from patients and analysis bymed-
ical practitioners based in different geographical locations.

Global pandemics have exposed a weakness in the personal
protective equipment (PPE) manufacturing and supply chains.
Some hospitals have resorted to the use of substandard PPE
because they had nothing else to use. Individual GPs have
reported using the black market to obtain PPE at a much
higher cost.29 Urgent PPE deliveries have also been found of
substandard quality and had to be taken out of use.30 Advice

21 https://en.wikipedia.org/wiki/Agritech
22 https://www.forbes.com/sites/freylindsay/2020/03/24/with-no-eu-workers-
coming-the-uk-agriculture-sector-is-in-trouble/#5bd1d684363c
23 https://worldagritechusa.com/agri-tech-start-ups/
24 https://octopus.energy/blog/domestic-energy-usage-patterns-during-social-
distancing/

25 https://en.wikipedia.org/wiki/MHealth
26 https://www.mobihealthnews.com/news/asia-pacific/ping-good-doctor-
launches-commercial-operation-one-minute-clinics-china
27 https://www.smartcitiesworld.net/news/news/south-korea-to-step-up-
online-coronavirus-tracking-5109
28 https://en.wikipedia.org/wiki/Telehealth
29 https://www.forbes.com/sites/daviddisalvo/2020/03/30/i-spent-a-day-in-
the-coronavirus-driven-feeding-frenzy-of-n95-mask-sellers-and-buyers-and-
this-is-what-i-learned/#2968466956d4
30 https://www.ft.com/content/f3435779-a706-45c7-a7e2-43efbdd7777b
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has also been given to medical staff to refuse treating patients
if they do not have adequate PPE.31,32 Given these widespread
concerns about the ability to manufacture and supply suffi-
cient PPE in the face of sudden demand, we should be looking
at how robotic technologies could be used to improve the
safety of medical professionals during a second wave or in
future pandemics. There are three types of healthcare robotics:
medical, assistive and rehabilitative. When AI enhanced, ro-
bots could attend to multiple patients in quarantined areas, for
example, by delivering drugs. Robots could also be enhanced
with interactive chatbot, similar to the WHO WhatsApp auto
responder, which has the potential to reach 2 billion people.

Blockchain technology in digital health systems

Blockchain technology could enhance the security and priva-
cy of digital health systems while resolving specific problems
in pandemic management (e.g. blockchain in virtual pharma-
cies for panic buying prevention). Dispensing non-
prescription medicines (e.g. paracetamol, cough syrup), med-
ical items (e.g. face masks) or household essentials (e.g. dis-
infectants) through low-tech dispensing machines is a quick
and low-cost solution for 24-h available distribution with min-
imal human interaction. But as we have seen during the initial
stages of the COVID-19 pandemic, people behave irrationally
during crises and panic buying could lead to just a few people
emptying the dispensing machines. In many countries, shops
place restrictions on essential items, to preserve stocks from
panic buying. Given that virtual pharmacies are a low cost,
low human interaction solution, such restrictions need to be
implemented through a technology that enables purchase con-
trol and monitoring. Panic during the COVID-19 pandemic
was only a temporary issue. Therefore, for resolving short-
term issues, purchase control mechanisms should either be
low cost or enhance other functions of the systems (e.g. secu-
rity and privacy).

Blockchain technology33 has been in existence for some
time. Open and public blockchain provides security without
access control, serving as the transport layer for applications to
be added to a network without the separate approval of trust.
Design principles have already been proposed for ‘tamper-
resistant gathering, processing, and exchange of IoT sensor
data’ [67] privacy-preserving blockchain-based sensor data
protection systems (SDPS). One of the use cases for evaluat-
ing the SDPS is IoT in a pharmaceutical supply chain.

We demonstrate in Fig. 8 how blockchain could operate in
digital health systems.

We designed the diagram in Fig. 8 with data from this
study, using the ‘draw.io’ open access web software.34

There are permissionless (e.g. bitcoin) and permissioned
blockchains (e.g. Facebook libra). The main difference for
digital health systems is that permissioned blockchains are
vetted by the network owner, whereas permissionless
blockchains depend on anonymous nodes to validate transac-
tions. In digital health systems, permissionless blockchains
have advantages in preventing powerful actors in making de-
cisions that favour individual groups at the expense of others.

Permissioned blockchains on the other hand are regulated
by the authority of a specific ecosystem, usually a consortium,
and present opportunities for creating interconnected systems.
Such interconnected system could be designed by a consor-
tium of healthcare providers, with patients’ data belonging to
the blockchain, and patients identified through unique ID pro-
viding both security and privacy of the patient. A patients’
information sharing marketplace could prevent information
blocking, and if cyber-attack results in information blocking,
permissioned blockchains would present two unique advan-
tages. Firstly, anyone in the medical consortium could check
how and when information and transactions are happening.
Secondly, blocking the information would change the hash
on which the unique ID is based. Considering the above, the
advantages for digital health systems are that patients can
transmit personal records without the risk of tampering be-
cause blockchains are immutable and traceable. Apart from
patients’ security with blockchain permissions required for
patient’s medical data sharing, there are advantages in
preventing fake or illegal sale of medication and with
checking points of origin.

Artificial intelligence for automatic diagnosis

Artificial intelligence systems are already in use for automatic
diagnosis for conditions unrelated to COVID-19 (e.g.
Zhongshan Ophthalmic Eye Center, China), and abnormal
respiratory pattern classifiers are already in development for
large-scale screening of people infected with COVID-19 [68].
As previously discussed, IoT connected thermal cameras
could feed data into artificial intelligence systems for temper-
ature screening in busy transport areas such as airports or train
stations [45]. Such real-time data streams can support and
enhance pandemic-risk management, but only if open proto-
cols are set for safe and seamless communication between
devices [44]. Unnecessary fragmentation of data restricts
knowledge on trends and decisions on containment [44].

31 https://metro.co.uk/2020/04/12/nurses-told-dont-treat-patients-given-
inadequate-ppe-12545446/
32 https://www.independent.co.uk/news/health/coronavirus-update-nurses-
ppe-refuse-treatment-nhs-workers-deaths-a9462171.html
33 https://en.wikipedia.org/wiki/Blockchain 34 https://app.diagrams.net/
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Intelligent diagnosis, monitoring and supervision

Intelligent-assisted diagnosis, monitoring and supervision can
be conducted relatively simply, and lessons can be learned
from existing live tracking systems.35 Online questionnaires
can be uploaded into a real-time cloud database, and models
can be updated based on the latest real case medical data to
increase accuracy with results integrated in mobile applica-
tions automatically. Diagnoses can be grouped and automati-
cally placed into ‘confirmed, suspected or suspicious’, while
simultaneously, patients can be classified into ‘mild, moder-
ate, severe or critical pneumonia’ categories [9]. The automat-
ic patient classification may provide questionnaire on severity
of infection, while the patient diagnosis grouping provides
reassurances on the likelihood of infection. Such reassurances
are aimed at reducing the pressure onmedical professionals by
limiting the need for in-person interaction.

Tracking cases of prolonged isolation

Existing systems (e.g. Gov.uk/NHS vulnerability register36)
can be used to create a mechanism for supermarkets to distin-
guish between customers in prolonged or age-related isolation
and customers who are essential workers and those who are
not a priority for home delivery services. Since this (online
self-registration) mechanism already exists, preservation of
privacy can be based on the existing system. This could be
connected with a community-managed app linking volun-
teers37 to those who are self-isolating and need help
shopping, for example.

Tracking high-risk cases

Detection and mapping of high-risk groups that are not cur-
rently being treated by the UK’s NHS could help identify the
most in need of immediate support due to isolation measures.
In addition to tracking, digital health apps need to focus on
predicting high-risk cases. Predicting vulnerability and criti-
cality in patients can be achieved using ML models perhaps
with input from activity sensors.

Mental health impact mitigation

The COVID-19 pandemic could trigger new and sometimes
unexpected mental health problems. Some mitigation activi-
ties could include free meals or relief on financial challenges
or free showers to promote outdoor sports during work breaks.
Information stations, like reception desks, could promote ex-
pression of concerns and keep workspaces safe while

addressing staff concerns and anxieties. Social distancing will
create a significant impact on mental health, and mental
healthcare support needs to adapt to addressing not only the
feelings of financial loss but also the feeling of emotional loss,
the loss of self-worth, loss of motivation and a loss of meaning
in daily life.38

Discussion on gaps in scientific research

Our search of historic and recent scientific records on pan-
demics and new forms of data, on the Web of Science Core
Collection, resulted in very limited records. In some cases, we
found only a single record. It is unclear if this result is caused
by lack of funding or lack of interest in the past on this re-
search topic. Although we used all data records from the Web
of Science Core Collection, there could be gaps in the data we
are using. It could be too soon for publications with COVID-
19 to have been published―and we should compare how
different will it be in a year’s time. We plan to rerun these
queries again to see how the results have changes. In future
studies, we should be focused on publication times, and if a
vaccine is identified in the next few months or years, we
should investigate how many papers have been published,
comparable with the increase in COVID-19 activity. Future
studies should also look at other factors of the virus in
literature.

In any case, we can only discuss the gaps and results from
the data records we currently have. Here is a brief outline of
the gaps in scientific research.

Currently, there are only five scientific publications on the
Web of Science Core Collection under the search on ‘COVID-
19 and big data’, and only 59 on ‘pandemics and big data’,
using historical records since 1900 (to 2020). Search results
on ‘big data’ alone produced 88,410 records. There are 0
results on ‘COVID-19 and time-stamped data’ and on
‘COVID-19 and genomics data’. The search of historic re-
cords, from 1900 to 2020, on ‘pandemic and time-stamped
data’ resulted in only 3 records and on ‘pandemic and geno-
mics data’ in 43 records. The search on ‘COVID-19 and high-
dimensional data’ resulted in 0 records, and the search of
historic records on ‘pandemic and high-dimensional data’ re-
sulted in only 2 records.

Spatiotemporal data: currently, there is only one scientific
publication on the Web of Science Core Collection under the
search on ‘COVID-19 and spatiotemporal data’ and only 24
historic records since 1900 (to 2020) under the search on
‘pandemic and spatiotemporal data’. Scientific research is
needed on using spatiotemporal data in pandemic
management.

35 https://coronaboard.kr/en/
36 https://www.gov.uk/coronavirus-extremely-vulnerable
37 https://covidmutualaid.org/

38 https://www.manchester.ac.uk/discover/news/Covid-19-social-distancing-
having-significant-impacts-on-mental-health-study-shows/

327EPMA Journal (2020) 11:311–332

https://coronaboard.kr/en/
https://www.gov.uk/coronavirusxtremelynerable
https://covidmutualaid.org/
https://www.manchester.ac.uk/discover/news/Covid-socialistancingaving-ignificantmpactsnentalealth-tudy-hows/
https://www.manchester.ac.uk/discover/news/Covid-socialistancingaving-ignificantmpactsnentalealth-tudy-hows/


Discussion on research objectives
and research findings from the review

Following the example of previous studies [69, 70] related to
predictive, preventive and personalized conclusions and ex-
pert recommendations, in this section, we review our research
objectives and present our conclusions and expert
recommendations.

The first objective of the paper was to review, compare and
critically assess predictive, preventive and personalized digital
technology responses to the COVID-19 pandemic around the
world, with the aim of identifying a digital approach to
COVID-19 and future global pandemics. Despite applying
statistical software to analyse all of the existing literature on
the Web of Science and other databases, the conclusion of the
study is that we are currently not in a position to critically
assess this technology and the best approach varies by country
as it will be a function of wealth, smart phone usage and
culture. Our recommendation on culture is that when choosing
solutions, we must consider that in some societies like the
USA, people tend to make decisions based on the individual
(‘shelter in place’), while others like China or Taiwan are
more about the whole (‘social isolation’), with Europe in the
middle. Mirroring this, there are differing attitudes towards
ceding privacy to the state or networks of corporations men-
tioned in the results.

The second objective and a point of interest in this paper
was to review predictive, preventive and personalized

interoperable digital healthcare solutions. The aim of this ob-
jective was to promote research that prevents failures from the
past, where the separate design of digital health solutions has
led to lack of interoperability. Hence, the review includes case
studies that investigate different interoperable digital
healthcare systems. A diverse set of non-contact digital
healthcare technologies are investigated in case studies from
different regions in the world. In our conclusion, we found no
increase in personal data security risks from the integration of
these digital technologies. What we did find was that some
technologies have been used effectively in healthcare for de-
cades (e.g. teleconferencing, mobile health, collaboration
apps, virtual meetings, robotics, artificial intelligence), but
we still failed in preventing the COVID-19 pandemic from
spreading globally at a very fast rate.

Among many questions emerging from this review, in our
recommendation, the following are considered to be
important:

(1) How will we approach the problem of global healthcare
strategies for predictive, preventive and personalized
pandemic management?

(2) How will we deal with the lack of adoption of the
reviewed non-contact technologies?

(3) How will we address the lack of digital investment and
technological adaptation in predictive, preventive and
personalized healthcare systems?

(4) How will we handle the resistance to change?

Fig. 8 Blockchain in digital health systems integrated to COVID-19 virtual clinics
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(5) How do we stop the problem of fake news about
COVID-19 (and future pandemics) and cyber risks in
personal data sharing with these established and regulat-
ed systems.

Apart from the multiple benefits identified for future global
pandemic management, the review does not identify any new
or unaccounted cyber risks from developing these interopera-
ble digital healthcare solutions.

The third objective of the paper was to determine if the
proposed new predictive, preventive and personalized tech-
nologies and data policies for mass surveillance linking per-
sonal data from health professionals to governments would
actually address the pandemic crisis. The finding from the
review paper is that public response is limited by a mistrust
about data privacy and that this differs across countries, de-
pending on the chosen public communication strategy.

Most countries’ digital responses involve combinations of
big data analytics, integration of national health insurance da-
tabases, tracing travel history from individual’s location data-
bases, code scanning and individual’s online reporting. What
is missing in the COVID-19 pandemic around the world is an
integrated approach for digital healthcare management. In the
review paper, we identified a plethora of tried and tested non-
contact predictive, preventive and personalized digital
healthcare concepts (e.g. mHealth, virtual clinics) that could
help with controlling and preventing future pandemics. Mass
surveillance linking personal data from health professionals
should not be collected and used by governments but to the
non-contact digital health technologies. The surveillance ap-
proach promoted by tech companies, where data is processed
on individual devices and only anonymised data is sharedwith
approval of the device owner, seems safer than some pro-
posals for creating national databases. The concerns that big
tech companies would abuse our personal data are in some
cases exaggerated. Such personal data is already stored in our
mobile devices and shared on social media sites, in mobile
health apps, wearable devices or with our GP surgeries, in
compliance with current data privacy regulations. Hence,
focus should be placed on secure integration of this data,
which is already shared, for the purposes of COVID-19 and
future pandemics detection, monitoring and management.
Such integration would create numerous benefits for the
healthcare system, and we should anticipate an increased us-
age of these existing methods for sharing personal data.

Many new users would be unfamiliar with how mobile
data is analysed on our secured individual devices and how
anonymised data is shared. This would firstly trigger fear of
personal data abuse; secondly it would expose users unfamil-
iar with data privacy to agreeing for their data being shared
without understanding the data privacy policies. Hence, in
times when mass personal data surveillance is necessary, a
mass information campaign should also be focused on

individual understanding of these new surveillance systems.
This could be an opportunity for governments to enable tech
companies to learn from the COVID-19 and develop predic-
tive, preventive and personalized tools that could prevent or
minimize the effect of future pandemics. We should avoid
mistakes from the past, when we did not prepare and learn
lessons from previous pandemics, that are reviewed in this
paper.

Conclusion

Themost visible narrative from this review paper is that global
pandemics require global response, and the world has failed to
learn from previous pandemics. While big tech companies
(Google and Apple) are promoting a unified global approach,
some governments are promoting regional approaches. While
regional approaches can work in localized geographical areas,
the abilities of developing countries to adopt similar regional
systems are questionable. Most of the required predictive, pre-
ventive and personalized technologies (e.g. mobile phones,
mobile apps, low-cost connected devices (IoT) and Internet
connection) are present in developing counties. But the abili-
ties of some developing countries to develop regional predic-
tive, preventive and personalized pandemic monitoring sys-
tems are questionable. Especially when considering the re-
quired speed for building such systems and the need to operate
at low latency, this leads to the inevitable conclusion that such
systems should be global and in place ready to be activated in
cases of pandemics. Adding to this, the review study con-
cludes that such global systems for pandemic management
should also be designed as interoperable and coupled with
existing digital non-contact healthcare systems.

To contribute to the design of such predictive, preventive
and personalized interoperable and coupled digital non-
contact healthcare systems, this review paper presents a sur-
vey of the Internet of Things and social machine literature as
well as the overlap with the COVID-19 pandemic manage-
ment. It continues with a survey of technology-driven mitiga-
tivemeasures and suggests some possible applications of tech-
nology in the COVID-19 pandemic management.

The review applied statistical software to review and ana-
lyse existing databases and concluded that we still lack the
data to critically access what the best approach is to integrate
digital technologies in healthcare and pandemic management.
The best approach probably varies by country as it will be a
function of wealth, smart phone usage and culture.

The review was enhanced with case studies on predictive,
preventive and personalized interoperability of digital
healthcare solutions and found that some technologies have
been used effectively in healthcare for decades, and the risk of
personal data exposure was not enhanced by these technolo-
gies. But these technologies failed in preventing the COVID-
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19 pandemic from spreading globally at a very fast rate. These
technologies have the potential to prevent rapid spread of pan-
demics and even contain pandemics. Hence, future efforts
should be placed on predictive, preventive and personalized
pandemic management strategies and pandemic preparedness.
The world has contained pandemics in the past. Many regions
have failed to use the technologies described in this report, or
in many cases even to learn from past successes, and have
failed to manage this pandemic. This could change, and since
the data is currently incomplete, wewill run this analysis again
in a year and see how it has changed and how it compares with
previous pandemics. This study represents a snapshot in time
and can be used in future studies for investigating different
stages of the pandemic.

Finally, emerging mass population surveillance systems
should be built in a predictive, preventive and personalized
interoperable system, to promote advancement of non-contact
digital healthcare concepts (e.g. mHealth), that could help
controlling and preventing future pandemics. To promote
such an interoperable approach, the new mass population sur-
veillance system cannot rely solely on technology and need to
operate as social machines. Social machines with large num-
bers of human-computer participants can provide predictive,
preventive and personalized answers to different and complex
pandemic monitoring problems.
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