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Abstract

Context-aware systems adapt their services to the user’s intentions and environment to improve the user experience. However,
how to evaluate the quality of these systems in terms of user perception and context recognition is still an open problem.
Our goal in this work is to evaluate the Quality-in-Use (QinU) for context-aware software systems according to the ISO/IEC
25010 standard and in an automated manner. This evaluation is oriented to be model-based, with domain specification and
log data as input, while quality metrics and representations of users’ behavior as output. In this process, we use probabilistic
models to discover user patterns, heuristic metrics as QinU estimation, clustering techniques to obtain user profiles according
to their QinU, and feature selection to identify relevant factors of context. We propose a framework for assessing the QinU
in context-aware software systems called Framework for Assessing Quality-in-use of Software (FAQuiS). FAQuiS includes
a set of models to represent all dimensions of context, a methodology to apply the quality analysis to any system, and a set
of tools and metrics to support and automate the process. We seek to test the impact and ease of integration in the industry
for this framework. A case study in a company allows us to validate the applicability in a real environment. We analyze the
mechanisms that support the QinU evaluation in context-aware systems, the feasibility of the QinU quantification, and the
suitability of the integration in companies. Compared to previous works, our proposal offers a novel data-driven approach
with general-purpose and industrial viability. FAQuiS can be used as a solution to assess the QinU based on the ISO 25010
standard and the models of user behaviors in different contexts. This solution analyzes the context changes in the user
interaction, can quantify the quality loss in these contexts, and does not require big efforts to be integrated into a software
development process.
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1 Introduction

It has become a common reality that the users interact with
software systems that react to their environment and try to
respond to their needs at all times. These kinds of systems,
known as Context-Aware Software Systems (CASSs), sug-
gest the most appropriate actions for completing a task,
make personalized recommendations based on time and
geographic location, or show suitable labels for a photo-
graph according to the elements present in it. The terms
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of context and context awareness were introduced by Sch-
ilit and Theimer (1994) and later defined more broadly by
Abowd et al. (1999), who describe the context as “any infor-
mation that can be used to characterize the situation of an
entity (a person, place, or object) that is considered relevant
to the interaction between a user and an application, includ-
ing the user and applications themselves”. Following this
definition, we can consider the user itself, the application,
and any other relevant entity to the interaction to be part of
the context. In addition, a context-aware system is “a sys-
tem that uses context to provide relevant information and/or
services to the user, where relevancy depends on the user’s
task” (Abowd et al. 1999). Thus, from the point of view
of the user, these systems allow a more comfortable, agile,
and useful interaction, sometimes without even require the
explicit action of the user. Therefore, this interaction para-
digm has a direct effect on the user experience of the system.
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In the last decades, the models of software quality have
evolved greatly at the same time the software and technol-
ogy changed significantly. From this evolution, three differ-
ent perspectives can be identified: internal quality, external
quality, and quality-in-use. First, the internal quality consid-
ers the static properties of the software, which only depend
on software design and implementation. A few examples
of these characteristics are software complexity, size, and
modularity. Internal quality is the most commonly evaluated
aspect during the development process. Next, the external
quality considers software behavior in testing or production
environments. Examples of external characteristics are the
software performance in a specific device or the memory
consumed by the application. Finally, the Quality-in-Use
(QinU) is defined as “the user’s view of the quality of a
system containing software, which is measured in terms of
the result of using the software, rather than properties of
the software itself” (Bevan 1999). While the internal and
external perspectives assess the product quality, the QinU
assesses the effect of the interaction between user and soft-
ware and the user experience. Moreover, this perspective
takes into account the adaptability to context as one of its
characteristics. The QinU analysis is a challenge to be con-
sidered in the context-aware systems, as it can evaluate how
the systems are providing relevant information related to the
context and the user’s task.

In this research, we study the problem of evaluating auto-
matically the QinU of context-aware software with multi-
ple users and dynamic context. We propose the framework
FAQuiS (Framework for Assessing Quality-in-use of Soft-
ware) to assess the QinU of any CASS. Our objective is
to automatize the QinU analysis, and for that this proposal
only requires the essential input from experts to specify the
domain knowledge of the use case. In our framework, we
apply an approach where we model the different contexts
to evaluate the user’s interaction in each one. First, we use
probabilistic models to quantify the interaction process and
deal with uncertainty. In order to estimate QinU, these tech-
niques are combined with a set of heuristic metrics to assess
the QinU characteristics defined in the ISO/IEC 25010
standard (ISO/IEC 25010 2011). Moreover, we support the
analysis of a large number of users by using clustering tech-
niques to obtain user profiles and look for possible causes of
the QinU detriment by identifying the distinctive attributes
and patterns of each profile.

For the proposed framework, we consider a validation
study of its application in the software industry. This solu-
tion is oriented to be included in the software development
cycle of a company, offering a generalizable QinU analy-
sis integrated into the development without requiring big
efforts. Thus, we apply our approach and validate the results
in a real development process of the company Axpe Consult-
ing, in order to analyze a case study. Axpe Consulting is a
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multinational of software services and information technol-
ogy and provides services in the sectors of software develop-
ment, systems integration, and software quality outsourcing.
Therefore, it offers a suitable environment where we can
study the impact of our proposal.

The organization of this manuscript is as follows. Sec-
tion 2 reviews the main contributions in quality evaluation
of context-aware systems and process mining research. Sec-
tion 3 introduces our framework for the QinU evaluation,
the collection of models defined, the methodology to follow,
and the tools implemented. Next, Sect. 4 shows the case of
study where our framework is applied in a real development
process in the industry. Section 5 discusses the contributions
of this work and compares it with previous works. Finally,
Sect. 6 presents the conclusions of our research.

2 Related work

Quality models are usually represented as hierarchical
structures that contain characteristics and sub-characteris-
tics of software. The ISO/IEC 25010 standard, known as
System and Software Quality Requirements and Evaluation
(SQuaRE), integrates two models: (i) a software quality
model that is focused on internal and external properties, and
(i1) a QinU model to measure “overall quality of the system
in its operational environment for specific users, for carrying
out specific tasks” (ISO/IEC 25010 2011). This QinU model
includes five characteristics (effectiveness, efficiency, free-
dom from risk, satisfaction, and context coverage). However,
SQuaRE is only a generic reference that does not specify
how to assess these characteristics or how to carry out an
evaluation process adapted to a specific type of system.
Customized QinU models have been derived from
SQuaRE to provide specific support for evaluating non-
context-aware software systems (Al-Nanih et al. 2009;
Alnanih et al. 2013; Orehovacki et al. 2013; Osman and
Osman 2013; Souza-Pereira et al. 2021). These solutions
are designed for particular applications or domains, such
as Ambient Assisted Living systems (Erazo-Garzon et al.
2021), and are not intended to generalize to any system.
Seffah et al. (2006) propose a unified hierarchical usability
model composed of factors, criteria, and 127 specific met-
rics that can be selected to manually evaluate any system.
Rauschenberger et al. (2013) present a tool to measure the
user experience of interactive products through question-
naires. Hynninen et al. (2018) propose a proof-of-concept
measurement of the product quality and QinU based directly
on runtime metrics. Fogli and Guida (2018) define a method-
ology that involves experts who should inspect the system to
rate a set of QinU metrics. Kim and Kim (2019) apply Ana-
lytic Network Process to assess the importance weights of
quality attributes for general-purpose software. Furthermore,
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the QinU evaluation can also be the result of applying data
mining and machine learning algorithms. Rana and Staron
(2015) propose a framework for quality (internal, external,
and in-use) assessment using pattern recognition and clas-
sification to automatically infer high order quality charac-
teristics from measurable attributes. This framework does
not consider context characteristics. Alshareet et al. (2018)
present an approach for QinU prediction using custom met-
rics extracted from projects documentation and neural net-
works to classify levels of QinU from these metrics. Many
proposals based the QinU evaluation on users’ reviews and
opinion mining (Leopairote et al. 2013; Qian et al. 2016;
Jiang et al. 2019; Atoum 2020). These approaches use natu-
ral language processing and sentiment analysis in order to
map the comments onto QinU characteristics and value them
by the polarity classification. Leopairote et al. (2013) build a
quality ontology based on ISO 9126 for the mapping, while
others use topic modeling (Qian et al. 2016; Atoum 2020)
or feature words (Jiang et al. 2019) instead.

Regarding the dimension of context, Sousa Santos et al.
(2017) carry out a review of test case design techniques for
CASS:s. This review concludes that the proposals focus on
the following software quality characteristics of SQuaRE:
functional suitability, compatibility, portability, usability,
performance efficiency, and reliability. Therefore, these pro-
posals lack an assessment of QinU and they focus on con-
cepts of the external or/and internal quality of the system.
Moreover, Carvalho et al. (2017) point out that SQuaRE
does not contemplate five software characteristics (context
awareness, mobility, calmness, transparency, and attention)
that are appropriate for a ubiquitous system. Also, Erazo-
Garzon et al. (2020) review the quality assessment in Ambi-
ent Assisted Living systems and identify a research oppor-
tunity in context coverage analysis and the need to deepen
the research of QinU measurement. Capdevila et al. (2021)
highlight that the emergence of new interactions and inter-
active paradigms (e.g., voice, augmented reality, Internet of
Things) requires new methodologies for QinU evaluation.
Ben Ayed et al. (2016) carry out a study that verifies the
impact of the context in the QinU of a mobile application.
This study considers three elements to represent the context
(user profile, physical environment, platform) and quantifies
metrics for the characteristics of SQuaRE in each context.
Augusto et al. (2019) describe a methodological approach to
consider the context to derive the scenarios in which the sys-
tem should be tested. The techniques that have been applied
for context modeling include UML activity diagrams (Mirza
and Khan 2018), formal methods (Djoudi et al. 2016), based
on bi-graphical reactive systems (Cherfia et al. 2017) and
context-aware flow graphs (Lu et al. 2006).

In a preliminary study of our approach (Salomén et al.
2019), we propose a method to model user behavior in
these dynamic contexts by processing log data. Thus, the

analyst becomes aware of the interactions that users per-
form in different contexts, the user patterns that emerged
during the interaction process, and how the system features
are exploited. The motivation for generating models from
log traces to learn user behavior representations originated
in the Process Mining field (van der Aalst 2012). These
approaches apply mining (van der Aalst et al. 2004), evolu-
tionary (van der Aalst et al. 2005), heuristic (Weijters and
Ribeiro 2011), and Markovian (Gadler et al. 2017) methods
to discover directed graphs with nodes representing actions
and arcs that define temporal or causal relationships between
actions. The process mining activities are classified (van der
Aalst 2012) as process discovery (producing a model from
event logs), conformance checking (comparing a model with
reality), or process enhancement (improving an existing
model). For instance, by applying these techniques, process
models can be discovered to analyze behaviors and check
compliance according to prescriptive models. While it is
not the usual goal of this field, some of these methods have
been exploited in studies related to software quality or con-
text awareness. Caron et al. (2013) present an approach to
detect compliance failures in business processes and assess
potential risks. Fernandez et al. (2009) and de Medeiros
et al. (2004) have applied these techniques to model user
activity in dynamic contexts related to CASSs. Also, these
models are useful in the requirements engineering field to
find unexpected user behaviors, which implies the elicitation
of new requirements that allow adapting the system to new
processes and users’ goals (Ghasemi and Amyot 2020). To
the best of our knowledge, there are no studies using process
mining methods to analyze the QinU specifically.

The review of the previous works allows us to affirm that
the proposal of specific support for QinU assurance in a
CASS will fill a gap in the current research contributions.
This conclusion is a consequence of identifying the follow-
ing limitations in the aforementioned works:

1. Assessments of QinU have been carried out auto-
matically in non-context-aware software systems. The
assessments are mainly based on algorithms that analyze
the comments of the users and therefore rely on explicit
opinions from users. Additionally, these approaches do
not consider complete user behavior representations
whose analysis provides holistic assessments of their
activities in different contexts.

2. Many approaches of the QinU evaluation are focused
on specific software systems and apply custom quality
models that are not generalizable to other cases.

3. Methods for evaluating CASSs are based on tests related
to the internal and external quality of systems. These
proposals are limited to the verification of test output,
but there is a lack of assessments in relation to the effects
they have on the user experience (the QinU perspective).
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4. Process mining techniques have been used to represent
user behavior in contexts that change dynamically. These
models have been exploited to identify user behaviors,
but they have not been mapped to QinU characteristics.

The aforementioned limitations justify and motivate our
work to build a framework that provides support for QinU
assurance tasks. The support of this framework is aimed
at managing context and user behavior models that will be
analyzed to calculate metrics that quantify the QinU charac-
teristics indicated by the SQuaRE standard. These low-level
metrics will be used to define user profiles with similar QinU
estimations in order to provide higher-level analysis.

3 Framework

In this work, we propose a framework for the assessment
of the quality-in-use of CASSs. We name the framework
FAQUuiS: “Framework for Assessing Quality-in-use of Soft-
ware”. FAQuiS aims to provide an environment for the QinU
analysis and assurance to software development teams with
an automatic approach. In this setting, the evaluators, devel-
opers or quality analysts, identify the relevant context fac-
tors of a CASS, establish the QinU requirements, while the
tools of the framework assist and performed an automated
analysis of the QinU from log data and system specifications
of the CASS.

FAQUiS is formed by: (i) a set of heuristic metrics to esti-
mate QinU characteristics; (ii) a set of metamodels to define
the models of user, tasks, and environment; (iii) a methodol-
ogy to apply the evaluation process to a particular CASS;
(iv) a set of tools to generate the specifications, process the
data and estimate the Quality-in-Use of the system. All of
the components are represented in Fig. 1. The following sec-
tions described each of these components in more depth.

3.1 Quality-in-Use metrics

Our proposal is based on the ISO 25010 model (ISO/IEC
25010 2011), represented in Fig. 2. This standard quality
model defines the concept of Quality-in-Use by means of
five characteristics: (i) effectiveness, as the accuracy and
completeness with which users achieve specified goals; (i)
efficiency, defined by the resources used in relation to the
accuracy and completeness with which users achieve goals;
(iii) freedom from risk, as the user perception of how much
a product or system mitigates the potential risk to economic
status, human life, health, or the environment; (iv) satisfac-
tion, for the degree to which user needs are satisfied when
a product or system is used in a specified context of use and
by means of the sub-characteristics of comfort, pleasure,
trust, and usefulness; (v) context coverage, by the degree
to which a product or system can be used with effectiveness,

( SQuaRE Quality Model |

.
/

[ Product Quality ] [ Quality-in-use ]
- [Compatiy N a—
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(Fectom fop ] o)
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Safety/Health
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| Satisfaction
I Reliability 4’_Comfort
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S ETT— L
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Fig.2 Product quality and Quality-in-Use characteristics in the
SQuaRE model

Fig. 1 All elements that com-
posed the framework FAQuiS
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efficiency, freedom from risk, and satisfaction in both spec-
ified contexts of use (context completeness) and contexts
beyond those initially explicitly identified (flexibility).

These characteristics and sub-characteristics are contem-
plated in the quality analysis of FAQuiS through the heu-
ristic estimation of multiple metrics. The designed metrics
are an interpretation based on the description of the charac-
teristics included in the ISO 25010 model. For each of the
characteristics, many features are measured automatically
from the interaction data and models. First, the effective-
ness, since it is related to the accuracy of goals completion,
is measured by the number of key tasks finished and the
amount of concordance between user behaviors and behav-
iors expected by developers. Next, the efficiency, as it is
associated with productivity and resources used, is con-
sidered as the amount of time completing tasks, as well as
the number of actions and interactive spaces needed. The
freedom from risk is represented by the frequency and
impact of user interactions that imply some risk for the user
(if any), split into economic, safety, or environmental types.
The satisfaction is estimated through the sub-characteristics
considered in the standard: (i) comfort, by indicators of ease,
such as repetition of actions and system customization; (ii)
pleasure, by indicators of personal needs fulfillment (acquir-
ing new skills and providing personal identity) and tendency
to continue the interaction with the system (in different ses-
sions, with user input); (iii) trust, by proof of confidence in
the system and its intended behavior, such as usage of all
available tools, repetition of risk interactions, and lack of
delay in the execution; (iv) usefulness, by the amount of
activity (tasks, actions, spaces) in the user interaction, as
well as the number of successful responses from the sys-
tem. Similarly, the context coverage is estimated through
its sub-characteristics: (i) context completeness, measuring
all previous metrics for each intended context of use (if any);
(i1) flexibility, measuring all previous metrics for unexpected
or unidentified contexts of use (if any).

In addition, the chosen metrics can address other charac-
teristics suitable for ubiquitous systems mentioned in Sect. 2
(context awareness, mobility, transparency), as they are com-
puted for all dynamic contexts (context coverage) or take
into account the implicit responses by the system. For more
detailed description about all metrics used, see Table 4.

3.2 Models and metamodels

We use a set of models to represent the context of the inter-
action in a CASS. According to the definition of context of
use, we can say that the context is formed by the user, the
tasks, the technological equipment (hardware, software, and
materials), and the physical and organizational/social envi-
ronment in which a product is used. Based on this definition,
we consider a task model to represent all actions supported

by the system, a user model for the user traits and skills, and
an environment model composed of the other aspects that
affect the interaction: the physical context, the organizational
context, and the technological context. All these models
represent entities that influence the process of interaction
in CASSs. By using these models, we obtain a machine-
readable specification of the CASS domain information,
encapsulate the factors of each entity in the interaction, and
interpret data from the log repositories.

FAQuiS process the previous models for analyzing the
user interaction by its context. These models require a meta-
model to be instantiated from, which will define some of the
generic attributes of any CASS: the actions and tasks in the
system, the traits of the users’ community, and the condi-
tions of the context. The metamodels allow generalizing this
framework to any particular application as they establish
common templates for each model that can be adapted to the
requirements of a CASS. We show in Fig. 3 a simplification
of the context metamodel, including the elements and rela-
tions of all models. Each of the models is detailed along with
its key elements in the following sections.

3.2.1 Task model

We use a task model in our framework to analyze the activity
flow and to represent the different actions supported by the
CASS. Task analysis is a technique widely used in the field
of Human-Computer Interaction to model user behavior.
The models are hierarchical structures that decompose user
tasks into sequences of small activities. These structures do
not include elements of the user interface that supports the
actions. Moreover, the models are designed before building
the user interface. They are useful to know how users carry
out their tasks, but they do not model any implementation
details of the system.

Following this direction, we propose a task metamodel
that allows different abstraction levels and task composi-
tion by means of a hierarchical tree structure. In the tree
structure, the root represents the system itself, and children
nodes represent activities or subtasks of the parent node that
can be related by sequential constraints or choice constraints.
The leaf nodes (the most concrete level) represent the actual
interactions in the system, the ones that should be recorded
in the log data. These interactions can be regular explicit
actions from the user, or also implicit ones. An implicit
human-machine interaction is “an action, performed by the
user that is not primarily aimed to interact with a computer-
ized system but which such a system understands as input”
(Schmidt 1999).

In the task model, each task (a node in the tree structure)
can indicate or include different elements such as its task
type, relation to user interests, if it needs certain skills or
user inputs, and if it can be executed repeatedly.
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Fig.3 Context metamodel of
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— Task type: Classification according to the actor and the
function of the task. The types considered are (i) user
tasks, problem-solving, comparing, planning tasks that
are carried out by the user only; (ii) system tasks, alert,
feedback, comparison, grouping, visualize, locate, or
overview tasks that are executed by the system; (iii)
interaction task, tasks of selection, edit, control, moni-
toring, response, or configuration where the user and
the system interact; (iv) abstract tasks, other tasks
where neither the system nor the user are involved.

— SKkills: Abilities required to complete the task success-
fully. These could be language skills, technical skills,
or other skills (for example, skills related to the par-
ticular domain of the task or system).

— Required user input: If the task required some addi-
tional input from the user (e.g., text or numeric infor-
mation introduced through a field, multiple selections
in a form).

— Task relation constraints: Existence of dependencies
between subtasks under the same global (parent) task.
In this case, they could be present a sequential rela-
tion (i.e., expected patterns in the interaction) or could
belong to a process of choice (i.e., options for the user).

— TIterative: If the task can be performed repeatedly or
recurrently.

On the other hand, each concrete action (a leaf node in the
structure) can include additional information features such
as associated sensors, risk factors of the action (health,
environmental or economical), and purpose in a collabo-
rative setting.
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— Action type: Classification of the actions according
to the obtained result and the use of a shared context
(collaboration or communication). The types consid-
ered (Duque et al. 2013) are (i) communicative actions,
when users exchange messages with each other; (ii)
protocol-based actions, when users access common
spaces or coordinate tasks; (iii) instrumental actions,
when users modify an artifact in a common space; (iv)
and cognitive actions, when users utilize an element of
a space without modifying it.

— Explicit/implicit: The action might require that the
user interact explicitly, or on the opposite, it may be
captured implicitly (e.g., geolocation captured implic-
itly while the user travels).

— Risk information: Existence of risk in the execution
of the actions, as well as the type of the risk (health,
environmental, economic, or other) and the values of
impact and probability (or frequency) of that risk.

— Sensors: Devices that are used in this action to obtain
information about the environment (e.g., gyroscope,
accelerometer, GPS).

FAQUuiS uses this model to process the task, goals, and
activities structure of the system. Later, this can be
exploited with every user to identify how the system is
used, the task completion exhibited and patterns followed
in their interaction. This model will be unique (instantiated
once by the evaluator) as it represents the task design of
the whole system.
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3.2.2 User model

In FAQuiS, the user model specifies the types of users in
the system according to their different traits. By means of
this model, the evaluator specifies features such as groups
of users by their interests, skills, roles, or any other charac-
teristic included in the user metamodel that may be relevant
in the use of a system.

— Personal data: Personal information that could be
studied in the quality analysis (e.g., age group, gender,
nationality).

— Interests: Information related to the preferences or hob-
bies of the user.

— SKkills: Special knowledge or abilities that may influence
the interaction with the system (e.g., language skills,
technical skills, skills related to the system domain).

— Role in the system: The user class when the system
assigns different functions to each user (e.g., adminis-
trator, moderator, content editor, regular).

This set of attributes has the power to describe significant
profiles within the users’ community of the system. Further-
more, as this kind of profile can group multiple particular
users identified by these traits, it works as a representation
of the aggregated users’ data. Thus, the model allows the
framework to identify significant changes in the QinU eval-
uation according to the user type or the skills required to
complete a particular task. This way, it is possible to handle
many users (for example, in Big Data cases) in a summa-
rized structure and avoid the use of sensitive data of particu-
lar users in the quality analysis.

3.2.3 Environment model

Finally, we design an environment metamodel to include
the different contextual aspects that surround the interaction
of the user. The model is divided into three different parts
of the environment information and constraints: physical
context, organizational context, and technological context.
First, the physical context is related to the location where
the interaction takes place. This context is essential to con-
sider features such as how the location and user mobility
influence the interaction, if the system adapts to it, and if
the quality is homogeneous regardless of location changes.

— Location: Geographic place where the interaction hap-
pens that may change over time.

— Outdoor/indoor: If the interaction takes place in a static
closed space or outside.

— Movement: State of motion of the user while the interac-
tion happens.

Next, the organizational context defines the interaction
conditions related to other agents. The objective is to
characterize shared contexts where another person can
interact with the user. This aspect covers social links and
collaboration between users, or assistance when using the
system. These interactions may involve communication
with the user or even modify a space in the system itself.
The Computer-Supported Collaborative Work (CSCW)
research scope generally characterizes systems with func-
tionalities for cooperation between users through two
dimensions: space and time (Penichet et al. 2007). The
features provided by the system must determine if the
shared context between users occurs in the same place
or people are geographically distributed (this is the space
dimension) and if they interact simultaneously or asyn-
chronously (time dimension).

— Social links: Existence of relations or links between
users through the system.

— Collaboration: Context of groups of users that col-
laborate to achieve a common goal.

— Assistance: Availability of assistance when the user
interacts with the system.

— Distribution: If the users interact in the same space
(e.g., building, office, class) or they are geographically
distributed.

— Synchronicity: If the interaction happens simultane-
ously or separates enough over time (asynchronously).

Last, the technological context represents the key features
of hardware, connectivity, portability of the device used,
and software information.

— Hardware: Features of the devices used to interact
with the system (e.g., desktop computer, mobile device,
computer attributes).

— Software: Features related to the Software that could
change the interaction (e.g., Software version, web
platforms, and desktop platforms).

— Sensor: Device that detects changes in the environment
(e.g., GPS, accelerometer, camera).

— Connectivity: Network features used when the interac-
tion takes place (e.g., Wi-Fi signal, connection issues,
connection speed).

— Portability: If the device allows mobility when it is
used.

Through this model, FAQuiS can consider the different con-
texts appearing during the normal interaction of the users.
This is used to recognize the conditions that influence the
interaction over time. Therefore, the framework can identify
relevant differences in the QinU by the conditions of the
interaction when the quality analysis is executed.

@ Springer
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3.3 Methodology

We describe the methodology to apply FAQuiS to evaluate
any CASS. This methodology involves a set of activities
to be performed in order to adapt the target system for the
assessment. The developers or evaluators should conduct
these activities in order to identify the particular conditions
of the system, generate admissible interactions records, and
define requirements for the QinU metrics. These activities
encode the domain knowledge and requirements, generating
the expert input needed for the automation processes. The
framework tools assist in some of the activities and carried
out the automated analysis, providing the QinU results that
evaluators can use for decision-making. Table 5 summarizes
all elements in the proposed methodology: activities, tasks,
input and output of each task, and framework tools involved.
The activities of the methodology are detailed in the follow-
ing sections.

3.3.1 Elicitation of the context conditions

The first step of the methodology is to identify the particular
aspects or circumstances of the context that are, or could be,
relevant for the interaction with the system. We as evaluators
need to establish the essential and influential conditions of
the environment in the CASS that will be evaluated, since
irrelevant factors will increase the complexity to interpret
the QinU analysis later on. Following the aspects of Context
of use that are specified in ISO 9241 (International Organi-
zation for Standardization 2010; Maguire 2001), we consider
the information of the environment model that will play an
important role in users’ interaction to define the context. For
example, the conditions of physical context should be con-
sidered if the CASS exploits the user geolocation, implicitly
or explicitly; an analogous case for the organizational con-
text if there is collaboration or distribution between users.
On the other hand, conditions that are not pertinent or unre-
lated should be omitted. In addition, we should consider the
users’ characteristics and the system itself (tasks and goals)
as well. The factors considered should be aligned with the
metamodels introduced in Sect. 3.2. From this activity, the
output will be a set of context requirements needed to instan-
tiate the metamodels.
This activity can be divided into the following tasks:

1. Identify all the tasks and actions supported by the sys-
tem.

2. Identify the relevant user characteristics (age, gender,
skills, roles).

3. Identify the existence of relevant conditions in the tech-
nological context (hardware, devices, connectivity, soft-
ware versions).

@ Springer

4. Identify the existence of relevant conditions in the physi-
cal context (use outdoors, dynamic changes over time).

5. Identify the existence of relevant conditions in the
organizational context (social links, collaboration, syn-
chronicity, assistance).

3.3.2 Instatiation of the models of context

Once the context conditions are identified, the models of
context should be instantiated following the respective meta-
models (user, tasks, environment). For this activity, we can
use the model instantiation tool (Sect. 3.4), as well as the
document of context requirements generated in the previous
activity, in order to indicate all factors elicited earlier. The
model instantiation tool will provide a graphical representa-
tion of the metamodel, as a form, that can be filled out. In
this step, multiple factors of the environment can be speci-
fied (like multiple contexts present in the interaction) along
with the identifier that will represent this set in the log (see
next task). Some aspects of the environment model (physi-
cal, organizational and technological) could be unused if
none of their factors are applicable. Also, multiple user pro-
files with different traits can be described by the user model.
On the other hand, only one task model must be instantiated
(as the tree structure).

As aresult of the activity, the evaluator defines the mod-
els for tasks, users, and the environment with all the dimen-
sions relevant for the particular CASS. Thus, some dimen-
sions can be omitted if they do not play an important role
in the system (e.g., if the system is not influenced by the
location of the user). The main goal is to generate the most
complete representation of the context possible to achieve
an accurate QinU analysis.

3.3.3 Definition or adaptation of the log records

We must consider the operation of log generation in the
design (or adaptation) of the software system in order to
collect the data necessary for the QinU analysis. Therefore,
it is required to decide what variables will be captured in
the CASS that are influential for the assessment. Then, the
structure of the event log has to be defined with the expected
format. In this case, some variables are essential to apply
FAQuiS: a user identifier, a task identifier, and the times-
tamp of the interaction. More variables can be included as
well to recognize relevant sets of context states in the inter-
action. The variable types for the log records are shown in
Table 1.

For this activity, we use the models instances to iden-
tify the variables of context factors that must appear in the
event log. Once it is established the log structure, we should
include the respective software requirements to allow the log
generation in the CASS. The software should be designed
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Table 1 Different fields that can
be specified in the model of log

Variable

Description

User
Date-time
Action
Context factor

Identifier of the user of the interaction event
Timestamp of the moment of the interaction event
Identifier of the action performed by the interaction event

Identifier of a context factor from the physical, organiza-
tional or technological dimension present in the interac-
tion event

and implemented, or adapted in case of an already built sys-
tem, considering these new requirements. In addition, we
can use the model instantiation tool (Sect. 3.4) to create a
log model to allow processing the log data. After completing
the activity, the software system generates log records that
are essential for the assessment in FAQuiS, and a log model
is instantiated to identify the relevant and required variables.

1. Selection of variables captured in the logs.
2. Design and adaptation of the system to generate the logs.
3. Instantiation of the log model.

3.3.4 Elicitation of the target QinU indicators

In order to understand the goodness of the QinU analysis,
the optimal QinU measures should be elicited. This set of
values, defined by the developer or evaluator, will form an
ideal case of the QinU metrics (Sect. 3.1) to be compared
with the real cases extracted from the data. To this aim,
FAQUuiS provides, through the instantiation tool, a metrics
model to deactivate and select the suitable metrics and to
describe this ideal case (Sect. 3.4). We establish the opti-
mal values according to the context conditions of the initial
activity and the goals chosen for the users in the system.
This will allow the framework to evaluate the QinU metrics
obtained in the analysis according to the divergence from
these target values. The resulting specification of the optimal
indicators will be further processed by the assessment tool.
The metrics not limited by optimal values will be evaluated
according to the range extracted from log data.

In this step, we also must specify the minimum require-
ments of QinU. These criteria have to be defined for each of
the QinU characteristics: effectiveness, efficiency, satisfac-
tion, freedom from risk, and context coverage. The mini-
mum fulfillment is selected for each characteristic depending
on the software requirements of the particular system. Once
the QinU analysis is executed, the automatic comparison
between the metrics obtained and the ideal case (defined
in the metrics model) computes the degree of fulfillment of
each QinU metric. Using the minimum requirements defined
in this activity, we can verify the QinU characteristics that
do not meet our earliest requirements.

1. Select the suitable QinU metrics.

2. Elicitation of the optimal values for the metrics.

3. Specification of minimum requirements of QinU char-
acteristics.

3.3.5 Execution of the QinU analysis

In this step, the evaluator executes the QinU analysis using
the assessment tool (Sect. 3.4) of FAQuiS. Here, the follow-
ing inputs should be provided: the log data of the CASS, the
log model created and all models of context instantiated. The
assessment tool will process these inputs to carry out the
automatic procedures: computing the needed QinU metrics,
identifying the different user profiles, and extracting patterns
of user behavior. The tool generates the results of the analy-
sis as output. These results present QinU estimated values
and their associations with profiles of behavior or context
features. Also, the tool creates charts automatically adapted
to the data and results dimension.

3.3.6 Interpretation of the QinU analysis

As the final activity of the methodology, we must interpret
the results of the QinU analysis extracted by the assessment
tool of FAQuiS. In this case, the tool provides: (i) numeric
results and charts of the QinU metrics for each user profile,
and the divergence to the ideal case; (ii) relevant context
conditions in each profile; (iii) state-machine representations
of action and context changes for each profile.

From these outputs, we must evaluate the causes of the
QinU problems that the CASS exhibit. The first output
shows us the fulfillment of our requirements of QinU in
relation to the ones met by the system, the quantification
of each QinU characteristic, and the differences of QinU
indicators between each profile. The second output presents
common features of context for the profiles, which might
point at problematic factors for the CASS (e.g., unrecog-
nized context, lack of adaptability, design flaw). The third
output presents the behavior of a profile by the changes
between actions and contexts. Resulting from these, we
should define new action plans to improve the system to
resolve those problems for QinU assurance.
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3.4 Tools and procedures

The framework includes several tools to assist the evaluator
with the specification of model instances and target QinU
values, as well as to execute the automatic QinU analysis
and visualize the results. Figure 4 presents a diagram of the
use of the tools along with the associated input and output
elements. In the next sections, we describe the specification
tool and the tool for the QinU assessment.

3.4.1 Specification tool

FAQUuiS includes a tool for model instantiation with the
aim of generating the required input specifications for the
assessment process: the context models, the log model,
and the metrics model (from activities of the methodology
Sects. 3.3.2, 3.3.3 and 3.3.4 respectively).

The tool for model instantiation allows the evaluator
generating instances of the context models described in
Sect. 3.2, or the model of log described in Sect. 3.3.3. To this
end, the evaluator can specify the attributes for each model
used in the framework according to the requirements and
context conditions that have been elicited. Also, the evalu-
ator can define a metrics model, described in Sect. 3.3.4, to
deactivate certain metrics or specify ideal values. The objec-
tives of this tool are to generate machine-readable specifica-
tions of the CASS information and to provide the evaluator
a graphic way to indicate this.

This tool uses the respective metamodels (tasks, users,
environment) to represent the specification. Through the user
interface, each of the attributes presented in Sect. 3.2 can be
introduced into the respective model. Regarding the model
of log (i.e., the set of variables to be processed in the log
processing), the evaluator specifies each of the fields in the
interaction records that identify user, date and time, and any
particular context state or environment information. Table 1
shows all variables types that can be defined. Through the

Fig.4 Use of the tools of
FAQuiS

metrics model, it is possible to indicate the optimal QinU
metrics (Sect. 3.1) that should be expected for a CASS. In
this case, the evaluator can deactivate metrics and select only
the relevant ones for a particular system. After this, the tar-
get values can be specified after the requirements obtained in
the previous elicitation. This set of values defined an “ideal
case” of use of the CASS. The assessment tool uses this set
as the goal for the QinU analysis. Finally, the tool checks
any invalid values and inconsistencies in any of the models
created before generating the specifications that are used as
input for the assessment tool.

3.4.2 QinU assessment tool

The tool for the QinU assessment is the one responsible
for the analysis of the QinU characteristics from the data.
This tool receives as input the target metrics and models
(user, tasks, contexts, and log description) from the previous
tool, and the log records from the CASS. By means of these
inputs, the tool assesses automatically the QinU of the sys-
tem, using machine learning techniques such as probabilistic
modeling, clustering, and pattern extraction, and provide the
analysis results to the evaluator (activities Sects. 3.3.5 and
3.3.6 of the methodology). In order to perform the QinU
analysis, the tool takes the following steps: (i) preprocessing
the log data and model updating; (ii) estimation of the QinU
characteristics; (iii) user profiling by their QinU results; (iv)
analysis of the QinU profiles; (v) generation of the results
(values, patterns, and charts).

First, the tool processes the models instances pro-
vided. Through these models, the tool is able to handle
the CASS structure and the usage exhibited by the user
(task model), collect the singular traits of the user (user
model), and interpret the different context dimensions
that change or have an impact on the user interaction
(environment model). Next, motivated by the process dis-
covery techniques of Process Mining, the tool processes
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the log registers and discovers significant features of
the users’ activity (previously studied in (Salomén et al.
2019)). Through this phase, we build Markovian struc-
tures (Weighted Finite Automata or WFA (Droste et al.
2009)) by computing pseudo counts of actions and context
changes and training them through the Maximum A Pos-
teriori (MAP) estimation method. These structures model
the transitions (as directed arcs) between states or actions
and use the estimated probabilities as weights. Thus, we
capture the activity and behavior patterns in these struc-
tures with a probabilistic approach. As a consequence, the
weights can be used to extract the most relevant patterns
(i.e., most frequent and probable ones).

Next, the tool computes QinU indicators to quantify qual-
ity characteristics (effectiveness, efficiency, satisfaction,
freedom from risk) within all context states (context cover-
age). Therefore, we use heuristic functions composed of sets
of metrics (described in Sect. 3.1 and detailed in Table 4) to
estimate the QinU characteristics from the data, the models,
and the patterns extracted. The estimations are scaled using
ideal values of the metrics model (optionally indicated by
experts) and ranges computed from the log data. This step
outputs vectors of QinU normalized values for each user in
the data.

After the QinU metrics are computed, the tool applies
unsupervised learning to identify profiles in the users’ com-
munity. Thus, users are grouped by similar values of their
QinU vectors using a clustering technique [choosing between
K-Means++ (Arthur and Vassilvitskii 2007) or Hierarchi-
cal Agglomerative (Miillner 2013)] with Euclidean distance.
The number of groups is chosen automatically according to
the optimal values of the Silhouette score, Calinski-Hara-
basz score, or Davies-Bouldin score (Liu et al. 2010). Again,
we build WFAs to discover the combined behavior patterns
for each extracted group of users as a whole. These state-
machine models enable the analysis of patterns of global
interaction with a graphical representation.

Then, we can analyze the obtained profiles using super-
vised learning techniques to extract relevant features in them.
For this, the tool performs feature selection from all context
factors and user traits in the profile by means of information
entropy, and ensemble classifiers (Random Forest with Gini
criterion) (Saeys et al. 2008). In this process, we train the
ensemble models to classify interactions by their associated
QinU profile (the target class), extract the important features
in the classification, and filter the irrelevant ones based on
information entropy of their variance. This step allows the
tool to rank the factors’ influence and recognize possible
causes of QinU differences between the profiles. This way,
if a factor or condition appears significantly in a profile, it
could be related to the QinU problems of the profile (e.g., a
user profile with lower efficiency could be correlated with
certain context states or the lack of certain user skills).

Finally, the tool presents as output the estimated QinU
characteristics and their fulfillment, the possible causes of
QinU loss, and the graphical representations of interaction
obtained from the WFAs. Figure 5 shows the complete flow
of the QinU analysis performed by this tool.

4 Case study

The case study method was applied to validate the impact
of our proposal in the context of a project of a real soft-
ware development company. A case study is “an empiri-
cal inquiry that investigates a contemporary phenomenon
in depth and within its real-life context, especially when
the boundaries between phenomenon and context are not
clearly evident” (Yin 2008). Thus, the case study method
was selected because it is aligned with our goal of analyzing
the validation of the proposal in a real environment. For this
purpose, the case study was carried out in the context of a
project of Axpe Consulting, an IT consulting and software
development company.

Axpe Consulting is a certified Testing Maturity Model
integrated (TMMi) organization that takes this model as a
reference to perform test activities. TMMi is a framework
(Vemulapalli 2015) that includes guidelines to carry out test-
ing activities. Axpe Consulting applies these TMMi prac-
tices to test software in each iteration of the development
process. Axpe Consulting is also a certified Capability Matu-
rity Model Integration (CMMI) Level 5 organization (Chris-
sis et al. 2011). CMMI includes process and product quality
assurance. The quality assurance processes of Axpe Consult-
ing had been focused on the internal and external software
quality, but it had not assessed QinU. We considered that
this aspect makes Axpe Consulting suitable to carry out a
case study of the impact of a QinU assessment framework.

[ Input data

N

‘ Data preprocessing ‘

l

Heuristic QinU
estimation

!

User clustering
by QinU values

] [ Input models ]

— QinU metric values
— QinU profiles

Feature selection Pattern learning
for profiles for profiles

| l

Relevant factors Behavior models

Fig.5 Flow of the automated process of QinU analysis (QinU assess-
ment tool)
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A single case was carried out and this can be consid-
ered as unique-holistic according to the classification of Yin
(2008) since it enables us a global study of the impact of
applying the framework in a project of Axpe Consulting.
The goal of the Axpe Consulting project was developing
Collbets, a mobile context-aware application that supports
collaborative sports betting.

The protocol template proposed by Brereton et al. (2008)
was followed to carry out the case study. The goal of the
study is the framework described in Sect. 3. The Main
Research Question (MRQ) of this case study was estab-
lished as follows: Is FAQuiS suitable for carrying out QinU
evaluations of CASSs in software companies? This question
is addressed with an analysis of the support for assessing
QinU of CASSs using the characteristics of the ISO 25010
model and a study of the suitability of the methodology for
guiding companies. Thus, we defined the following Specific
Research Questions (SRQ).

— SRQ1: Is the framework support suitable for evaluating
the QinU of CASSs?

— SRQ2: Is it feasible to apply the framework to measure
the QinU characteristics of the ISO 25010 model?

— SRQ3: Is the framework methodology suitable for guid-
ing companies on carrying out QinU evaluations in real
projects?

The unit of analysis was the methodology and the software
tools of the framework. The participants in the case study
were the company (project manager and users of the frame-
work) and users of Collbets. The data collection techniques
used can be classified as follows (Lethbridge et al. 2005).

— First degree: Interviews with Axpe Consulting partici-
pants to collect qualitative data of the support provided
by the framework and its application to the Collbets
project. Users of Collbets answered questionnaires that
collected data on their perception of the quality of the
application.

— Second degree: The activities of the framework method-
ology generated models and values of the QinU metrics
that were considered as part of the case study data.

4.1 Intervention

This subsection describes the execution of the case study.
The framework methodology is integrated into the software
development process of Axpe Consulting, requiring changes
in three main phases: the elicitation of software require-
ments, the design and construction, and the quality control
once the software is released. The new operations in each
phase are described as follows.
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— Elicitation and analysis of requirements: the context
conditions must be identified and the QinU minimum
requirements according to each characteristic should be
established. Next, the models of context should be instan-
tiated, and the log variables have to be specified.

— Software design and construction: in this phase, the
software design has to contemplate an operation to cap-
ture log records of the expected format, following the
context conditions that have been previously selected.

— Software release and quality analysis: in this phase,
the QinU assessment tool is applied to estimate the QinU
of the software in order to determine quality control. At
this point, the optimal QinU indicators for the assess-
ment have to be elicited to define the ideal case of QinU.
The collected log registers and model instances of the
context are feed into the evaluation tool. Then, the qual-
ity requirements of the QinU model can be analyzed to
verify the degree of fulfillment.

The case study puts all the elements of the framework
into action with the assessment of the QinU of Collbets,
a smartphone application, shown in Fig. 6, that supports
collaborative sports betting. Collbets supports two types of
human-machine interactions: explicit and implicit. Explicit
interactions are those tactile interactions that the user per-
forms with the screen of the smartphone to use Collbets
features for coordinating bets with other users. Implicit
interactions are used to characterize aspects of the user’s
context (location, activity, etc.) and provide services that
are adapted to each context. Collbets manages two types of
implicit interactions to characterize the context of use: (i)
GPS location is used to suggest sports events near the user’s
location and nearby users of the app, and (ii) user inactiv-
ity is detected by the app to adapt the interface actions for
synchronous or asynchronous collaboration.

The system includes two types of mechanisms to react to
different contexts. The first mechanism reacts to the physi-
cal context to suggest sports events near the user’s location
and to detect nearby users of the app and suggest starting
a face-to-face communication to coordinate new bets with
them. The second mechanism reacts to the type of collabo-
ration context (synchronous or asynchronous). Collbets
shows the photographs of all the users who are connected
and the actions they carry out in real-time when a synchro-
nous collaboration context is detected. However, Collbets
displays a summary of the interactions carried out (number
of proposals, number of acceptances and rejections, etc.) in
asynchronous contexts so that after a period of inactivity
the user does not have to review each of the actions carried
out by others.

Collbets includes six main spaces in which the user can
interact: (i) new bets to create a new betting proposal to be
sent to other users, (ii) my bets to know the state of previous
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Fig.6 Collbets application
interface

Collbets

User: rduque 5 new proposals

Connected 12 new messages

Welcome to Collbets

NEW BET MY BETS

PROPOSALS

NEW GROUP

TUTORIAL

(a) Main user interface

user’ bets, (iii) proposals to accept o reject bet proposals of
other users, (iv) chat to talk with other users, (v) new group
to create a group of bettors and (vi) tutorial collects a set
of instructions about the process of carrying out bets with
the app.

In order to apply the framework in the case study, we
follow the steps of the methodology introduced in Sect. 3.3.
Thus, the first task we conduct is the elicitation of the
context conditions according to the tasks, users, and the
environment. First, we identify the tasks and actions that
Collbets supports to manage bets, send messages, and see
sports events. All actions supported by Collbets are shown
in Table 6 with their associated types and risks (none identi-
fied, as there was no real investment for the bets made in the
experiment). These low-level activities, the ones captured
in the log of the system, then compose the tasks of “Send
message”, “Manage group”, “Manage bet proposal”, “Cre-
ate new bet” and “See tutorial”. Next, we consider the user
characteristics that may be relevant in Collbets. In Collbets,
all users had similar traits and skills, no personal informa-
tion was considered relevant, and many users were interested
in sports betting. Afterward, we identify the environmental

Collbets

Collbets

NEW PROPOSAL

CHAT

Rafa Pepe Sergio Rafa Pepe Sergio

£ 8t

Rafa:  The best team is Liverpool

IMATCH: Chealse - Liverpool
[RESULT: 0-3
OTAL STAKE: 30 euros

Sergio: Why don't we put a draw?

Pepe: Ok
Rafa:  Proposal

Sergio: Accept

Pepe: Accept

"MY VOTE WILL BE.." "I DON'T AGREE"
S

(c) Chat

PROPOSAL ACCEPTED

ACCEPT REJECT

(b) Voting panel

aspects of Collbets: (i) in the organizational context we con-
sider the conditions of collaboration between users to com-
plete bets and synchronous or asynchronous interaction; (ii)
we consider the changes in the physical context according to
the GPS location of the users; (ii) we identify technological
contexts in relation to the connectivity status when the app
is used. These contexts are shown in Table 2. Once we ana-
lyze all the context conditions, we instantiate the models of
tasks, users, and the environment using the tool provided in
the framework. This way, we model all the relevant contexts
that should be analyzed as influential factors in Collbets. In
Fig. 7, we show an example of a model instance in the tool
provided. Next, we must define the log structure according to
the variables that are captured in log data. In these records,
six variables are included: timestamp, user identifier, action
identifier, synchronous or asynchronous context, and col-
laboration context. While there are context factors of the app
according to the connectivity and location of the users, in
our collected data we did not register significant changes that
influenced the interaction. Then, the target QinU values are
specified. For this step, QinU metrics based on risk actions
are omitted (see freedom from risk, trust, and usefulness

Table 2 Elicited environment

L Context
factors of the application

Environment aspect

Collbets response

Collbets Organizational

Asynchronous context
Collaboration context

Physical
Technological

Synchronous context

Location context

Connectivity context

Adaptation of the voting panel with images of con-
nected users and actions they carry out

Adaptation of the voting panel based on user history
Users collaborate using actions created to this end
Suggestions for nearby events and users

Connectivity status may influence users interaction
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metrics in Table 4), and the suitable metric values are chosen  estimated for the different profiles and contexts, frequent
according to the scope of the case study: users were asked to  and distinct features of these profiles, and interaction rep-
complete 5 bets during the data collection process. resentations of actions and contexts transitions. Here, we

After applying FAQuiS with the previous inputs, we  include the QinU metrics obtained (Fig. 8a) and metrics in
obtain the following outputs of the analysis: QinU values  each profile (Fig. 9), the metric differences according to the

Fig.7 Collbets task model
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Fig.8 QinU metrics obtained for all users and their satisfaction values expressed in a survey (each point is the value of a single user)
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synchronous context (Fig. 10) and collaboration contexts
(Fig. 11), and fragments of the relevant patterns of interac-
tion (behavior structures) from the profiles (Fig. 12). For
the sake of completeness, we also present the satisfaction
values that were collected through a survey from the users
(Fig. 8b). We represent those values within the estimated
QinU profiles, but there are no noticeable differences.

In the charts, we observe the fulfillment measured by
the tool (see Fig. 8a), where most of the profiles do not

QinU = Effectiveness QinU = Efficiency

L e [
focse 2 E: 4

syncronicity

Factor

NoContext

QinU = Usefulness QinU = Trust

syncronicity

Factor

NoContext ] |

000 025 050 0.75

Value Value

1.00 0.00 025 050 0.75

meet minimum requirements. In this case, freedom from
risk was not estimated, as there was no real risk perceived
by the users. From the three profiles recognized by the
QinU assessment tool, we can appreciate the differences
between their QinU values (Fig. 9): users from profile 2
present better values of effectiveness, efficiency, and pleas-
ure; profile 0 capture most of the users in the system with
greater variance in their values but worse results than the
other two.
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Fig. 10 Context coverage metrics estimated for synchronous contexts and no context (i.e., asynchronous cases)
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Fig. 12 Interaction behavior
patterns represented for each
profile. Edge color represent
synchronous (blue) and asyn-
chronous (orange) context. Only
significant patterns (directed
edges) are shown
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Behavior 0 (23 users)

Actions
ai, Accept
a AccessChat
as, AccessMyBets
ag, AccessNewBet
as, AccessProposals
as, AccessTutorial
arz, Reject
ag, SeeSportsEvents
aog, SendBecause
ajg, SendFreeMessage
an, SendProposal
aio, SendWhy

Behavior 1 (4 users)

Actions
a, Accept
ap, AccessChat
as, AccessMyBets
as, AccessNewBet
—I as, AccessProposals
1 :E:ZEZZZ; ae, AccessTutorial
a;, SeeSportsEvents
asg, SendBecause
ag, SendFreeMessage
aio, SendProposal
ai, SendWhy

Behavior 2 (4 users)

Actions
ai, AccessChat
ay AccessMyBets
as, AccessNewBet
as, AccessProposals
— |Elapsed 1 as, Access Tutorial
—— |Elapsed 2 ag, SeeSportsEvents
arz, SendBecause
ag, SendFreeMessage
ao, SendProposal
aio, SendWhy
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FAQuiS identified significant differences in the different
contexts of the app. We can observe in the metrics of the
synchronous context (see Fig. 10) that, in comparison to the
asynchronous cases, the effectiveness, usefulness, satisfac-
tion, pleasure, and trust are greater while there is no signifi-
cant difference in efficiency and comfort. Also, FAQuiS ena-
bled the analysis of the collaboration contexts that appeared
during the interaction (through collaboration groups). Fig-
ure 11 show nine contexts that, while their values are limited
to the interaction during collaboration, exhibit differences
in some of the metrics. It is specifically significant the vari-
ance in the groups (where maximum values are obtained
only by one user by effectiveness or comfort) and the dif-
ference of trust values (where only three groups have values
greater than zero, probably related to the use of more tools
and options of the app).

Finally, the behavior structures (Fig. 12) display the rel-
evant patterns in the chat usage and bet voting, as well as the
contexts of synchronous or asynchronous interaction during
those actions. We can observe that most interactions from
profile 0 were synchronous, while the ones from profile 2
also occur in an asynchronous context. Also, profile 2 does
not include actions to resolve the bet proposals among its
patterns.

4.2 Data analysis and results

This section analyzes the results of evaluating FAQuiS
through the three specific research questions of the case
study.

4.2.1 SRQ1:Is the framework support suitable
for evaluating the QinU of CASSs?

The mechanisms to identify contexts and user activity pat-
terns that are related to certain levels of QinU was one of the
aspects that Axpe Consulting valued the most. According to
the comments of the project team, these models are useful to
identify specific features of the system that must be modified
to improve QinU and to know the influence of the contexts
in the assessment results. More specifically, the project team
highlighted three important elements.

The first element is the graphical visualization of the
activity of user clusters in different contexts. The graphi-
cal representation of how users with similar activity pat-
terns interact in different contexts allowed the project team
to obtain insight into how the system is used and the impact
it has on QinU. The project team argues that these graphi-
cal visualizations helped them to interpret the impact that
context changes have on the QinU of Collbets.

The second element is the organizational dimension of
the context. Axpe Consulting traditionally had conceived
that the main variables of the context are the user’s location

and nearby devices that can be connected. However, the
project team considered that was essential to include other
users as entities of the context. This is a consequence that
the current systems usually integrate features for collabora-
tion and communication. In these systems, the activity of
a user is influenced by other users who share a collabora-
tive context. For example, the project team concluded that
the most important finding of the QinU evaluation is that
Collbets should include new mechanisms that discriminate
synchronous and asynchronous collaboration contexts and
adapt the system functionalities to each case.

Finally, the last highlighted element is the context mode-
ling. Framework support for modeling contexts of use played
an important role in the Collbets evaluation process. This
support allowed the project team to have the flexibility to
define which elements of the context (location, other users,
etc.) should be considered to study their impact on the QinU
of Collbets. For the project team, this support is suitable to
model the contexts that the system under evaluation must
cover and later verify the levels of QinU in each of them.

After analyzing these data from Axpe Consulting, we can
conclude that the framework is a solution to assess QinU
considering and interpreting the impact that different con-
texts have on the evaluation (SRQ1).

4.2.2 SRQ2:ls it feasible to apply the framework
to measure the QinU characteristics of the ISO 25010
model?

To address this issue, the project team was requested to ana-
lyze the adequacy of the metrics used by the framework
(see Table 4) to quantify the QinU characteristics of the
ISO 25010 (SQuaRE) model. In the analysis, the project
team highlighted different aspects for each of the QinU
characteristics.

Regarding effectiveness and efficiency, the metrics that
quantify these characteristics are considered functional
and adequate. These metrics clearly measure the resources
expended (efficiency) to achieve specified goals (effective-
ness) related to the tasks supported by the system. Moreover,
the project team considers that is feasible to apply software
tools to calculate automatically these metrics.

About the context coverage, the project team finds that
the metrics quantify the purpose of this characteristic. They
consider that these values should be interpreted with the help
of the relevant profile factors and the graphic interaction
models since they allow us to understand how the system
adapts to different contexts, which is the main purpose of
the context coverage characteristic in the SQuaRE model.

The satisfaction characteristic is related to some hedonic
aspects of the user. For this reason, the project team con-
siders that the most appropriate is that users answer sur-
veys to rate their satisfaction and explain the causes of their
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level of satisfaction. However, the project team values very
positively to complement surveys with the use of FAQuiS
support to calculate automatically metrics of satisfaction
sub-characteristics (comfort, usefulness, pleasure, and
trust). This is justified by the project team in that FAQuiS
support calculates metrics that allow us to identify situa-
tions indicative of satisfaction problems that are not reported
by the users (for example, users that delete an app of their
smartphone shortly after downloading and installing it, but
without using the surveys to communicate the low satisfac-
tion experience).

The freedom from risk characteristic is treated by FAQuiS
as a particular perception of the user about the risks from
using the system. This user perception does not involve a
systematic assessment of the security of the system. The pro-
ject team considered that the metrics of these characteristics
are a positive complement to the systematic security test car-
ried out by Axpe Consulting. The project team emphasizes
that security tests are essential to verify that the perception
of unacceptable risk mitigation is due to vulnerabilities of
the system instead of, for example, flaws of the user interface
to inspire confidence in carrying out certain tasks.

We can conclude from the analysis of the data provided
by the project team, the Collbets users, and the metrics cal-
culated in the case study that it is feasible to apply the sup-
port of the framework to quantify the QinU characteristics
of the SQuaRE model (SRQ2). Moreover, QinU profiles,
graphic interaction models, and security tests must be used
as complements to help the project team interpreting the
values of the QinU metrics.

4.2.3 SRQ3:Is the framework methodology suitable
for guiding companies on carrying out QinU
evaluations in real projects?

The application of the framework to the Collbets project
allows us to verify that it can be used by companies to carry
out QinU evaluations. The review of related works (Sect. 2)
shows a lack of technological support to carry out QinU
evaluations adapted to each system and also considering the
influence of the context on the QinU. The framework tools
enable QinU evaluations that are directed by models of the
context in which users interact with the system.

The framework methodology includes a set of activi-
ties that were performed by the project team to evaluate the
QinU of Collbets. The project team did not replace those
activities applied previously by Axpe Consulting during the
software development processes. The new activities of the
framework methodology were added to those previously
considered by Axpe Consulting in the phases of require-
ment analysis, design, construction, and quality control.
This ease the integration of the framework methodology in
the company. In summary, the application of the framework
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and information provided by the company allows us to con-
clude that the methodology was suitable for guiding the pro-
ject team on carrying out the QinU evaluation of Collbets
(SRQ3). Additionally, the project team gained insight about
the methodology activities to design the ideal case (i.e., opti-
mal QinU metrics) and to generate log traces.

One of the most innovative activities for the company
was the definition of the ideal case. According to the project
team, the ideal case method involves a very novel effort to
specific target values of the QinU metrics during the phase
of requirement analysis. This novel task requires additional
effort by the project team and the stakeholders to elicit these
requirements. However, the project team argued that this
effort is justified by the advantage of having an objective
interpretation of QinU metrics values based on the degree
of similarity with a case considered ideal by experts, devel-
opers, or evaluators, to carry out an activity in a specific
context.

Finally, the project team pointed out that Axpe Consult-
ing also provides software quality assurance outsourcing ser-
vices. To apply the framework in these services, software
maintenance activities must be carried out to integrate log
generation features into an already built system. Most sys-
tems do not usually generate log files with the level of detail
required by the framework. For this reason, this maintenance
activity may be the one that requires the most effort to apply
the framework to already built systems.

4.3 Validity threats

Threats to the validity of the case study are analyzed below
according to the four dimensions of validity specified by
Runeson et al. (2012): construct validity, internal validity,
external validity, and reliability.

Construct validity. The framework takes the SQuaRE
model as the reference standard to assess QinU characteris-
tics. This avoids discrepancies in the purpose of the QinU
assessment as the standard is widely accepted. Moreover,
the researchers held meetings to explain how each of the
activities of the framework methodology was applied and
clarify the goals of the research. Therefore, these meetings
can be considered as a means of avoiding doubts about the
framework support and the research questions.

Internal validity. To avoid other factors affecting the case
study, Axpe Consulting had personnel dedicated exclusively
to apply the framework to assess the QinU of Collbets. This
enabled the team of Axpe Consulting to avoid time restric-
tions and sharing resources from other tasks.

External validity. The case study has selected Axpe Con-
sulting as a representative software development company
that had not considered QinU in its evaluation processes.
Therefore, the results of this case study can be considered of
interest for companies with these characteristics. Moreover,
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the process of applying the framework can be generalized to
other companies. The two main tasks to adapt the framework
are (i) to instantiate the framework models and (ii) to incor-
porate mechanisms in the software systems to generate log
files with the interactions of the users in the format followed
by the framework.

Reliability. The case study has included a set of docu-
mented and structured activities to apply the framework and
a set of research questions. These activities and questions
do not depend on the researchers participating in the case
study. Therefore, it is estimated that the case study and its
results should be similar. The differences in the results of
a new case study could be caused by a modification of the
characteristics of the company or a combination in the sys-
tem whose QinU is evaluated.

5 Discussion

FAQUuiS offers a solution for assessing the QinU in any soft-
ware system or CASS. This framework uses several tech-
niques from machine learning and process mining to gener-
ate automatic analyses of the QinU based on log data and
domain specification. In this process, the quality character-
istics from ISO SQuaRE (2011) are considered to estimate
QinU values. FAQuiS includes specific activities and tasks
that experts (e.g., developers or quality evaluators) need to
carry out in order to apply the framework to any use case.
This framework has been validated by its impact and integra-
tion in the software industry, conducting a case study in an
actual software development company.

This work takes the approach proposed and evaluated in
(Salomén et al. 2019) as groundwork. In the latter work,
probabilistic models of behavior were discovered from
log data and then correlations between QinU metrics and
behavior clusters of users were studied. In FAQuiS, this
idea has been expanded to generalize the approach to any
CASS by integrating expert input and context modeling. The
QinU analysis has been improved with many more metrics
to measure QinU characteristics and with the extraction of
patterns in contexts and quality profiles. FAQuiS incorpo-
rates a methodology and implemented tools to include the
QinU assessment in software companies without requiring
big efforts of implementation and integration.

In this research, a validation approach of FAQuiS is pre-
sented according to its impact and integration in the industry.
This is done via a case study in the company Axpe Consult-
ing. For this evaluation, Yin’s methodology (Yin 2008) and
Brereton’s template (Brereton et al. 2008) for case study
protocol is followed in order to assess the application of
the framework in a software project. This approach is con-
venient for the proposal since it is intended to be applied
by software companies in their development processes. The

main research question is established, about the suitability
of FAQuiS to evaluate QinU of CASSs in companies, as well
as several specific research questions, concerning: (1) the
QinU evaluation in CASSs; (2) the feasibility of the QinU
quantification; and (3) the suitability for guiding compa-
nies in actual projects. The validity of FAQuiS is verified
(Sects. 4.2 and 4.3) with the aim of be integrated in actual
software development projects. This case study also gives
insight into the ease of integration and little effort in order
to apply the solution in the industry.

FAQUuiS provides many advantages for the QinU assess-
ment problem in relation to previous works. Table 3 presents
a comparison to the existing studies relevant for the problem.
The comparison takes into consideration several features of
the approaches that have been key in FAQuiS design and are
described in the list below.

i. FAQuiS is valid for application in CASSs, as it evalu-
ates the context coverage and can analyze the context
changes with the model representations. Many related
studies are applied to CASSs and consider context
changes, but just a few are focused on testing these
systems (Augusto et al. 2019; Ben Ayed et al. 2016;
Erazo-Garzon et al. 2021).

ii. FAQuiS is intended to be general-purpose in order to
be applied to any software system. This is achieved by
the domain (environment, tasks, users) specification
from experts required as input. A few proposals are
intended to be adapted to the specific case by select-
ing the suitable measures or metrics (Rana and Staron
2015; Rauschenberger et al. 2013; Seffah et al. 2006),
or even calculating the importance weight for each
metric (Kim and Kim 2019). The approaches based on
user reviews (Atoum 2020; Jiang et al. 2019; Leopai-
rote et al. 2013; Qian et al. 2016) have the potential
for generalization, but the adaptation process is not
analyzed nor described. Also, (Augusto et al. 2019)
describes a generalizable approach, but it is oriented
to test context aspects (of CASSs) specifically.

iii. The industrial validity of FAQuiS is tested with a
case study in an actual software development com-
pany. This has provided insight into the framework
impact and integration for the industry. Some related
approaches mention the integration in the industry
(Hynninen et al. 2018) or even describe application
methodologies (Fogli and Guida 2018; Rauschen-
berger et al. 2013), but there are no validation analyses
about the impact and required effort.

iv. FAQuiS evaluation of QinU is based on an ISO stand-
ard, as it measures all QinU characteristics defined in
the ISO/IEC 25010 SQuaRE. There are related stud-
ies based on this standard or others (such as ISO/IEC
9126-4), and some of them partially as not all QinU
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Table 3 Comparison of

QinU evaluation methods
taking into consideration: (i)
validity for Context-Aware
Software Systems (CASS);

(ii) evaluation with general-
purpose (i.e., independent of
the system that is evaluated);
(iii) its industry application/
integration is tested; (iv) based
on ISO Quality standards and
specifications; (v) based on
model representations of the
user and context of use; (vi) use
of data-driven techniques for
automation such as machine
learning (ML) or data mining;
(vii) use of process mining
(PM) techniques with event

log data

Research work

CASS

ii iii iv \% vi vii

General Industry ISO Models ML PM

Al-Nanih et al. (2009)
Alnanih et al. (2013)
Alshareet et al. (2018)
Atoum (2020)

Augusto et al. (2019)

Ben Ayed et al. (2016)
Erazo-Garzon et al. (2021)
Fernandez et al. (2009)
Fogli and Guida (2018)
Gadler et al. (2017)
Hynninen et al. (2018)
Jiang et al. (2019)

Kim and Kim (2019)
Leopairote et al. (2013)
de Medeiros et al. (2004)
Orehovacki et al. (2013)
Osman and Osman (2013)
Qian et al. (2016)

Rana and Staron (2015)

Rauschenberger et al. (2013)

Salomén et al. (2019)
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Souza-Pereira et al. (2021)
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The marks (v') and (x) indicate if the approach fulfills the feature completely or partially respectively

characteristics are used. Most of the approaches are
inspired by standards and then create custom quality
models (Al-Nanih et al. 2009; Alnanih et al. 2013;
Orehovacki et al. 2013; Osman and Osman 2013) or
evaluate a subset of the QinU characteristics (Atoum
2020). Also, some approaches infer the QinU charac-
teristics from the content in text comments (Atoum
2020; Jiang et al. 2019; Qian et al. 2016) instead of
considering the standard specifications. Leopairote
et al. (2013) build an ontology of the quality terms
in order to include the standard descriptions. Finally,
other proposals select or design metrics based on the
standard QinU descriptions (Alshareet et al. 2018;
Ben Ayed et al. 2016; Hynninen et al. 2018; Rana and
Staron 2015; Seffah et al. 2006; Souza-Pereira et al.
2021) like FAQuiS approach.
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This framework is based on model representations
of the user behavior and context changes that are
exploited for the QinU analysis. This makes it possi-
ble to consider the patterns of context and user activity
in the QinU evaluation. The only study (except for
preliminary work in (Salomén et al. 2019)) following
a similar approach for the QinU assessment is (Ben
Ayed et al. 2016), which uses a context model to con-
sider contextual data. While the process mining stud-
ies exploit this kind of model, they do not aim for a
QinU evaluation.

FAQUuiS’ proposal apply machine learning techniques
in order to automate the QinU analysis. These tech-
niques are probabilistic modeling of the user patterns,
clustering of user QinU metrics into profiles, and fea-
ture selection for relevant factors of the context. There
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are many other studies applying machine learning and
data mining approaches for automation and knowledge
discovery. These are mostly based on natural language
processing and sentiment analysis of user reviews
(Atoum 2020; Jiang et al. 2019; Leopairote et al.
2013; Qian et al. 2016), but also pattern recognition
and classification of metrics (Rana and Staron 2015)
or neural networks for metric classification (Alshareet
et al. 2018). All process mining studies are considered
as data mining approaches as well.

vii. FAQuiS use a process mining approach by using
log records to discover Markovian structures of user
behavior and to estimate the QinU characteristics.
There are many referenced studies that apply process
mining approaches to discover models of user activity
and behavior. Among these, (Gadler et al. 2017) also
applies Markovian structures (Hidden Markov Mod-
els). However, there are not any studies addressing the
QinU assessment with these techniques.

Through these previous aspects, it is highlighted the con-
tribution of the proposal to the research topic. FAQuiS
introduce some novelties and has advantages in comparison
to the current state-of-the-art proposals, such as general-
purpose, context integration, and partial automation for the
QinU assurance process. Nevertheless, there are still some
open challenges in this line of research. In this regard, it can
be pointed out the limitations of flexibility and interpretabil-
ity of the QinU evaluation, more mechanisms for problem
identification and correction (i.e., causes of the QinU defi-
ciencies), and means to detect relations between satisfaction
surveys and estimated metrics. Because of this, future work
should be aimed towards these challenges.

6 Conclusions

Software quality models incorporate characteristics related
to the QinU that are focused on how a system covers differ-
ent contexts. These characteristics are of particular relevance
in the field of CASSs, which collect information from the
context to adapt the features and services. This motivated
our work to build FAQuiS, a model-based framework for
assessing QinU considering the influence of the context.

FAQuiS is made up of a set of metamodels, a methodol-
ogy, and support software tools. The metamodels define the
structure that must follow a set of descriptive models of the
system, the user types, and the environmental factors. The
methodology includes a series of activities and tasks that
guide FAQuiS users on how to carry out QinU evaluation
processes directed by these models. The support tools enable
the creation of the specific models and process reposito-
ries with the user actions in different contexts, estimating
metrics that quantify the QinU characteristics of the ISO
25010 standard. In addition, these tools discover models of
the behavior of the users in the interaction contexts and user
profiles characterized by their QinU metrics and relevant
factors of context.

Axpe Consulting, a software development company,
applied FAQuiS to assess the QinU of a mobile app that
supports collaborative betting and has context-sensitive fea-
tures. A case study allowed us to evaluate FAQuiS’ impact
in a real environment. FAQuiS methodology was a complete
guide for the company to carry out the QinU evaluation of
the app. The project team incorporated the framework meth-
odology, and they did not have to replace any of the previ-
ous activities of software development or testing process.
The team considered that FAQuiS is a solution to assess the
QinU using the ISO 25010 standard and modeling the user
behavior in different contexts. In addition, the project team
especially highlights the support of FAQuiS for modeling
the different contexts and interpreting the quantitative values
of the metrics.

Future work will be aimed at generating corrective meas-
ures for the detected deficiencies of QinU. Furthermore,
FAQuiS can be made more flexible with tools that allow
evaluators to define their own custom metrics to quantify
QinU characteristics. Also, new case studies will be carried
out in other companies and in projects that develop other
types of CASSs (Internet of Things, Smart cities, etc.).

Appendix

See Tables 4, 5 and 6.
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Table 4 FAQuiS metrics to estimate quality-in-use characteristics

Characteristic Sub-char Metric description

Effectiveness - - Percentage of tasks with instrumental actions completed
- Number of artifacts generated

- Degree of similarity between user patterns and the ones established in the task model

Efficiency - - Number of spaces used
- Negatively, time values obtained for the task completion
- Number of actions executed
- Number of tasks conducted
- Ratio of actions executed in time
- Ratio of artifacts generated in time

Freedom from Economic - Summation of interactions with the respective type of risk (economic, environmental or health related)
risk Environment according to their associated probability/frequency and impact
Health/Safety
Satisfaction Comfort - Time values spent conducting tasks that change system settings

- Number of implicit interactions that get an implicit response required
- Number of interactions on the same action (i.e., repetitions)

Pleasure - Negatively, number of tasks that require user input and the user interrupts them
- Tendency to repeat tasks that require user input in different sessions
- Percentage of tasks successfully finished that require new skills to the user
- Variance in execution time between different sessions of tasks that require new skills to the user
- Tendency to resume interrupted work sessions

Trust - Negatively, number of tasks that include risks and the user avoids executing
- Number of tasks that include risks and the user executes repeatedly

- Patterns of actions that do not follow the sequence of the task model because of an unexpected response
from the system

- Negatively, time values exhibited for executing tasks that include risks

- Percentage of finished tasks started in all work sessions

- Negatively, number of “backward” actions executed

- Number of executed actions that require a (collaborative) response from another user

- Time values obtained when executing actions that require a protocol response from another user
- Number of implicit actions that require a response from the ubiquitous system

- Negatively, time lapses obtained from implicit interactions that require a response from the ubiquitous
system

Usefulness - Number of tasks that include actions with risks or instrumental type and are repeated in different sessions
- Number of patterns with a successful response of implicit interaction
- Percentage of tasks finished
- Percentage of actions used
- Percentage of spaces used
- Percentage of system actions in relation to user actions
- Percentage of tasks that are successfully performed by the user with support of implicit system responses

- Percentage of tasks that are successfully performed by the user with protocol support (i.e., includes any
protocol-based action)

Context Completeness - All of the above metrics for each context

coverage Flexibility - All of the above metrics with unrecognized context
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Table 5 Methodology overview of FAQuiS connecting the elements of the framework

Activity

Specific tasks

Input

Output

Tool

Elicitation of the context condi-
tions

Instantiation of the models of
context

Definition or adaptation of the
log records

Elicitation of the target QinU
indicators

Execution of the QinU auto-
mated analysis

Interpretation of the QinU
analysis

Identify all the tasks and actions
supported by the system

Identify the relevant user char-
acteristics

Identify the existence of relevant
conditions in the technological
context

Identify the existence of relevant
conditions in the physical
context

Identify the existence of relevant

conditions in the organiza-
tional context

Specify tasks and attributes of
the system

Specify users and their relevant
traits

Specify environment factors
along organizational, physical
and technological dimensions

Selection of variables captured
in the logs

Design and adaptation of the
system to generate the logs

Instantiation of the log model

Select the suitable QinU metrics

Elicitation of optimal values for
the metrics

Specification of minimum
requirements of QinU charac-
teristics

Visualization and analysis of the
results

Decision-making for QinU
improvement

Domain knowledge
Domain knowledge

Domain knowledge

Domain knowledge

Domain knowledge

Context elicitation
Context elicitation

Context elicitation

Context elicitation
Log requirements

Log requirements

Domain knowledge
Domain knowledge

Domain knowledge

Log data, All models

QinU results, QinU require-

ments
QinU insights

Context elicitation
Context elicitation

Context elicitation

Context elicitation

Context elicitation

Tasks model
Users model

Environment model

Log requirements
Log data

Log model

Metrics model
Metrics model

QinU requirements

QinU results

QinU insights

Action plan

Model instantiation
Model instantiation

Model instantiation

Model instantiation

Model instantiation
Model instantiation

QinU assessment

QinU assessment
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Table 6 Actions in the
application Collbets from the
case study presented

App Space Action Description Action Type Risk
Structured chat Access to this space Cognitive -
Send a free message Communicative -

Proposals

New group

New bet

My bets
Tutorial

Send a “Why...” message

Send a “Because” message

Send a “I think that” message
Send a “I don’t agree” message
Send a “The best team is” message
Send a “My vote will be” message
Suggest predefined messages
Access to this space

Reject a proposal

Accept a proposal

A proposal was accepted by the group
A proposal was rejected by the group
New Name

Add a person

Select a group

Rename a group

Send an invitation

Accept an invitation

Reject an invitation

See sports events

Access to this space

Send a proposal

Access to this space

Access to this space

Communicative
Communicative
Communicative
Communicative
Communicative
Communicative
- (System)
Cognitive
Protocol-based
Protocol-based
Cognitive
Cognitive
Protocol-based
Protocol-based
Protocol-based
Protocol-based
Protocol-based
Protocol-based
Protocol-based
Cognitive
Cognitive
Instrumental
Cognitive
Cognitive
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