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Abstract
South Korea invests a budget of trillions in national R&D projects every year, and has achieved excellent performance doing 
so each year. However, since the projects are planned, evaluated, and managed by different departments and institutions, 
duplicate planning and submission leads to insufficient sharing of research results. Currently, the National Technology Infor-
mation Service (NTIS) inspects project duplication based on keywords, which leads to duplicate planning among departments 
and closed management of research results. Since the NTIS builds in centralized systems, the inspection systems supports 
one-way management for duplication checking and information sharing. Therefore, we propose a new platform, called the 
Trusted Information Project Platform (TIP-Platform), for easily checking for project duplication, sharing research results, 
and updating research results. TIP-Platform adopts a new concept for user authority setting, the distributed ledger structure, 
transaction structure, and service. For the adaption, the TIP-Platform uses blockchain technology that performs recording 
and management via blocks by distributing the right to record and managing transactions. This platform makes it easy for 
anyone to view and use project-related information such as research results and duplication review. In this paper, we describe 
how the TIP-Platform can achieve excellent research results through information sharing of a project. This platform needs 
to be based on trust, because it shares information and continually updates information.

Keywords  Distributed system · TIP-Platform · Sharing project information · Sharing duplication project information · 
Distributed ledger · Transaction structure · Blockchain

1  Introduction

According to the World Economic Forum (WEF), block-
chain technology is expected to account for 10% of global 
GDP by 2025. The United Nations Future Report 2050 and 
the top 10 promising technologies of the global IT market 
research organization continue to include blockchain tech-
nology. Blockchain technology has generally been focused 
on financial services such as bitcoin, but it is gradually 
expanding to various services. In this paper, blockchain 
technology is applied to national R&D projects in order to 
derive new services.

Currently, in Korea, national R&D projects are planned, 
evaluated, and managed by numerous departments and insti-
tutions. This means that each organization deals with differ-
ent planning, evaluation, and management tasks. In addition, 
each organization operates a project planning, evaluation, 
and management system, so the project performer must reg-
ister the results of the project according to the type of NTIS 
system. This leads to issues of duplicated planning and sub-
mission, as well as insufficient sharing of research results. 
Information for R&D projects is also important when pro-
posing a national R&D project and sharing the results of the 
projects performed. With project information sharing, better 
projects can be proposed and duplication can be avoided. It 
is possible to reduce the cases of duplication after the pro-
posal. It can also reduce cases where project proposals are 
invalidated. In addition, in the process of research, the scope 
of sharing is set up, and the projects are organized as pri-
vate within the scope of the same project group. Information 
that needs to be shared as a whole, such as the information 
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and the results of the project, is constructed and shared in a 
public manner.

This study aims to use blockchain technology for sharing 
information of national R&D projects based on the charac-
teristics of data openness, security, stability, and efficiency. 
In order to easily share the contents of the national ICT R&D 
project, we propose a platform called the Trusted Informa-
tion Project Platform (TIP-Platform). This platform is based 
on blockchain and can achieve excellent research results 
through information sharing of project.

In Sect. 2, we describe the status of current national 
R &D project management, trends in platforms based on 
blockchain technology and the overall contents of the TIP-
Platform. In Sect. 3, we define the structure and function 
of the TIP-Platform and the service structure. In Sect. 4, 
we describe TIP-Platform’s service process and protocol 
definition. Finally, we describe the ledger and transaction 
structure.

2 � Related work

2.1 � Project management method

Over a 17-year period, 35 ministries conducted 61,280 pro-
jects [Analysis of National R&D Project Survey Results for 
2017 (2018)]. The National R&D project research institute 
conducts surveys on project results and project information. 
The survey target information was conducted on two pro-
ject items (business purpose and project details), 12 inputs 
(research cost, technical classification, research personnel, 
etc.), and six project results (paper, patent, technical fees, 
etc.). This means that about 1,225,600 data were ultimately 
generated based on the number of projects performed and 
the project results. Currently, national R&D projects are 
carried out by about 35 Ministries, and it is difficult to 
share information between them because they store data on 
national R&D project information by ministries. It is neces-
sary to share the information of national R&D project infor-
mation and project results scattered by each ministry. For 
the efficient sharing of information for R&D projects, we 
propose a TIP-Platform to share information and research 
achievements of national R&D projects.

2.2 � Block chain based platform trend

In recent years, blockchain technology has begun spread-
ing into various industries, including the financial industry 
(Kwak 2017; Tapscott and Tapscott 2017). In countries such 
as the US, Japan, and China, blockchain has been adapted 
in various industries. The IDC (International Data Corpo-
ration) predicted that the financial industry can save up to 
approximately 20 billion dollars by 2022 with blockchain 

technology, and McKinsey expects that the financial cost 
savings related to client database management and security 
will reach 23 trillion South Korean Won per year if block-
chain technology is applied in financial systems (Lim et al. 
2018). According to a global market research institution, the 
market size of blockchain technology is expected to reach 
3.1 billion dollars in the world market and 16.9 billion South 
Korean Won in the domestic market by 2021, and 4.1 bil-
lion dollars for in world market and 41 billion South Korean 
Won in the domestic market by 2023 (Lim et al. 2018). This 
shows that the blockchain market is expected to grow rap-
idly. Coinplug, a domestic company, developed a platform 
called “FidoLedger” to which private blockchain technology 
was applied, and is providing various services to financial 
firms and public institutions using data distribution contract 
technology with this platform [www.blote​r.net/archi​ves 
(2018)]. Enigma, developed by MIT, is a blockchain plat-
form that enables joint data operation by participants while 
keeping data completely private. As it is a platform enabling 
data operation while keeping the contents of the data private, 
blockchain technology allows for the safe storage of data 
(2018). BigchainDB provides a database that can expand and 
retrieve while maintaining the characteristics of the exist-
ing blockchain. BigchainDB manages two databases: one of 
them stores the transaction information sent by clients while 
the other adds a block containing the transaction information 
onto a chain and stores it. Consensus is required between 
database nodes for BigchainDB to put transaction informa-
tion into a block, and the BigchainDB Consensus Algorithm 
was developed in a way similar to the existing blockchain 
proof of stake (POS) (2018). Furthermore, IBM developed 
a Bluemix platform based on Hyperledger Fabric, an open-
source platform. Bluemix provides various blockchain ser-
vices ranging from the financial field to the music industry 
in a cloud environment. Microsoft also provides cloud-based 
blockchain services (2018) (Table 1).

3 � TIP‑platform

Blockchain is a technology in which the individuals of 
a distributed network can share data and continuously 
perform synchronization without a central server or 
central administrator (BitFury Group 2015; Kakavand 
2017; Swan 2015). As such, this study attempts to utilize 
blockchain technology for sharing projects, project out-
puts, and checking duplication. Duplication check means 
duplicating project contents and subject and submitting 
the same research output as another project output. R&D 
projects of National information communication technol-
ogy (ICT) have been performed by different departments 
and institutions. Therefore, it is difficult to review project 
duplication during project proposition as the management 

http://www.bloter.net/archives


1577Trusted information project platform based on blockchain for sharing strategy﻿	

1 3

of project performance is performed by each department 
or institution. Currently, NTIS inspects project dupli-
cation based on the following keywords: project name, 
principal researcher name, project management institution 
name, research objective, research contents, expectation 
effectiveness, korean keywords, and english keywords. 
The principal researcher name and project management 
institution name are optional, and their input are deter-
mined by the project performer; however, the other items 
are required. The research objective and research con-
tents, which are the most important items for duplication 
review, must be prepared using 50–2000 characters based 
on the Korean language, and around five keywords in both 
Korean and English must be prepared. In addition, pro-
ject duplication review is usually only mandatory in the 
stages of project proposition and project selection. Such 
reviews are difficult to perform in the project execution 
and evaluation stages (2016; Jun 2018). It is difficult to 
inspect project duplication in the present situation. This is 
because the amount of data entered for duplicate duplica-
tion is insufficient. The performances of the projects are 
also managed by NTIS. The representative performances 
of research results include papers, patents, royalties, and 
commercialization, which are registered and managed in 
the NTIS system. As this information can also only be 
accessed by dedicated institution personnel and people 
related to projects, it is urgently necessary to release such 
information.

In order to resolve the issue of duplication check-
ing and easily checking the project results, we propose 
a new platform, called the Trusted Information Project 
Platform (TIP-Platform). This platform makes it easy for 
anyone to view and use project-related information. The 
platform allows for project managers to update related 
information. Through this process, platform information 
can develop into massive and useful information, and 
users can achieve excellent research results using relevant 
information. Therefore, the purpose of this study is to 
share the contents of the national ICT R&D project, the 
research results, and a duplication review. We propose 
a block-chain-based platform that can achieve excellent 
research results through information sharing of projects. 

This platform needs to be based on trust because it shares 
information and continually updates information.

3.1 � Structure of TIP platform

In the TIP-Platform for sharing national R&D projects, 
TIP-Platform users can be broadly divided into users and 
project management departments. As shown in Fig. 1, the 
user can obtain project information from the TIP-Platform. 
The users are categorized in two types: performers and 
managers. The manager has the authority to generate the 
blockchain and is the so-called SuperUser. The performer 
is responsible for R&D projects. Based on the information 
of the TIP-Platform, it is possible to check for duplica-
tion of projects proposed by users and the existing pro-
jects when suggesting projects. The results of the projects 
can also be reviewed for duplication with other projects. 
The blockchain-based TIP-Platform can also be used to 
share information about national R&D projects to users. 
The SuperUsers of project management in departments 
register their project information with the TIP-Platform 
to share the project progress information. Based on this 
information, users can issue new R&D projects through 
duplication review and sharing review. The information 
is then shared again with the department users. This not 
only serves to update new information but also to share 
existing information. General users can obtain informa-
tion on the project from the TIP-Platform. Thus, it can 
request updates of relevant information so that information 
on national R&D projects can continuously be updated. 
The continuous update request and update of the general 
user and department user are effective for updating the 
TIP-Platform information. Requests and updates of infor-
mation based on trust between the user and the platform. 
We also support key processes in the platform process so 
that information can be updated based on trust (Fig. 2).

Figure 3 shows a structural diagram for the proposed TIP-
Platform model to be constructed to support a trust-based 
project sharing service (Singh and Chatterjee 2018, 2019; 
Kim et al. 2006). The TIP-Platform model classifies into 
six structures:

Table 1   Platform classification Classification Type Storage The main content

FidoLedger Private blockchain Cloud services Data distribution technology
Enigma Public blockchain Cloud services Data safety security
BigchainDB Private blockchain Cloud services Extensible and searchable
Bluemix Public blockchain Cloud services Various services such as 

finance, music, etc
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•	 Membership Manager (MM) MM handles the user 
authentication key granted according to the user authen-
tication step. Permission for membership is granted 

according to the user’s authentication, so it is possible to 
implement trust-based function.

•	 Block Mining Manager (BMM) BMM checks for dupli-
cation by reading project information. BMM steps to 

Fig. 1   NTIS-based project 
information sharing method

Fig. 2   Proposed TIP-platform
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mining blocks for block generation based on the results 
of project duplication review.

•	 Block Generation Manager (BGM) BGM generates new 
blocks, like a ledger, including the steps of updating 
existing information and creating new information.

•	 Transaction Processing Manager (TPM) TPM config-
ures transactions differently, including sharing project 
information and reviewing duplication. Transaction con-
figuration and management comprises the model of the 
transaction differentially depending on the situation.

•	 Transaction Storage Manager (TSM) TSM categorizes 
according to the functions of ledger and uses the Mercury 

to store and manage memory with consideration of the 
memory management and storage aspects.

•	 Service Manager (SM) SM categorizes services accord-
ing to their function and performs services according to 
user needs.

3.2 � Service architecture of TIP‑platform

We propose a new platform for reviewing project duplica-
tion, sharing research results, and checking for duplication 
of research results using blockchain technology. The TIP-
Platform for the sharing of project information is proposed 

Fig. 3   Structure of TIP-platform

Fig. 4   Layer architecture for 
service of TIP-platform
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as shown in Fig. 4. The TIP-Platform has three layers as 
follows: service manager layer, platform manager layer, and 
storage manager layer.

In the service manager layer, the Service Manager pro-
vides the permission and authoring key for the services that 
users want. The service types for a Service Manager can be 
divided as follows: sharing projects progression informa-
tion, checking for duplication project information, and shar-
ing project results. The Service Manager cooperates with 
the membership manager in the platform manager layer in 
order to allow for the sharing of national R&D projects and 
smooth exchange of information among users. This seam-
less sharing of information is closely related to the excellent 
performances of projects.

The platform manager layer consists of four managers as 
follows: the membership manager, blockchain mining man-
ager, blockchain generation manager, and transaction man-
ager. The membership manager specifies the user’s authority 
and utilizes the TIP-Platform according to authority. Users 
who want to access this TIP-Platform can access the system 
by logging in. The system is largely accessed by three steps: 
login, personal proof, and authorization. There are three user 
roles depending on the system access process. The following 
describes the process of system access authorization.

•	 User Be able to simply read and review the data on the 
TIP-Platform.

•	 Performer Be able to read and write the related project 
information, but only reading is possible for most of the 
data, and proposed blocks may be created.

•	 SuperUser Be able to read and write all the data, pro-
posed blocks may be created and approved.

BMM means the block mining manager. Here, an R&D 
project means a block. The project has papers, patents, and 
products that are issued during the project of performance. 
BMM is a process of finding new project information for 
updating project information and updating duplicate pro-
ject information. The BMM process belongs to the process 
of finding information.

TPM checks transactions processing for service and 
issues the type of ledger for the transaction. While veri-
fying information, TPM can issue ledgers if it suspects 
duplication projects or duplication outcomes. In order to 
raise the duplication issue, TPM should issue the ledger 
for project progress. The ledger information for duplica-
tion issue can only be requested to be generated if the 
ledger including the project number, duplication keyword, 
and related project contents is created. When a block gen-
eration is requested, the SuperUser can accept or reject a 
block generation by reviewing duplication through agree-
ment among SuperUsers. The generated blocks are avail-
able to all users for project information verification, dupli-
cation review, and verification of research results.

BGM refers to the block generation manager. BGM gen-
erates the ledger for block that includes the progress and 
results for projects. When there is a transaction for check-
ing and sharing service issues, BGM should generate the 
ledger. A block is only created with the approval of the 
SuperUser. The blockchain stores projects information and 
creates new project information.

Fig. 5   TIP-platform process
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The storage manager stores project information and 
transaction information. For the efficient management and 
security of memory, we use the SHA256 hash function and 
the Mercury to manage the memory (Bitcoinwiki 2018). 
Users request for the project information to be update 
continuously.

4 � Implementation of TIPP

4.1 � Process of TIPP

Figure 5 shows how the user accesses the TIP-Platform 
and uses the project results and project information. Users 
who want to access the TIP-Platform first log in and con-
nect to the system. According to the login information, the 
user can obtain the usage authority of the TIP-Platform. 
According to the authority of the user, it can be classified 
into three categories. Each user has different authority to 
access information and a different role to perform accord-
ing to their authority. On the TIP-Platform, there are four 
stages. The first determines the state of the user by creating 
the user’s identity. At this stage, the user obtains the key 

according to the authority. This step is called the Member-
ship stage. The second step involves creating a distributed 
ledger. The user is able to access project information and the 
project result information. Users can propose block genera-
tion for the review of project duplication. However, both 
the performer and SuperUser issue block generations for 
transactions. This step is the Transactions stage. The third 
step obtains a consensus from blockchain networks to create 
the block. If there are service issues, an agreement is made 
regarding to whether or not to create the block. If the block 
generation proofs, the SuperUser generates the blocks for the 
service requests as follows: duplication check, information 
sharing, and progress results update. This step is called the 
Blockchain stage. This stage can be used by any user who 
is viewing information. When you update new information, 
you can easily share and use that information by suggest-
ing the project, then utilizing or managing the project. The 
fourth step is to store the updated information. The storage 
steps involve not only updating project information but also 
storing transaction information. Through this process, it is 
possible to find excellent national ICT R&D projects and 
create excellent project results, as well as prevent duplicate 
project support by sharing project information.

Fig. 6   TIP-platform protocol
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4.2 � Internal protocol of TIPP

Figure 6 shows the protocol that the user accesses and the 
TIP-Platform information that it utilizes. The user accesses 
information according to each authority, we form new 
blocks and update information. This TIP-Platform will 
share and update information as shown in Fig. 6 in the order 
of ISSUER-VERIFIER-INSPECTION-CONSENSUS-
BLOCKCHAIN GENERATION-STORAGE-SERVICE.

•	 ISSUER When the user logs in to the TIP-Platform with 
their ID, the administrator obtains permission to access 
the TIP-Platform. At this time, the user receives a unique 
KEY.

•	 VERIFIER The user’s authority level depends on the 
user’s key value. We can create information according 
to the user’s authority level.

The steps ISSUER and VERIFIER are called the mem-
bership manager stage.

•	 INSPECTION INSPECTION steps are part of the block 
mining manager as a process for reading and reviewing 
project information. Users suggest the creation of project 
information at this stage.

•	 CONSENSUS In order to suggest the creation of project 
information, users first create a ledger. The transition 
is based on the ledger. SuperUsers can agree to create 
project information or SuperUsers can decline to create 
project information.

•	 BLOCKCHAIN GENERATION SuperUsers decide to 
create new project information. The block is where the 
block generation decided to create as a blockchain. The 
generated blockchain is update with the new information 
of the project.

The CONSENSUS and BLOCKCHAIN GENERATION 
stages belong to the block generation manager and the trans-
action processing manager stage. Transactions are made 
through the creation of the ledger for the block generation.

•	 STORAGE The STORAGE stage stores new project 
information and transaction process information based 
on the cloud computer.

•	 SERVICE The service stage shares project information 
and project result information at the request of users.

4.3 � BC in TIPP

4.3.1 � Generation of BC

For sharing the project information, the ledgers are con-
structed with the structure as shown in Fig. 7. The infor-
mation constructed in the distributed ledger includes the 
project identification number, classification name, project 
name, keywords, project summary, project progress sum-
mary, and project results, which are key elements for pro-
ject duplication review. Here, the project progress summary 
is the project performance information as follows: project 
research period, performance institution, project fund, evalu-
ation, and progress inspection details. With the information 
in the ledger, we can enable sharing and duplication review 
of the project information.

Table 2 defines the ledger per user. The roles are deter-
mined according to the authority of each user, so the content 
of the ledger also depends on the role (Lee and Yoon 2019). 
The user is only authorized to read the information and can 
only submit comments if user finds a duplicate project.

Since the Performer is the user who performs the projects, 
the ledger constructed to reflect the changes made in the 
project’s performance.

Fig. 7   Blockchain structure

Table 2   Contents of Ledger

User content

Performer Enter project change history (name of project, 
name of project leader, name of affiliation, 
affiliation information, project change content)

Enter information when duplicate projects 
are found (name of project, name of project 
leader, name of affiliation, affiliation informa-
tion, project duplicate content)

SuperUser Block creation (name of project, name of 
project leader, name of affiliation, block 
information)

The contents of the project and the duplication 
of the research result (name of project, name 
of project leader, name of affiliation, summary 
of duplication project)
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When the details of the project change, the details of 
the project, and duplicate project results find, performers 
are raised to conduct a duplication review. SuperUser has 
the right to create blocks when duplication of projects and 
project results raise. In order to proceed with block genera-
tion, agreement between SuperUser must be made. When an 
agreement make between SuperUsers, a block create and the 
duplication information is stored in the storage.

The distributed ledger uses transaction information as 
input values and calculates the transaction hash values 
using such values, as well as the SHA256 hash function 
(Lim et al. 2018; Pappalardo et al. 2018; Distributed ledger 
wiki 2018). In this paper, the transaction means the project 
and the ledger means the project details. The validity of the 
information is determined by calculating the Merkle Root 
values of the transaction hash values and comparing them 
with the Merkle Root values in the block header in order 
to check if they are identical. When duplication suspecte 
during project review, the user can inform other users of 
project duplication for creating a new block. When a new 
block create, the SuperUser determines the creation of the 
new block through consensus.

Figure 8 shows the entire sharing structure for sharing 
projects and results. The blockchain is a structure that has 
a link to the block immediately following, starting with the 
Genesis block. The blockchain has distributed storage and 

management across nodes. The block contains transaction 
information, specifically, project identification number, clas-
sification name, project name, keywords, project summary, 
project progress summary, and project results, which are the 
key elements for project duplication review. The blockchain, 
which is an aggregate of blocks, is a huge distributed ledger 
that contains all of the transaction information. In this paper, 
we form a sharing transaction and a duplication transaction. 
Each structure designe in terms of storage and management 
for the purpose of data sharing.

4.3.2 � Building of transaction

Figure 9 shows the structure of the distributed ledger for 
the transactions that are divided into sharing, checking, 
and duplication transaction (Kim and Jeong 2018). Shar-
ing and checking transactions consist of project identifica-
tion number, classification name, project name, keywords, 
project summary, projects results, and ledger time. The 
duplication transaction consists of project identification 
number, project summary, projects results, duplication 
verification, and ledger time. The ledger classify accord-
ing to the characteristics of the shared data. The construc-
tion of the ledgers for transaction use the Mercury tree 
to increase the efficiency of data storage. One of the fac-
tors affecting the performance of the blockchain system is 

Fig. 8   Proposed TIP-platform 
block structure
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the consensus algorithm (Ongaro and Ousterhout 2014; 
Nguyen and Kim 2018). Many consensus algorithms 
allow many nodes to contain identical information, but 
they consume a large amount of energy for performance. 
In this paper, we employ a consortium blockchain method, 
which is one of the methods of private blockchain. Only 
the SuperUser (project manager or department official) 
agrees with and approves blockchain generation.

4.3.3 � Proposed consensus algorithm

One of the factors affecting the performance of the block 
chain system is the consensus algorithm. A new node cre-
ate through the consensus algorithm and many nodes can 
have the same information. However, if many nodes partic-
ipate in the consensus to give fairness to the agreement, it 
can generate a lot of energy consumption in terms of per-
formance. Recently, various consensual algorithms such 
as POS(Proof and Stake) and DPOS(Delegated Proof of 
Stake) have been developed to complement these aspects. 
However, there are no perfect algorithms among the algo-
rithms. To overcome the weaknesses of existing algo-
rithms, this paper complements the problem of excessive 
energy use without damaging the fairness problem. In this 
paper, a new concept of consensus algorithm is proposed. 
In this paper, Consensus algorithm requires 100% consent 
from the superuser who can create the block. The blocks 
created can provide the same information to all users. For 
example, if new project information change or generate by 
malicious intent, problems arise from the planning stage of 
the national R&D project with duplicate project planning. 
To prevent this from happening, superusers creating the 

block should generate 100% agreed and trusted informa-
tion (Mohammadi et al. 2019).

And this algorithm features atomicity and consist-
ency. The atomicity and consistency of this algorithm can 
increase reliability (Lee and Yoon 2019).

•	 Atomic A block is created only when 100% of the supe-
rusers agree. However, if the agreement do not reached 
in the middle, the block will delete.

•	 Consistency If the agreement is successful, the trans-
action information will be updated. This information 
provides the same information on any node.

In this paper, A consensus algorithm is proposed to 
reflect the characteristics of the national R&D project.

5 � Conclusions

We proposed the TIP-Platform in order to share pro-
ject information, project results, and duplication project 
information on the basis of blockchain technology. The 
TIP-Platform gives users three levels of authority, so that 
only the SuperUse can create blocks of information, in 
order to restrict the sharing of information. In addition, 
we proposed the structure of the transaction to reflect the 
characteristics of the national R&D project. Transactions 
are classified according to the characteristics of the infor-
mation to form a ledger. In order to build ledgers, TIP-
Platform uses the Mercury tree to increase the efficiency 
of data storage. For the process, TIP-Platform constructed 

Fig. 9   Ledger structure for 
transactions
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a salable and lightweight blockchain. The agreement pro-
cess has tried to minimize the waste of computer energy 
by employing a consortium method. Therefore, it is pos-
sible to not only share national R&D project information 
but also generate effective information through the TIP-
Platform. In the future, we will continue to study the TIP-
Platform in consideration of performance, openness, and 
security, and develop it as a superior platform.
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