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Abstract
The HIV epidemic continues to disproportionally affect marginalized populations. Digital tools, including global positioning 
system and ecologic momentary assessment, have been studied as methods for improving data collection and interventions 
among HIV-affected communities. Although people living with HIV and populations at high risk have found it acceptable 
to use digital technologies for HIV research, concerns over privacy and trust have also been expressed. This paper explores 
and describes the use of geolocation technology data (e.g., location-based social media) in HIV research as well as the ethi-
cal and implementation considerations that warrant examination prior to use. Transparent and clear language in consent 
forms might improve participant trust in the project and investigators’ ability to keep participant data secure and private. 
With respect to institutional review boards, a committee member who is knowledgeable about digital technologies and con-
sumer protections may offer guidance in assessing adequate protections in study protocols. As technology used in research 
continues to evolve, investigators and the research community must continue to examine the ethical challenges that emerge 
to address participant concerns.
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1  Technology in HIV research

In 2018, more than 37,000 people were newly diagnosed 
with HIV in the US, with men who have sex with men 
(MSM) accounting for 69% of those diagnoses [1]. Inves-
tigators have used a variety of digital tools to study the and 
address the complexity of this epidemic including social 
media [2], mobile health [3], ecologic momentary assess-
ment (EMA) [4] and global positioning system (GPS). This 
paper examines the acceptance of geographic/geolocation 
data in HIV research and the ethical and implementation 
considerations surrounding its use for study participants and 
researchers. (See Fig. 1 as an example of a mapping applica-
tion created by our team that incorporates HIV-related social 
media data)

A number of studies have recently shown the benefit of 
location data in improving surveillance for various health 
issues, including substance use, mental health, COVID-
19, and HIV [5–10]. In this manuscript, we define location 
data from technologies to be data from any digital/online 
technology that collects an individual’s location, including 
social media apps (e.g., Twitter, Facebook), mobile phones 
(e.g., Apple and Android phones), and other devices that 
track location. Although limited research has studied how 
location data might be useful for HIV, there are a number 
of reasons why location data might help inform HIV sur-
veillance and intervention efforts among people affected 
by HIV, including helping to provide more contextual and 
granular information about HIV, improve understanding of 
structural factors affecting HIV services and their locations, 
and provide insights into other barriers to HIV prevention 
and care [11–13].

A number of HIV studies have either incorporated location 
data into some aspect of the analysis (e.g., using geotagged 
Twitter data for HIV surveillance) or have explored people’s 
willingness to provide location data. For example, the preva-
lence of geolocation social networking app use among at-
risk populations, including gay, lesbian, or bisexual adults, 
is higher than their heterosexual counterparts, suggesting 
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feasibility and acceptability of using geolocation data for 
studies among HIV at-risk populations [14]. In fact, stud-
ies have already found high feasibility and acceptability of 
collecting location data among MSM at risk for HIV. In two 
studies assessing the feasibility and acceptability of a GPS 
device to track the location of MSM participants, participants 
in New York [15] and those in Mississippi and Louisiana 
[16] expressed high comfort in participating in research using 
GPS that tracked their location.

Feasibility and acceptance of GPS/location data tracking 
for research have also been explored among people living 
with HIV. Focus groups and interview data from pregnant 
and postpartum women living with HIV responded favorably 
to a conceptual app that used GPS to increase engagement 
with HIV services [17]. Geologic ecological momentary 
assessment (GEMA) studies, which combine mobility data 
with ecological momentary assessment (EMA) data, have also 
been highly accepted in populations at risk for HIV infec-
tion. One study examined geolocation data to provide context 
to EMA responses to understand health risk environments 

among youth living in a housing program and homeless youth 
[18]. Another study assessed the feasibility and acceptability 
of GEMA among sexual minority men and found high accept-
ability in this population.

2  Ethical considerations and challenges

However, despite acceptability, participants affected by HIV 
have voiced concerns over privacy in use of location data 
[19]. Due to the novelty of this research area, most of the 
work on privacy concerns about location data has been stud-
ied in other areas of health [20]. For example, a dementia 
study found that family and caregivers’ most pressing con-
cern about using GPS to track dementia patients was balanc-
ing the safety of the patients with their autonomy and privacy 
[21]. Investigators studying the acceptance of GPS-based 
research among underrepresented communities in health 
research found that participant concerns included: unfa-
miliarity with GPS technology and data gathering methods, 

Fig. 1  Sample data from our HIV Map application, which maps the locations of tweets related to HIV content
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device safety, privacy and data access, and being tracked 
[22]. It would be expected that similar findings would occur 
among HIV-affected populations, especially because of the 
stigmatization and sensitivity associated with HIV. Future 
research is needed to explore this area and to identify poten-
tial solutions, including policies to protect participants.

Broadly, guidelines such as The Nuremberg Code and 
Declaration of Helsinki established ethical principles that 
protect individuals who participate in research studies to 
ensure autonomy, privacy and confidentiality, and that vol-
untary consent to participate as a human subject was essen-
tial [23]. Although guiding principles exist, institutional eth-
ics committees face challenges in protecting participants, 
as well as individuals in close proximity to participants 
engaged in location-based research who did not consent to 
the study [24]. The constant advancement of technology and 
novel applications of digital tools leave ethical considera-
tions largely to individual investigators. Additionally, low 
education populations have low literacy in technicalities of 
digital tools, understanding of data encryption, and third-
party transfer of information [25] which may lead to misun-
derstanding of study protocol or informed consent. Lower 
health literacy leads to less use of health information tech-
nology while higher health literacy leads to decrease trust in 
technology companies [26] which may affect participation 
in research studies. Additional ethical challenges regarding 
research using location tracking include accuracy of data 
collected and the risk of re-identification of data [25]. To 
this end, investigators and ethics committees need to exam-
ine policies, guidelines, and protocols to ensure the protec-
tion of participants, especially those who experience stigma 
and have historically felt marginalized by the research and 
medical communities.

3  Research considerations prior to using 
location data

3.1  Investigators

Researchers can use technology and apps that are already 
commercially available or design one to fit their research 
purpose. If using a commercial app or technology, research-
ers should read the fine print so they can relay information 
to participants of where data they provide are going and how 
companies are using user (participant) data. Studies have 
shown that users typically do not read End User License 
Agreements prior to downloading the app on their phone 
[27, 28]. Additionally, terms of use agreements are com-
plexly written and often times with language beyond the 
average readability level [29]. In providing this information 
to potential participants, researchers provide transparency 

about the study and foster trust. User mistrust of technology 
companies may hinder participation if potential participants 
are not confident in investigators’ ability to keep their data 
private and confidential.

Investigators and research staff should craft the informed 
consent in language that participants with low literacy can 
understand. Informed consent written in non-technical lan-
guage free of jargon may assist participants in truly under-
standing the purpose of the research and feel confident in 
giving consent voluntarily. In addition to the types of data 
being collected, researchers may consider including the 
types of data it will not collect (i.e., conversations) and 
the limitations of the research protocol in data collection. 
Although ubiquity of mobile phones, GPS, and health apps 
lend general familiarity of these technologies, new digital 
tools are constantly developed with new features that may 
seem obscure to potential participants leading to uncertainty 
about the data collection process.

In publications, researchers provide study details for the 
purposes of transparency with the scientific community and 
for possible replication. Previous investigators using GPS 
technology among MSM provided detail about the technol-
ogy used, staff training on the technology, and where data 
were stored [15]. These details allowed for readers to be 
thoughtfully informed of the research process. In addition 
to details about the technology used, investigators may want 
to include informed consent procedure in published manu-
scripts to inform other investigators of best practices.

3.2  Institutional review boards

Institutional Review Boards (IRB) were established to reg-
ulate ethical conduct of research with the primary aim of 
reviewing research protocols and ensuring the safety and 
welfare of human participants [23]. Composition of IRB 
includes individuals with experience and expertise in the 
research field the board reviews to amply provide safeguards 
for participants [30]. In aligning with this requirement, it 
would behoove IRBs to include an individual, whether it 
is someone whose primary concerns are in the scientific or 
non-scientific areas, with experience and expertise in digi-
tal technologies to provide guidance of how such technolo-
gies are used in the general population and its application in 
research. Members with technical knowledge of operations 
as well as current laws and policies about privacy and con-
sumer protections may be able to guide the committee in 
assessing if protocols provide sufficient information in the 
consent form and its language. As technology constantly 
evolves and more research is conducted using digital tools 
to recruit participants, collect data, and implement inter-
vention, individuals with an understanding of technologies, 
beyond that of a typical consumer, may impart perspectives 
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about participant safety, privacy and confidentiality con-
cerns, and data storage.

IRBs may also play a role in facilitating a collaboration 
between researchers and the communities they intend to 
study. In some cases, investigators provide justification 
for procedures in the application (i.e., number of potential 
participants recruited, use of specific instruments, transla-
tion of survey questionnaire, recruitment material). IRBs 
can inquire from investigators if they collaborated with the 
MSM community in the design of their survey, informed 
consent, recruitment materials, and to what extent their 
protocols were informed from this partnership. In dealing 
with a nascent technology such as EMA in this commu-
nity, participants recommended that investigators high-
light working with MSM in several aspects of the research 
design, such as crafting the informed consent, to increase 
buy-in from the community [31].

4  Conclusion

Feasibility and acceptance of devices used to track par-
ticipant location in research is high among populations at 
risk for HIV infection and those living with HIV. However, 
because of the potential ongoing ethical concerns with 
these approaches, transparency about study objectives, 
protocols, and risk management are crucial to commu-
nicate with potential participants. Both investigators and 
ethics committees have an integral role in ensuring par-
ticipant autonomy and safety, especially for a population 
that continues to face stigma. As digital technologies will 
continue to evolve, investigators will find novel applica-
tions for them to mitigate the HIV epidemic, which neces-
sitates an unceasing effort to revisit ethical challenges that 
affect research conduct.
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