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Abstract
In the data economy, data sovereignty is often conceptualized as data providers’ ability to control their shared data. While control 
is essential, the current literature overlooks how this facet interrelates with other sovereignty facets and contextual conditions. 
Drawing from social contract theory and insights from 31 expert interviews, we propose a data sovereignty conceptual frame-
work encompassing protection, participation, and provision facets. The protection facets establish data sharing foundations by 
emphasizing baseline rights, such as data ownership. Building on this foundation, the participation facet, through responsibility 
divisions, steers the provision facets. Provision comprises facets such as control, security, and compliance mechanisms, thus 
ensuring that foundational rights are preserved during and after data sharing. Contextual conditions (data type, organizational 
size, and business data sharing setting) determine the level of difficulty in realizing sovereignty facets. For instance, if personal 
data is shared, privacy becomes a relevant protection facet, leading to challenges of ownership between data providers and data 
subjects, compliance demands, and control enforcement. Our novel conceptualization paves the way for coherent and compre-
hensive theory development concerning data sovereignty as a complex, multi-faceted construct.
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Introduction

In today’s digital era, numerous technologies generate vast 
amounts of data (Glennon et al., 2023). Yet, data itself has 
limited inherent value; its true significance emerges when 
transformed into highly contextualized insights to address 
business challenges (Aaltonen et al., 2021). However, data 
largely remain underutilized within many businesses (Gantz 
& Reinsel, 2012; Manyika et al., 2015). Unlocking data 
potential requires participation in the data economy, a global 
ecosystem driven by collecting, processing, and sharing data 
for economic and societal gains (Sestino et al., 2023). In 
the data economy, businesses increasingly share data with 
external parties (Richter & Slowinski, 2019). Data sharing 
is a process, irrespective of domains, where businesses (i.e., 
data providers) offer other businesses (i.e., data consumers) 
access to their data. Data consumers utilize these data to 
develop new applications and services. In return, data pro-
viders expect rewards, either monetary or other incentives, 
such as reciprocal data sharing (Jussen et al., 2023). For 
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instance, telecommunication operators could share aggre-
gated call detail records with banks to help them develop 
more accurate models for assessing creditworthiness (e.g., 
Óskarsdóttir et al., 2019).

Data sovereignty is an essential requirement for data shar-
ing (e.g., Scheider et al., 2023; Schweihoff et al., 2023). 
Existing literature interprets data sovereignty as the ability 
of data providers to control shared data (Hellmeier & von 
Scherenberg, 2023). While societal groups, from individu-
als to communities, might focus on personal autonomy or 
collective histories in understanding data sovereignty, this 
study delves into its implications for businesses. A lack of 
sovereignty harms the willingness to share data (Opriel 
et al., 2021), thereby hindering the overall growth of the 
data economy.

The predominant perspective in literature takes a control-
centric view on data sovereignty, assuming that sole control 
over data is sufficient to attain sovereignty (see a review 
by Hellmeier & von Scherenberg, 2023). However, data 
sovereignty also relates to concepts beyond control, such 
as ownership and security (Hummel et al., 2021). The preva-
lent view that equates sovereignty to control might lead to 
developing partial solutions. For example, existing techni-
cal solutions often focus on access control to specify data 
access rights (e.g., Munoz-Arcentales et al., 2019) or data 
provenance to analyze the origin and history of the shared 
data (e.g., Olufowobi et al., 2017). While these solutions 
address control, they leave other facets of sovereignty unad-
dressed. Further, when other facets of sovereignty remain 
unobserved, the risk emerges that studies will produce con-
tradictory findings due to unobserved variable bias. Prevent-
ing conceptual reductionism (i.e., an oversimplification of a 
complex phenomenon) is especially timely as the interest in 
data sovereignty is rapidly rising.

To move beyond reductionistic views of data sovereignty 
as sole control over data, we first must uncover and deline-
ate additional key facets. This step establishes descriptive 
knowledge (Gregor, 2006), addressing the what aspect of 
data sovereignty. Subsequently, we must explore the how and 
why aspects of data sovereignty: the how involves relation-
ships between facets, while the why uncovers causal mecha-
nisms that explain these relationships (Dubin, 1978). Finally, 
we need to consider contextual conditions that challenge 
the realization of data sovereignty facets, such as business 
data sharing settings (e.g., van den Broek & van Veenstra, 
2018). Despite these required steps, the data sharing litera-
ture seldom addresses the what, how, and why aspects of 
data sovereignty, nor its contextual conditions.

Overall, the neglect of treating data sovereignty as a 
multi-faceted and contextualized construct implies that 
a conceptual basis is missing for higher levels of theory 
development (i.e., explanatory and prediction theory) 
(see Gregor, 2006 about levels of theory development). 

Investigating facets and contextual conditions could fur-
ther clarify inconsistencies in studies on data sovereignty, 
for instance, why control is sometimes considered less 
important (e.g., Shah et al., 2019) or crucial (e.g., van den 
Broek & van Veenstra, 2015).

This paper aims to develop a multi-faceted conceptual 
framework of data sovereignty. Specifically, we ask:

RQ1: What are the key facets of data sovereignty in data 
sharing by businesses?
RQ2: How are the key facets of data sovereignty inter-
related?
RQ3: How do contextual conditions influence the dif-
ficulties of realizing the key facets of data sovereignty?

To develop a coherent conceptual framework, we build 
on Social Contract Theory (SCT), which addresses sover-
eignty within social systems. We use SCT to understand 
what sovereignty is and how it can be achieved. We inter-
view 31 experts experienced in conducting or building 
solutions for data sovereignty to specify the substantive 
aspect of SCT in the data sharing context. To increase 
the chances of finding meaningful insights, we focus on 
a setting in which sovereignty is ultimately challenged: a 
meta-platform that interconnects heterogeneous data mar-
ketplaces, which may each have their own ways of safe-
guarding data provider interests.

This study primarily contributes to the Information 
Systems literature on data sharing by proposing a multi-
faceted conceptual framework of data sovereignty, paving 
the way for further theory development. As data sover-
eignty is receiving increased scholarly attention, it is vital 
to avoid reductionistic views that overlook key facets of the 
concept. With our alternative conceptualization, research-
ers and practitioners can identify and evaluate alterna-
tive solutions for data sovereignty, which go beyond mere 
control measures. More specifically, our contributions are 
three-fold. First, we provide evidence that, next to control, 
data sovereignty has key facets of privacy, ownership, secu-
rity, compliance, and responsibility. These key facets inform 
scholars on what to consider in their conceptualizations of 
data sovereignty. Second, we identify relationships between 
these key facets, which serve as foundations for explana-
tory theory on data sovereignty. Finally, we find contextual 
conditions for specifying boundary conditions that affect 
the difficulty in realizing sovereignty facets, which help 
researchers to identify and prioritize key sovereignty facets 
relevant to specific contexts, enhancing the applicability of 
our framework. Our findings provide insights for policy-
makers, highlighting that focusing excessively on one aspect 
of sovereignty can lead to unintended consequences in oth-
ers, thereby potentially compromising the effectiveness of 
data economy-related policies.
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Research background

The research aims to create a multi-faceted conceptual 
framework of data sovereignty, challenging the prevalent 
assumption that equates sovereignty solely with control 
over data. To achieve this, we need to delve into the key 
facets of data sovereignty, examine the interrelationships 
and causal mechanisms among these facets, and identify 
contextual conditions challenging the realization of these 
facets. However, the data sharing literature rarely dis-
cusses these topics. To explore these topics, selecting an 
appropriate theory as an analytical tool is essential. This 
requires revisiting the foundational concept of sovereignty 
in the political science field.

Sovereignty has historically been understood as the ulti-
mate governing power over a political body (Hinsley, 1986). 
Bodin (1576) relates sovereignty closely to divine-fated 
monarchic rule for a country. However, the Enlightenment 
era of the seventeenth and eighteenth centuries shifted this 
understanding. This era, driven by empirical investigation 
and rational thought, led to new theories about the relation-
ship between a country and its citizens, most notably social 
contract theory (SCT). This theory is central to our study 
and elaborated in “Section Social contract theory.”

In the digital era, discussions on sovereignty have been re-
focused to encompass individuals, communities, and organi-
zations’ control over their data, primarily due to the rise of 
cloud computing (De Filippi & McCarthy, 2012) and the 
Snowden revelations on state-approved surveillance (Lyon, 
2014). More recently, data sovereignty has become central 
to European Union measures to unlock the full potential of 
the data economy (e.g., see European Strategy for Data). 
This led to initiatives like the International Data Spaces 
Association and Gaia-X, which emphasize data sovereignty.

The previous discussion describes the historical context 
of sovereignty. The following sections delve into “Sec-
tion Social contract theory,” which examines SCT and pro-
vides the study’s theoretical foundation, and “Section Con-
textualizing social contract theory to data sovereignty,” 
which contextualizes SCT to data sovereignty.

Social contract theory

The Social Contract Theory (SCT) can be used to exam-
ine sovereignty, as it posits that individuals relinquish 
some freedoms to a governing entity for societal ben-
efits (Friend, 2004). In the context of data sovereignty, 
this implies that data providers agree to certain compro-
mises to gain benefits. For instance, they may adhere to 
predefined data sharing protocols. In return, they receive 
benefits offered by platform operators, such as the ability 

to control their shared data. Such notions of trade-offs 
between freedoms and benefits align with the principles 
of SCT. Hence, we consider SCT to be suitable for explor-
ing data sovereignty facets and contextual conditions in 
our study.

While alternative theories, such as Transaction Cost Eco-
nomics (TCE) and Social Exchange Theory (SET), may be 
used to explore data sovereignty, SCT is more appropriate 
for our purposes. TCE examines transactions from a cost 
perspective, aiming to identify organizational structures to 
minimize these costs (Williamson, 1989; Young, 2013). 
While TCE focuses on economic costs, SET provides a 
more comprehensive perspective by considering trade-offs 
between costs and benefits.

SET focuses on social interactions within exchange pro-
cesses (Cook, 2015), asserting that if benefits outweigh 
costs, involved actors will likely engage in exchanges 
(Homans, 1958). SET may thus be used to consider the rea-
sons why data providers would make their data available for 
transactions. In contrast, SCT takes a broader perspective, 
including transactional actors (e.g., sellers and buyers) and 
sovereign entities (e.g., countries) overseeing these transac-
tions at a macro level. Such macro-level is essential to under-
standing data sovereignty, as data sharing is safeguarded 
both at the level of the transactional actors and through gov-
ernmental oversight. SCT thus considers sovereignty at the 
levels of both individual and state-level actors.

Within SCT, diverging perspectives exist regarding the 
assumptions to be taken on how individuals and countries 
establish social contracts, a crucial element in interpret-
ing sovereignty in data sharing. Therefore, exploring SCT 
aspects requires analyzing the perspectives of Hobbes 
(1651), Locke (1689), and Rousseau (1762) on individual 
behavior assumptions.

Hobbes (1651) takes a pessimistic view of human nature, 
suggesting that human life is “solitary, poor, nasty, brutish, 
and short” without regulation (Ch. XIII). In Hobbes’ view, 
individuals should surrender their freedom entirely to a sov-
ereign, usually a monarch, to prevent societal chaos driven 
by inherent self-interest. This sovereign entity, in return, 
would provide peace and security. For Hobbes, this power-
ful central rule is indispensable for stability. While Bodin 
(1576) believes monarchial power was divinely determined, 
Hobbes argues that it arises from human self-interest to pre-
vent societal anarchy.

Locke (1689), on the other hand, has a more optimistic 
view of human nature. He sees humans as naturally social 
and rational, respecting others’ rights. However, Locke 
believes that the lack of an unbiased authority to settle dis-
putes in a pre-governed state necessitates forming a gov-
ernment. His vision of the social contract does not involve 
individuals giving up all their rights but only some. This 
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government is obligated to serve the individuals’ best inter-
ests. Critically, Locke emphasizes that governmental power 
is not absolute but derived from the people’s consent. Peo-
ple hold the right to reelect the government if it fails in its 
responsibilities. Locke’s view represents representative 
democracy, wherein elected representatives act in the popu-
lace’s best interest.

Rousseau (1762), while sharing some views with Locke, 
took a different stance on the essence of the social contract. 
For him, humans in their natural state were peaceful and 
lived solitary lives, free from the corruption and evils of 
society. However, with the introduction of private property, 
humans agreed to a social contract to protect their prop-
erty rights, consequently forming a government. Rousseau 
emphasized the notion of general will, the collective will of 
the individuals, which should guide a country. For Rousseau, 
sovereignty lies with the people, and the government merely 
administers the people’s will. Rousseau’s theory resonates 
strongly with the principles of direct democracy, where 
citizens have a direct say in their government’s decisions. 
In this paper, the complementary views of Hobbes, Locke, 
and Rousseau on SCT will serve as a lens to interpret data 
sovereignty.

To apply Social Contract Theory (SCT) as an analytical 
tool, we must consider its key aspects: spatial, temporal, and 
substantive (Loewe et al., 2021). The spatial aspect of SCT 
specifies who participates and where their influence applies 
in a societal contract. The who includes varied parties like 
governments, societal groups, and individuals. The where 
implies the territorial extent of the agreement, which could 
span sub-national, national, transnational, or supranational 
levels (Loewe et al., 2021).

The temporal aspect, concerning the when, explores the 
dynamic of social contracts over time. Social contracts can 
differ significantly in their duration and the timing of their 
renegotiations. While social contracts aim to bring stabil-
ity to state-society relations, they often require renegotia-
tion and adaptation due to changes in power distribution or 
the perceived failure of countries to meet their obligations 
(Loewe et al., 2021).

The substantive aspect of SCT describes vertical arrange-
ments between a nation and societal groups. These are 
known as the three Ps: protection, provision, and partici-
pation. The three Ps explain the what of social contracts 
(Loewe et al., 2021). Protection focuses on recognizing and 
acknowledging inherent rights that need safeguards (Ellis, 
2006; Hickey, 2011). Provision encompasses the various ser-
vices and resources a country provides to society, including 
healthcare, education, and infrastructure (e.g., Sobhy, 2021). 
Participation involves citizens actively engaging in public 
affairs and interacting with government processes (Loewe 
et al., 2021). The following section discusses how this study 
applies SCT in the context of data sovereignty.

Contextualizing social contract theory to data 
sovereignty

For contextualizing Social Contract Theory (SCT) to data 
sovereignty, we must define the spatial, temporal, and 
substantive aspects that shape social contracts. To do so, 
understanding the setting in which data sharing occurs is 
essential. Business data sharing operates in three primary 
modes: hierarchy, network, and market (van den Broek & 
van Veenstra, 2015). In the hierarchy mode (e.g., supply 
chains), focal partners orchestrate data sharing through 
formalized, centralized control. The network mode is char-
acterized by lateral relationships between data ecosystem 
members, emphasizing social agreements and collabora-
tive approaches (Otto & Jarke, 2019). The market mode has 
recently gained traction, where data is shared as a commer-
cial product through formal contracts via data marketplaces 
(Spiekermann, 2019). Such marketplaces are a subtype of 
digital platforms that create value by connecting data pro-
viders with consumers, facilitating smooth data sharing, and 
maintaining a modular infrastructure for third-party provid-
ers to add additional offerings and services (Abbas et al., 
2021; Fruhwirth et al., 2020; Spiekermann, 2019). We focus 
on the market mode, which is the most complicated setting 
for sovereignty issues. Within this setting, precisely defin-
ing data sharing terms and conditions is difficult (Virkar 
et al., 2019), increasing the risk of misinterpreting data 
ownership and usage rights.

Within the market mode, one specifically challeng-
ing setting is when meta-platforms federate and intercon-
nect heterogeneous data marketplaces. A meta-platform is 
a platform designed to operate atop two or more existing 
platforms, connecting their respective ecosystems (Floetgen 
et al., 2021; Zhang & Williamson, 2021). They do so by pro-
viding (1) technology architecture and integration standards 
for interoperability and (2) offering a central hub to con-
nect platform actors (Rossmannek & Chen, 2023). For data 
marketplaces specifically, the meta-platform setting (e.g., i-3 
Market1) presents a highly complicated setting for examining 
data sovereignty because it interconnects multiple market-
places, each with its distinct spatial territory. Therefore, the 
challenges of realizing and aligning the three Ps are enor-
mous, making it a worthwhile context to study.

Having selected the meta-platform for data marketplace 
as a business data sharing setting, we can now contextualize 
SCT to data sovereignty by considering its spatial, temporal, 
and substantive aspects (refer to Table 1).

Regarding the spatial aspect of SCT, we need to identify 
the key actors and determine the territorial settlement of 
social contracts. The main actors participating in business 

1 https:// www. i3- market. eu/, accessed on November 26, 2023.

https://www.i3-market.eu/
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data sharing via meta-platforms include sovereign entities, 
such as (meta-platform and data marketplace) operators, and 
societal groups, such as data providers, data subjects, and 
data consumers (cf. Azcoitia & Laoutaris, 2022). In this con-
text, operators handle platforms as business ventures. Data 
providers are companies that offer data in meta-platforms. 
When these data include personal data, data subjects—iden-
tifiable natural persons from whom the data originates—
emerge as another important actor. Data consumers leverage 
these shared data for several tasks, like analytics and stra-
tegic planning. Regarding territorial settlement, the social 
contract of data sovereignty is applicable within the scope 
of the meta-platform ecosystem, covering the data market-
places they federate.

Considering the temporal aspect of SCT, we direct atten-
tion to the period post-2018. Within the European Union, 
which is the sociopolitical area for our study, this time sig-
nifies a crucial regulatory evolution in the data economy. 
Notable legislation arose, such as the Data Governance Act, 
setting a vision for a Single European Data Market. Con-
currently, these rules emphasized the importance of data 
sovereignty. This period is, thus, appropriate for studying 
the effects of regulatory influences on social contracts within 
the meta-platform territory.

The substantive aspect of SCT is represented by verti-
cal arrangements, the three Ps (protection, provision, and 
participation). However, the existing understanding of the 
three Ps, initially explored within the context of the rela-
tionship between citizens and countries, cannot be directly 
transferred to the context of data sovereignty in business 
data sharing. This is due to the fundamentally different char-
acteristics of these contexts. In the former case, the rela-
tionship revolves around well-established societal structures 
and tangible resources; in the latter case, data sovereignty 
generally resides within the more abstract and fluid scope of 
data sharing. Hence, it is unclear how the three Ps manifest 
in data sovereignty.

To explore the three Ps, we utilize notions that correlate 
with data sovereignty provided by Hummel et al. (2021). 
As a starting point, we focus on the most potentially suit-
able notions in business data sharing: control, ownership, 
privacy, security, and responsibility (Hummel et al., 2021). 

In addition, we investigate compliance as a facet, given its 
recent legal prominence in contexts such as the European 
Data Governance Act (Duisberg, 2022). Here, control refers 
to the capability to influence and direct information flows. 
Ownership refers to data property rights, indicating the priv-
ileges over data resources. Privacy encapsulates the protec-
tion of personal data. Security, on the other hand, focuses 
on preventing potential threats and risk mitigation concern-
ing data. Additionally, responsibility delineates roles and 
expectations, while compliance represents the adherence to 
relevant legal and regulatory frameworks.

In summary, Fig. 1 illustrates how this study contextual-
izes SCT to data sovereignty, highlighting the three Ps as the 
primary focus of the empirical investigation. This figure is 
adapted from Furness and Trautner (2020), who apply SCT 
to the relationship between societal groups and countries. 
We tailor this figure by specifying SCT aspects to the data 
sovereignty context, as shown in Table 1. This figure is used 
as a frame of reference in our subsequent analysis.

Research approach

Given our focus on empirically exploring data sovereignty 
with the Social Contract Theory (SCT), we employed an 
exploratory qualitative approach. This approach excels in 
studies that need contextualization and interpretation (Gle-
sne, 2016). We gathered data through semi-structured inter-
views, which allowed for a combination of structured queries 
and the ability to adapt the interviews according to responses 
(Edwards & Holland, 2013). We required a flexible approach 
as the application of the substantive aspect of SCT to the 
data sovereignty context is not yet clear, allowing us to delve 
into follow-up inquiries.

Participant selection criteria

We utilized the purposive sampling strategy, specifically 
judgment sampling, to select our interview participants 
by considering their expertise (Sekaran & Bougie, 2016). 

Table 1  The mapping between social contract theory and data sovereignty in this study

Social contract theory Data sovereignty

Spatial aspect Actors (who) (Meta-platform and data marketplace) operators, data providers, data 
subjects, and data consumers

Territorial settlement (where) Meta-platform ecosystems, including data marketplaces they federate
Temporal aspect Duration and timing (when) Focusing on post-2018 as this time shows significant regulatory 

changes in the data economy
Substantive aspect Vertical arrangements (the three Ps: protec-

tion, provision, and participation)
Underexplored
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This sampling strategy was appropriate as we investigated 
a novel phenomenon that only a few individuals were 
knowledgeable about; therefore, we selected individuals 
who were ideally situated and most capable of offering 
the necessary insights (Etikan et al., 2016). We focused on 
experts who had experience with and had a pivotal role in 
conducting or building solutions for sovereign data shar-
ing in different settings (e.g., data marketplaces, data eco-
systems). Furthermore, the interview participants should 
possess experience in decision-making processes related to 
sovereign data sharing, as this reflects their expertise. Pro-
ficiency in English was also a key selection criterion. We 
verified participants’ expertise by looking at their public 
professional profiles (e.g., via LinkedIn) and asked them 
to share their experience for sovereign data sharing during 
the interview. Leveraging our networks in EU data sharing 
projects, we identified potential interviewees and stopped 
once code saturation was achieved. From July 2021 to June 
2022, we conducted 31 online interviews via Microsoft 
Teams, averaging 45 min each.

Appendix 1 lists our interviewees, who predominantly 
have mid to senior management roles, with an average 
work experience of 15 years. Our sample contains a varied 
and balanced range of expertise, including strategic roles 
(e.g., director of innovation, chief data officer, commercial 
director), technical positions (e.g., technical researcher, 
information technology architect), project management 
(e.g., project managers), and legal roles (e.g., data protec-
tion specialist, risk manager). Most of our interviewees 
are professionals from either the telecommunication or 
financial sectors.

Interview protocol

We developed an initial interview protocol focusing on three 
key concepts central to our study: data marketplaces, meta-
platforms, and data sovereignty. In this interview, we took 
the perspective of data providers as the core problem owners 
of data sovereignty. After piloting with two interviews, we 
found that while participants understood data marketplaces 
and sovereignty, they needed a more precise explanation of 
meta-platforms. Thus, we improved our explanation in the 
final protocol.

The final protocol consisted of three parts. First, we 
asked about the interviewee’s background and knowledge 
of data marketplaces. Second, we presented the concept of 
meta-platforms for data marketplaces, specifically with a 
use case where data providers are not associated with any 
marketplaces and then join a meta-platform to share their 
data. In doing so, providers can reach consumers from many 
participating marketplaces. Participants were allowed to ask 
for clarifications after the brief presentation. We then asked 
about potential value propositions related to a meta-plat-
form for data marketplaces. These questions ensured that 
interviewees had an authentic perspective while answering 
questions about data sovereignty and helped to ensure that 
the understanding of meta-platforms was in line with the 
assumptions in our study. We also inquired about the poten-
tial drawbacks of meta-platforms. Often, the interviewees 
had, at this point, already discussed some aspects related to 
data sovereignty. Next, we explicitly questioned the partici-
pants about data sovereignty concerns in meta-platforms. 
We did this to encourage unrestrained perspectives on 

Fig. 1  Contextualizing the social contract theory to data sovereignty (adapted from Furness & Trautner, 2020)
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data sovereignty. This approach ensured that participants 
shared their insights without feeling directed by predefined 
expected results. We often asked follow-up questions to get 
detailed elaboration. All interviews, with the participant’s 
consent, were recorded, transcribed anonymously, and sent 
to interviewees for validation. Five transcriptions under-
went minor revisions post-review.

Data analysis

We analyzed each transcript using Atlas.TI 22.4. We chose 
this software for its superior data visualization capabilities 
and efficient quotation system, allowing richer data interac-
tion and more intuitive coding than alternatives like NVivo 
and MAXQDA.2 The coding process employed a structured 
categorization matrix (Elo & Kyngäs, 2008), incorporating 
pre-defined categories based on a theoretical understanding 
of the substantive aspect of Social Contract Theory (SCT). 
This matrix comprises four levels: higher-level facets, facets, 
second-order codes, and first-order codes. The codebook of 
the structured categorization matrix can be found in Appen-
dix 2.

We conducted three rounds of coding. In the first round, 
we inductively coded a relevant block of statements into 
first-order code by interpreting what the participants said 
when discussing data sovereignty. We then revised or 
merged the first-order codes into second-order codes in the 
second coding round. These second-order codes represented 
broader, abstract code groupings that emerged from the data. 
In the third round, we further grouped the second-order code 

into relevant data sovereignty facets. Furthermore, we inter-
preted how these identified facets correlate with the higher-
level facets of SCT: the three Ps (protection, provision, and 
participation). To increase internal validity, the first and the 
second authors performed an inter-coder reliability assess-
ment to check the consistency of the codes, which the third 
author then reviewed.

To illustrate the coding process, consider the relation 
between excerpts and the applied coding schema in Table 2. 
For the first example shown in the table, we assigned the 
first excerpt example to the first-order code of data flow 
tracking and the second one to data origin information. 
Furthermore, the third example was coded as data access 
revocation, while the fourth was coded as dataset retraction. 
In the second coding round, data flow tracking and data 
origin information were categorized into the second-order 
code of data provenance because both were fundamentally 
discussing the origins and pathways of data, emphasizing 
the importance of knowing where the data comes from and 
how it moves that represent the idea of data provenance. 
The first-order codes of data access revocation and dataset 
retraction were classified under the second-order code of 
data removal because both emphasize the deliberate actions 
taken to limit or end access to specific data sets. The third 
coding round further categorized the second-order code of 
data provenance and data removal into the sovereignty facet 
of data control because they represent an overarching theme 
approach to ensuring that data remains under the intended 
authority and purpose throughout its lifecycle. Afterward, 
we mapped data control as part of the provision’s higher-
level facet. The theoretical underpinning for this mapping is 
the expectation that data providers desire data control capa-
bilities as a part of their vertical arrangement with meta-plat-
form operators. In return, operators are expected to provision 

Table 2  The illustration of the coding schema

No Excerpt Applied coding schema

1 “So, to me, data sovereignty is being in control of your data as much as it is over your meta-data. 
And that you just have non-repudiation, traceability, that sort of thing. So, what I am actually 
saying with that is traceability, in order to be able to control it [(meta)-data] at all, you first have to 
know where it is. You have to have insight into that to be able to enforce anything at all.”

▪ First-order: data flow tracking
▪ Second-order: data provenance
▪ Facet: data control
▪ Higher-level facet: provision

2 “There is a lot of discussion around tagging data contents [to enhance data sovereignty] so you 
know who the ultimate owner is. And I think that is the answer. So, at the end of the day, you can 
review where the content comes from. You can say this comes from Data Provider A.”

▪ First-order: data origin information
▪ Second-order: data provenance
▪ Facet: data control
▪ Higher-level facet: provision

3 “I think that [providing technical enforcements for data control] is the main part where the industry 
has been struggling in the ideal world: You can share data, You have some control over what is 
done with the data, You can revoke the rights to use the data at any time.”

▪ First-order: data access revocation
▪ Second-order: data removal
▪ Facet: data control
▪ Higher-level facet: provision

4 “Data sovereignty is basically the ability of the data provider, for instance, to withdraw the datasets 
from a particular marketplace at the time of their choosing. That is one example of exercising data 
sovereignty. My dataset is being traded somewhere. If I no longer want to do it, I can remove the 
dataset.”

▪ First-order: dataset retraction
▪ Second-order: data removal
▪ Facet: data control
▪ Higher-level facet: provision

2 https:// atlas ti. com/ resea rch- hub/ atlas- ti- alter native- to- other- progr 
ams, accessed on November 26, 2023.

https://atlasti.com/research-hub/atlas-ti-alternative-to-other-programs
https://atlasti.com/research-hub/atlas-ti-alternative-to-other-programs
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such control mechanisms. Data control was not categorized 
under protection since protection primarily focuses on rec-
ognizing rights, a concept distinct from active provisioning. 
Likewise, data control was not associated with participation 
as its primary objective is not directly fostering engagement 
from data providers. The online appendix offers additional 
examples of how we connected excerpts and codes.

Findings

This section presents the research findings. “Section The 
substantive aspect of data sovereignty: protection, provi-
sion, and participation” delves into the substantive aspect 
of data sovereignty to address RQ1 and RQ2, highlighting 
the three Ps: protection, provision, and participation. Fac-
ets and their interrelationships are emphasized using ital-
ics and bold, respectively. “Section The spatial aspect of 
data sovereignty: Contextual conditions” examines the spa-
tial aspect to address RQ3, exploring how contextual con-
ditions impact the difficulty in realizing data sovereignty 
facets. “Section Data sovereignty conceptual framework: 
Interactions between data sovereignty facets and contextual 
conditions” presents a conceptual framework that captures 
the interactions between data sovereignty facets. Participants 
are referenced using the identifier (I-X) from Appendix 1.

The substantive aspect of data sovereignty: 
protection, provision, and participation

Protection of data ownership and privacy

Data ownership and privacy emerge as critical facets of data 
sovereignty, which can be interpreted as part of protection. 
Considering data ownership, one interviewee (I-21) explic-
itly stated its correlation with data sovereignty: “I think data 
sovereignty means control over data ownership.” Data own-
ership is associated with possession (I-28), meaning data 
providers can retain intellectual property rights for their data 
products (I-01). One participant stated, “… data ownership 
should always remain with the provider, and that should be 
clear through whatever kind of licensing they do” (I-25). 
However, claiming ownership is not straightforward, with 
some participants questioning whether data ownership can 
be as transferrable as physical products (I-06, I-10). With 
this complexity, defining terms of uses becomes pivotal 
(I-01), as it defines how data products are used, specifies 
monetary incentives (I-05), and decides data storage loca-
tions (I-22). One participant illustrated this in detail (I-24):

“[Data ownership means]: I can define my policies 
and be sure that no one accesses my data without my 
consent, I can define how long the access is granted, I 

can define who is getting access. I have a data contract 
to define how to use this data for which purposes. So, 
as long as I define all the conditions, no one other, and 
not the platform, I am fine. What also is very relevant 
is to declare how this [a data product] is charged.”

When data products encompass personal, sensitive informa-
tion, privacy is unlocked as a paramount facet of data sover-
eignty. This facet redefines the boundaries of data ownership, 
mandating data providers to consider the rights and interests 
of data subjects (I-07). This means data providers must obtain 
explicit consent from data subjects for approval (I-27) and 
ensure they get tangible benefits in sharing their data (I-13). 
Therefore, claiming ownership becomes even more compli-
cated due to the tensions with data subjects (I-13). Participant 
I-03 highlighted this tension: “I always doubt that we have 
any data at all because we are maintaining the data of our 
customers. We have data about their activities. You can ask for 
consent, but that is always a gray area. So, if you collect the 
data, it always comes from somebody else.”

Drawing on the empirical evidence above, emphasis on 
defining usage policies and ensuring consent in data owner-
ship and privacy, respectively, demonstrate essential needs for 
safeguarding. Therefore, it is logical to classify them under 
the overarching protection facet. This interpretation is aligned 
with participant I-01’s view that linked ownership and protec-
tion, explicitly stating the need to “… have strong protection 
mechanisms of the ownership of the data.” Meanwhile, partici-
pant I-20 connected privacy and protection: “In practice, when 
looking at the personal data and digital markets, you should 
be careful … [Sharing] personal data from one platform to 
another should comply with GDPR rules or data regulations, 
with special attention must be paid to privacy and data protec-
tion in this case.” With this interpretation, protection encapsu-
lates the baseline rights inherently held by data providers (i.e., 
data ownership) and subjects (i.e., privacy), which are recog-
nized as societal norms. These rights are pre-existing condi-
tions before data sharing transactions occur, setting a baseline 
for subsequent data sharing processes. Data ownership and 
privacy do not fall under provision, as provision primarily 
concentrates on service delivery. Similarly, these facets are 
distinct from participation, measures taken to improve active 
engagement of data providers.

Provision of control, security, and compliance mechanisms

The discussion with participants shifted to provisioning con-
trol, security, and compliance mechanisms. With the foun-
dational rights of ownership in place, data providers require 
mechanisms for data control to protect these rights. Thus, 
data control emerges as another critical facet of data sover-
eignty. Participant I-18 illustrated the connection between 
control and sovereignty: “One can imagine data sovereignty 
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is basically the ability of the data owner, for instance, to 
withdraw the data set from a particular marketplace at the 
time of their choosing. That is one example of exercising 
data sovereignty.”

The ownership facet defines the data control facet 
because control over data is exercised based on the agreed-
upon terms of use, which are formalized through contracts 
signed by consumers (I-18). These contracts are techni-
cally enforced to enable control over data (I-16). I-24 illus-
trated this view in the case of technical enforcement using 
a connector:

“In the connector world, they [researchers and prac-
titioners] often talk about fully enforced policies. In 
your data source, you have a connector. You have 
another connector in your data sink. And you have 
your offer, you agree on the contract, and then you 
have all the terms, conditions, and policies. After that, 
the data gets transferred from the data source to the 
sink. Technically, we could build this.”

Having the agreement technically enforced, data control 
thus enables data provenance to track down data usage his-
tory for data monitoring (I-10). In all, data control helps 
retain ownership of data providers.

When personal data is involved, providing data subjects 
with data control mechanisms to safeguard their privacy 
becomes essential. Generally, they demand transparency 
(I-06, I-10) to know how their data is used (I-09). In extreme 
cases, data subjects should monitor the data themselves, 
such as from the dashboard functionalities. “So, more con-
trol about your data in a personal space. I see that personal 
space as a dashboard where I can check who is doing what 
with my data” (I-06). In addition, data subjects must have 
a choice to revoke their consent (I-26). However, getting 
consent for data sharing, if not impossible, is extremely 
hard, “So a lot of data is shared but under strict conditions. 
Furthermore, data sharing for commercial purposes is also 
being done, but it is a lot more difficult. Because, I think, 
we will get to it later, the consent of the (end-) consumer” 
(I-08). I-09 also amplified this view by contrasting the dif-
ficulties between sharing aggregated and personal data:

“If we share personal data, this concept [business data 
sharing] has some problems. I have to inform clients 
or customers, the data subjects: for which purpose will 
I process their data, and to whom will I send their 
data? If I will put data subjects’ data on a meta-plat-
form, and this meta-platform provides the data to an 
unlimited number of customers, data subjects do not 
have a clue to whom the data will be shared. So, this 
concept is okay for aggregated data, but for personal 
data, I think there is lots of work to ensure that this is 
GDPR compliance.”

Beyond data control, security stands out as a data sov-
ereignty facet to safeguard ownership of providers; as one 
interviewee highlighted, “Looking at data sovereignty, secu-
rity is also important because you do not want everything 
to be put out in the open” (I-26). Security prevents unau-
thorized parties from accessing the data (I-12), making sure 
transactions cannot be denied (non-repudiation) (I-05), and 
ensuring “… availability of data, and then you can use it in 
a certain application. That is where the added value [of a 
meta-platform] lies” (I-21). Security entails providing cut-
ting-edge security protections for data sharing (I-05), such as 
watermarking (I-16), certification (I-19), and smart contracts 
(I-23), to name a few.

Moreover, discussions with participants highlighted the 
significance of privacy-enhancing technologies, such as 
anonymization (I-11) and encryption (I-16). Participant 
I-05 illustrated the relation between security and privacy, 
“I would say, for privacy, the meta-platform does not have 
that privilege of seeing what the data is and possibly put-
ting different data marketplace in competition or selling data 
that belongs to one marketplace to another marketplace. 
The meta-platform has to be really secure … So, security, 
in terms of data transportation and the data sharing from 
one micro-PC to another until it reaches the buyer, is really 
important.” Such emphasis on privacy technologies under-
scores the dual role of security: safeguarding data ownership 
and privacy of data subjects, as and when applicable.

Compliance also emerges as a vital facet of data sov-
ereignty, branching into two areas: external and internal 
compliance. Firstly, data providers must respect external 
compliance, encompassing legal and regulatory mandates. 
For example, I-27 illustrated compliance in the context of 
the Data Governance Act:

“The core principle is that there is always control by 
the entitled party. So, the entitled party controls what 
happens to his data and where it is published. The enti-
tled party has data classifications [shareable vs. non-
shareable data]. But for [privacy] protection, there 
must always be explicit consent [from data subjects 
that] in line with the Data Governance Act.”

Given legal intricacies, several participants voiced the 
need for guidance. I-07 expressed, “It will be great if data 
stewardship is established. So, when somebody is unsure 
about this data point, they can immediately contact data 
stewardships for further explanation.”

Internal compliance involves data providers aligning 
with the technical aspects enforced by meta-platform 
operators. I-11 emphasized the technical nature of this 
compliance, stating, “I believe compliance also has a 
technical facet, given that your data should be standard-
ized or normalized.” To simplify this compliance process, 
operators should introduce easy-to-follow mechanisms, 
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such as clear certifications (I-19) or the adoption of a 
widely recognized reference architecture, like those from 
the International Data Sharing Association (I-24) or Gaia-
X (I-23).

Like control and security, compliance mechanisms 
serve as tools to safeguard the ownership and privacy 
rights of data providers and subjects, respectively. I-09 
stressed the significance of such mechanisms:

“We have technical and organizational protection. 
In my words, you must have some technical and 
legal skills ... People in security will be looking for 
some security aspects from a technical point of view. 
From a contractual point and a legal point, we will 
try to find some stipulations that are not in line with 
the GDPR or the national law. For example, you can 
have a contract between two data controllers. One 
of the obligations is to inform your data subjects 
about data processing. I can put in a contract that 
another data controller is obliged to inform my cli-
ents about my data processing. This is possible in 
contracts. So, you can protect your clients.”

In summary, we infer that provision in data sovereignty 
encapsulates data control, security, and compliance mech-
anisms. Data control via technical enforcement provides 
mechanisms for ongoing monitoring post-transaction 
to check whether data is shared according to terms and 
conditions. Security mechanisms, such as encryption and 
watermarking, aim to continuously safeguard against 
unauthorized access, even after sharing data. Compliance 
extends beyond legal frameworks, necessitating consist-
ent alignment with meta-platform technical specifications 
and the continuing fulfillment of contractual obligations 
between data providers and consumers. The findings 
indicate two types of provisions: control-based, which 
facilitates horizontal interactions among societal actors 
like data subjects, providers, and consumers, ensuring 
adherence with established terms for data sharing; and 
defense-based, which involves security and compliance, 
countering breaches from actors outside the standard data 
sharing processes (e.g., cybercriminals, unauthorized 
third-party organizations) and ensuring territorial regula-
tions to avoid negative consequences, respectively. In all, 
provision highlights intentional actions by meta-platforms 
to safeguard ownership and privacy during and post-data 
transactions. Hence, provision differs from protection, 
primarily concerned with recognizing and establishing 
data providers and subject rights, rather than actively 
implementing technical and compliance measures that 
characterize provision. Furthermore, they are distinct 
from participation, which aims for the active engagement 
and involvement of data providers in meta-platforms.

Ensuring participation through clear responsibility division

The connection between data sovereignty, participation, and 
responsibility became a recurrent theme in interviews. Par-
ticipation represents the myriad opportunities available to 
diverse societal groups, especially data providers, to articu-
late concerns, contribute feedback, steer decisions, and par-
ticipate in meaningful interactions. From the perspective of 
data providers, participation extends beyond mere outcomes 
like willingness to share data. For example, participatory 
engagements mean that providers (and other actors) use 
meta-platforms in standardized, mutually agreed upon, and 
approved ways (I-29). Another example is active oversight 
of other societal groups (I-27).

Yet, concerns emerged about meta-platforms potentially 
turning monopolistic and non-democratic. I-29 articulated, 
“… what makes me doubtful is such a meta-platform will 
always be coupled to commercial aspects and capitalistic 
systems which are inherently non-democratic.” Echoing 
this, concerns about dominant platforms emerged, with the 
dilemma of high participation costs on platforms like hotel 
booking services highlighted by I-26: “… participating 
comes at a steep cost, sometimes as much as around 20% 
in charges.” Further, concerns about platforms potentially 
exploiting participants were evident, as I-21 pointed out: “I 
can well imagine that a (meta-)platform will be created that 
organizes it very well from a technological perspective, but 
then starts to exploit participants.”

To ensure constructive and meaningful participation, 
delineating responsibility among sovereign entities and soci-
etal groups is crucial. I-23 asked, “…who is going to write 
the software, and who is just going to install it?” This view 
resonates with I-28’s statement:

“Who should provide the infrastructure [for sover-
eignty]? It could be a meta platform, but it could also 
be a marketplace. But the governance, from my per-
spective, has to be some cooperative model—an asso-
ciation or a foundation or any other form. If you want 
to maintain trust, because that is ultimately what this 
is about, because you will only participate in it if you 
know that this is reliable, then it must also be reflected 
in the way in which you organize it together.”

Nevertheless, responsibility division is not straightfor-
ward, especially in the context of meta-platforms where 
the governance structure between a meta-platform and data 
marketplace participants remains unclear. One interviewee 
(I-12) said:

“So, for example, if you are a meta-platform and a 
data marketplace gets data products from you and then 
sells it to data consumers, and then that data market-
place has security issues or goes down, or the data is 
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corrupted, and then the question is, who is responsi-
ble for that? Is it the data marketplace itself? Is it the 
meta-platform?”

To conclude, our findings highlight the criticality of 
defining clear responsibilities between meta-platform and 
data marketplace operators. This clarity is essential to fos-
ter active participation among all data sharing actors. Such 
well-defined responsibilities are pivotal for steering the pro-
vision of data sovereignty measures, which are crucial for 
safeguarding the fundamental rights of data providers and 
subjects. Thus, the responsibility facet of data sovereignty 
belongs to participation rather than provision, which con-
centrates on delivering mechanisms supporting data shar-
ing rights, or protection, which focuses on recognizing and 
establishing these rights.

The spatial aspect of data sovereignty: Contextual 
conditions

Drawing from “Section Social contract theory,” the spatial 
aspect of SCT identifies conditions that shape the substantive 
aspect (i.e., the three Ps). In data sovereignty, contextual condi-
tions serve a similar function because they influence the diffi-
culty of realizing data sovereignty facets. To explore this further, 
the following sections examine three key conditions: data type, 
business data sharing setting, and organizational size.

Data type

Beyond personal data, diverse data type formats complicate 
control. Some consumers prefer single dataset purchases 
(I-03), while others seek continuous streams (I-05) with 
potential time constraints (I-03). Data products, especially 
when transformed into machine learning models (I-18), 
make control even more challenging. Given these varying 
needs for different data types, providing suitable control 
mechanisms to safeguard all data types presents a formida-
ble challenge.

Data origin, particularly the industry it originated from, 
plays a pivotal role in the complexities of compliance and 
ownership. Unique characteristics across industrial sectors 
necessitate tailored regulations. This necessitates (meta-)
platform operators to guide data providers in adapting own-
ership definitions according to pertinent policies (I-31). 
Furthermore, regulatory and law requirements exhibit con-
siderable discrepancies across various industries. For exam-
ple, I-07 argued about “… over-regulation of the banking 
industry. So, there are a lot of regulations on the table” com-
pared to the telecommunication industry. I-10 from a finance 
industry mentioned, “If you just looked through our IT port-
folio … there you see the part of legal is increasing every 
year. Now, we have European regulation; we have European 

bank law; we have our national regulators.” This highlights 
the expansion of regulations in certain sectors, spotlighting 
the role of industry-specific data in shaping compliance and 
data ownership paradigms.

Certain characteristics of industry-specific data influ-
ence the complexities associated with data ownership and 
control. Consider the data sharing practices prevalent in the 
capital markets industry as an illustrative example. This sec-
tor’s maturity in data practices and regulations has led to a 
sophisticated understanding and effective management of 
data sharing. I-25 stated, “The capital markets as a data pro-
vider area are fairly mature … And what is also interesting 
is that the financial and capital markets industry is highly 
regulated. So, they are mature in compliance practices.” 
Therefore, the nature of industry-specific data shapes the 
industry practices, regulations, and awareness around data 
sharing. This, in turn, fosters an increased level of data lit-
eracy, thereby supporting data providers in defining owner-
ship and meta-platforms in provisioning control measures.

Business data sharing setting

Data sovereignty complexities intensify in the meta-platform 
setting, mainly due to ambiguous governance between meta-
platforms and marketplace participants. “Section Ensuring 
participation through clear responsibility division” high-
lights the challenge of pinpointing data control responsibil-
ity, especially during security breaches or system failures. 
Furthermore, meta-platform operators are responsible for 
selecting trustworthy data marketplace participants, which 
adds another layer of complexity given the diverse operation 
rules and security standards across platforms. Data providers 
are suspicious if specific marketplaces are disreputable inter-
mediaries (I-04). One interviewee (I-01) said: “If a channel 
[a data marketplace], for instance, is ruled by mafias, you 
will try to avoid it.” Evaluating such marketplaces is prob-
lematic because each has unique operation rules (I-01). For 
example, while some marketplaces have decent security, oth-
ers do not (I-12). These challenges highlight the importance 
of defining clear responsibilities to enforce data sovereignty 
measures effectively.

The meta-platform context also increases control com-
plexity. While achieving complete control is conceivable, 
technical hindrances persist (I-02, I-03). For example, data 
sharing via a meta-platform raises concerns related to data 
provenance. Meta-platforms allow providers to share their 
business data with multiple data marketplaces. Hence, data 
lineage from providers to consumers becomes more complex 
and blurry. An interviewee (I-12) asked: “Who is responsible 
for providing the lineage from supplier to buyer if you have 
two stops, which are two separate entities? … We have two 
parts in the chain.” Therefore, there is a possibility of having 
blind spots in the data lineage, making data tracing difficult 
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(I-7). In addition, data providers may need to withdraw data 
for specific reasons. Nevertheless, retrieving shared data is 
difficult: data providers must identify which data market-
place shares their data (and to which data consumers) (I-09).

The meta-platform setting raises difficulties in providing 
compliance mechanisms. A meta-platform commonly aims 
to be interoperable across data marketplaces in different 
countries or industries. Nevertheless, different work rules 
depend on specific areas (I-01), and translating diverse legal 
instruments between countries is difficult (I-02, I-08). For 
example, in extreme cases where a meta-platform is interop-
erable with data marketplaces outside the European Union, 
some regulations like GDPR may not be applicable (I-01). 
Hence, meta-platforms may not help data providers under-
stand what they can (and cannot) do with the data (I-13).

Organizational size

Organizational size is pivotal in data providers’ capacity to 
define ownership. Larger entities are often more prepared to 
share data. As I-26 put it, “But I do not think Small-Medium 
Enterprises (SMEs) will share raw data on such a market-
place.” Typically, bigger organizations have enhanced capa-
bilities for ownership definition (I-21). In contrast, smaller 
providers face challenges due to inadequate data skills and 
awareness. I-10 voiced a concern, asking: “What happens to 
the ownership of the data?” For SMEs lacking data skills, 
a solution is to outsource processes and draw insights from 
external parties. I-21 suggested, “Larger organizations have 
those [data sharing] capabilities. The smaller ones can rely 
on external parties, for instance, for data storage.”

Organizational size is essential when addressing non-
compliance data sharing cases, especially regarding legal 
consequences. Given their substantial market presence, 
larger organizations often experience the implications more 
intensely. I-13 noted, “It is the bigger player in the market 
that is always going to bear the brunt of it.” I-20, who shared 
a personal experience of a security breach at a small enter-
prise, further agreed with this view. Although this incident 
occurred in a small-scale context, it caused considerable dis-
tress: “We were careless, and it happened. So, these security 
breaches were very painful for us even though we are a small 
business. For a big business, I think it is even more painful.”

Nevertheless, large organizations that handle extensive 
datasets are often more ready to conduct data sharing due 
to their rigorous liability measures. They are more vigilant 
about potential infringements, thereby minimizing risks. 
I-27 illustrated this point, noting, “Because with that, you 
also have the liability taken seriously. The chances of vio-
lation are smaller than with many small players.” Hence, 
collaborating with larger companies often signifies a more 
secure data sharing than partnering with multiple smaller 
firms with potentially inadequate data practices.

Data sovereignty conceptual framework: 
Interactions between data sovereignty facets 
and contextual conditions

This section summarizes the previous findings about data 
sovereignty facets, their interactions, and how contextual 
conditions determine the difficulty in realizing sovereignty 
facets (Fig. 2). Figure 2 shows the relationships between 
higher-level facets (i.e., participation, provision, and pro-
tection) and lower level facets. Regarding the higher-level 
facets, participation steers how meta-platforms and data 
marketplace operators divide responsibilities for devel-
oping provision mechanisms, which are either control or 
defense-based. Control-based provision facilitates hori-
zontal interactions among actors such as data subjects and 
providers to ensure sovereignty. Meanwhile, defense-based 
provision consists of security and compliance mecha-
nisms, safeguarding against breaches (e.g., by cybercrim-
inals) and ensuring adherence to territorial regulations, 
respectively. Meta-platforms develop these mechanisms 
to support the foundational rights that need protection: 
data ownership of providers and privacy of data subjects.

At the facet level, every data sharing should start with 
providers describing data ownership, thus defining the data 
control facet. Control over data is exercised based on terms 
of use formalized through contracts, aiding ownership 
retention. When personal data is shared, the privacy facet 
redefines ownership definitions, requiring providers to fac-
tor in data subjects’ rights. Moreover, it becomes essential 
to provision data subjects, too, with control mechanisms 
to safeguard their privacy.

The conceptual framework clarifies the relation-
ship between sovereignty facets and specific actors. For 
instance, the responsibility division under participation 
belongs to the operator perspective. Meanwhile, the data 
control facet mediates between the perspectives of data 
providers and data subjects. The overlap in Fig. 2 high-
lights this, showing that data control under control-based 
provision belongs to both data providers and consumers. 
This positioning demonstrates that data control serves as 
a bridge, potentially resolving the tensions of ownership 
claims between data subjects and data providers. Security 
and compliance facets fall under defense-based provision, 
indicating that data providers utilize these mechanisms, 
whereas data subjects do not directly use them. Figure 2 
also shows that each (higher-level) facet interrelates with 
multiple others rather than simply exhibiting one-on-one 
interrelationships like mutual interdependence. At the 
same time, it is also not the case that all facets are con-
nected to everything else. Instead, the facets interrelate 
variously.

Table 3 summarizes how contextual conditions influence 
the complexity of realizing data sovereignty facets.
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Fig. 2  A multi-faceted con-
ceptual framework of data 
sovereignty

Table 3  Contextual conditions affecting data sovereignty facets

Contextual condition Influence on data sovereignty facet

Data type (personal, sensitive data) • Sharing personal, sensitive data unlocks the privacy facet, triggering difficulties in defining data owner-
ship and provisioning control and compliance mechanisms

Data type (format variations) • Data format variations raise technical challenges for provisioning control mechanisms
Data type (industry-specific data) • The diversity in industry-specific laws and regulations mandates (meta-)platform operators to provision 

compliance mechanisms for data providers in tailoring data ownership definitions following applicable 
policies

• In some industrial types, such as capital markets, data providers and consumers generally know about 
business data sharing practices, increasing the overall data skills and awareness to define ownership and 
exercise control

Business data sharing setting • An unclear governance structure between meta-platform and data marketplace operators amplifies the 
complexity of realizing responsibility division

• Meta-platform architecture raises technical challenges in realizing control mechanisms
• The meta-platform setting raises difficulties in adhering to compliance, primarily due to aiming for cross-

industry and cross-border data sharing
Organizational size • SMEs lack data skills and awareness to define data ownership

• Larger enterprises are more liable to the consequences of non-compliance
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Discussion

In “Section Interpretation of the substantive aspect of SCT 
in data sovereignty,” we discuss the interpretation of the 
substantive aspect of Social Contract Theory (SCT) in data 
sovereignty. “Section Reflecting on contextual conditions 
affecting data sovereignty” discusses the contextual condi-
tions. “Section Framework applicability to other business 
data sharing settings: Hierarchal and network mode” dis-
cusses the framework’s applicability in other business data 
sharing settings, and “Section Theoretical implications” 
outlines the theoretical implications.

Interpretation of the substantive aspect of SCT 
in data sovereignty

Our framework in Fig. 2 shows that provision and pro-
tection facets have many mutual influences, suggesting 
that the other is indirectly affected when one facet is 
addressed. These interplays suggest that addressing data 
sovereignty in provision affects protection and vice versa. 
In contrast, participation influences provision and protec-
tion facets but not vice versa. Hence, exploring scenarios 
where protection and provision co-vary and integrating 
them with participation may be valuable. By connecting 
these scenarios to the various philosophical views in SCT 
from “Section Social contract theory,” we may explain 
the prevalence of control-centric conceptualizations in 
the data sovereignty discourse. We discuss four potential 
scenarios as follows.

In the first scenario, data sovereignty is absent in a 
data sharing setting. This absence is marked by a lack 
of recognition of data ownership rights for providers 
and privacy for data subjects to be protected. Moreover, 
provisioning is also non-existent due to the absence of 
clearly defined responsibilities to do that. Data sharing 
without data sovereignty risks violating the fundamental 
rights of data providers and subjects, indicating a lack 
of social contracts. For example, consider data sharing 
settings lacking control and security mechanisms, com-
bined with unclear responsibility for the decision-mak-
ing process (Fassnacht et al., 2023). Such shortcomings 
could be the reasons why data sharing settings, such as 
data marketplaces, struggle to gain traction (Spieker-
mann, 2019).

The second scenario showcases sufficient provision 
mechanisms for control, security, and compliance, safe-
guarding the rights of data providers and subjects. How-
ever, this scenario has poorly defined and communicated 
responsibility divisions, resulting in minimal engage-
ment from the relevant actors. This scenario aligns with 

Hobbes’s (1651) philosophical view, where pronounced 
institutional controls exist, but citizen engagement is rela-
tively low.

The third scenario represents a configuration with 
medium levels of protection–provision and participation. 
Provision mechanisms are sufficient, and relevant actors 
in a data sharing setting display moderate engagement 
due to a clear understanding of their roles. This scenario 
reflects Locke’s (1689) viewpoint on social contracts: 
rights are sufficiently safeguarded, roles are explicitly 
articulated, and citizen involvement is evident, although 
not maximized.

In the fourth scenario, participation receives pronounced 
emphasis, in contrast to the more modestly developed pro-
vision mechanisms. Here, data sharing actors are actively 
involved, with a distinct understanding of their roles. How-
ever, provision mechanisms might not be extensive. This 
aligns with Rousseau’s (1762) stance, valuing citizen par-
ticipation even when provision mechanisms are less rigid.

Exploring the four scenarios of social contracts uncov-
ers the implicit philosophical assumptions that apparently 
underlie existing literature on data sovereignty. As noted 
in “Section  Introduction,” data sovereignty literature 
takes a one-sided focus on control, which falls under pro-
vision facets while overlooking protection and participa-
tion facets. This focus prompts a preference for technical 
and authoritative measures over inclusive, participatory 
approaches, but is only justifiable if one assumes that 
actors within data sharing are inclined toward self-interest 
and disorder (i.e., in a Hobbesian view). Acknowledging 
Rousseau’s view, for instance, would imply that partici-
pation facets should be considered. As such, the scenario 
guides data sovereignty researchers to what facets to con-
sider, depending on their assumptions of the nature of 
data sharing actors.

Reflecting on contextual conditions affecting data 
sovereignty

While acknowledging the possibility of data sovereignty 
at both organizational and individual levels (Otto, 2019), 
the current literature focuses on the individual level (e.g., 
Lauf et al., 2022; Schinle et al., 2021). This emphasis may 
stem from the historical focus on indigenous data sover-
eignty, which centers on the self-determination of native 
communities regarding data rights and privacy (Kukutai 
& Taylor, 2016). Our research brings the organizational 
perspective to the forefront. Operators must provision con-
trol, security, and compliance mechanisms to protect data 
providers’ ownership. Providers must navigate ownership 
tensions with data subjects in scenarios involving per-
sonal data. Hence, achieving sovereignty necessitates clear 
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communication about benefits for data subjects (Spieker-
mann et al., 2015).

Meta-platforms as emergent business data sharing set-
tings amplify data sovereignty concerns, particularly in the 
control and responsibility facets. Meta-platforms enable 
data asset movement across multiple marketplaces. Con-
sequently, data provenance becomes more difficult because 
we now have two separate entities, amplifying the prob-
ability of having blind spots in the data lineage. Thus, 
data providers generally do not know what happens when 
data is transferred. Blockchain-based smart contracts are 
one of the (future) promising means for data provenance 
(Moyano et al., 2021), but these may be incompatible with 
other marketplaces. To address this issue, interoperable 
solutions like side-chain or interchain technologies are 
essential for meta-platforms that federate existing data 
marketplaces. However, these initiatives are still in their 
early stages and can be challenging to implement in prac-
tice (Singh et al., 2020).

A meta-platform aims to federate existing data mar-
ketplaces. Nevertheless, knowledge about the interactions 
and proper institutional arrangements between these enti-
ties is generally unexplored. For example, meta-platforms 
may have sufficient power to dictate enabling technolo-
gies and infrastructures if they are horizontally integrated 
by the same parent company (such as Alipay, WeChat, 
or Tencent) (Coe & Yang, 2022; Zhang & Williamson, 
2021). Nonetheless, meta-platforms for business data shar-
ing often emerge from consortium efforts (Floetgen et al., 
2021). Hence, having a consensus on governance mecha-
nisms and joint efforts to develop technological standards 
is challenging (Gelhaar & Otto, 2020). Each data market-
place participant may have internal (technically enforced) 
governance mechanisms to ensure data sovereignty, but 
such mechanisms may be incompatible with others. Conse-
quently, responsibilities to provide provision mechanisms 
remain unclear.

Considering another contextual condition, data provid-
ers at the Small Medium–sized Enterprise (SME) level 
often face challenges in defining ownership and exercising 
control. This is partly due to their limited data skills and 
resource constraints in implementing the technical infra-
structure (Scaria et al., 2018). SMEs also have limited 
bargaining power when negotiating data sharing agree-
ments (Touboulic et al., 2014). Moreover, SMEs find it 
hard to keep up with novel requirements because busi-
ness data sharing has not yet become their core business 
(Fassnacht et al., 2023). In contrast, large companies have 
more resources and bargaining power to negotiate favora-
ble data sharing agreements. Large companies are also 
more likely to invest in data analytics and employ spe-
cialists to support their data management efforts (Martens 
et al., 2020). Specifically, large companies specializing 

in the data economy already have data sharing capabili-
ties and are, therefore, capable of defining ownership that 
deals with regulations (Schmidt et al., 2021). To tackle this 
issue, (meta-)platform operators can explore alternative 
value offerings for data providers in the SME category, 
for example, by providing consultation services or train-
ing. Such offerings can foster robust customer relation-
ships, allowing data providers to define data ownership 
and exercise control over their data seamlessly (Virkar 
et al., 2019).

Framework applicability to other business data 
sharing settings: Hierarchal and network mode

The conceptual framework of data sovereignty can be gen-
eralized to two other data sharing settings: hierarchy (e.g., 
supply chains) and network (e.g., data ecosystems). As a 
contextual factor, unique characteristics of each setting play 
a crucial role in realizing data sovereignty facets.

For instance, considering the responsibility division, focal 
partners in supply chains generally must provide provision 
mechanisms, dictating the infrastructure for data control, 
which low-power partners must comply with (Ke & Wei, 
2007). In contrast, the responsibility for provisioning data 
ecosystem infrastructure becomes the joint responsibility of 
its members (Otto & Jarke, 2019). Because data ecosystems 
are still in their infancy, the proven value of developing such 
ecosystems is unclear (Otto & Jarke, 2019). To speed up 
the emergence of a data ecosystem, data providers and con-
sumers are often involved in the development; thus, allocat-
ing extra money to engage with these processes is required 
(Martin et al., 2021). This example illustrates how data shar-
ing settings influence the difficulty of responsibility division.

Another example of the influence of the business data 
sharing setting is illustrated in defining data ownership in 
hierarchical-based data sharing. Low-power partners often 
depend on focal partners who may unilaterally change data 
sharing agreements (Hewage, 2018; Kembro et al., 2017). 
Consequently, despite the risk of disclosing too much infor-
mation and potential exploitation, low-power partners might 
feel compelled to comply with data sharing requests to main-
tain their relationships with focal partners (Ke & Wei, 2007). 
Likewise, power dynamics also happen in the network mode, 
where keystone members coordinate data ecosystem devel-
opments. These keystone members can influence data own-
ership, such as monetary incentives (Otto & Jarke, 2019). 
Consequently, non-keystone actors may have limited nego-
tiating power (Scaria et al., 2018), further complicating their 
ability to define ownership within the ecosystem.

The above examples show that the conceptual framework 
of data sovereignty is relevant and can be extended to other 
data sharing settings, although there may be slight differ-
ences in the influence specification of each facet.
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Theoretical implications

Our study makes a primary contribution to the existing 
Information Systems literature, particularly in research 
streams related to data sharing and data sovereignty, by pro-
posing an alternative conceptualization of data sovereignty 
as a multi-faceted construct. Contrary to current literature 
that predominantly links data sovereignty to data control 
(see a review by Hellmeier & von Scherenberg, 2023), we 
propose a framework that takes a multi-faceted perspective 
on data sovereignty drawing from Social Contract Theory 
(SCT) (see Fig. 2). With this alternative conceptualization, 
researchers and practitioners can identify complementary 
approaches to achieving data sovereignty beyond mere con-
trol measures. The framework also helps understand how 
addressing one facet impacts other facets. Data control 
measures are in high demand (e.g., usage and access con-
trol), but their implementation is generally still in its infancy 
(Tao et al., 2022). Thus, a more expansive viewpoint on data 
sovereignty allows us to analyze the potential trade-off and 
complex interplay between facets. For instance, (meta-)plat-
form operators can explore potential solutions by weighing 
the trade-off between data type, ownership, and control. In 
cases where data is used for training machine learning mod-
els via a federated approach (Li et al., 2020), control over the 
data may not be required if the data is anonymized and used 
only for training purposes. When involving personal data, 
Multi-Party Computation (MPC) enables data sharing actors 
to collaboratively compute a function over their inputs with-
out revealing private data (Koch et al., 2021). Hence, MPC 
may make data control less relevant because data providers 
cannot lose ownership. These examples illustrate how, para-
doxically, data sovereignty may become easier to achieve 
when addressing non-control-related facets.

The conceptual framework offers researchers and practi-
tioners enhanced precision when developing (and claiming) 
data sovereignty solutions. For instance, while Schmidt et al. 
(2022) primarily emphasize privacy technologies and Pedreira 
et al. (2021) delve into security mechanisms, their claims about 
exploring sovereignty solutions are not misguided. This is 
because, in fact, privacy and security are one of data sovereignty 
facets. Our framework helps make more precise claims on which 
sovereignty facets are targeted when designing solutions.

Our interpretation of the substantive aspect of SCT in 
data sovereignty uncovers the implicit philosophical assump-
tions inherent in the current data sovereignty literature. We 
showed that the overly focused on control in the literature 
implicitly resonates with Hobbes’s viewpoint, suggesting 
that societal groups in data sharing lean toward self-interest 
and disorder by their inherent nature. This explains the lit-
erature’s tendency toward technical, authoritative solutions 
over inclusive participation in dealing with data sovereignty. 
This perspective introduces a compelling counterpoint: 

What if, drawing from Locke (1689) and Rousseau (1762), 
societal groups engaged in data sharing are assumed to be 
fundamentally altruistic? Such an assumption might suggest 
that the path to achieving data sovereignty need not be heav-
ily anchored in stringent protective measures. Instead, there 
could be a shift toward strengthening responsible participa-
tory mechanisms. This alternative viewpoint might recali-
brate the trajectory for building data sovereignty solutions, 
addressing participation-related facets rather than control-
based provision. As such, our framework contributes by 
uncovering hidden assumptions behind work on data sover-
eignty and facilitating a reflective discourse on whether this 
literature is going in a direction that aligns with Locke’s and 
Rousseau’s views on human nature.

We frame our secondary contribution as follows. First, we 
provide empirical evidence of the descriptive knowledge of 
data sovereignty. Hummel et al. (2021) identify 16 notions 
correlated with sovereignty, with the leading themes encom-
passing control, security, privacy, and ownership. This 
aligns with our empirical findings, emphasizing the central-
ity of these facets in data sovereignty discourses in business 
data sharing. Interestingly, although responsibility ranks low 
regarding its co-occurrence with data sovereignty in their 
study, suggesting lesser importance, our research highlights 
its critical role in data sharing. Moreover, the facet of com-
pliance emerges as another significant consideration in our 
study, which is yet to receive its deserved prominence in the 
existing literature. Thus, our research not only confirms the 
importance of these notions as data sovereignty facets but 
also elevates the importance of responsibility and compli-
ance in contemporary data sovereignty discussions.

Second, we propose causal mechanisms between data 
sovereignty (higher-level) facets: We go beyond Hummel 
et al. (2021) work that correlates data sovereignty with cer-
tain notions. As shown in Fig. 2, we propose a causal mecha-
nism to explain how data sovereignty (higher-level) facets 
correlate to each other’s. These causal mechanisms provide 
clearer hypotheses for empirical investigations, directing 
future studies toward understanding the forces that drive 
changes in data sovereignty facets rather than just observ-
ing that changes occur. In experimental research, awareness 
of facets that co-vary with treatment and the selected facet 
can help researchers avoid drawing misleading conclusions 
based on correlations that may not reflect causality.

Third, we highlight contextual conditions for specify-
ing boundary conditions: Prior to this study, data sover-
eignty literature did not explore the contextual conditions 
that influence the difficulty of realizing its facets. Conse-
quently, boundary conditions for precisely theorizing data 
sovereignty are unexplored. Therefore, we contribute to 
the literature by identifying three contextual conditions 
that serve as boundary conditions: data type, business data 
sharing setting, and organizational size. This is particularly 
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important for future studies that aim to select facets of data 
sovereignty relevant to their study context, ensuring that they 
focus on the aspects that are both contextually significant 
and challenging to achieve; otherwise, data sovereignty may 
be incorrectly deemed unimportant.

Conclusion

Our research concludes by summarizing the findings in 
“Section Summary of the findings,” discussing limitations 
and future research in “Section Limitations and future 
research,” and elaborating on societal relevance in “Sec-
tion Societal relevance.”

Summary of the findings

In the data economy literature, data sovereignty is often 
narrowly interpreted as data providers’ ability to control 
their shared data. This narrow focus on control might 
(1) lead to solutions that address only fragments of the 
overarching issues, (2) result in inconsistent research out-
comes and potential biases, and (3) imply a conceptual 
basis is missing for higher levels of theory development. 
To address these shortcomings, we propose a multi-fac-
eted conceptual framework that explains the relationships 
between data sovereignty facets (see Fig. 2).

Building on Social Contract Theory (SCT), we identify 
three higher-level facets of data sovereignty. First, the pro-
tection higher-level facets encompass the baseline rights 
inherently held by data providers and subjects for their 
data ownership and privacy, respectively. These rights 
stand as a pre-existing condition before any data shar-
ing transactions occur. Second, the provision higher-level 
facets encapsulates data control, security, and compliance 
mechanisms. These mechanisms are provided by meta-
platforms to safeguard ownership and privacy during and 
after data sharing transactions. Third, the participation 
higher-level facet requires clear responsibility division 
between sovereign entities (e.g., meta-platforms and data 
marketplace participants) to ensure active engagements of 
societal groups (e.g., data providers).

Our conceptual framework shows the interrelation 
between higher-level facets of sovereignty. The higher-
level facet of participation determines how (and by whom) 
the provision mechanisms are provided, which, in turn, 
ensures baseline rights protections. Considering the lower-
level facet, we find that data ownership defines how data 
providers can exercise control over their shared data, 
thereby retaining ownership rights. When personal data is 
involved, the privacy facet redefines ownership structure, 
necessitating a balance between providers and subjects and 

further reinforcing the role of data control in safeguarding 
privacy.

We find three contextual conditions determining the dif-
ficulty in realizing sovereignty facets: data type, business 
data sharing setting, and organizational size. Data sharing 
involving personal data type unlocks privacy as part of 
the protection facet, leading to challenges of ownership 
between data providers and data subjects, compliance 
demands, and control enforcement. Different data types, 
like structured and live-streamed data, present technical 
challenges for control mechanisms, while industry-specific 
data intensifies compliance complexity. The meta-platform 
setting raises ambiguity in determining the responsibility 
between such a meta-platform and data marketplace oper-
ators. Moreover, aligning multiple architectures of data 
marketplaces raises technical challenges in provisioning 
control mechanisms. Furthermore, meta-platform settings 
aiming for cross-border sharing complicate compliance 
mechanisms. Finally, small to medium-sized enterprises 
struggle to define ownership and maintain control, often 
due to resource and expertise constraints.

Limitations and future research

We propose several future research avenues considering our 
research limitations. First, the unit of analysis of this study 
focuses on data providers. Future work can explore the data 
consumers’ perspective to provide a more balanced stand-
point, possibly leading to new insights. For instance, when 
data consumers have more purchasing power, data providers 
may have less influence in creating horizontal agreements 
(i.e., data sharing agreements). This could require provid-
ers to give up some ownership rights. Second, our study 
focuses on the market-mode data sharing setting. Future 
studies can empirically confirm the applicability of the pro-
posed framework to the two other settings: the hierarchy and 
network mode. Third, as this study focuses on the business 
perspective, exploring data sovereignty from the angle of 
consumer-to-business data sharing (e.g., personal data mon-
etization) may offer a fresh insight into the facet interrela-
tion. For example, data subjects voluntarily joining personal 
data marketplaces may be willing to sacrifice a certain level 
of privacy for direct monetary incentives, potentially reduc-
ing the need for stringent security and control mechanisms.

Fourth, as our study is qualitative in nature and gen-
eralizes to theoretical facets, future studies could employ 
quantitative methods. Specifically, the explanatory power 
of our facets on constructs such as willingness to share data 
would strengthen the nomological validity of our framework. 
Alternatively, quantitative configurational analysis methods 
could be relevant to empirically test whether our protection, 
provision, and participation configurations occur in reality. 
Fifth, although the contextual conditions (data type, business 
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data sharing setting, and organizational size) emerged from 
our empirical data and signal their importance, we do not 
claim them to be exhaustive. They serve as a foundational 
basis, and we see an opportunity for future research to delve 
deeper, exploring other conditions and possibly conducting 
prioritization studies. Sixth, our investigation targets data 
sovereignty post-2018, a pivotal time marked by transforma-
tive regulatory shifts within the European Union pertinent to 
the data economy. It would be insightful for future research 
to expand the temporal horizons, examining, for instance, 
periods when significant policy changes or events occurred. 
This would facilitate a deeper understanding of how the 
temporal dynamics of SCT influence the three Ps of data 
sovereignty.

Future research should also investigate how data sover-
eignty, underpinned by social contracts, can drive innovation 
to lower the inherent transaction costs of these contracts. 
Social contracts, like all contracts, incur transaction costs, 
such as those for (a) searching information, (b) bargaining, 
and (c) policing and enforcing (Dahlman, 1979). These costs 
go beyond monetary (Brouthers, 2002), such as the time and 
effort to police horizontal agreements between data provid-
ers and consumers. Innovation in data sovereignty, espe-
cially in the provision higher-level facet, may cut down these 
transactional costs. For example, using smart contracts for 
data control and compliance mechanisms can reduce the 
policing costs for data providers. This efficiency is achieved 
because smart contracts automate the enforcement of data 
product usage terms, which are encoded in computer-based 
languages (Petersen, 2022). Finally, future research could 
explore the connection between data sovereignty and broader 
political issues, such as state surveillance of data subject 
activities via sharing global telecommunication systems 
(e.g., Lashmar, 2017). The potential for state surveillance 
(e.g., Sweden’s Tidö Agreement) might compel data provid-
ers to report data subjects who violate state regulations. This 
scenario indicates that the sovereignty of data providers in a 
business data sharing context, typically maintained through 
protection, provision, and participation, might be overtaken 
by state-imposed mandates.

The multi-faceted framework of data sovereignty devel-
oped in this research provides a foundation for further theory 
development, including explanatory theory (Gregor, 2006), 
which seeks to explain how and why certain phenomena 
occur. Further research can develop propositions based on 
the configuration of data sovereignty facets and test them 
through empirical research. For example, one could com-
pare different configurations: an emphasis on protection and 
provision with low participation (akin to Hobbes’s perspec-
tive), balanced levels of protection, provision, and partici-
pation (reflecting Locke’s view), and a high emphasis on 
participation with low protection and provision (mirroring 
Rousseau’s stance). These configurations can then be related 

to outcomes like trust, perceived risk, and willingness to 
share business data to strengthen the nomological validity 
of the data sovereignty construct. The framework can also 
guide the development of prescriptive theory, which offers 
principles for designing artifacts (Gregor et al., 2020). Data 
sovereignty facets can serve as requirements and evaluation 
indicators to design future data sovereignty solutions, e.g., 
in design science research (Hevner et al., 2004). Meanwhile, 
contextual conditions can be used as control variables in 
design studies. Besides contributing to theory development, 
our framework also provides a means to reflect on the philo-
sophical assumptions underlying the work on data sover-
eignty, whereas we specifically identify a lack of Locke’s 
and Rousseau’s views.

Societal relevance

The findings of this study offer insights for policymakers, 
shedding light on how specific regulations influence vari-
ous data sovereignty facets. For instance, the General Data 
Protection Regulation (GDPR) directly targets the protec-
tion facet, placing a stringent emphasis on safeguarding 
the privacy rights of data subjects. On the other hand, the 
Digital Services Act focuses on the provision facet, ensuring 
the accountability of digital service operators to equip data 
providers with robust control and compliance mechanisms. 
Finally, the Data Governance Act (DGA) shapes the par-
ticipation facet. By instituting a framework for neutral data 
intermediaries, DGA clarifies the division of data respon-
sibilities (e.g., what platform operators and third-party 
providers can do) that is vital in complex scenarios in the 
data economy. In sum, while these regulations collectively 
address all three higher-level facets of data sovereignty, there 
may be areas of overlap between these regulations that future 
policies need to recognize. Hence, future research is advised.

In addition, policymakers should be aware that focusing 
on a single facet may inadvertently create unintended con-
sequences for other facets, potentially hindering the overall 
effectiveness of the regulation. Moreover, when regulation 
aims to be context-independent, the contextual conditions 
affect whether businesses can realistically deal with the regu-
lations regarding sovereignty. For example, when involving 
personal data, DGA heavily emphasizes fully informed consent 
as a control and compliance mechanism to retain privacy. Yet, 
DGA, in its pursuit of promoting responsible data sharing, may 
unintentionally impose too stringent expectations (Ruohonen 
& Mickelsson, 2023). To realize the full potential of the data 
economy, businesses need the flexibility to adapt and innovate 
in their data processing activities. However, there are situa-
tions where it is challenging to precisely define the purpose 
for sharing personal data, especially when subsequent pro-
cessing activities might evolve (Mantelero & Vaciago, 2015). 
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Consequently, this condition may hinder potential actors from 
participating in the data economy (Fassnacht et al., 2023). 
Therefore, policymakers must balance addressing specific 
facets and maintaining the flexibility to accommodate diverse 
contexts and their unique challenges. In doing so, policymak-
ers can better facilitate a thriving data economy that fosters 
innovation, supports diverse business needs, and ensures 
responsible business data sharing across various contexts.
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