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Abstract

Industries and energy markets around the world are facing mounting pressure to decarbonize, prompting them to transform
processes and supply chains towards sustainability. However, a lack of credible sustainability data proves to be a considerable
barrier for emerging markets for sustainable products: Against the background of complex and globalized supply chains, it
is necessary to verify the sustainability claim of products in order to demand price premiums for sustainable products in the
long run. To enable this, it is necessary that stakeholders in globalized supply chains are willing to share relevant data along
the entire supply chain for increasing traceability and reducing information asymmetries. Using the example of international
hydrogen supply chains, we study how data can be shared between different stakeholders using Digital Product Passports
while addressing stakeholders’ concerns about data privacy and disclosure. In our work, we develop design principles that
provide insight into how a Digital Product Passport should be designed to verify the hydrogen’s carbon footprint in a reliable
way and to ensure the willingness of stakeholders to share their data. We follow a multi-step approach with a structured litera-
ture review followed by expert interviews and qualitative content analysis for a synthesis of design principles. Our research
illustrates that a Digital Product Passport must collect data comprehensively and automatically, process it in a decentralized
and tamper-proof manner, protect privacy and sovereignty of stakeholders, and ensure interoperability.
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Introduction

Data has become increasingly valuable in the digital economy
as it accelerates processes, drives innovation, and creates new
business models (Beverungen et al., 2022; Bouwman et al.,
2018). Accordingly, organizations process and share their own
data and use also external data for various purposes, e.g., for
active risk management in supply chains, see, e.g., Agahari
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and emissions reporting (Kaplan & Ramanna, 2021), the need
for traceable and verifiable information, and hence, for cross-
organizational collaboration in today’s complex and globally
meshed supply chains is rapidly increasing (Zampou et al.,
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2022). As a result, data develops as a strategic resource for
organizations to verify the sustainability of products, such as
carbon footprints (Krasikov & Legner, 2023). However, to
date, the majority of relevant sustainability data is not shared
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along supply chains, leading to information asymmetries
and preventing target-oriented sustainability measures—as
recently largely stated in academic research; see, e.g., Bauer
et al. (2020), Bjgrn et al. (2022), and Luers et al. (2022). This
may further result in market failures as products cannot be
priced differently, e.g., according to their contribution to
decarbonization (Downar et al., 2021; White et al., 2021).

One of the major challenges of sharing data in supply chains
is the balance between transparency and confidentiality, as
organizations fear losing competitive advantages by disclosing
sensitive information. Here, information systems (IS) research
is tasked with designing digital solutions that ensure infor-
mation verifiability and privacy preservation in complex and
international supply chains (Agahari et al., 2022; Saberi et al.,
2019). Decentralized concepts and technologies for sharing
and processing data— among others linked to recent research
in the area of data ecosystems (Beverungen et al., 2022; Heinz
et al., 2022) — may serve as a promising starting point.

Against this background, this paper is aimed at paving
the way for data sharing along supply chains in the form
of a Digital Product Passport (DPP). As we will outline in
the following, such a DPP not only preserves the privacy
of involved organizations but also enables verifiability of
carbon emissions data of specific products (Berger et al.,
2022). We refer to a DPP as a digital solution for sharing
product-specific information along the supply chain to any
(including end) customers. While we highly acknowledge
the enormous contribution that scholars already provided
in recent years, we see that existing literature either lacks
specificity (Walden et al., 2021), focuses on specific data
and information requirements only (Berger et al., 2023;
Jensen et al., 2023), or maintains a more generalized per-
spective on DPP system requirements (Jansen et al., 2023).
Consequently, research and practice need a stronger analy-
sis on how DPPs should be built from a technological per-
spective and on how data should be shared in globalized
supply chains to enable verification, rather than which
exact data is actually needed or what are the general areas
of application for the DPPs.

For our study, we shed light on hydrogen supply
chains as an exemplary use case while — to increase
sustainability and corresponding decarbonization efforts
worldwide — only low-emission hydrogen is considered
a cornerstone for achieving our climate goals (Falcone
et al., 2021; Husarek et al., 2021). While hydrogen supply
chains characterize as highly complex and international
with various production and transportation steps, the final
product itself does not provide any information about how
it was produced and what emissions were generated in
the process. To guarantee a more sustainable hydrogen
production, and hence, to also enable price premiums
for low-carbon hydrogen (White et al., 2021), our paper
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outlines how traceability and data sharing along supply
chains empower the verification of hydrogen’s carbon
footprint.

As previous literature contributes by analyzing the suit-
ability of specific technologies for supply chain traceabil-
ity (Bodkhe et al., 2020; Liu et al., 2021b; Saberi et al.,
2019), research and practice are still searching for appli-
cable solutions. While we embrace the promising field
of DPPs, this study reaches out to answer the following
research question:

How should a Digital Product Passport be designed to
enable data sharing and verification of information along
international supply chains of hydrogen?

To close this research gap, we develop six design
principles for a hydrogen DPP that enables verifica-
tion in complex hydrogen supply chains but makes
allowances for the concerns and challenges of different
stakeholders regarding data sharing. For this purpose,
we apply a multi-step approach to derive design princi-
ples as requirements. We conduct a structured literature
review to identify existing traceability and data shar-
ing challenges and derive the necessary design prin-
ciples. Based on this, interviews with various experts
from practice and research complement the results with
special expertise from both a technological and hydro-
gen perspective. This multi-step approach ensures both
rigor and relevance of our design principles. Thereby,
our work contributes in at least three ways: First, with
our findings, we extend the research in data sharing and
provide new insights for IS research on supply chain
traceability. Second, our design principles demonstrate
how digital technologies can be used to contribute to the
global challenge of sustainability and decarbonization.
A DPP reduces information asymmetries, and envi-
ronmental damage can be priced in or manufacturers
can demand price premiums for their environmentally
friendly production methods. Third, our research pro-
vides a starting point for realizing a DPP in hydrogen
supply chains to enable markets for low-carbon products
as our results represent guidelines on how to design a
DPP that is applicable in industry.

The remainder of this article is organized as follows: In
the next section, we give an overview on “Background and
related work.” Further, we describe our research methodol-
ogy in “Method” and present our result—the six design prin-
ciples—in the Section “Findings”. Afterwards in “Discus-
sion and contribution,” we examine the results and elaborate
the contribution. Last, we complete our research in “Conclu-
sion and outlook,” declare the limitations of our work, and
give an outlook on future research opportunities.
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Background and related work

To provide an overview of related literature and previous
work relevant for the topic of this paper, the section is
structured as follows: First, we present literature on chal-
lenges of stakeholders to share data in data ecosystems;
and second, how digital technologies may overcome these
to enable traceability in complex supply chains. Third,
we introduce recent work on DPPs as a digital solution
for data sharing along supply chains and collaboration
between the various stakeholders. Last, we give a liter-
ature-based overview of the low-carbon hydrogen supply
chain.

Data sharing in data ecosystems

In research and practice, data is considered as a key driver
and a strategic resource of the digital economy and can
drive innovation and sustainability (Gelhaar & Otto, 2020;
Jetzek et al., 2019; Renland Haugjord & Kempton, 2022).
To truly harness the potential of data, there is a need for
cross-organizational collaboration in the form of data shar-
ing. However, literature emphasizes that one barrier to
share data is the concern of disclosing valuable information
that could endanger a stakeholder’s competitive advantage
(Agahari et al., 2022; Gelhaar & Otto, 2020; Westerkamp
et al., 2020). Therefore, stakeholders must recognize the
benefits of collaborating and sharing data to be willing to
participate (Agahari et al., 2022; Lis & Otto, 2020). At
the same time, stakeholders should be assured of sover-
eignty over their data to reduce the fear of data disclosure
(Beverungen et al., 2022; Gelhaar & Otto, 2020). Research
also underlines the need for the stakeholder’s trust in the
network (Agahari et al., 2022; Gelhaar & Otto, 2020).
Against this background, the IS community has recently
been taking a closer look at the topic of data ecosystems
in which collaborated data sharing between different
stakeholders takes place (Heinz et al., 2022). Oliveira and
Léscio (2018) describe a data ecosystem as a network of
autonomous actors that consume, produce, or provide data
and resources, where each actor plays one or more roles
and is connected to others through relationships that foster
collaboration and competition. In their work, on multi-
sided data platforms, e.g., in the form of data spaces, Otto
and Jarke (2019) point out that trustworthy data sharing
and data sovereignty are key elements to ensure the suc-
cess of an ecosystem in which data is shared. Gelhaar
and Otto (2020) study the challenges in the emergence
of data ecosystems, thus offering essential insights for
advancing collaborative data sharing, while Gelhaar et al.
(2021) develop a taxonomy for data ecosystems to enable
a deeper understanding of the growing research field. Aaen

et al. (2022), on the other side, highlight that data use in
these ecosystems can also have negative consequences.
Uncoordinated growth of data ecosystems might lead to
privacy problems and a lack of stakeholder trust in the
data ecosystem, calling for an appropriate governance.
Moreover, research shows that the distribution of power
between units that generate, collect, and analyze data can
be imbalanced leading to knowledge asymmetries, lock-in
effects, and dominant entities (Someh et al., 2019). While
current literature on data sharing in data ecosystems also
elaborates on corresponding threats and challenges, it
mainly highlights the enormous potential of data sharing
for cross-organizational collaboration.

Sustainability and supply chain traceability

Data sharing is seen in literature as a major factor of supply
chain transparency and sustainability, enabling stakeholders
to track and verify the environmental, social, and economic
impacts of production and distribution processes (Saberi
etal., 2019; Troger & Alt, 2017). Research also emphasizes
that the demand for verifiable production information is
growing in order to meet global climate targets as well as
human rights standards. For this reason, recent academic lit-
erature is concerned with how digital technologies can con-
tribute to the verifiability and traceability of supply chains,
especially with regard to sustainability (Miiller et al., 2023).
Various approaches are being explored to address supply
chain traceability by using a shared data layer: Saberi et al.
(2019) study the blockchain’s impact on sustainable supply
chains, finding a lack of information on ecological prod-
ucts and a need for real-time emission data to create low-
carbon asset markets. Benefits of using blockchain include
improved reliability, trust, and transparency, but also face
barriers to adoption due to privacy issues. Menon and Jain
(2022) study blockchain for transparency in agri-food sup-
ply chains, classifying 25 use cases and highlighting the
technology’s potential and limitations. For this purpose,
they point out current limitations and give hints for future
research directions. Also, in the vein of using a shared data
layer, Tsolakis et al. (2021) design blockchain-centric sup-
ply chains for sustainability, defining four principles and an
implementation framework for more resilient and sustain-
able supply chains. The research of Troger and Alt (2017)
goes in a similar direction: They identify design options
for supply chain visibility through a case study approach.
Appelhanz et al. (2016) develop a traceability informa-
tion system and an according cost—benefit model for wood
products, and Asante et al. (2022) present a comprehensive
review of the use of distributed ledger technologies in supply
chains. Liu et al., (2021b) examine the role of information
and communication technology in agriculture supply chains,
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highlighting challenges such as fear of data misuse and lack
of data sharing due to loss of control.

Against this background, research points out that a major
challenge in this area is the dilemma between transparency,
e.g., concerning product information, and confidentiality
of sensitive business data (Berger et al., 2022; Jarke et al.,
2019; Menon & Jain, 2022). Thus, recent research focuses
on how to guarantee verifiability of relevant information
while avoiding disclosure of data. For example, Djamali
et al. (2021) develop a blockchain-based data platform for
asset logging in the energy sector with end-to-end encrypted
communication channels. Their solution meets identified
requirements, such as tamper-resistance and integrity of
stored data while enabling scalability and protecting sensi-
tive data. To address certification and guarantees of origin
in the energy context, Sedlmeir et al., (2021b) analyze using
zero-knowledge proofs (ZKPs) to label electricity from
renewable energy sources. A similar direction is taken by
Babel et al. (2022): They design a carbon emission trac-
ing system that ensures verifiability while incorporating
privacy-preserving measures by non-fungible tokens and
ZKPs. Nevertheless, despite all efforts of research, determin-
ing the environmental impact of products is still challenging
and lacks applicable solutions.

Digital Product Passports

To bring supply chain traceability into practice and enable a
global sustainable economy, only recently legislative bodies
introduce new concepts and strategies. The EU, for example,
passed a law for improved sustainability reporting, using
digital technologies for comparable and reliable information
flows (European Commission, 2021). DPPs aim to pass on
product-specific information along supply chains to inform
consumers about the product’s environmental impact. The
EU acknowledges the advantage of the digitalization of
product passports to reduce administrative burden (European
Commission, 2022). DPPs are being considered as a tool
for comprehensively tracing sustainability aspects (Adisorn
et al., 2021), and thus, enabling sustainable supply chains
(Berger et al., 2022). While the concept of DPPs is gaining
attention in policy, economy, and research (Plociennik et al.,
2022; Walden et al., 2021), it requires further research to
apply DPPs as solutions for verifiable sustainability infor-
mation. To this end, initial studies aim to advance DPPs,
while a current focus is on circular economy and the reuse
of materials from a specific product, see, e.g., Adisorn et al.
(2021), Plociennik et al. (2022), or Walden et al. (2021).
Berger et al. (2022) propose a digital passport for electric
vehicle batteries that promote circularity and incorporates
value chain data. Among others, they analyze data require-
ments for stakeholders involved in circular battery value
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chains. In their new work, Berger et al. (2023) build upon
existing research and provide a value chain actors’ perspec-
tive on data requirements for sustainability management.
Jensen et al. (2023) take a similar approach and define and
evaluate data needs in DPPs for product life-cycle decision
making. King et al. (2023) propose a universal definition of
a DPP ecosystem that is broader than previous work, which
has so far focused sporadically on information requirements,
policy, or other dimensions for a DPP. They identify nine
capabilities of the DPP ecosystem and explore each capabil-
ity in more detail. Jansen et al. (2023) are the first to identify
broader requirements for DPP systems and thus provide an
explanation for current DPP developments. Nevertheless,
current research on DPPs also acknowledges the tension
between transparency and data-privacy while not yet pro-
viding applicable solutions that ensure verifiability under
technologies’ requirements and stakeholder concerns.

In this work, we expand the research in the area of supply
chain traceability and connect the idea of data ecosystems
for supply chain traceability with the emerging concept of
DPPs. Data sharing along supply chains and collaboration
between relevant stakeholders opens new business models and
enables new options for value creation. The role of IS and
the use of data to drive sustainability are gaining increasing
attention — especially in context where production processes
involve various steps and where the final product itself does
not disclose any information about its carbon intensity.

Low-carbon hydrogen supply chain and market

Low-carbon hydrogen, produced by splitting water with
electricity, is considered as a key fuel for achieving global
climate goals and promoting the energy transition (Akhtar
et al., 2023) and serves as an illustrative example for the
relevance of tracing emissions along supply chains. On the
one hand, this is due to its versatile applicability, while on
the other hand, as an energy carrier, hydrogen offers flex-
ible storage and transport options for renewable, low-carbon
energies (Li et al., 2019). The options of how hydrogen is
produced, via which international transportation route, and
in which form it reaches its end consumers are numerous
(Seo et al., 2020). Figure 1 illustrates a selection of hydrogen
supply chain options, whereby the product hydrogen itself
does not allow any conclusions to be drawn about the pro-
duction method, conditioning, transportation, and storage.
Therefore, the environmental impact in the form of carbon
emissions that has occurred along its supply chain is not
traceable without any further measures.

However, hydrogen can only contribute to decarboniza-
tion if produced environmentally friendly (Shiva Kumar &
Lim, 2022). To this end, renewable-powered electrolysis for
the generation of low-carbon hydrogen is needed (Velazquez
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Fig.1 Hydrogen supply chain options (own illustration based on Li et al. (2019) and Seo et al. (2020)) (RES =renewable energy system,
SMR = steam methane reforming, CH, =compressed hydrogen, LH, =liquid hydrogen, H, =Hydrogen)

Abad & Dodds, 2020). Notwithstanding, since this type of
production requires large amounts of renewable, low-carbon
energy, not every location is suitable to produce low-carbon
hydrogen. As a result, many countries, e.g., in the EU, seek
partnerships to expand their hydrogen economy, build inter-
national supply chains, and import hydrogen from more suit-
able locations, e.g., Australia, due to its superior solar and
wind potential (Akhtar et al., 2023; Wappler et al., 2022).
Moreover, due to various production steps and challeng-
ing transportation, low-carbon hydrogen is currently more
expensive than conventional hydrogen — so-called gray
hydrogen — with a higher carbon footprint (Akhtar et al.,
2023). However, as Hahn et al. (2015) state, the demand
for low-carbon hydrogen is increasing due to sustainabil-
ity targets or incentives such as shareholder and consumer
pressure, emission pricing, and further regulation. Recent
literature points out that in order to reduce greenhouse gas-
ses along the supply chain, consumers are willing to pay a
premium for guaranteed low-carbon hydrogen (White et al.,
2021). However, if buyers do not know how carbon-friendly
the hydrogen is produced, a market failure occurs due to
asymmetric information. The market for low-carbon hydro-
gen will not emerge since buyers cannot be sure whether the
premium price is justified. For this reason, certifications help
to reduce information asymmetries and provide transparency
in the supply chain (Velazquez Abad & Dodds, 2020; White
et al., 2021). In their work, Velazquez Abad and Dodds
(2020) give an overview on existing certification standards
and guarantee of origins for “green” hydrogen, noting that
these differ, for instance, in how they are characterized, such
as guarantee of origin, regulation, or standard. Of particular

importance are the differences in the baseline greenhouse
gas threshold, the qualification level, i.e., meaning that dif-
ferent definitions of what “green” (or other colors that are
related to the specific carbon intensity of hydrogen) exist
(White et al., 2021). For instance, the French guarantee of
origin scheme AFHYPAC labels hydrogen as “green” if the
used electricity originates from 100% renewable sources,
while the guarantee of origin scheme CERTIFHY defines
hydrogen as “green” if the emissions are a certain amount
lower than from “gray” hydrogen and the British standard
BEIS, on the other hand, defines a threshold differentiated
according to end use (Velazquez Abad & Dodds, 2020).
Research further emphasizes the issue that there is no uni-
form definition where in the supply chain the carbon inten-
sity is measured and that boundaries for carbon accounting
vary widely among different initiatives from the point of
production to the entire lifecycle of hydrogen (Valente et al.,
2017; Velazquez Abad & Dodds, 2020). These differences
result in the failure that no consistent, standardized mar-
ket with price premiums for low-carbon hydrogen can be
developed. Moreover, literature underlines that in certain
systems, only green hydrogen—according to their individual
definition — can be traded (Valente et al., 2017). Hence, it
is not possible to mix hydrogen with different supply chains
and certify improvements in emissions of non-100% green
hydrogen (Schlund & Schonfisch, 2021; Velazquez Abad
& Dodds, 2020). These aspects prevent well-functioning
international trade of low-carbon hydrogen and, finally, the
energy transition (White et al., 2021).

Against the background of previous literature, we identify
the need for a more coherent approach to enable traceability
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in hydrogen supply chains. As a digital enabler, DPPs can be
a necessary building block for an applicable solution, offer-
ing the potential to enable verification of sustainability cri-
teria and track emissions along the complex supply chain of
low-carbon hydrogen. Recent advances in IS research, espe-
cially in the area of data ecosystems, demonstrate promising
ways to share data in a trustworthy and traceable manner
and, thus, pave the way forward for DPPs. To build appropri-
ate DPPs, research and practice are in need for clarifying and
addressing challenges and developing design principles first.

Method

As previously discussed, we observe a research gap on how
to design a DPP to enable reliable verification of hydrogen
supply chains (Step I). Hence, in our research, we develop
design principles as requirements for building a hydrogen
DPP and capture relevant design knowledge. We thereby fol-
low a multi-step approach with a structured literature review
followed by expert interviews and qualitative content analy-
sis for a synthesis of design principles (c.f. Figure 2). The
approach is based on the Design Cycle Research of Hevner
et al. (2004) and covers especially the first steps of that
procedure.

In Step II, we conduct a systematic literature review
in line with vom Brocke et al. (2015) to define our design
objectives (c.f. Step III) and to develop the initial design
principles (c.f. Step III). In doing so, we study the existing
knowledge base and extract specific challenges of supply

chain transparency. We apply the search string (“Supply
Chain” OR “Value Chain” OR “Chain of Custody”) AND
(Trace* OR Track* OR Guarantee OR “Product Passport™)
AND (“Information System*” OR Digital* OR ICT OR
“Information and Communication Technology” OR Vir-
tual*). For our search, we use the following databases: Web
of Science, IEEE Xplore, AIS eLibrary, Science Direct, and
JSTOR. We limit the results of our query to papers pub-
lished from 2016 to the present to reflect the fast pace of
this research area. Initially, our search results in a total of
448 research articles. After screening titles, abstracts, and
the content of the articles, we reduce the number of relevant
publications for our purpose to 23 in accordance with our
inclusion and exclusion criteria (cf. Table 1). Conducting a
forward and backward search gives us additional six articles
which adds up to a total of final 29 articles.

To guide our work and the development of our results,
we first analyze in Step III the challenges around supply
chain traceability, data sharing, and sustainable hydrogen.
In doing so, we identify nine challenges. To overcome these
challenges, we arrive at the following research objective:
Develop design principles for a Digital Product Passport to
enable data sharing and verification of information along
international supply chains of hydrogen. In line with Peffers
et al. (2007) and Walls et al. (1992), we then derive three
meta-requirements as design objectives for a DPP from the
nine previously identified challenges for our design princi-
ples. Additionally, we discuss the meta-requirements in the
research group and finalize them through reasoning. These
meta-requirements specify what the final design principles

(I) Problem
Identification

Observation of
increasing
sustainability
requirements for
supply chains from
industry, society and

(IT) Literature
Review

Execution of a
systematic literature
review on digital
product passports
and supply chain
traceability

(IIT) Design
Objectives

Identification of nine
challenges and three
meta requirements
for digital product
passports

(IV) Development

Systematic
extraction of initial
design principles for
a hydrogen digital
product passport

(V) Interviews/
Evaluation

13 semi-structured
interviews with
experts from
research and
industry in the field
of the hydrogen

politics

economy and digital
traceability in two
rounds

Fig.2 Executed research approach

Table 1 Inclusion and exclusion criteria of our systematic literature review

Inclusion criteria

Exclusion criteria

e Contains knowledge about supply chain traceability

o Includes digitalization components or contains IS context

e Includes frameworks, descriptions, and conceptualization about
DPPs, guarantee of origin, or related domains

e Was published before 2016 (and thus, does not reflect the contempo-
rary state of research)

e Literature such as books, presentations, or non-peer-reviewed articles

o Content that is not relevant to the considered problem, e.g., logistic
management

o Articles that are not written in English
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should ultimately fulfill and, thus, provide the starting point
for the development of our design principles.

In Step IV, we develop our design principles for a DPP
in hydrogen supply chains by applying the design principle
scheme of Gregor et al. (2020) to summarize the various
aspects of the statements in a reasonable way, i.e., aim, con-
text, mechanism, and rationale. From our literature review
and building on the previously derived meta-requirements,
we formulate an initial set of design principles. While the
derived meta-requirements are use-case-agnostic, the first
draft of design principles has a broader base and is applied
to the hydrogen context by means of general background
information from the authors about hydrogen supply chains
and certification.

Following the initial development of design principles,
we evaluate these in Step V by 13 semi-structured expert
interviews, following Schultze and Avital (2011). In two
rounds of interviews and within the author’s team, we
develop and evaluate our design principles against the cri-
teria of ease of use, understandability, simplicity, elegance,
and completeness (Sonnenberg & vom Brocke, 2012). The
interviewees were selected based on their expertise either
in the field of hydrogen or in the field of data sharing and
verification to assess the specifics of our design principles
for a hydrogen DPP (see Table 2). Care was taken to include
stakeholders at different points in the hydrogen supply chain
and with diverse roles in order to receive feedback from dif-
ferent points of view. To better prepare for the interview, we
inform the experts about our research before the meeting. All
interviews are recorded and transcribed in agreement with
the interview partners and last between 30 and 75 min. We
follow the predetermined interview guide (see Appendix A)
to conduct the evaluation. After a brief personal introduction
followed by a short overview about hydrogen and DPPs,
we asked the interviewees to evaluate the design principles.

Table 2 Experts selected for evaluation interviews

In the end, we take the time for broader feedback on the
research topic. This includes discussions about the added
value of hydrogen DPPs, current challenges, and future steps
necessary for the DPP implementation. During the inter-
views, we take notes of relevance which, together with the
transcripts, we incorporate into the updated versions of the
design principles. With the first seven expert interviews (see
Table 2), we evaluate the first draft of design principles.
Using the feedback, we review and adopt the design princi-
ples and revise the design principles by six additional expert
interviews. Finally, the author’s team discusses the feedback
of the two previous process iterations in detail and finalizes
the six design principles.

Findings

We present our results in two subsections. First, we illus-
trate the challenges for supply chain traceability that we
find within the first step of our process — as outlined in the
previous section. From these challenges, we derive meta-
requirements that give guidance for the formulation of the
design principles by providing clear, overarching require-
ments that a DPP must meet for an improved supply chain
transparency. Second, we present the final six design prin-
ciples for a DPP.

Challenges and meta-requirements for supply chain
traceability

In the following, we briefly outline the challenges of sup-
ply chain traceability and data sharing in supply chains that
we find in the literature. Thereinafter, we present the meta-
requirements that consider these challenges. Thereby, we
note that both, the challenges and meta-requirements, are

Interview round ID Role of interviewee Professional background and expertise Duration

1 1 Researcher IS, decarbonization, hydrogen 75 min
2 Researcher IS, sustainability, blockchain 60 min
3 Researcher IS, energy, decentralized technologies 60 min
4 Head of department Steel, hydrogen 60 min
5 Senior project manager Energy, hydrogen, sustainability 60 min
6 Industry innovation manager Hydrogen, energy 53 min
7 Senior project development manager Hydrogen, energy, sustainability 42 min

2 8 Researcher IS, traceability, blockchain 54 min
9 Stakeholder engagement manager Green gas, hydrogen, energy, political affairs 37 min
10 Researcher Digital Product Passports, traceability 56 min
11 Head of corporate development Port operations, hydrogen, decarbonization 31 min
12 Solution specialist Environmental traceability, software solutions 59 min
13 Managing director Public utilities, hydrogen, decarbonization 51 min
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application agnostic, i.e., they do hold for any, not only for
the hydrogen supply chain. Table 3 gives an overview of
these challenges and illustrates how they match into the
meta-requirements.

As already introduced above, we find that a lack of trans-
parency is a major challenge. Here, Berger et al. (2022)
underline a lack of high-quality information to improve
supply chains towards sustainability, while Adisorn et al.
(2021) highlight the need for a “holistic and comprehensive
recording of sustainability aspects.” We see that literature
clearly points out that only if information asymmetries can
be reduced and product-specific information is shared along
supply chains, the true value of a product, i.e., including its
external costs for the environment, can be derived (Appel-
hanz et al., 2016; Saberi et al., 2019). However, this desired
transparency is hampered by a lack of willingness among
supply chain stakeholders to share their data (Berger et al.,
2022; Liu et al., 2021b). This reluctance results from a set
of further issues which constitute challenges for data sharing
in globalized supply chain networks. As mentioned in the
introduction and in line with literature, see, e.g., Bodkhe
et al. (2020), Ebinger and Omondi (2020), and Straubert and
Sucky (2021), we find that a major challenge is posed by pri-
vacy concerns of a supply chain’s stakeholders. The fear of
privacy leakage and the potential loss of business advantage
through sharing sensitive information withhold stakeholders
from sharing relevant supply chain data (Westerkamp et al.,
2020; Zhao et al., 2019). In addition, many stakeholders also
fear the loss of control over their data once they allow shar-
ing it (Appelhanz et al., 2016; Liu et al., 2021b). Moreover,

Table 3 Overview of challenges in data sharing in supply chains

we find system vulnerability to be a further, significant chal-
lenge. One corresponding issue that can be found in several
articles is the single point of failure (Appelhanz et al., 2016;
Saberi et al., 2019; Zhao et al., 2019). This issue arises if
all data is centralized at one single point of the ecosystem
and, thus, poses a major risk of data loss, manipulation,
malicious attacks, or technical failure. In line with, e.g.,
Nozari et al. (2022), we find that the general vulnerabil-
ity of technological systems poses a challenge that, as long
as it remains unanswered, leads to a reduced willingness
of stakeholders to disclose their information. The potential
threat of data misuse by third parties also poses a problem.
This misuse does not have to be caused by unauthorized
persons who obtain information through hacking attacks but
can also occur within the framework of the authorized users
of the ecosystem (Ebinger & Omondi, 2020; Raja Santhi &
Muthuswamy, 2022; Saberi et al., 2019). Of course, we note
that this is strongly related to a lack of trust. For one thing,
stakeholders might not trust other stakeholders with whom
they are supposed to share their data because of the afore-
mentioned reasons (Appelhanz et al., 2016; Westerkamp
et al., 2020). For another, data sharing is only of value for
traceability systems in supply chains if the data shared is
perceived as trustworthy (Bodkhe et al., 2020; Raja Santhi
& Muthuswamy, 2022). This means that two sides of trust
issues play a role in this case. On the one hand, stakehold-
ers do not trust other parties to not misuse the data they
shared with them. On the other hand, stakeholders must
trust that the data they receive is reliable. Hence, we state
there are two kinds of information asymmetries that lead

ID Challenge Meta-requirement

Supporting literature

Adisorn et al. (2021); Appelhanz et al. (2016); Berger et al. (2022); Saberi et al. (2019)
Bodkhe et al. (2020); Ebinger and Omondi (2020); Liu et al., (2021a); Menon and Jain

(2022); Saberi et al. (2019); Sezer et al. (2022); Straubert and Sucky (2021); Zhao et al.

Appelhanz et al. (2016); Cocco et al. (2021); Liu et al., (2021b)
Appelhanz et al. (2016); Bodkhe et al. (2020); Nozari et al. (2022); Saberi et al. (2019);

Ebinger and Omondi (2020); Liu et al., (2021b); Raja Santhi and Muthuswamy (2022);

Ahmed and MacCarthy (2021); Appelhanz et al. (2016); Bodkhe et al. (2020); Raja Santhi

and Muthuswamy (2022); Rana et al. (2021); Saberi et al. (2019); Westerkamp et al.

C-1  Lack of transparency MR-1
C-2  Privacy concerns MR-2

(2019)
C-3  Loss of control MR-2
C-4  System vulnerability MR-3

Zhao et al. (2019)
C-5  Threat of data misuse MR-2, MR-3

Saberi et al. (2019)
C-6  Lack of trust MR-2, MR-3

(2020); Zhao et al. (2019)
C-7  Data integrity MR-3

Ahmed and MacCarthy (2021); Asante et al. (2022); Bodkhe et al. (2020); Da Rosado

Cruz et al. (2020); Leng et al. (2018); Li et al. (2020); Liu et al., (2021a); Raja Santhi and
Muthuswamy (2022); Salah et al. (2019); Sezer et al. (2022); Tsolakis et al. (2021); Zhao

et al. (2019)
C-8  Lack of interoperability MR-1

Asante et al. (2022); Bodkhe et al. (2020); Hardt et al. (2017); Li et al. (2020); Liu et al.,

(2021b); Raja Santhi and Muthuswamy (2022); Sezer et al. (2022); Tsolakis et al. (2021)

C-9  Data processing MR-1, MR-2

Ashley and Johnson (2018); Westerkamp et al. (2020)
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to trust-related problems. When discussing the trustworthi-
ness of data, another key challenge comes into play, namely,
ensuring data integrity (Ahmed & MacCarthy, 2021; Liu
et al., 2021a; Sezer et al., 2022; Tsolakis et al., 2021). Data
sharing in globalized supply chains can highly contribute to
promoting sustainability if it can be ensured that data is not
illegally manipulated and falsified. Building on this, we find
in literature that a lack of interoperability is also a problem
for comprehensive traceability (Bodkhe et al., 2020; Hardt
et al., 2017; Raja Santhi & Muthuswamy, 2022; Sezer et al.,
2022; Tsolakis et al., 2021): If data cannot be shared between
different nodes in the supply chain ecosystem because com-
munication between digital systems is not possible, the
whole traceability is at stake. In addition, the information
obtained from the shared data must be usable across differ-
ent application areas, countries, regulations, and standards in
order to contribute to verification. Here, we find that not only
technical but also content-related interoperability is neces-
sary (White et al., 2021). In addition, we find that it is also
relevant how data is processed to display specific informa-
tion at specific stages within supply chains—of course, this
also partly interrelates with interoperability while being a
separate challenge itself. Concerning the processing of data,
it is pivotal to consider which level of aggregation of granu-
lar data is necessary for verifying certain information about
certain production processes in supply chains (Westerkamp
et al., 2020). Here, it also plays a significant role whether
the data is generated automatically, autonomously, and in
real-time (Ashley & Johnson, 2018).

After we identify and find the above-mentioned chal-
lenges, i.e., C-1 to C-9 (see Table 3), we cluster these chal-
lenges and derive the following meta-requirements to be the
basis for our design principles (see next section):

MR-1: Enable traceability and efficient data processing
along the entire supply chain.

MR-2: Ensure sufficient confidentiality and meet the sov-
ereignty requirements of stakeholders.

MR-3: Ensure the reliability and trustworthiness of the
shared data.

We also note that our literature review reveals several
other challenges, including, for example, infrastructure
development, management, and investment decisions
(Liu et al., 2021b; Nozari et al., 2022; Saberi et al.,
2019). While these issues relate to other levels of sup-
ply chain traceability through digital technologies, we do
not specifically consider them in the formulation of the
meta-requirements and the development of our design
principles. Moreover, we state that the challenges and
meta-requirements that we derive from literature are
agnostic to any specific supply chain or DPP.

Design principles for a Digital Product Passport

In this section, we present the final design principles for
a hydrogen DPP. As outlined in the method section, we
develop these iteratively. Initial interviews indicate that the
initial draft needs to be refined to meet the criteria of clar-
ity, simplicity, and elegance. Suggestions primarily focus on
design principle formulation, wording, and sentence struc-
ture. Researchers tend to analyze design principles linguisti-
cally, whereas industry experts evaluate their applicability
and overall comprehensibility, assigning particular impor-
tance to practicality. Further, a major change after the first
round of interviews is the merging of the former DP-2 “Data
sovereignty” and DP-3 “Concealed traceability” into the new
DP-2 “Data privacy.”

The final set of six design principles—after conducting
all 13 interviews—is listed in Table 4. The scheme applied
to develop the design principles is based on Gregor et al.
(2020) that structure the design principles in title, aim,
context, mechanism, and rationale. The aim describes the
desired outcome of a certain design principle thus what
we want to achieve. The context indicates at what stage in
the development the design principle gains most attention
(Alter, 2013). The mechanism demonstrates how the design
principle realizes the aim while the rationale finally explains
why the design principle is necessary and justified.

While we see a DPP as an option to pass information along
supply chains, we give a detailed description of each design
principle for a DPP in hydrogen supply chains in the following:

DP-1 — holistic data capture: This design principle
ensures the collection of data along the entire hydrogen
supply chain. This is necessary to enable traceability
and to correctly reflect the environmental impact since
all points of a hydrogen supply chain contribute to the
greenhouse gas emissions (Velazquez Abad & Dodds,
2020; White et al., 2021). Holistic data capture aims at
reporting data on a fine-granular level in order to avoid
erroneous estimations and, thus, ensures the usefulness of
a DPP for sustainability improvements in supply chains.
To do so, it must be possible to monitor data and report it.
This includes not only data from machines used to gener-
ate hydrogen, such as in electrolysis, but also data that
reflects individual information about transportation and
storage. This is crucial due to the wide range of options in
a hydrogen supply chain and their corresponding carbon
footprints (see Fig. 1). This design principle addresses
challenge C-1 and meta-requirement MR-1.

DP-2 — data privacy: This design principle addresses the

concerns of supply chain stakeholders regarding data con-
trol and information disclosure (Liu et al., 2021b; Saberi
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et al., 2019). As stated in the previous sections, the core
function of a DPP is traceability. The need for sustainability
disclosure for decarbonizing hydrogen supply chains is the
main driver for developing a DPP that enables verification
of hydrogen origins and usage. Complex and international
hydrogen supply chains result in a high number of differ-
ent stakeholders in an ecosystem using DPPs. As a result,
individual stakeholders lose track of what happens to data
they share in the system and how it is used by others. This
leads to the issue that the willingness to share their data in
the first place is limited because they fear losing control
over their own data (Liu et al., 2021b). In some industrial
processes, such as steel production, precise disclosure of
hydrogen data also allows conclusions to be drawn about
the production processes and should therefore also be mini-
mized from an antitrust perspective. The design of a DPP
must incorporate privacy-preserving measures that ensure
that stakeholders are willing to share data within the DPP
but keep sovereignty over their data. DPPs can ensure
this through disclosure of selected data that is necessary
to enable traceability but does not lead to full visibility of
sensitive business information. Such technical approaches
for tracing systems that satisfy privacy requirements already
exist in literature — see Babel et al. (2022). This design
principle solves challenges C-2 and C-3 as well as C-5 and
C-6 and, thus, addresses meta-requirement MR-2.

DP-3 — decentralized data administration: In order to
avoid a central authority that has to be trusted by all
stakeholders of the DPP—which is of particular relevance
in international and intercontinental supply chains—our
research illustrates that a decentralized data administra-
tion should be reflected in the design of a DPP. A decen-
tralized data administration ensures collaboration without
agreeing on a central entity for data administration and
can address the vulnerability of systems as it prevents
single-point failures since an attack or technological fail-
ure at one point does not lead to an entire failure of the
DPP infrastructure. This is particularly important since
hydrogen networks are likely to grow and be distributed
globally in countries and regions with different regula-
tory bodies. This design principle includes establishing
a decentralized structure that does not assign a single
authority to manage data and, thus, does not collect data
in a central location. Moreover, to ensure the smooth
operation of this distributed DPP system, it is necessary
to define clear governance, e.g., concerning rules on
access and editing rights of each stakeholder. The design
principle therefore addresses the challenges C-4, C-5, and
C-6 and mainly supports meta-requirement MR-3.

DP-4 — forgery-proof data: Our research illustrates that
data integrity is indispensable to ensure a DPP’s useful-

@ Springer

ness and applicability (Bodkhe et al., 2020; Zhao et al.,
2019). The trade and use of hydrogen will have a sig-
nificant impact on promoting sustainability. In order to
fully exploit this leverage, it is of particular importance
to ensure the accuracy of certification for this product.
Hence, this design principle is essential to enable verifi-
cation along the hydrogen supply chain. A tamper-proof
architecture ensures stakeholders’ trust in a DPP system
and reduces the fear of data misuse. In order to achieve
forgery-proof data, one could include the use of crypto-
graphic or decentralized approaches such as Blockchain
technology to ensure tamper-proof data input and trans-
fer. We note that our interviewees mention that directly
writing primary data on a transparent ledger, such as
blockchains, is not an option at all. One approach would
be to develop secure authentication for stakeholders with
editing rights to prevent manipulation from unauthorized
parties. Besides, it is important to already install secu-
rity mechanisms at the data entry devices to guarantee
data integrity at the very beginning of the data transfer.
Challenges C-5, C-6, and C-7 are thus considered by this
design principle. Since the forgery-proof data ensures
the quality of traceability and the trustworthiness of the
system the design principle addresses meta-requirements
MR-1 and MR-3.

DP-5 — automated passport processing: Processing a
DPP along an entire hydrogen supply chain is complex
(c.f. Figure 1), as the supply chain is globally meshed
with various stakeholders at different levels of the sup-
ply chain. Therefore, automated processing of informa-
tion shared within a DPP is necessary to ensure efficient
data management on the stakeholders’ side. This also
includes the option to aggregate DPPs with different sup-
ply chain histories in the sense of cross-organizational
collaboration across different domains. Especially for a
hydrogen supply chain, automated passport processing
is important as this market contains various stages, such
as production, conversion, transport, or storage, that all
influence the hydrogen’s environmental and social foot-
print. The automated process also needs to address the
specifics of the hydrogen supply chain in more detail.
For example, certain transport containers can never be
completely emptied, but mix different batches of hydro-
gen together, which also affects the environmental impact
of each delivery. When it is necessary to create a new
DPP — e.g., due to a transformation step in the supply
chain — the DPP must automatically verify previous
information, incorporate new information, and aggregate
it into a new DPP. Hence, this design principle ensures
that the DPP always holds accurate and includes the most
recent information. It, thus, addresses challenge C-9 and
realizes meta-requirement MR-1.
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DP-6 — interoperability: A DPP is especially useful
and realizable when it can be used with already existing
systems. On the one hand, this includes technical
interoperability. This means that data from different
systems can be used and incorporated into the DPP.
On the other hand, a DPP should be interoperable
with various existing certifications (e.g., AFHYPAC
and CERTIFHY) and sustainability standards (e.g.,
TUV SUD, BEIS, and California Low Carbon Fuel
Standard). For global verification of hydrogen, DPPs
must function across existing certification standards
and reporting requirements. Therefore, DPPs must be
designed interoperable. Both technical and functional
interoperability with existing systems must be ensured so
that the DPPs can be used without problems and greater
investments in the future. The design principle solves
challenge C-8 and fulfills meta-requirement MR-1.

Discussion and contribution

In the following section, we first discuss the previously pre-
sented results and findings, and further, we elaborate on our
theoretical und practical contributions.

Our research yields six design principles for a DPP that
brings verification to hydrogen supply chains and, thus, pro-
motes decarbonization in the industrial sector. The final set
of design principles provides guidance for the development
of a DPP that addresses the problem of information asym-
metries along hydrogen supply chains. The implementation
of DPPs permits the verification of the carbon footprint of
a product-specific hydrogen supply chain, and therefore,
it enables the internalization of social costs that occur
through environmental damage. In this sense, we consider
IS-based solutions, i.e., a DPP, as enablers for increasing
trust by verifiability that is a prerequisite for the emergence
of international and complex markets for low-carbon hydro-
gen. Our study thus contributes to the use of data sharing
for solving societal challenges and promoting sustainabil-
ity. With the focus on hydrogen supply chains, our work
also finds application in the energy informatics context as
it helps to effectively advance the energy transition in line

with sustainability goals and find digital solutions that sim-
plify sustainability verification in complex globalized con-
texts. At the same time, our work studies the potential of
data sharing for environmental purposes and the challenges
that need to be considered. With our derived challenges and
meta-requirements being application-agnostic, we contribute
by illustrating how to enable data-sharing for cross-organ-
izational collaboration along the supply chain in the sense
of verifiability and how to gain stakeholders’ trust in DPPs
through privacy-enhancing approaches.

The core of our developed artifact lies in guidelines on
how to enable an efficient sharing and use of data for pro-
moting sustainability. We follow the work of vom Brocke
et al. (2013) and provide insights for IS and research on
data sharing that aims at solving the challenge of informa-
tion asymmetry in international supply chains concerning
sustainability. To ensure the applicability of our research
outside the IS community, we brought in the perspective of
hydrogen experts and stakeholders from the energy sector
and, hence, gained valuable interdisciplinary insights for
our research (vom Brocke et al., 2013). In doing so, we are
paving the way to endorse initial literature that aims at con-
necting the research streams of data economies and Green
IS, such as Zeiss et al. (2021), while we also use our work to
apply the IS-enabled solution to other contexts and support
progress in other disciplines.

Discussion

Nevertheless, our research also clearly carries out that the
willingness to use and an adoption of a DPP in practice
strongly depends on its design and how data is shared with
respect to privacy concerns. Hence, the design principles
developed in this work respect the concerns of different
stakeholders regarding data sharing and traceability systems
and incorporate the requirements into the DPP design (c.f.
Table 5). In particular, we address the need for confidenti-
ality and the protection of sensitive business information
with the privacy preserving DP-2. Moreover, DP-4 prevents
data misuse and, thus, removes an essential concern against
data sharing. Thereby, we also note that one challenge in
the actual development of DPPs that needs to be solved is

Table 5 Overview of design principles and corresponding challenges and meta-requirements

1D Design principle Addressed challenges Supported meta-requirement
DP-1 Holistic data capture C-1 MR-1

DP-2 Data privacy C-2,C-3,C-5,C-6 MR-2

DP-3 Decentralized data administration C-4,C-5,C-6 MR-3

DP-4 Forgery-proof data C-5, C-6,C-7 MR-1, MR-3

DP-5 Automated passport processing C-9 MR-1

DP-6 Interoperability C-8 MR-1

@ Springer
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the balancing of the design principles with the right nuance
to successfully combine interests of different stakeholders.

As mentioned above, we see clear synergies of our con-
ceptualization of a DPP with the research field of data eco-
systems. The goal of a DPP for hydrogen supply chains is
to use it as a tool to create value for each stakeholder in the
value chain, as each stakeholder is more likely to benefit
from price premiums for low-carbon hydrogen if verifica-
tion through a DPP can be ensured. Hence, this value is only
created when all supply chain stakeholders collaborate in
sharing their data along the chain by using DPPs. Therefore,
we link our research to data ecosystems that aim for enabling
collaboration and data sharing for the benefit of all stake-
holders. The core principles of data ecosystems harmonize
with the design principles of our research: sharing data in
a decentralized ecosystem (cf. DP-3), protecting the data
sovereignty of data providers (cf. DP-2), and thus avoiding
power imbalances (Aaen et al., 2022), and reducing the need
to trust all other participants (Gelhaar & Otto, 2020; Otto
& Jarke, 2019).

Nonetheless, we acknowledge that there may be points
for discussion concerning specific design principles. A gen-
eral question is the feasibility of implementing the design
principles. The paradigms and digital technologies that we
mentioned above and that may be applied for a real-world
implementation of DPPs, such as ZKPs or self-sovereign
identities (Babel et al., 2022), still have to reach certain
technology readiness levels. Further, we note that only the
capturing of all relevant sustainability data can realize a
DPP’s full potential, i.e., including information on social
conditions of a product, such as “good working conditions.”
However, our interviewees state that it is difficult to include
those in a well-measurable way because this information is
often vague. Thus, to develop a realizable and concrete solu-
tion for the pressing challenge of climate change, we decide
to focus the design of the DPP on the ecological aspect of
sustainability, i.e., decarbonization, without losing any gen-
eralizability, especially regarding the contributions on how
to share data in global supply chains.

While a DPP receives sufficient data through DP-1, DP-4
ensures their accuracy to enable verifiability of the sup-
ply chain’s carbon footprint. Here, a challenge may be to
merge both design principles, i.e., to ensure integrity (DP-
4) already at the data collection stage (DP-1) and to col-
lect verifiably primary data (interviewees 2, 3, and 8). This
challenge is of course related to the Oracle problem (Babel
et al., 2023), which still needs to be solved in this context.
Additionally, DP-1 and DP-2 need to be balanced since data
capture and, thus, also data sharing may contrast with stake-
holders’ privacy needs (Menon & Jain, 2022; Interviewee
10). While selective disclosure of data is key to ensure DP-2,
we expect the practice to define which concrete data must
necessarily be shared in a DPP and which can be withheld
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by the stakeholders. Moreover, as outlined in Section “Back-
ground and Related Work,” there are some approaches in IS
and supply chain research that explore blockchain solutions
for traceability and verifiability (Asante et al., 2022; Menon
& Jain, 2022; Saberi et al., 2019). However, while decen-
tralized solutions such as blockchain and distributed ledger
technologies ensure verifiability through immutability and,
thus, address DP-3 and DP-4, pure blockchain-based solu-
tions may have an issue with data privacy (Ishmaev, 2021)
or high energy consumption (Sedlmeir et al., 2020). While
there are new blockchain approaches that do not characterize
as energy intense technologies (Sedlmeir et al., 2021a), we
note that blockchain is only one of several building blocks
for decarbonization and traceability solutions (Korner et al.,
2023). Research already knows the first approaches to over-
come the privacy issue by combining blockchain solutions
with identity management and other decentralized tech-
nologies to enable data sharing without absolute disclosure
(Babel et al., 2022; Korner et al., 2022). This privacy issue
also influences DP-5: While our research illustrates that
it is inevitable to process and forward the DPP in a user-
friendly and automated manner, our interviewees are not
sure about how the aggregation of data from previous sup-
ply chain stages may work—partly as this also depends on
which data is needed and disclosed to other stakeholders of
the supply chain. Nevertheless—and as all of our interview-
ees confirm—our design principles provide a necessary and
essential basis for implementing such a DPP in practice.
Regarding the implementation of a hydrogen DPP, our
research holds several initial insights that we illustrate in
the following. Hereby, our design principles may serve as
a valuable guideline in the process of prototyping and field
testing of the DPP. As already indicated in relation to the
individual design principles, various approaches are either
already in place or are in the process of being developed to
fulfill the various characteristics. Against this background,
for example, DP-3 guides developers to consider concepts
such as distributed ledger technology and data ecosystems
which are becoming increasingly relevant for decentralized
data administration (Saberi et al., 2019). Moreover and in
regard to privacy requirements, DP-2 ensures that imple-
mentation may include digital (machine) identities and
approaches such as self-sovereign identities, combined with
ZKPs, to enable verification without data disclosure (Babel
et al., 2023). Further, the addition of an immutable layer
such as blockchain technology into the DPP infrastructure
may be required to fulfill DP-4 and to make those ZKPs for-
gery-proof (Babel et al., 2022). In addition, DP-1 and DP-5
indicate that extensive research and development in the field
of IoT making data collection and automated processing
increasingly efficient and accurate should be considered for
the DPP implementation (Fotiou et al., 2018). On top of that,
DP-6 urges developers to consider and actively participate
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in the many consortia which are working on standardizing
these concepts and technologies, making a major contribu-
tion to future interoperability (ETSI, 2023). Developers
of the DPP should familiarize themselves with the exist-
ing approaches and may apply our design principles when
designing and implementing a DPP. However, real-world
implementations still need to reflect on how to combine the
design principles in a suitable manner and prioritize them
according to the stakeholders’ needs.

Theoretical and practical contribution

With our work, we extend the existing body of knowledge
concerning data sharing and supply chain traceability for
sustainability. While the research field of data sharing for
cross-organizational collaboration is increasingly growing
(Beverungen et al., 2022; Fiirstenau et al., 2021), it leaves
space for concrete consideration of how data sharing can
play a role in the pressing global challenge of decarboni-
zation. Moreover, if literature considers the relevance of
tracing sustainability-related data in supply chains, it often
lacks an appropriate consideration of data sovereignty and
privacy (Berger et al., 2022; Tsolakis et al., 2021). Our work
contributes by combining these two foci and elaborating on
traceability of sustainability-related data in supply chains
from a data sharing and data ecosystem perspective. While
hydrogen is an energy carrier of particular relevance in the
course of the energy transition towards decarbonization,
we also contribute to energy system-based research and on
scholarly work in the context of energy informatics by pro-
viding insights on the topic of guarantees of origin and on
how to verify hydrogen’s carbon footprint (Burmistrz et al.,
2016; Velazquez Abad & Dodds, 2020). With our results,
we continue to expand Green IS research by laying a foun-
dation for how IS and digital technologies may contribute
to sustainable development in the form of DPPs, providing
solutions to a pressing societal challenge (vom Brocke et al.,
2013). Finally, we contribute to our academic repertoire by
illustrating how we can overcome market asymmetries—in

our context with respect to carbon footprints—to promote
the establishment of new or more efficient markets, thereby
extending the literature on quality uncertainty and market
failure (Akerlof, 1978). With our IS-based approach, we pave
the way to remove the need for non-verifiable color-code on
international hydrogen markets. Moreover, our DPP enables
more specific pricing mechanisms—either from the supplier
or from the customer side — that can reflect the social costs
of products, i.e., their carbon footprint.

Further, our findings demonstrate how supply chain veri-
fiability for hydrogen can be enabled through IS and how
data sharing among unknown stakeholders can be imple-
mented while preserving privacy and contributing to the
global challenge of sustainability and decarbonization. In
doing so, our design principles for a DPP provide a basis for
a nascent design theory regarding the topics of data sharing,
supply chain traceability, and decarbonization of the energy
sector (Gregor & Hevner, 2013). Accordingly, and in line
with Gregor and Jones (2007), we present six components
of a nascent design theory based on our research while the
components specify our theoretical contribution (Table 6).

We note that the two additional components that are men-
tioned by Gregor and Jones (2007), namely, principles of
implementation and expository instantiation, are subject for
further research or application in practice as we do not yet
implement the DPP.

Concerning the practical contribution of our work, our
interviewees strongly confirm that the hydrogen market is
gaining relevance and that various industries are in need
of a reliable traceability system for sustainable hydrogen to
verify the hydrogen’s carbon footprint (White et al., 2021).
Whether impelled by regulation, shareholders, or market
pressure, our whole economy is in the process of improv-
ing its carbon disclosure and accurate sustainability report-
ing. The verification of hydrogen supply chains proves to
be a significant part in this. Our research contributes to this
development and provides a starting point for a real-world
application of a DPP in hydrogen supply chains to enable
markets for low-carbon products. The design principles

Table 6 Components of a nascent IS design theory based on our results (Gregor & Jones, 2007)

Component Description

Purpose and scope

The aim of our research is to bring verification in hydrogen supply chains by enabling traceability and ensuring

trustworthiness while preserving privacy

Constructs

Supply chain traceability, data sharing, information asymmetry, carbon disclosure

Principle of form and function Six design principles for a DPP to verify hydrogen supply chains

Artifact mutability
expertise incorporated in the DPP

Testable proposition

The DPP is subject to change during further development and evaluation cycles due to additional challenges and

The application of the design principles in the development of a DPP leads to a reliable traceability system that

verifies hydrogen supply chains and accounts for stakeholders’ privacy concerns

Justificatory knowledge

Knowledge of data sharing, supply chain traceability, sustainability certification, and hydrogen economy
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represent guidelines on how the DPP must be designed to
be applicable for industries. They serve as components that
future developers may consider and incorporate in the devel-
opment of the DPPs.

Moreover, our design principles highly underline the pri-
vacy concerns of different supply chain stakeholders and
protect sensitive business data up to a certain level while
enabling reliable traceability and, thus, verification of hydro-
gen. Our work holds thereby relevant insights for existing
certification solutions and lays the foundation for an over-
arching traceability system across borders and jurisdictions.
In addition, our research enables the hydrogen industry to
not only categorize hydrogen into one specific color, i.e.,
by applying the DPP, hydrogen is not labeled as “green”
or “not green” according to specific criteria but displays
relevant sustainability criteria quantitatively and with dif-
ferent gradations. Consequently, the DPP is able to display
improvements in hydrogen supply chains. This is essential
for enabling efficient markets in which differentiated prod-
ucts are traded with different market values depending on
their degree of sustainability.

Conclusion and outlook

An increasingly pressing demand for verification of sustain-
ability-related information in globalized supply chains, e.g.,
the certification of low-carbon hydrogen, requires evolving
and new solutions for digital traceability. In line with pre-
vious work, our research highlights that digital technolo-
gies are a key-enabler for such solutions, i.e., for sharing
relevant information along the supply chain and establish-
ing global markets for sustainable products by reducing
information asymmetries that will prevent market failures
of sustainable commodities and support decarbonization
in industry — especially in the energy sector. By verifiably
certifying the carbon footprint of hydrogen, corresponding
environmental damage can be priced in, and thus, negative
externalities can be internalized, enabling manufacturers of
low-carbon hydrogen to demand price premiums for their
environmentally friendly production methods. As we outline
in this paper, such verifiable information may be passed along
the supply chain in the form of a DPP. Thus, our research
develops design principles for a hydrogen DPP to share veri-
fiable production data along a highly complex, international
supply chain while following the multi-step approach with
a structured literature review followed by expert interviews
and qualitative content analysis. Based on this, we derive six
design principles for such a DPP, namely, (1) holistic data
capture, (2) data privacy, (3) decentralized data administra-
tion, (4) forgery-proof data, (5) automated passport process-
ing, and (6) interoperability. While we link our findings to
previous literature from our domains, we specifically discuss
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the role of IS for addressing data sovereignty and privacy
concerns regarding data sharing. We note that our solution
can enable collaboration between untrusted stakeholders for
supply chain traceability. With our findings, we extend the
research in data ecosystems and provide new insights for sup-
ply chain traceability. In addition, our design principles serve
as guidelines for the implementation of a digital traceability
solution and, thus, are highly relevant for practice.

Nevertheless, our work is subject to specific limitations.
The selected criteria for our literature review, such as key-
words, databases, and relevance criteria, are subjective and,
if modified and extended, may lead to other results. Fur-
thermore, our evaluation was limited by 13 interviews with
experts from research and industry. Although the interview-
ees represented a valuable sample of experts in the field
of digital traceability solutions, data sharing, and hydrogen
stakeholders, more interviews with representatives of the
hydrogen economy with different backgrounds and knowl-
edge on certification and data sharing challenges might have
provided more insight into the needs and requirements of
the respective supply chain stakeholders. In addition, it was
up to the paper team to weigh the statements accordingly
and draw final conclusions for the design principles of the
hydrogen DPP.

Our work also opens up research opportunities for future
work. While the design principles are an important step
towards the introduction of the DPP, they need to be evalu-
ated not only theoretically but also implemented and tested
in pilot projects to address the urgent need for applicable
solutions in the context of decarbonization. Thus, future
research may investigate how to implement the design prin-
ciples. Scholars may also shed specific light on the role of
different digital technologies for balancing data privacy and
transparency or for ensuring interoperability while main-
taining digital verifiability. Further, future work may also
analyze how to set up a corresponding data infrastructure at
the organization level that is able to provide the necessary
information for DPPs. Moreover, future research may also
dive into the process of proposing a target-oriented align-
ment of the regulatory environment to enable DPPs. While
hydrogen provides a concrete example as its certification
plays a major role in decarbonization, scholars may discuss
the applicability of our results in other supply chains. For
this, it would also be beneficial to investigate how different
solutions of individual supply chains can be made interop-
erable to interact with each other. Therefore, as a first step,
future work could investigate the compatibility of green
electricity certificates with the hydrogen DPP. In the long
term, the DPPs of each product may be interoperable.

In conclusion, current developments provide many oppor-
tunities to further explore and investigate the topic of DPPs
and data sharing in a globalized data economy. The question
of how data sharing, and IS in general, can contribute to
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decarbonization and combating climate crisis by enabling
the traceability and verification of sustainability-related
information is urging and provides a plethora of future
research opportunities.
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