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Abstract
In recent years, studies on network vulnerability have grown rapidly in the fields 
of transportation and complex networks. Even though these two fields are closely 
related, their overall structure is still unclear. In this study, to add clarity compre‑
hensively and objectively, we analyze a citation network consisting of vulnerability 
studies in these two fields. We collect publication records from an online publica‑
tion database, the Web of Science, and construct a citation network where nodes 
and edges represent publications and citation relations, respectively. We analyze the 
giant weakly connected component consisting of 705 nodes and 4,584 edges. First, 
we uncover main research domains by detecting communities in the network. Sec‑
ond, we identify major research development over time in the detected communities 
by applying main path analysis. Third, we quantitatively reveal asymmetric citation 
patterns between the two fields, which implies that mutual understanding between 
them is still lacking. Since these two fields deal with the vulnerability of network 
systems in common, more active interdisciplinary studies should have a great poten‑
tial to advance both fields in the future.

Keywords Network vulnerability · Transportation · Complex networks · Citation 
network analysis

1 Introduction

Our society is surrounded by a great variety of network systems such as power 
grids, communication systems, water supply systems, gas pipelines, or transporta‑
tion systems. The quality of our lives relies on the service level of these critical 
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infrastructures. As Rinaldi et al. (2001) describe, critical infrastructures are mutu‑
ally dependent, if they have implemented an even higher level of their services.

However, recent natural and man‑made disasters such as floods, hurricanes, tor‑
nadoes, volcanic eruptions, earthquakes, tsunamis, or terrorist attacks have revealed 
an inherent weakness of these interdependent systems. According to Helbing (2013), 
as the complexity and interaction strength increase, these systems can become 
unstable, creating uncontrollable situations. In other words, failures can spread out 
in multiple systems because of the dependency among different systems.

A transportation system is one of the critical infrastructures. In the transporta‑
tion field, in the 1990s and the beginning of the 2000s, researchers mainly focused 
on transport network reliability (e.g., Bell and Iida 1997; Asakura 1999; Bell 2000; 
Chen et al. 2002; Nicholson et al. 2003). Typically, studies on the transport network 
reliability consider both, the occurrence probability and the consequences. However, 
according to Taylor (2017), around the beginning of the 2000s, researchers started to 
discuss something different from reliability: transport network vulnerability. Studies 
on the transport network vulnerability focus on catastrophic events that rarely occur 
but bring about devastating consequences on the society. These studies consider 
only the consequence without the occurrence probability, because the expected val‑
ues cannot capture the characteristics of such catastrophic events (e.g., D’Este and 
Taylor 2003; Taylor and D’Este 2007; Taylor 2008). In this way, transport network 
vulnerability emerged as an important area in the transportation field.

At almost the same time as the emergence of the transport network vulnerabil‑
ity, a new scientific field called complex networks (also known as network science) 
appeared after two pioneering works (Watts and Strogatz 1998; Barabási and Albert 
1999). This field especially focuses on topological characteristics of various real‑
world network systems. In complex networks, vulnerability is also an important 
topic. So far, a large number of studies have investigated network vulnerability, 
especially about influences of the removals of nodes/edges on the performance of 
the network systems.

As already pointed out in a review paper by Mattsson and Jenelius (2015), one 
root in the transport network vulnerability is complex networks. In other words, the 
vulnerability of transport networks has been studied from the perspectives of the 
network topology. It seems that concepts and methods in these two fields are closely 
related and interdisciplinary studies between them should have a great potential 
to advance both fields. However, an overall structure is currently lacking. Before 
discussing the possibility of more active interdisciplinary studies, it is necessary to 
grasp how these two fields have evolved over time and how they constitute the cur‑
rent structure. In the present study, to understand the overall structure of the vulner‑
ability studies in these two fields, we analyze a citation network where nodes and 
edges represent publications and their citation relations, respectively. This approach 
enables us to obtain the entire picture of the vulnerability studies in a comprehensive 
and objective manner. Our focus is to understand the entire structure of the previous 
studies rather than scientometric indexes of individual papers, researchers, and jour‑
nals (e.g., Heilig and Voß 2015; Jiang et al. 2020; Modak et al. 2019).

The rest of this paper is organized as follows. We propose a framework for ana‑
lyzing a citation network in Sect. 2. In Sect. 3, we apply the proposed framework 
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to our problem which aims to understand the overall structure of the vulnerability 
studies and discuss the obtained results. This paper ends with conclusions in Sect. 4.

2  Methods

In this section, we propose a framework for analyzing citation networks. The pro‑
posed framework can be applied to any topic in any research field. It consists of six 
steps as shown in Fig. 1.

2.1  Data collection

As the first step, we collect publication records from an online publication database, 
the Web of Science Core Collection (hereinafter referred to as WoS). We perform a 
search in the WoS with “network” and “vulnerability” as keywords. Next, we refine 
publications into the five WoS categories: 1) transportation science technology, 2) 
transportation, 3) engineering multidisciplinary, 4) physics multidisciplinary, and 
5) multidisciplinary sciences. Then we further refine publications into four types of 
documents in the WoS: 1) article, 2) proceedings paper, 3) book chapter, and 4) 
review.

2.2  Construction of a citation network

As the second step, we construct a citation network where nodes and directed 
edges represent publications and citation relations, respectively. We construct a 
citation network not only from the publications obtained from the WoS described 

Fig. 1  The proposed framework for analyzing a citation network
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in the previous section, but also from related publications. The related publica‑
tions are defined as the ones which are cited by more than 10 publications in 
the data set obtained from the WoS. We use CitNetExplorer (Van Eck and Walt‑
man 2014) to add these related publications. The reason why we add the related 
publications is to consider publications which are not directly related to network 
vulnerability, but present important concepts for the vulnerability studies (e.g., 
books that present fundamental concepts for the transport network analysis).

2.3  Extraction of the giant weakly connected component

As the third step, we extract the giant weakly connected component (hereafter 
referred to as GWCC) from the constructed network. A weakly connected com‑
ponent is a component where at least one path exists between any pair of nodes 
without considering the direction of edges. The GWCC is the largest component 
among all weakly connected components in a network.

2.4  Community detection

As the fourth step, we perform a community detection algorithm to the extracted 
GWCC. In general, a community in a network is a dense part in the network. 
Therefore, community detection enables us to objectively identify main research 
domains in a citation network. In this study, we use an algorithm called Louvain 
algorithm (see Blondel et al. 2008).

The Louvain algorithm aims to maximize a quality function for community 
detection, modularity Q, which is defined as follows:

where Aij is the weight of the edge between nodes i and j, ki (=
∑

j Aij) is the sum of 
the weights of the edges attached to node i, Ci is the community that node i belongs 
to, �(Ci,Cj) is 1 if Ci = Cj (nodes i and j belong to the same community) and 0 oth‑
erwise, and m = (

∑

ij Aij)∕2 . It is noted that for an unweighted graph, the weight of 
an edge is one and the total weights of a node equals to its degree (the number of 
edges attached to the node). Modularity Q takes a value between ‑1 and 1. Networks 
with high modularity have dense connections between the nodes within communi‑
ties but sparse connections between nodes in different communities. In other words, 
a higher value of modularity Q implies a better quality of community detection.

The Louvain algorithm is an agglomerative algorithm which works by taking a 
node and joining it into groups, and joining groups with other groups and so on. 
This algorithm consists of two steps and they are repeated iteratively (Barabási 
2016).

(1)Q =
1

2m

∑

ij

[

Aij −
kikj

2m

]

�(Ci,Cj)
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2.4.1  Step 1

The algorithm starts with a weighted network with N nodes, initially assigning 
each node to a different community. For each node i, we evaluate the increase of 
the modularity if we place node i in the community of one of its adjacent nodes 
j. Then we move node i into the community where the modularity increases most 
(and it is also a positive value). If all of the increased modurality is negative, node 
i stays in its original community. We repeat this process until no more improve‑
ment of the modularity is achieved.

The change of the modularity �Q which is obtained by a node i into a commu‑
nity C is calculated as follows:

where 
∑

in is the sum of the weights of edges inside of the community C, 
∑

tot is the 
sum of the weights of edges of all nodes in the community C, ki is the sum of the 
weights of the edges of node i, ki,in is the sum of the weights of the edges of node i to 
nodes in the community C, and W is the sum of the weights of all edges in the whole 
network.

2.4.2  Step 2

A new network can be constructed based on the identified communities in step 
1. The communities obtained in step 1 are aggregated. In other words, nodes 
belonging to the same community are merged into one node. This generates self‑
loops which correspond to edges between nodes in the same community. Once 
step 2 is completed, steps 1 and 2 are repeated until no further improvement of 
the modularity is achieved.

2.5  Main path analysis

As the fifth step, we perform the so‑called main path analysis (Hummon and 
Dereian 1989) to each of the detected communities. The main path analysis is 
used to uncover the time‑series major paths in a citation network.

A publication always cites already existing publications. As shown in Fig. 2, 
we define sources and sinks as publications with zero in‑degree (not cited by other 
publications) and zero out‑degree (not citing other publications), respectively.

(2)
�Q =

�

∑

in +2ki,in
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2.5.1  Step 1

As the first step of the main path analysis, we calculate the search path count for 
each edge (Batagelj 2003). The search path count is the number of times the edge 
is traversed through all possible combinations between sources and sinks. The 
logic behind using this index is that if an edge occupies a route through which 
more knowledge flows, it should have a certain importance in the knowledge‑dis‑
semination process (Liu and Lu 2012).

2.5.2  Step 2

As the second step, main paths are identified based on the traversal counts of each 
edge. Specifically, we apply global key‑route search (Liu and Lu 2012). The global 
key‑route search is conducted as follows: (1) to specify edges with the certain frac‑
tion of the highest traversal counts, (2) to search forward from the specified edges 
toward sources to identify a path that has the largest overall traversal counts, (3) to 
search backward from the specified edges toward sinks to identify a path that has 
the largest overall traversal counts, and (4) to connect paths from sinks to sources 
including the specified edges. By definition, multiple main paths can be identified. 
In a simple example of a citation network shown in Fig. 3, we can identify the edge 
with the highest search path count (the thickest edge) and identify the two main 
paths from this edge.

2.6  Citation patterns among different communities

As the sixth step, we visualize the number of intra/inter‑community edges by using a 
Sankey diagram. Sankey diagrams are a type of flow diagram in which the width of 
the arrows is proportional to the flow rate (Schmidt 2008). An intra‑community edge 

Fig. 2  An illustrative example of a citation network
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is an edge connecting two nodes in the same community and an inter‑community 
edge is an edge connecting two nodes in different communities. This visualization 
makes it possible to understand knowledge flow among different communities.

3  Results and discussions

Now the proposed framework is applied to our problem, which aims to understand 
the overall structure of the vulnerability studies in the fields of transportation and 
complex networks.

3.1  Descriptive statistics of publication records

In this section, we show some descriptive statistics of the publications obtained from 
the WoS. We collect 1,034 publication records which have “network” and “vulner‑
ability” as keywords. This data collection was performed on August 18th, 2018.

3.1.1  Distribution of publication year

In Fig. 4, we show the distribution of the published items by year from 1993 to 2018 
(25 years span). This figure indicates that the number of studies on the network vul‑
nerability has grown rapidly after 2000.

3.1.2  Distribution of document types

In the WoS, each publication can be classified into one or more types of documents. 
The obtained data set involves four types of documents including article, proceed‑
ings paper, book chapter, and review. Most records are classified into article and/or 
proceedings paper (Table 1).

Fig. 3  Main paths in a simple example of a citation network. The number for each edge represents the 
search path count. The chains of the thick edges represent the main paths
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3.1.3  Distribution of journals

In Table 2, we show the distribution of articles in the top 10 journals. 407 articles 
(52.2%) are published in these 10 journals. Some journals cover a broad area of sci‑
entific fields such as PLoS ONE (17.6%), Scientific Reports (5.39%), and Proceed-
ings of the National Academy of Sciences of the USA (3.34%). 76 papers (9.76%) 

Fig. 4  The distribution of publication year

Table 1  The distribution of 
document types

Document type Publications

Article 779
Proceedings paper 257
Book chapter 18
Review 16

Table 2  The distribution of journals

Journal title Publications

PLoS ONE 137
Physica A: Statistical Mechanics and Its Applications 76
Scientific Reports 42
Transportation Research Record 32
Proceedings of the National Academy of Sciences of the USA 26
Transportation Research Part A: Policy and Practice 25
Computer‑Aided Civil and Infrastructure Engineering 18
International Journal of Critical Infrastructure Protection 18
Networks and Spatial Economics 17
Journal of Transport Geography 16
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are published in Physica A: Statistical Mechanics and Its Applications, which cov‑
ers complex systems or network theory. Several journals in the transportation field 
are listed such as Transportation Research Record (4.11%), Transportation Research 
Part A: Policy and Practice (3.21%), and Journal of Transport Geography (2.05%). 
Networks and Spatial Economics (2.18%) also covers topics about transportation 
networks. Computer-Aided Civil and Infrastructure Engineering (2.31%) is intended 
to act as a bridge between advances in computer technology and civil and infrastruc‑
ture engineering. International Journal of Critical Infrastructure Protection (2.31%) 
covers all areas of critical infrastructure protection, which is a concept relating to the 
preparedness or response to serious incidents on infrastructure systems.

3.1.4  Distribution of countries

In Table 3, we show the top 15 countries about the authors’ affiliations. The number 
of publications are counted by authors’ affiliations of each paper. For example, when 
an article is written by two authors whose affiliations are in the United States and 
China, it is counted for both countries.

3.2  Constructed network

3.2.1  Visualization

We construct a citation network with 1181 nodes (1034 publications from the WoS 
and 147 related publications) and 4601 directed edges. In Fig. 5, we visualize the 
constructed network. This network has many disconnected components. Specifi‑
cally, it has 462 weakly connected components and the largest one (GWCC) has 705 
nodes and 4584 edges.

Table 3  The distribution of 
countries

County Publications

United States 312
China 256
Italy 85
United Kingdom 78
Australia 55
South Korea 48
Netherlands 46
India 42
Spain 40
France 34
Germany 32
Sweden 29
Canada 28
Japan 28
Switzerland 27
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Fig. 5  The constructed network

Fig. 6  The cumulative in‑degree distribution in the log‑log scale
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3.2.2  Cumulative in‑degree distributions

Here we show the cumulative in‑degree distribution on the log‑log plot in Fig. 6. 
In‑degree of a node is the number of edges directed into that node. In a citation net‑
work, in‑degree represents the number of citations of the publication. From Fig. 6, 
we can observe a straight line in the log‑log plot. This indicates that the in‑degree 
distribution follows an approximate power‑law distribution. In other words, most 
papers have a few citations, but a few papers have many citations (the most cited 
paper by Albert et al. (2000) has 134 citations in this data set).

3.3  Giant weakly connected component

We extract and analyze the GWCC in the constructed network. The GWCC has 
705 nodes and 4584 directed edges. This means that 59.7% (705 out of 1181) of all 
nodes and 99.6% (4,584 out of 4,601) of all edges are included in the GWCC.

3.4  Community structure in the giant weakly connected component

We identify seven communities: (1) transport vulnerability, (2) interdependent 
networks, (3) topological vulnerability, (4) cascading failures, (5) metro and mari-
time networks, (6) resilience, and (7) scattered community. When two communities 
locate closely in Fig. 7, this means that the publications in these two communities 
tend to cite each other. The size of each node represents the in‑degree of the node. 
The color of each node represents the community the node belongs to. The value of 

Fig. 7  The community structure in the giant weakly connected component
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the modularity Q is 0.461. According to Fortunato and Barthelemy (2007), this is 
large enough to consider that the network has community structures.

We show the number of nodes and intra‑community edges in each community 
in Table 4. The community size (the number of nodes) ranges from 7 to 208 and 
the number of intra‑community edges connecting two nodes in the same community 
ranges from 7 to 1225. The sum of the number of nodes in communities is 705, 
because each node belongs to only one community in the Louvain algorithm. The 
total number of the intra‑community edges is 3093, which indicates 67.5% of all 
edges in the GWCC are the intra‑community edges.

3.5  Main paths in each community

We conduct the main path analysis for all the communities except for the scattered 
community. In this study, the edges with the top 10% highest search path count are 
specified at the first step in the main path analysis. For example, if a citation net‑
work has 200 edges, 20 edges are specified and main paths are identified from these 
edges. In the following sections, we show the obtained main paths in each commu‑
nity and briefly describe how research has been developing there over time.

3.5.1  Transport vulnerability

We show the main paths in the transport vulnerability community in Fig.  8. The 
identified main paths consist of 26 out of 208 publications.

There are three sources (nodes with zero out‑degree) in the main paths (Bell and 
Iida 1997; Chen et al. 1999; D’Este and Taylor 2001). During the 1990s, the trans‑
port network reliability became an important research topic (Taylor 2017). Bell and 
Iida (1997) present fundamental concepts about transport network analysis includ‑
ing the transport network reliability. Chen et al. (1999) propose a concept of capac‑
ity reliability which is defined as the probability where the network capacity can 
accommodate a certain demand at a required service level. Standard approaches on 
the transport network reliability consider both the occurrence probability and the 

Table 4  The number of nodes and intra‑community edges in each community

Community Color Publications Intra‑
community 
edges

Transport vulnerability Blue 208 1225
Interdependent networks Red 141 738
Topological vulnerability Yellow 127 364
Cascading failures Orange 110 525
Metro and maritime networks Light blue 58 133
Resilience Light green 54 101
Scattered community Black 7 7

Total 705 3093
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consequences. On the other hand, D’Este and Taylor (2001) show that such meas‑
ures do not work well in some situations where the occurrence probability is very 
small (but not zero) but the consequence is catastrophic with an example of the Aus‑
tralian National Highway System. This indicates the necessity of a new concept of 
the transport network vulnerability, which is different from the transport network 
reliability.

After the realization of the necessity of the concept of the transport network vul‑
nerability, D’Este and Taylor (2003) define the vulnerability for nodes and links: (1) 
a node is vulnerable if a small number of links significantly decreases the accessibil‑
ity of the node, and (2) a link is critical if the loss of the link significantly decreases 
the accessibility of the network or of particular nodes. Then the identification of 
critical parts in transport networks is of great interest. Taylor et al. (2006) discuss 
three different measures to evaluate the decrease of accessibility using the Austral‑
ian National Transport Network road system as an example. Jenelius et al. (2006) 
introduce link importance indices and site exposure indices based on the increase in 
generalized cost under closures of links. Chen et al. (2007) present network‑based 
accessibility measures considering both of the demand and supply sides.

There are two streams toward a study by Jenelius and Mattsson (2012). One 
stream starts from a paper by Jenelius (2009). Different from the above‑mentioned 
studies, Jenelius (2009) focuses on the vulnerability not at the link level but at the 
regional level. Jenelius (2009) adopts two different views on the vulnerability: (1) a 
region is important if the consequences of a disruption in this region are severe for 
the whole network (a view from the supply perspective), and (2) a region is exposed 
if the consequences of a disruption somewhere in the network are severe for the 
users in the region (a view from a demand perspective). These regional importance 
and exposure measures are extended from ones proposed by Jenelius et al. (2006). 

Karakose & McGarvey

Rodriguez-Nunez & 
Garcia-Palomares

Fig. 8  Papers on transport vulnerability main paths
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Jenelius (2010) discusses the importance of links as backup alternatives in the 
degraded transportation networks with the concepts of redundancy importance.

The other stream starts from a paper by Sullivan et al. (2009). They review stud‑
ies on the vulnerability analysis of transportation networks. They show that the per‑
formance metrics, terminology, methods in the vulnerability studies can vary dra‑
matically depending on the application or research goals. Sullivan et al. (2010) then 
propose a method to identify the most critical links and evaluate the network robust‑
ness with an index which can be used to compare networks with different sizes, 
topology, and connectivity levels.

The two streams are integrated by Jenelius and Mattsson (2012). They present a 
method to analyze the vulnerability of transportation networks under area‑covering 
disruptions such as flooding, snowfall, or storms. Lu et al. (2014) analyze the vul‑
nerability of road networks in the case of flooding. They study inter‑city travels and 
how people adopt to flooding impacts in Bangladesh.

Papers described above mainly focus on the vulnerability of road networks. On 
the other hand, from the middle of the 2010s, the vulnerability of public transport 
networks (PTNs) has been investigated intensively. Cats and Jenelius (2014) develop 
a method to evaluate the dynamic vulnerability for PTNs. They extend a concept of 
centrality measure in complex networks, edge betweenness centrality, and propose 
two formulations considering dynamic and stochastic natures of PTNs. This is a suc‑
cessful example of an integration of concepts in transportation fields and complex 
networks. Rodríguez‑N., E. and García‑P., J. C. (2014) also investigate the vulner‑
ability of PTNs, using the subway network in Madrid as an example. They show that 
circular lines play an important role for the network robustness. In addition, a strat‑
egy of capacity enhancement to mitigate impacts of unexpected disruptions in PTNs 
is proposed by Cats and Jenelius (2015).

There are two review papers in the year of 2015. Reggiani et al. (2015) review 
33 papers about vulnerability and resilience in transportation networks. Mattsson 
and Jenelius (2015) also review studies on vulnerability and resilience. They show 
that there are two distinct traditions in transport vulnerability studies: (1) topological 
vulnerability studies which analyze topological characteristics and (2) system‑based 
vulnerability studies which attempt to analyze supply and demand.

From the paper by Mattsson and Jenelius (2015), two streams are observed. One 
stream is about the vulnerability of road networks. Bell et al. (2017) present capac‑
ity weighted spectral partitioning to find potential bottlenecks in large transportation 
networks. The topics of the three sinks (nodes with zero in‑degree) which cite the 
paper by Bell et al. (2017) include an optimization framework to evaluate vulner‑
ability under disruptions of multiple links (Xu et al. 2017), a mixed‑integer linear 
programming to evaluate disruptions of links (Karakose and McGarvey 2018), and 
the vulnerability of road networks regularly threatened by heavy snow (Jin et  al. 
2017).

Another stream is about the vulnerability of PTNs. It includes four papers (Jenel‑
ius and Cats 2015; Cats 2016; Shelat and Cats 2017; Malandri et al. 2018). These 
studies aim to assess the vulnerability of PTNs in consideration of the specific 
natures of PTNs in both of the demand and supply sides. Jenelius and Cats (2015) 
propose a method to evaluate the value of adding new links for the robustness and 
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redundancy of PTNs. Cats (2016) presents a method to evaluate the robustness of 
alternative network designs. Shelat and Cats (2017) introduce a method of a stochas‑
tic user equilibrium for PTNs considering boarding denials at stations and perceived 
increase in travel time because of on‑board crowding. Malandri et al. (2018) present 
a model of temporal and spatial spill‑over effects in PTNs.

Summing up the above, the concept of the transport network vulnerability 
emerged about the year of 2000 to study catastrophic events that rarely occur but 
cause catastrophic consequences. The obtained main paths suggest that, in the 
2000s, the vulnerability of road networks was mainly studied. These papers espe‑
cially focus on the identification of critical links and exposed nodes. Then, after the 
paper by Cats and Jenelius (2014) which extends the concept of edge betweenness 
centrality in complex networks, the vulnerability of PTNs has been studied inten‑
sively. After the review paper by Mattsson and Jenelius (2015), two streams about 
the vulnerability of road networks and PTNs are observed. The papers in the main 
paths are mainly published in transportation‑related journals, such as Transportation 
Research Part A: Policy and Practice, Transportation Research Part B: Methodo-
logical, and Networks and Spatial Economics.

3.5.2  Metro and maritime networks

In Fig.  9, we show the main paths in the community of metro and maritime net-
works. We identify two disconnected main paths. The upper one represents the main 
paths on the vulnerability of metro and railway networks. The lower one represents 
the main paths on the vulnerability of maritime shipping and global energy supply 
networks.

Fig. 9  Papers on metro and maritime networks main paths
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There are four sources in the upper main paths (Latora and Marchiori 2002; 
Angeloudis and Fisk 2006; Derrible and Kennedy 2010; Johansson and Hassel 
2010). All of these studies analyze the vulnerability of subway or railway networks 
in the perspective of network topology by directly applying the methods in complex 
networks. Latora and Marchiori (2002) investigate the topological properties of the 
MBTA (Boston underground transportation system) and bus network. They show 
that MBTA+ bus network is a small‑world network with high efficiency in both of 
the global and local scales. Angeloudis and Fisk (2006) analyze the world’s largest 
subway networks. Their results show that subway systems can be classified into two 
classes of networks with exponential degree distributions which are robust to ran‑
dom failures. Derrible and Kennedy (2010) also analyze 33 metro networks in the 
world and show these networks are scale‑free and small‑world networks. Johansson 
and Hassel (2010) investigate the vulnerability of a railway network consisting of 
five systems from the perspective of interdependent networks.

Zhang et al. (2011) study the vulnerability of Shanghai subway network in China. 
They show that the subway network is robust to random failures but fragile to tar‑
geted attacks, especially to the highest betweenness node‑based attacks. There are 
two streams from this paper. One stream starts from a paper by Zhang et al. (2016b). 
They conduct a vulnerability analysis on the high speed railway networks in China, 
the US, and Japan. They show that high speed railway networks are very fragile to 
malicious attacks. Xu et al. (2018) investigate the evolutionary process of China’s 
high‑speed rail network by applying complex networks. The other stream begins 
with Zhang et  al. (2016a). They study the urban rail transit networks by analyz‑
ing the hub structures in the networks in consideration with transfers. Zhang et al. 
(2018) then investigate the topological vulnerability of three metro networks in 
Guangzhou, Beijing, and Shanghai.

In the lower main paths, there are two sources (Dijkstra 1959; Brown et  al. 
2006). Dijkstra (1959) proposes an algorithm to find the shortest paths in a network. 
Brown et  al. (2006) propose models for robust critical infrastructures against ter‑
rorist attacks. In this way, these two papers are not directly related to maritime net‑
works, but they present widely‑applied concepts. Zavitsas and Bell (2010) propose 
a method to identify vulnerable components in the global energy supply networks 
and investigate the optimal network structure. Ducruet (2016) then analyzes the role 
of two canals, Suez and Panama, from the perspective of network topology. They 
investigate the effect of removals of the canal‑dependent flows from the network 
by using the method in complex networks. Viljoen and Joubert (2016) also apply 
the theory in complex networks to analyze the vulnerability of the global container 
shipping network against targeted attacks on edges. They show that removing the 
highest betweenness edges would greatly impact the transshipment. They point out 
that these edges are not always the edges that carry the most traffic and could be 
overlooked as unimportant. Viljoen and Joubert (2018) investigate the vulnerability 
of the supply chain networks by applying the concept of multilayered networks in 
complex networks.

Summarizing the above, we identify the two disconnected main paths: (1) the 
vulnerability of subway or railway networks and (2) the vulnerability of maritime 
shipping and global supply chain networks. Interestingly, there is a clear difference 
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between papers in the transport vulnerability and metro and maritime networks 
communities. That is, all of the papers except for two source papers (Dijkstra 1959; 
Brown et al. 2006) in the metro and maritime networks community directly apply 
the methods in complex networks and analyze the topological vulnerability. Espe‑
cially, the topological vulnerability of subway and railway networks have been 
investigated more than the ones of the other transportation modes. One possible 
reason is that collecting and handling the data of network topology of subway and 
railway networks is easier than other transportation modes. On the other hand, the 
main paths also suggest that studies on maritime networks from the perspectives of 
network topology are currently limited and further studies are desired in the future. 
It is noted that, differently from the transport vulnerability community, most papers 
in the main paths in this community are published in a complex network‑related 
journal, especially 9 out of 15 papers in the main paths are published in Physica A: 
Statistical Mechanics and Its Applications.

3.5.3  Resilience

We show the main paths in the resilience community in Fig.  10. The main paths 
consist of 16 out of 54 papers.

In the obtained main paths, there are five sources (Holling 1973; Pimm 1984; 
Bruneau et al. 2003; Murray et al. 2008; Cox et al. 2011). According to Reggiani 
(2013), there are two different ways to define resilience. One is proposed by Holling 
(1973) and another is proposed by Pimm (1984). Both of the definitions were origi‑
nally proposed for ecological systems. The resilience based on definition by Holling 
(1973) is the perturbation which can be absorbed before the system changes into 
another state. On the other hand, in the definition by Pimm (1984), the resilience 

Fig. 10  Papers on resilience main paths
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is measured as the speed of return to equilibrium state. After these two works, in 
the field of earthquake engineering, Bruneau et al. (2003) present a framework for 
defining seismic resilience and specifying quantitative measures of resilience. This 
framework includes three measures of resilience: (1) reduced failure probabilities, 
(2) reduced consequences from failures, and (3) reduced time to recovery. Murray 
et al. (2008) present a review of methodologies of vulnerability analysis for infra‑
structure networks. They explore how different methods impact the infrastructure 
planning and policy development. Cox et al. (2011) present operational metrics to 
evaluate resilience of transportation systems. They apply the proposed methods to 
evaluate the impacts of the London subway bombings in 2007. As described in this 
paragraph, the source papers include a wide range of fields such as ecological fields, 
earthquake engineering, and transportation engineering.

Reggiani (2013) proposes a conceptual or methodological framework for analyz‑
ing resilience of transportation systems. The author points out that the conditions 
of hubs can largely affect the entire transportation networks based on studies about 
the vulnerability of scale‑free networks in complex networks. There are two streams 
from the paper by Reggiani (2013). One stream starts from O’Kelly (2015). This 
paper studies the resilience of networks with hubs (especially cyber and air passen‑
ger/freight networks). Networks whose degree distribution follows power‑law have 
resilience to random attacks, but at the same time they have fragility to targeted 
attacks. The author concludes that developing mitigation strategies for networks 
with hub‑spoke structures is a critical issue. This paper is cited by two papers (Kim 
et al. 2017; Zhang et al. 2017). Kim et al. (2017) propose a q‑Ad‑hoc hub location 
problem for multi‑modal freight transportation systems. This strategy uses alterna‑
tive hubs in an ad‑hoc manner, which give alternative routes satisfying supply and 
demand in disrupted network systems. Zhang et al. (2017) investigate a hub location 
problem for resilient power projection networks in military actions. Another stream 
starts from Griffith and Chun (2015). They study the resilience and vulnerability 
of economic networks associated with spatial autocorrelation. The sink paper of 
this stream by Östh et al. (2018) presents a framework for analyzing the mechanism 
which drives spatial systems from the perspective of the resilience of urban areas.

We can also observe a stream from a paper by Franchin and Cavalieri (2015). 
They study the seismic resilience using complex network theory. They present an 
index of resilience based on the evolution of efficiency of communication between 
citizens during the relocation of the population after an earthquake. Fu et al. (2016) 
then provide a model which simulates the evolution of infrastructure networks. This 
model can be used to construct an infrastructure system by reducing cost, increasing 
efficiency, and improving resilience. Ouyang and Fang (2017) present a framework 
to optimize resilience of infrastructure systems against intentional attacks. The sink 
papers of this stream are related to community resilience in consideration of infra‑
structure, social, and economical aspects (Mahmoud and Chulahwat 2018) and vul‑
nerability to multiple spatially localized attacks on critical infrastructures (Ouyang 
et al. 2018).

Summing up the above, the knowledge flow about the concept of resilience is vis‑
ualized in the main paths. Interestingly, the obtained main paths visualize how the 
concept of resilience has been extended throughout different research fields. That is, 
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the resilience was initially conceptualized for ecological systems in the 1970s and 
1980s, and they have been developed in other fields including earthquake engineer‑
ing and transportation engineering. In the same way as the transport vulnerability 
and metro and maritime networks communities, concept applications from complex 
networks were observed. Especially the resilience of networks with hubs (e.g., pas‑
senger/freight networks (O’Kelly 2015)) has been analyzed based on studies about 
scale‑free networks in complex networks. The main paths seem to be divided into 
two streams. One stream is related to the resilience of transportation and urban sys‑
tems, which is shown in the upper part of Fig. 10. These papers are mainly published 
in Networks and Spatial Economics and Transport Policy. Another stream is about 
the resilience of critical infrastructure systems against disasters (especially for earth‑
quakes), which is shown in the lower part in Fig. 10. Many papers in this stream are 
published in Computer-Aided Civil and Infrastructure Engineering.

3.5.4  Topological vulnerability

We show the main paths in the topological vulnerability community. The main paths 
consist of 13 out of 127 publications (Fig. 11).

There are four sources in the obtained main paths (Watts and Strogatz 1998; Bara‑
bási and Albert 1999; Barabási et al. 1999; Albert et al. 1999). Two papers, Watts 
and Strogatz (1998) and Barabási and Albert (1999), are well‑known studies. Watts 
and Strogatz (1998) propose a simple model for generating so‑called small‑world 
networks. These networks are not completely regular nor random, but they lie some‑
where in between. They found that small‑world networks can be highly clustered, but 
have small average shortest path length. Barabási and Albert (1999) show that many 
networks in the real world have a common property that their degree distribution 
follows a power‑law. These networks are so‑called scale‑free networks. They found 
two generic mechanisms of this type of networks: (1) growth: a network expands by 
adding new nodes and (2) preferential attachment: new nodes attach preferentially 
to existing nodes with a high degree. The other two sources, Albert et  al. (1999) 
and Barabási et al. (1999), are also well‑cited papers. Albert et al. (1999) analyze 
the network topology of the World‑Wide Web whose nodes and directed edges are 

Fig. 11  Papers on topological vulnerability main paths
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documents and URL hyperlinks, respectively. They show that both of the in‑degree 
and out‑degree distributions follow a power‑law. Barabási et al. (1999) investigate 
the properties of scale‑free networks. They present a mean‑field theory which can be 
used to predict dynamics of individual nodes and to calculate analytically the degree 
distribution. These sources are not directly related to vulnerability, but they provide 
widely applied concepts.

After these works, Albert et al. (2000) explore error and attack tolerance of net‑
works by applying percolation theory. They investigate effects of removals of nodes/
edges on the network connectivity. They show that scale‑free networks are highly 
robust against random failures. However, they are extremely vulnerable against tar‑
geted attacks on a few nodes with high degree. This paper by Albert et al. (2000) is 
the most‑cited paper in the data set in this study.

There are mainly two streams after the paper by Albert et al. (2000). One stream 
is about network efficiency and vulnerability in scale‑free networks. Crucitti et al. 
(2003) investigate the error and attack tolerance of scale‑free networks with the con‑
cepts of global and local efficiency. They show that both of the global and local 
efficiency are not affected by random failures, but they are extremely vulnerable 
to attacks on highly connected nodes. Criado et al. (2007) analyze the correlation 
between efficiency, vulnerability and cost of networks and show strong correlations 
between them. Hernández‑Bermejo et  al. (2009) study the network efficiency of 
scale‑free networks. They show that when a node is added to a network, the highest 
increase of network efficiency brought by the new node connects to the most con‑
nected existing node. They conclude that preferential attachment seems to lead to 
trade‑off, more efficient network but more vulnerable against targeted attacks.

Another stream is about identifying critical nodes and defence strategies. Wu 
et al. (2007) introduce a model of intentional attacks with incomplete information. 
In this model, random failures and intentional attacks in Albert et al. (2000) are two 
extreme cases. They show that hiding a small fraction of nodes chosen randomly in 
scale‑free networks can protect the whole network against intentional attacks. This 
is because a few hidden hubs can keep playing crucial roles for network connec‑
tivity. Ghedini and Ribeiro (2011) point out that vulnerability analysis based only 
on the centrality measurements may have some bias. They show that failures on 
lower centrality nodes sometimes have serious damage on the network connectivity. 
Ghedini and Ribeiro (2014) then propose strategies to identify vulnerable parts and 
to mitigate damage by changing network topology by rewiring or adding edges. The 
topics of the two sinks by Zhang et al. (2016c) and Chaoqi et al. (2018) are related 
to fuzzy evaluation of the vulnerability of networks and the vulnerability to attacks 
on multiple nodes, respectively.

In summary, papers in the main paths in this community mainly investigate the 
influences of the removals of nodes and/or edges randomly or intentionally. These 
studies analyze the static aspects of the vulnerability without considering net‑
work flow, which is different from papers in the cascading failures community 
as described in the next section. The pioneering work is the paper by Albert et al. 
(2000), which is the most‑cited paper in this data set. The main finding is the robust, 
yet fragile property of scale‑free networks. That is, scale‑free networks are robust to 
random failures, but they are extremely fragile to intentional attacks on hubs. This 
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property has been confirmed by using different methods and some defence strate‑
gies have been proposed. Methods proposed in these studies can be applied to any 
kind of network systems. In fact, some papers in the metro and maritime networks 
community apply these methods to transportation networks (especially to subway 
and railway networks). The three source papers, Watts and Strogatz (1998), Albert 
et al. (1999), and Albert et al. (2000), are published in Nature and the other source, 
Barabási and Albert (1999), is published in Science. Many of the other papers are 
published in Physica A: Statistical Mechanics and Its Applications.

3.5.5  Cascading failures

We show the main paths in the cascading failures community in Fig. 12. We iden‑
tify 23 papers out of 110 publications.

In the topological vulnerability community, papers analyze the vulnerability of 
networks by iteratively removing nodes/edges without considering effects of net‑
work flow. However, in many network systems, the flow of some physical quantities 
is a crucial factor characterizing their vulnerability. In consideration of the exist‑
ence of flow, the removals of nodes/edges redistribute the flow, possibly leading to 
catastrophic consequences by the domino effects. Typical examples are blackouts, 
communication disturbances, or financial crises. This kind of phenomena is called 
cascading failures.

There are six sources in the cascading failures main paths (Motter and Lai 2002; 
Wasserman and Faust 1994; Amaral et  al. 2000; Albert et  al. 2004; Kinney et  al. 
2005; Crucitti et al. 2005). Two papers by Wasserman and Faust (1994) and Amaral 
et al. (2000) are not directly related to cascading failures, but they present fundamen‑
tal concepts in network theory. Wasserman and Faust (1994) cover various method‑
ologies about social network analysis. This book includes concepts, such as central‑
ity or cluster which are basic knowledge not only for social networks but also for 

Fig. 12  Papers on cascading failures main paths
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any kind of networks. Amaral et al. (2000) analyze properties of diverse networks 
in the real world and show how different classes of small‑world networks emerge. 
According to the obtained main paths, a pioneering work on cascading failures is 
a paper by Motter and Lai (2002). They propose a simple model for cascading fail‑
ures where every node has a finite capacity to handle flow and overloaded nodes 
are successively removed from a network. They show that intentional attacks on a 
network with highly heterogeneous distribution of flow can easily lead to large‑scale 
cascading failures. They also demonstrate that the breakdown of a single node with 
the largest load is sufficient to collapse the entire network. The other three papers 
by Albert et al. (2004), Kinney et al. (2005), and Crucitti et al. (2005), are related to 
blackout as cascading failures in power grids. Albert et al. (2004) study cascading 
failures in power grids in the background of large‑scale blackout in the United States 
in 2003. They show that a power grid is robust against most failures, but break‑
downs of some key nodes greatly reduce the function in the global scale. Kinney 
et al. (2005) analyze the robustness of the North American power grid against cas‑
cading failures. They show that the North American power grid is highly robust to 
random failures. However, targeted attacks on the few transmission substations with 
high betweenness and degree centrality cause serious damages on the entire sys‑
tem. Crucitti et al. (2005) further analyze the vulnerability of power grids in Spain, 
France, and Italy.

After these source papers, there are two papers in the middle of the 2000s (Cru‑
citti et al. 2004; Rosas‑Casals et al. 2007). Crucitti et al. (2004) propose an extended 
model based on the model proposed by Motter and Lai (2002) in the following two 
points: (1) overloaded nodes are not removed from a network, but flow avoids these 
nodes, and (2) damage is quantified by the decrease of network efficiency proposed 
by Latora and Marchiori (2001). They also demonstrate that the breakdown of a sin‑
gle node with the largest load is sufficient to collapse the entire network. Rosas‑
Casals et al. (2007) show that the robustness of 33 different European power grids 
which have exponential degree distributions is similar to the robustness of scale‑free 
networks.

From about the year of 2010, there are three main streams in the main paths. The 
first stream starts with a paper by Chen et al. (2009). Papers on this stream are about 
the integration of methods between complex networks and electrical engineering. 
Chen et  al. (2009) propose a model for structural vulnerability analysis of power 
grids based on Kirchoff’s laws. Chen et al. (2010) further investigate the vulnerabil‑
ity of power grids. They improve traditional approaches by considering electrical 
power flow distribution instead of the shortest‑path assignment. Their results indi‑
cate that a critical regime might exist where the network is vulnerable to both ran‑
dom failures and intentional attacks. Wang et al. (2011) define a new measure, elec‑
trical betweenness, by considering the maximum demand of load and the capacity 
of generators. They show that electrical betweenness distribution follows power‑law 
and critical points can be identified as a node with high electrical betweenness. Ma 
et al. (2013) analyze the robustness of power grids with electrical efficiency. They 
show that the robustness does not always increase monotonically with capacity, 
which is different from some previous studies (e.g., Motter and Lai 2002; Crucitti 
et al. 2004; Koç et al. 2014). They propose a new metric, effective graph resistance, 
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extended from the average shortest path length with the concept of the impedance. 
This metric can be used to estimate the robustness of a power grid against cascading 
failures. Koç et al. (2015) propose a measure to assess the robustness of power grids 
and apply it to a network constructed by real‑world data.

The second stream begins with a paper by Bompard et al. (2009). Papers on this 
stream also analyze the power grids using the integrated methods between com‑
plex networks and electrical engineering. Bompard et al. (2009) propose extended 
metrics to overcome the disadvantages of purely topological metrics such as effi‑
ciency, degree or betweenness centrality for the vulnerability analysis of power 
grids. Pagani and Aiello (2013) present a survey of studies about properties of dif‑
ferent power grids in the United States, Europe, and China. Highlights of this survey 
are as follows: (1) degree distributions in power grids tend to follow an exponential 
distribution, (2) very few nodes have high betweenness centrality, which is similar 
to properties of networks with power‑law degree distributions, (3) power grids are 
robust to random failures, but extremely vulnerable to targeted attacks on critical 
parts such as nodes with high degree or nodes and edges with high betweenness 
centrality, and (4) results obtained by complex network analysis are very close to the 
ones obtained by traditional electrical engineering. Kim and Ryerson (2017) analyze 
the South Korean power grid. Their results show that the South Korean power grid 
is more vulnerable compared to ER random networks (Erdos and Rényi 1960) and 
BA scale‑free networks (Barabási and Albert 1999). Eisenberg et al. (2017) develop 
a method to improve response for blackouts and identified critical components in 
power grids.

The third stream starts from a paper by Wei et al. (2012). This stream is slightly 
different from the other two streams. Many papers in the other two streams aim to 
integrate the methods in complex networks and electrical engineering. On the other 
hand, papers in the third stream tend to develop models for cascading failures in 
more general networks. They propose a model for cascading failures with the local 
preferential redistribution rule. The load of a broken node is redistributed to neigh‑
bour nodes depending on their degree. Jin et al. (2015) propose a model for cascad‑
ing failures in directed and weighted networks. Zhu et  al. (2016) extend a model 
for cascading failures with fuzzy information to consider with uncertain failures or 
attacks. Zhu et al. (2018) investigate the way to improve robustness against cascad‑
ing failures with two multi‑objective optimization problems which consider opera‑
tional cost and robustness. Ji et al. (2016) analyze the structure of the global electric‑
ity trade network with nations as nodes and international electricity trade as edges.

Summing up the above, papers in the cascading failures main paths investigate 
the vulnerability of network systems in consideration with the network flow. Remov‑
als of nodes/edges redistribute the network flow and possibly cause the propaga‑
tion of failures in the entire network. After the pioneering work by Motter and Lai 
(2002), models for cascading failures have been developed in different ways. Many 
papers show that the breakdown of only a few nodes with high centrality measures 
cause devastating cascading failures in the whole network. This is a consistent result 
as findings in the papers in the topological vulnerability community show. In addi‑
tion, many papers in the obtained main paths analyze blackouts as cascading failures 
in power grids and some papers discuss the integration of concepts and methods 
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between complex networks and electrical engineering. An interesting finding is that 
the results obtained from traditional electrical engineering and complex networks 
are similar. Many papers in the main paths are published in complex network‑related 
journals such as Physical Review E and Physica A: Statistical Mechanics and Its 
Applications.

3.5.6  Interdependent networks

We show the main paths in the interdependent networks community in Fig. 13. We 
identify 26 papers out of 141 publications.

There are 11 source papers in the obtained main paths (Rinaldi et al. 2001; Erdos 
and Rényi 1960; Callaway et al. 2000; Bollobás and Béla 2001; Cohen et al. 2001; 
Goh et  al. 2001; Newman 2002, 2003; Dorogovtsev and Mendes 2013; Newman 
et al. 2006; Rosato et al. 2008). All of these papers are cited by a pioneering paper 
on the vulnerability of interdependent networks by Buldyrev et al. (2010). There are 
three books and one review paper which summarize the fundamental theory of com‑
plex networks (Bollobás and Béla 2001; Newman 2003; Dorogovtsev and Mendes 
2013; Newman et al. 2006). The contents of the other sources are various such as 
random graphs (Erdos and Rényi 1960), percolation theory (Callaway et al. 2000; 
Cohen et  al. 2001), betweenness distribution (Goh et  al. 2001), disease spreading 
(Newman 2002), interdependency between critical infrastructures (Rinaldi et  al. 
2001; Rosato et al. 2008).

Before the paper by Buldyrev et  al. (2010) in 2010, most studies in complex 
networks analyzed the vulnerability of a single network. However, as Rinaldi et al. 
(2001) point out, most critical infrastructures have interdependency among them. 

Fig. 13  Papers on interdependent networks main paths
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This indicates that influences of failures in one system can propagate through 
dependency and other systems can be also seriously damaged. To study the influ‑
ences of such an interdependency on the vulnerability of networks, Buldyrev et al. 
(2010) propose a model for cascading failures in interdependent networks. They 
show that interdependency makes the system vulnerable and they behave totally dif‑
ferently when they are isolated networks. They conclude that it is necessary to con‑
sider interdependency to assess the vulnerability of network systems.

After the paper by Buldyrev et al. (2010), methods to analyze the vulnerability of 
interdependent networks have been extended in different ways. There are four papers 
(Brummitt et al. 2012; Parshani et al. 2011; Bashan et al. 2013; Majdandzic et al. 
2014) toward a paper by Gao et al. (2014). Brummitt et al. (2012) show that there 
is an optimal fraction of interconnected node pairs between two mutually dependent 
networks which minimizes the size of cascading failures. Parshani et al. (2011) intro‑
duce two types of edges, connectivity edges and dependency edges, and propose an 
analytical framework to evaluate the vulnerability of interdependent networks. Con‑
nectivity edges are the ones in each network and dependency edges are the ones 
between different networks. They show that high density of the dependency edges 
makes the network vulnerable. Because many infrastructure network systems are 
spatially embedded, Bashan et al. (2013) study the vulnerability of spatially embed‑
ded interdependent networks. They show that spatially embedded networks are more 
vulnerable compared to non‑embedded networks. Majdandzic et al. (2014) analyze 
spontaneous recovery of network systems after disrupted events. Even though this 
study is not directly related to interdependent networks, Gao et al. (2014) mention 
that the recovery of damaged interdependent networks is a possible future research 
direction.

All of the above‑mentioned papers are cited by the review paper by Gao et  al. 
(2014). They review studies on the vulnerability of interdependent networks. They 
show that many data sets can be represented as network of networks including 
networks of different transportation networks such as flight networks, railway net‑
works and road networks. They summarize some interesting and surprising findings 
on the vulnerability of interdependent networks and they conclude that one possi‑
ble research direction is to develop methods to improve the robustness of spatially 
embedded interdependent networks. After the paper by Gao et al. (2014), there is 
one review paper (Liu et  al. 2015) and one book chapter (Danziger et  al. 2016). 
Liu et al. (2015) review the framework for analyzing interdependent networks. They 
show that there are two strategies to decrease the vulnerability of interdependent 
networks: (1) protecting high‑degree nodes, and (2) increasing the degree correla‑
tion between networks. A book chapter by Danziger et al. (2016) also reviews the 
vulnerability of interdependent networks including discussions about the role of 
connectivity and dependency edges in mutually dependent networks. The topics of 
the sink papers are related to temporal networks (Cho and Gao 2016) and the vul‑
nerability of interdependent networks based on the concept of controllability (Fara‑
mondi et al. 2018).

From the paper by Bashan et  al. (2013), we observe one stream. Pu and Cui 
(2015) study the longest‑path attack on networks and they show that homogeneous 
networks are vulnerable to the longest‑path attacks. Da Cunha et al. (2015) propose 
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a module‑based method to attack networks. This method outperforms other ways of 
attacks based on degree or betweenness centrality. Shekhtman et al. (2016) review 
studies on failure and recovery in interdependent networks. They point out that, 
even though it is found that spontaneous recovery can occur in a single network 
(Majdandzic et al. 2014), recovery in interdependent networks is more complicated 
and it should be further studied. The topics of the two sink papers are related to 
the vulnerability of spatially embedded two‑interdependent networks (Vaknin et al. 
2017) and the vulnerability of two‑interdependent networks which are operated by 
two different entities (Fan et al. 2017).

Summing up the above, after the paper by Buldyrev et al. (2010), studies on inter‑
dependent networks have been developed rapidly in the 2010s. Many studies have 
reported that interdependent networks behave completely different from single net‑
works and they are more vulnerable compared to such isolated networks. It is more 
difficult to protect interdependent networks compared to single networks. Moreover, 
in recent years, some papers show that spatially embedded interdependent networks 
are much more vulnerable than non‑embedded ones. Transportation networks are 
often taken as examples of such spatial embedded interdependent networks. Some 
papers point out that many studies should pursue defence or recovery strategies for 
spatially embedded interdependent networks (e.g., Bashan et  al. 2013; Gao et  al. 
2014; Vaknin et al. 2017). We expect that interdisciplinary studies between complex 
networks and transportation engineering should contribute to construct strategies to 
protect spatially embedded interdependent networks in the future. In the main paths 
in this community, many papers are published in complex network‑related journals 
such as Physical Review Letters or Physical Review E.

3.6  Citation patterns among different communities

Finally, we discuss the relationships among the identified communities by visual‑
izing the Sankey diagram. In Fig. 14, we show the Sankey diagram of intra/inter‑
community edges among seven communities. The numbers shown in the left side 
represent the number of the citing articles and the ones shown in the right side rep‑
resent the number of the cited articles. Hence, the total value of each side is equal to 
the number of edges in the GWCC, 4584.

The first thing to note about Fig. 14 is that we observe asymmetric citation pat‑
terns between the two fields of transportation and complex networks, when we 
assume that the three communities (transport vulnerability, metro and maritime net-
works, and resilience) are transportation‑related communities and the others (topo-
logical vulnerability, cascading failures, and interdependent networks) are complex 
network‑related communities. Especially, papers in the topological vulnerability are 
cited well by all the other communities. This result is intuitive, because not only the 
most cited papers (e.g., Watts and Strogatz 1998; Barabási and Albert 1999; Albert 
et al. 2000) are included in this community but also some papers in the topologi-
cal vulnerability propose the methods to evaluate the topological vulnerability of 
any kind of networks. These methods can be directly applied to transportation net‑
works. Actually, papers in the metro and maritime networks apply these methods 
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to evaluate the topological vulnerability of subway, railway, or maritime shipping 
networks. In addition, as we observe in the main paths in the transport vulnerability, 
the vulnerability of public transportation networks (PTNs) has rapidly grown after 
the successful integration of the concepts between complex networks and transpor‑
tation engineering (Cats and Jenelius 2014). Moreover, the papers in the resilience 
community analyze the resilience of networks with hubs based on the results in 
complex networks (e.g., Reggiani 2013; O’Kelly 2015).

The second thing to note about Fig.  14 is that there are few citations between 
the transport vulnerability and cascading failures communities in both directions. 
Papers in the cascading failures study how failures propagate in network systems. 
However, most papers focus on only blackouts in power grids. That is, universal and 
specific properties of cascading failures across different network systems have not 
been discussed deeply. In the transport vulnerability community, only a few recent 

Fig. 14  Citation patterns among identified communities. The numbers of left and right sides represent 
the number of the citing and cited articles, respectively
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papers try to integrate the methods in complex networks with specific natures of the 
PTNs to understand how these systems are disrupted (e.g., Cats and Jenelius 2014; 
Cats 2016; Malandri et al. 2018). More studies should be required in this direction 
and it also should be discussed in association with cascading failures in other net‑
work systems.

The third point to note about Fig.  14 is that there are few citations between 
transportation‑related communities and the interdependent networks community. 
As described in the main paths in the interdependent networks community, the vul‑
nerability of interdependent networks has been studied intensively in the last dec‑
ade. Some recent papers show that spatially embedded interdependent networks are 
extremely vulnerable with transportation networks as typical examples and it is also 
pointed out that defence strategies for such networks should be studied more deeply 
(e.g., Bashan et al. 2013; Gao et al. 2014; Vaknin et al. 2017). However, these stud‑
ies do not consider specific natures of transportation networks in both of the demand 
and supply sides. More studies are desirable to understand influences of these spe‑
cific properties on the vulnerability of spatially embedded interdependent networks.

4  Conclusions

In this study, we have comprehensively and objectively revealed the overall perspec‑
tives of the vulnerability studies in the fields of transportation and complex net‑
works by applying the citation network analysis. We collected publication records 
from the online publication database, the Web of Science, and we constructed the 
citation network. Then we analyzed the giant weakly connected component consist‑
ing of 705 nodes (publications) and 4,584 directed edges (citation relations). The 
proposed framework can be applicable to any research fields. Our main results and 
implications are summarized as follows: 

1. We have identified seven major research domains: (1) transport vulnerability, (2) 
metro and maritime networks, (3) resilience, (4) topological vulnerability, (5) 
cascading failures, (6) interdependent networks, and (7) scattered community.

2. We have identified the major research backbones in each of the detected research 
domains and briefly described how research has been developed over time.

3. We have shown that, among various transportation modes, studies on the vulner‑
ability of maritime networks are still limited and more studies are desirable in the 
future.

4. We have quantitatively revealed the asymmetrical citation patterns between the 
fields of transportation and complex networks, which implies that the mutual 
understanding between them is currently lacking.

5. We have shown that there are few citations between the transport vulnerability 
and cascading failures communities in both directions. This result suggests that 
the findings in the two communities have not been discussed deeply, even though 
they study the dynamical aspects of the vulnerability of network systems in gen‑
eral.



29

1 3

Vulnerability studies in transportation and complex networks

6. We have shown that there are few citations between transportation‑related com‑
munities and the interdependent networks community. The vulnerability of spa‑
tially embedded interdependent networks has been studied in complex networks 
in recent years with transportation networks as typical examples. However, these 
studies usually do not consider influences of specific natures of transportation 
networks in both of the supply and demand sides. More studies are desirable to 
understand influences of these specific properties on the vulnerability of spatially 
embedded interdependent networks.
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