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Abstract

Today, adolescents can easily make contact with strangers online. The present study examines the relation of online com-
munication with strangers (OCS) and mild delinquency among junior high school students and explores which risk factors
are associated with both types of behavior, taking gender differences into account. A total of 1873 Japanese adolescents
(aged 12—15) with mobile phones completed online questionnaires assessing internet usage (duration, variability), parental
behavior (violence, monitoring), and adolescent characteristics (depression, self-control) as potential predictors of OCS
and mild delinquency. Sequential model testing revealed that the duration of internet usage was associated with both
dependent variables, whereas its variability was associated with OCS alone. Self-control and parental violence predicted
both outcome variables in girls, but only mild delinquency in boys. Depression was related with both behaviors in boys.
Parental monitoring was negatively associated with OCS among girls and with mild delinquency among boys. Overall,
OCS appeared to have a similar function for girls as mild delinquency did for boys. Implications for future studies and

preventive programs will be discussed.
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Introduction

Adolescence is a time of substantial physical and psycho-
logical changes, transforming boys into young men and
girls into young women. This physical metamorphosis
is not only accompanied by psychological changes at the
cognitive, motivational and emotional level, but also by
important social developments. Rather than spending most
of their time under the supervision of adults, teenagers
seek more privacy (Keijsers & Poulin, 2013) and develop a
strong need to affiliate with peers (Ragelien¢, 2016). They
experiment with different roles in various social settings,
thereby promoting identity formation (Erikson, 1968). The
awakening interest in sexuality strengthens adolescents’
motivation to be perceived as sexually attractive (Mares
et al., 2010), and to start romantic relations (Collins et al.,
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2009). Another aspect associated with adolescence is the
tendency to question rules set by parents and other well-
established authorities, which may lead to more risk-taking
and deviant behaviors (Leather, 2009; Cioban et al., 2021).
In general, social experiences have a huge impact on how
well adolescents meet the multifaceted challenges that char-
acterize their transition to adulthood.

Interestingly, girls and boys may differ in the type of
experiences they are seeking (Perry & Pauletti, 2011). The
literature suggests that risk-taking and deviant behaviors —
especially in the company of peers — are more widespread
among teenage boys (e.g., Bymnes et al., 1999; Erickson et
al., 2000), whereas girls put special emphasis on meeting
with close friends (e.g., Rudolph & Dodson, 2022) and their
physical attractiveness to peers (e.g., Raible-Destan et al.,
2021). Such preferences are always linked to cultural and
time-bound ideas about gender roles. What most healthy
developing adolescents have in common, though, is that
they want to explore the social world beyond the narrow
boundaries of their home and family environment, with the
goal of becoming independent.

During the past decades, the internet with its multiple
opportunities to inform and entertain oneself, but also to
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communicate via instant messaging, social media platforms,
chat rooms, and other virtual meeting points has dramati-
cally changed the life of young people. Adolescents living
in industrialized countries can hardly imagine life without
communicating via their smartphones and/or computers on
a regular basis. In the US, 95% of 13-to-17-year-olds have
a smartphone or at least access to one, and 45% of all teens
say that they are online on a near-constant basis (Ander-
son & Jiang, 2018). In 2019, 52% of a European sample of
adolescents used a portable computer to access the internet,
and as many as 92% used mobile phones (Eurostat, 2021).
Similar data comes from Asia. In Japan, the internet pen-
etration rate among 6-to-12-year-olds exceeds 80.7%, and
among 13-to-19-year-olds, it even reaches 96.6% (Statista,
2021). Hence, online communication plays a key role in the
social life of adolescents today.

In most cases, teens seem to communicate online with
people they already know (Gross, 2004), but there is grow-
ing evidence indicating that adolescents also become
engaged in online communication with strangers (OCS).
Smahel et al. (2020) reports that 37% of 9-to-16-year-olds
in Europe have already experienced OCS. Similar percent-
ages have been reported for teenagers in different South and
Middle American countries (Trucco & Palma, 2020), sug-
gesting that OCS is fairly widespread among adolescents
today.

OCS may be harmless, for example when playing a video
game, searching for information, or exchanging ideas with
peers. By doing this, adolescents develop unique values that
differ from the larger population, thus forming their own
subculture (e.g., Cloward & Ohlin 1960), which is known to
support identity formation (Subrahmanyam & Greenfield,
2008). However, OCS can also become harmful: When
strangers contact teens, they may have sexual or criminal
intentions (Wurtele & Kenny, 2010). Adolescents posting
personal pictures and images often do not think about the
potential consequences (Lenhart & Madden, 2007), such as
being approached by strangers in inappropriate ways. Many
parents thus fear the risk of sexual solicitation (George &
Odgers, 2015; Savoia et al., 2021) and victimization of their
child.

Among university-aged women, 84% have already
received sexually inappropriate messages from strangers via
the internet; this typically starts much earlier —i.e., at 12 to
14 years (Salerno-Ferraro et al., 2021). In accordance with
these findings, cases of sexual victimization are known to
increase when adolescents enter junior high school in Japan
(National Police Agency in Japan, 2020). Young adolescents
are vulnerable because they have not yet acquired strategies
to deal with strangers online. However, Groenestein et al.
(2017) found that 43% adolescent girls in the Netherlands
were well able to determine whether the online stranger
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contacting them was a peer or an adult with a potentially
sexual intention. Most participants of this study assumed
that “just talking” was safe as long as the conversation topic
remained innocent and no private details were shared.

As suggested by this finding, many adolescents think
that they can handle being approached by strangers online.
In line with this assumption, Salerno-Ferraro et al. (2021)
report that many female adolescents facing inappropriate
online approaches with sexual intentions start to ignore
or block the sender (Salerno-Ferraro et al., 2021). Ingrim
(2020) who studied 12-to-15-year-olds in Colombia showed
that the awareness of risks associated with online commu-
nication does not always have an impact on actual behav-
ior, however. The authors suggest that adolescents adopt the
attitude towards OCS from peers, because adolescence is a
period in which peer pressure is fairly strong — also regard-
ing the acceptance of OCS (Heirman et al., 2016). Accord-
ing to Peter et al. (2006), 12-to-19-year-olds justify OCS
with harmless reasons like entertainment, getting to know
new people, or compensating for a lack of social skills in
direct interactions. Evidently, OCS can stabilize adolescents
and the majority of adolescents who become engaged in
OCS say that they feel happy after meeting strangers online
(Smahel et al., 2020), thus pointing to its potential positive
impact on adolescent development.

Taken together, adolescence should be regarded as a criti-
cal period when it comes to dealing with OCS. On the one
hand, it is fairly common among adolescents and serves to
meet their basic needs for social exchange, exploration, and
privacy, thereby supporting their independence and identity
formation. It can strengthen youth development by encour-
aging adolescents to take an active role not only in estab-
lishing relationships, but also in responding to approaches
by others, and it is typically associated with positive feel-
ings. On the other hand, it carries well-known risks, like
sexual harassment and abuse by strangers. In any case, ado-
lescents experience high peer pressure to become engaged
in OCS. In order to evaluate the benefits and disadvantages
of OCS for youth development it seems important to learn
more about whether OCS is associated with other risk-tak-
ing activities in adolescence and to clarify which factors
promote or prevent corresponding behaviors.

OCS and delinquency - determining factors

Relation between OCS and delinquency Adolescents who
accept online friendship requests from individuals with
weaker or non-preexisting ties tend to show other risky
behaviors, as well (Dodel et al., 2021). If they report
online sexual solicitation, they show substance abuse and
delinquent behaviors more often (Mitchell et al., 2007). A
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one-year longitudinal study found that deviant photo post-
ing on social media predicted increases in young adults’
problematic alcohol use over time (Szwedo et al., 2012).
These findings suggest that OCS and mild delinquency
often co-occur, raising the question about common underly-
ing causes.

The role of parental behavior. 1t is well-known that paren-
tal behavior has a huge impact on child development that
seems to decrease gradually during adolescence. When
it comes OCS and delinquency, two aspects of parental
behavior seem of special interest: parental maltreatment and
parental monitoring of contacts. With respect to parental
maltreatment, it seems important to note that girls who have
been abused as children are more likely to meet someone in
real life whom they got to know online (Noll et al., 2009)
and that they also carry a higher risk of becoming sexually
victimized online (Wolak et al., 2008). Similarly, parental
violence is associated with multiple forms of delinquent
behavior in adolescence (Manzoni & Schwarzenegger,
2019; Ozbay, 2005).

But what about parents who try to protect their offspring
by monitoring their online and offline contacts? Multiple
studies suggest that parental monitoring has a strong impact
on children’s engagement in risky behaviors, such as sub-
stance use (Brown et al., 1993; Dishion & McMahon, 1998;
Ledoux et al., 2002; Mounts, 2002). Even though some
studies indicate that poor parental monitoring is associated
with an increased risk for adolescents to experience inter-
net harassment (Ybarra et al., 2007), others suggest that it
does not have a great impact on problematic online activi-
ties (Kim & Kim, 2015). It does seem to increase the risk
of becoming engaged in delinquent behaviors, however
(Hoeve et al., 2009).

Taken together, it seems well possible that parental mal-
treatment and poor parental monitoring increases the risk
of OCS and the likelihood of displaying various types of
delinquent behaviors.

The role of adolescent characteristics. When look-
ing at adolescent characteristics as potential risk factors
for OCS and mild delinquency, existing studies show that
teens with symptoms of depression and/or anxiety prefer
online to offline communication (e.g., Pierce 2009) and
show problematic internet usage more often (Park et al.,
2013). In contrast to these findings a recent meta-analysis
found that people who are less fearful meet strangers more
often (Sandstrom & Boothby, 2021) which may also apply
to OCS. Regarding delinquency, existing studies indicate
empirical links to depressive symptoms (Kofler et al., 2011;
Leas & Mellor, 2000).

Yet another personality variable associated with prob-
lematic online behavior (unauthorized ID use; Kim & Kim
2015) and delinquency (e.g., Coyne et al., 2019; Farrington

etal., 2016; Vazsonyi et al., 2017) is self-control, suggesting
that a lack of self-control is associated with more deviant
behavior (see also Ben-Fadhel & Mathluthi, 2021).

In sum, adolescent characteristics like depressive symp-
toms or a lack of self-control seem to go along with an
increased risk for OCS and delinquent activities.

The impact of general internet usages. Apart from
parental and adolescent characteristics, the variability and
frequency of internet usage might have an impact on OCS,
as many online programs promote this type of communica-
tion. Empirical evidence supporting this view is still largely
missing, however. Ngo & Paternoster (2011) report that
the impact of time spent online is associated with meeting
strangers originally contacted online (Mylek et al., 2021).
Whether this also applies to adolescents still needs to be
determined. Some studies show that certain forms of inter-
net usage (i.e., internet gambling; Brunell et al., 2012) are
clearly linked to delinquent behaviors, thus indicating that
the variability of internet usage may also be associated with
juvenile delinquency.

Aims of the current study

As demonstrated in the previous paragraphs, OCS is related
to psychosocial development during adolescence. How-
ever, there are two general perspectives on its role for youth
development. One is guided by research which examined
associations between OCS and problematic behavior, such
as acts of mild delinquency, which are known to be asso-
ciated with certain familial and personal risk factors. The
other approach is guided by an analysis of the modern life
of adolescents in which online communication plays a cru-
cial role. Here, OCS is not seen as a problematic behavior,
but rather as normal part of everyday internet usage. To bet-
ter understand OCS, it seems critical to examine whether
and how OCS and mild delinquency are related in adoles-
cents and which factors are associated with each of type of
behavior, therefore a model-based approach was taken. This
approach will allow us to test which factors predict each
type of outcome behavior and to directly analyze common-
alities as well as differences. Furthermore, we can check
whether the same predictors are crucial for girls and boys.
More specifically, we treat (a) internet usage (duration,
variability), (b) adolescent personality characteristics (self-
control, depression), and (c) parental behavior (violence,
monitoring) as independent variables, and both OCS and
mild delinquency as dependent variables. Based on exist-
ing work, we assume both dependent variables to be related.
Different models will be compared for their goodness of fit.
Once we have identified the model which best fits to the
data, we include gender as a covariate to check whether the
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identified empirical relations are all equally relevant for
girls and boys. This is necessary as several of the above-
mentioned parameters are known to vary between girls
and boys in adolescence (e.g., Savoia et al., 2021; Svens-
son, 2003). To our knowledge, this is the first study which
combines multiple risk factors and systematically compares
their impact for OCS and mild delinquency among adoles-
cents using model-based testing.

Methods

This study received approval from Shiraume Gakuen Uni-
versity Ethics Review Board.

Participants and Procedure

An anonymous questionnaire was administrated to Japa-
nese junior high school students in 2017. A total of 2287
students from five schools were recruited. After obtaining
permission to carry out questionnaires from the principal
of each school, homeroom teachers were asked to conduct
the survey in each of their classes. Students were told that
answering the questionnaire was not mandatory and not
related to their grades, that they could leave out questions
they did not want to answer, and that their data would be
kept strictly confidential. After completion, the students put
their own questionnaires in an envelope that was distributed
with the questionnaire, sealed the envelope, and submitted
their questionnaire. Participants who did not answer one-
third or more of the questions gave incomplete answers,
or responded randomly were excluded from further analy-
sis. The number of remaining cases was rather high 2,074
(90% effective response rate, 1052 boys, 1015 girls, 7 non-
respondents; 661 first years, 705 s years, 704 third years, 4
non-respondents).

Since junior high school students typically use the inter-
net via their mobile phones (Japanese Cabinet Office, 2017;
Stoilova et al., 2021), we only used the data of students with
a mobile phone (1873 students, 930 boys, 938 girls, 5 non-
respondents; 595 first years, 643 s years, 634 third years, 3
non-respondents). Among them, 91.4% had a smartphone.

Measures

Online Communication with Strangers (OCS). To assess
the critical outcome measure, i=4 items were taken from
a Japanese Cabinet Office survey (2017). Following the
general introductory question (“Have you done any of the
following things in the past year?”), participants read each
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Table 1 Experience Rate for OCS Among Junior High School Stu-
dents s (n=2074)

Boys  Girls 2017 Japa-
n(%) n(%) nese Cabinet
Office Sur-
vey (2018) %
I have exchanged messages, 215 317 7.6
e-mails, etc. with people [ gotto  (20.5) (31.4)

know via the internet

I have met in person someone of 33 88 0.9
the same sex that I got to know 3.1 8.7)

via the internet

I have met in person someone of 29 44 0.1
the opposite sex whom I got to (2.8) 4.4)

know via the internet

I have had problems with relation- 32 63 0.4
ships with people I got to know via (3.0) (6.3)

the internet

Note: 2017 Japanese Cabinet Office Survey (2018) was included for
comparison

item: (1) “I have exchanged messages, e-mails, etc. with
people I got to know via the internet”; (2) “I have met in
person someone of the same sex whom I got to know via the
internet”; (3) “I have met in person someone of the oppo-
site sex whom I got to know via the internet”; (4) “I have
had problems with relationships with people I got to know
via the internet” (see also Table 1), and they responded by
choosing one of the following options: (a) Not even once,
(b) 1-9 times, or (c) 10 times or more. Participants who
chose the first option (a) were coded as “non-experienced”
(0), and those who chose options (b) or (¢) were coded as
“experienced” (1). Then, the number of items scoring 1 was
added up, resulting in a sum score ranging between 0 and 4.
Cronbach’s o for the current sample was a.=0.628.

Mild Delinquency. To measure mild delinquency, i=8
items were taken from Obokata & Muto (2006b), each
describing behaviors related to (1) smoking, (2) drinking,
(3) shoplifting, (4) skipping school, (5) playing with the
friends till late without parental permission, (6) stealing or
using a bicycle without permission, (7) taking money from
home, or (8) sleeping at friend’s house without parental
permission. The response format, the coding scheme, and
the scoring procedure were identical to the one used for
exchanging messages, resulting in scores ranging between
0 and 8. Cronbach’s a for the current sample was 0.=0.678.

Internet Usage: Duration. For the question “How
much time do you spend using the internet on your mobile
phone each weekday (excluding weekends)?”, participants
responded by indicating a certain number of minutes and/or
hours (free format answer).

Internet Usage: Variability. When being asked “How
often do you use each of the following applications on
mobile phones, computers, tablets, game consoles, etc.?”,
participants gave answers for each of eight different tools
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(LINE, Twitter, e-mail, search engines, games, blogs,
watching videos, listening to music), by choosing one of
four different options: (1) Every day, (2) Two or three times
a week, (3) Rarely, or (4) Never. Students who chose the
answer Every day, or Two or three times a week were rated
as using the tool on a regular basis (score 1) and those who
chose the options Rarely, or Never were rated as not using
the tool on a regular basis (score 0). Then, the number of
tools used on a regular basis was added up, resulting in a
sum score that could range between 0 and 8; the higher the
score, the more variable internet usage was assumed to be.

Adolescents’ Personality Characteristics: Self-Control.
We used i=10 items from the Low Self-Control Scale
(Grasmick et al., 1993). Cronbach’s a for the current sam-
ple was 0=0.772. Items were rated on a four-point Likert
scale ranging from 1 (does not apply at all) to 4 (applies
very well). The total sum of points divided by the number of
items served as the individual score for self-control.

Adolescents’ Personality Characteristics: Depression.
The Japanese edition (Murata et al., 1996) of the Child
Depression Self-Rating Scale (Birleson, 1981) was used.
Each item could be rated on a three-point response scale:
(1) Always, (2) Sometimes, or (3) Never. Cronbach’s a for
the current sample was a.=0.856.

Parental Behavior: Offline Monitoring. Parental moni-
toring was measured by using i=4 items from Obokata &
Muto (2006a). Participants read the following sentences: (a)
“My parents know where I am when I go out.” (b) “My par-
ents know who my friends are.”, (c) “My parents immedi-
ately know if I have something I did not have before.”, and
(d) “My parents often ask me about what happens at school.”
Items were rated on a four-point Likert scale ranging from
1 (does not apply at all) to 4 (applies very well). The total
sum of points divided by the number of items served as the
individual score for parental monitoring. Cronbach’s a for
the current sample was a=0.722.

Parental Behavior: Violence. Three items were used
from Obokata & Muto (2006a). The items were (1) “My
parents hit me when they scold me”, (2) “A parent is often
violent at home.”, and (3) “A parent was violent towards me
when I was little.” The response format and coding were the
same as for the assessment of self-control and parental mon-
itoring. Cronbach’s a for the current sample was a=0.816.

Data Analysis

To test different models for their fit, path analysis was con-
ducted in AMOS 25. Different Models (see below) were
compared with respect to their goodness of fit. These com-
parisons clarified which factors are associated with OCS
and mild delinquency. Furthermore, they tested whether
both dependent variables are empirically related. Additional

analyses clarified whether integrating gender in the model
improved its fit and which paths between independent and
dependent variables were significant for boys and girls,
respectively, thus focusing on potential gender differences.
Figure 1 illustrates Model 1 as an example.

In Model 1, parental factors, adolescents’ personality
characteristics, and factors associated with internet usage
were all assumed to influence both dependent variables
(OCS and mild delinquency).

In Model 2, “variability of internet usage” was assumed
to be uniquely associated with “OCS”, as we did not find
any work suggesting that the variability of internet usage
is related to mild delinquency; however, it seems plausible
that adolescents who use different programs and/or media
platforms are also more likely to become engaged in OCS.
Otherwise, the model was comparable to Model 1.

In Model 3, “parental monitoring” was assumed to be
uniquely associated with “mild delinquency”, so the path
from “parental monitoring” to “OCS” was removed. This
seemed justified, as several other studies show that adoles-
cents who are monitored by their parents more closely show
delinquent behaviors less often, whereas studies indicating
that parental monitoring is related to OCS are lacking.

Models 2 and 3 were thus more specific, allowing only
for relations clearly backed up by previous work reported in
the literature.

The model with the best fit among these three models
was then compared to Model 4. In Model 4, the paths from
“OCS” to “delinquency” were removed, thus assuming no
association between them. So far, we only have indirect evi-
dence supporting the claim that both dependent variables
are related. Hence, we wanted to check whether assuming a
relation or not would lead to a better model fit.

Once the model that best fits our data best was identified,
the role of gender was explored by comparing the best-fit-
ting model in two versions: Model 5 assumed gender equal-
ity for all relations between independent and dependent
factors, whereas Model 6 did not.

Full information maximum likelihood (FIML) was used
to estimate missing data. The model fit was evaluated based
on different indices. Given the sensitivity of the chi-square
statistic for the sample size (Hox & Bechger,1999), the
Comparative Fit Index (CFI) and Root Mean Square Error
of Approximation (RMSEA) were used. The CFI is trun-
cated to range from 0 to 1, with values close to 1 indicating
a very good fit (Bentler, 1990). A RMSEA value of about
0.05 or less indicates a close fit of the model (Browne &
Cudeck, 1992), and Akaike’s information criterion (AIC)
was used to compare the fit of different models. The lower
the AIC, the better the model fits the empirical data. A chi-
square test was conducted to test whether there were differ-
ences between models when both models to be compared
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Parental violence

Parental monitoring

Low self-control

Depression

Duration of internet
usage

Variability of internet
usage

v

Mild delinquency

OCS

Fig. 1 Hypothesized Pathways of Model 1. Note. There are covariates between each of the six independent variables, but they are not shown in

the figure

had a fairly good fit; it was also conducted to test for the
significance of potential gender differences in the validated
models.

Results

Descriptive statistics

Table 1 illustrates that the experience rate of OCS was gen-
erally more common than mild delinquency (See Tables 1
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and 2). In addition, the current study showed the rate of
experiencing OCS was higher than reported in the survey by
the Japanese Cabinet Office (2018, See Table 1). In contrast
to the present study, the mentioned survey included adoles-
cents who lived nationwide and were mostly interviewed
individually by researchers. Furthermore, we found that
girls reached higher scores than boys on each item of the
OCS scale than boys did. As revealed by Table 3, each vari-
able assessed in the current study correlated significantly
with all others, with only two exceptions: the variability of
internet usage did not show any substantial relation with
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Table 2 Experience Rate for Mild Delinquency Among Junior High
School Students (n=2074)

Boys Girls

n (%) n (%)
Smoking 26 (2.5) 8(0.8)
Skipping school 115 (11.0) 118

(11.7)

Drinking alcohol 28 (2.7) 17 (1.7)
Playing with friends till late without parental 193 (18.4) 157
permission (15.6)
Shoplifting 22 (2.1) 7(0.7)
Stealing or using bicycle without permission 7 (0.7) 3(0.3)
Taking money from home 58 (5.5) 32(3.2)
Sleeping over without parental permission 23(2.2) 16 (1.6)

parental violence or depression. However, in general, indi-
vidual correlation coefficients were rather low (i.e., <.35).

Path analysis with OCS and mild
delinquency as outcome variables

As revealed by Table 4, Model 1 did not provide a sufficient
fit to the data, thus calling for further specification of the
relations between variables. Models 2 and 3 both revealed
a good fit of comparable size (y°(1)=1.744, n.s.). Because
both models fitted equally well, we decided to choose Model
2 which better matches theoretical arguments based on pre-
vious work. When comparing Model 2, assuming a relation

between OCS and mild delinquency, and Model 4, assuming
no relation between these two variables, Model 2 provided a
better fit (){2(1) =68.727, p<.001; see Table 4), thus indicat-
ing that both outcome variables are related.

In the next step, we compared Models 5 and 6 to clarify
the role of gender. A significant chi-square test indicated
that Model 6 (postulating gender differences) provided
a better fit than Model 5 (not considering gender) ()’
(27)=62.974, p<.001). Model 6 thus provided the final
model and revealed a good fit (° (2)=4.508 (p=.105),
RMSEA=0.026, CF1=0.998, see Table 4). The correspond-
ing models for boys and girls are presented in Figs. 2 and 3
respectively.

Variability of internet usage was positively associated
with OCS alone, that is, not with mild delinquency, and the
duration of internet usage was positively associated with
both outcome measures.

Interestingly, parental monitoring was negatively asso-
ciated with OCS among girls and with mild delinquency
among boys. Parental violence revealed a positive associa-
tion with mild delinquency in both gender groups, but with
OCS, this association was only found in girls. Significant
associations were also found between self-control and both
dependent variables in girls. Depression was positively
associated with mild delinquency among boys and with
OCS in both gender groups. Furthermore, OCS was posi-
tively associated with mild delinquency. The path coeffi-
cient was stronger for boys than for girls (p <.05).

Table 3 Correlations, Means, and Standard Deviations Among the Variables (n=1873)

1 2 3 4 5 6 7 8
1.0CS -
2. Mild delinquency 0.287** -
3. Parental violence 0.150%* 0.214%** -
4. Parental monitoring —0.151** -0.206** —0.149** -
5. Low self-control 0.163%* 0.241%* 0.233%* —0.168** -
6. Depression 0.234%** 0.204** 0.248** —0.314** 0.210%* -
7. Duration of internet usage (min) 0.236%* 0.211%* 0.069%* —0.190** 0.131%* 0.144%* -
8. Variability of internet usage 0.279%* 0.166** 0.039 —0.098** 0.139%** 0.028 0.341%* -
M 0.413 0.421 1.420 3.046 2.137 11.166 154.774 4.906
SD 0.798 0.886 0.678 0.683 0.515 6.408 126.756 1.463
Note. ¥**p <.001
Table 4 The Indices of the Model Fits
Model Chi-square df pvalue RMSEA CFI AIC Description
Model 1 0.000 0 - 0.146 1.000 88
Model 2 4.684 1 0.030 0.044 0.997 90.684 Removed the path from variability of internet usage to delin-
quency from Model 1
Model 3 6.428 2 0.040  0.034 0.997 90.428 Removed the path from parental monitoring to OCS from Model 2
Model 4 73.411 2 0.000 0.138 0.950 157.185  Removed the path from OCS to delinquency from Model 2
Model 5 67.482 29  0.000 0.027 0.974  185.482  Multiple group analysis by gender based on Model 2; no differ-
ences between genders
Model 6 4.508 2 0.105  0.026 0.998  176.508  Multiple group analysis by gender based on Model 2; differences

between genders
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Parental violence

Parental monitoring

134

Low self-control

Depression

139%***

Duration of internet
usage

Variability of internet
usage

Mild delinquency

252

OCS

Fig. 2 The Result of Model 6 (Boys). Note. Direct paths represent standardized b parameter estimates. Numbers in bold show the results of sig-
nificant coefficients; normal text shows the results of non significant coefficients. Covariates between each of the six independent variables are not

shown in the figure. *p <.05, **p<.01, ***p <.001

The paths from low self-control, parental violence, and
parental monitoring to OCS among boys and from parental
monitoring and depression to delinquency among girls were
not significant.

Discussion

During early adolescence, the frequency of online commu-
nication with strangers (OCS) increases. OCS is associated
with positive psychosocial development (Subrahmanyam &
Greenfield, 2008) but also with certain risks, like becoming
a victim of online harassment (Savoia et al., 2021), sexual
exploitation, or violence (Wolak et al., 2004). While some
studies found that adolescents with psychosocial problems
are more vulnerable to OCS (Dodel et al., 2021), others
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indicate that OCS can also be found frequently among ado-
lescents who have no psychological or behavioral problems
(Smabhel et al., 2020), thus raising the question of whether
OCS during adolescence should be considered as a type of
deviant behavior like delinquency or as a normal behavior
(see Introduction). The answer to this question may vary
according to the functions that OCS has for different sub-
groups, such as boys and girls.

In a large survey among Japanese junior high school
students, we explored the relation between internet usage
(duration, variability), parental behavior (i.e., offline-mon-
itoring, violence), and adolescents’ characteristics (i.e.,
depression, self-control) as potential predictors of OCS and
delinquency using a model-based approach and controlling
for gender as a potential covariate. Results indicate that
some factors are exclusively related to either OCS or mild
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Duration of internet
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Mild delinquency
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Fig. 3 The Result of Model 6 (Girls). Note. Direct paths represent standardized b parameter estimates. Numbers in bold show the results of sig-
nificant coefficients; normal text shows the results of non significant coefficients. Covariates between each of the six independent variables are not

shown in the figure. *p <.05, **p<.01, ***p <.001

delinquency whereas other factors are related to both out-
come variables in parallel. Furthermore, we found that OCS
and mild delinquency are associated and that some of the
relations with internet usage, parental behavior, and adoles-
cents’ characteristics vary by gender. Overall, our findings
suggest that OCS has a different function for boys and girls.
A more detailed discussion of specific results follows.
Differing from findings obtained in Europe (Smahel et al.,
2020), the rate of OCS in the current study in Japan (Tokyo)
is higher in girls than boys, and generally exceeds data from
a survey by the Japanese Cabinet Office (2018). Since we
collected the data anonymously, general response biases in
terms of social desirability may have been less influential in
the present study, thus contributing to higher means of OCS.

Internet usage (duration, variability), OCS,
and mild delinquency

In line with our initial expectations the duration of internet
usage was positively associated with OCS (see also Mylek et
al., 2021). This makes sense as adolescents who use smart-
phones on a daily basis engage in online communication
more often than those who use smartphones less frequently
(Mascheroni & Olafsson, 2016). Interestingly, the duration
of internet usage also correlated positively with mild delin-
quent behaviors, such as shoplifting, smoking, and drinking
alcohol. This may partly result from the following dynamic.
Today, adolescents spend significant amounts of time inter-
acting with their friends online (Anderson & Jiang, 2018)
where they easily get into touch with deviant peers. If these
deviant peers become friends, this increases peer pressure
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to become engaged in delinquent activities (Berndt et al.,
1999). Peer pressure may also impact OCS. If peers suggest
that OCS is a normal behavior, then spending time online
with friends also reinforces OCS. In addition to this mech-
anism, joint causes play some role for explaining the link
between OCS and delinquency. For example, social frustra-
tion, a lack of parental control / interest in the adolescent,
or a lack of self-control may support both types of behavior.

Interestingly, the empirical relation observed was weak
for boys and somewhat stronger for girls. Boys spend much
time online playing video games (Park, 2009), and may thus
feel less tempted to become engaged in delinquent activi-
ties. Female adolescents, on the other hand, typically use the
internet in more interactive ways (Park, 2009), thus increas-
ing their risk of getting in contact with strangers or devi-
ant peers that encourage delinquent activities. Consistent
with this argument, variability of internet usage was associ-
ated with OCS but not with mild delinquency. Adolescents
mainly interested in making social contact online may use
a broader variety of social media platforms and programs
to present personal information and/or to get to know other
people (Subrahmanyam & Greenfield, 2008), whereas ado-
lescents who mainly use the internet for entertainment pur-
poses are likely to use fewer programs and options, thus
meeting strangers online less often. Given that most adoles-
cents are online on a daily basis (Anderson & Jiang, 2018),
associations between the duration and variability of internet
usage and OCS may indicate that OCS is becoming a “nor-
mal phenomenon” (Smahel et al., 2020).

Parental behavior and OCS / mild
delinquency

Parental maltreatment correlated positively with both OCS
and mild delinquency. According to previous work, ado-
lescents who have problems with their parents seem to be
more vulnerable to OCS (Wolak et al., 2008). Unexpectedly,
parental offline monitoring (i.e., wanting to know whom the
adolescent considers friend(s) and where they meet) was
associated with less OCS in girls but not in boys. In many
cultures, girls are more closely monitored by their parents
than boys (e.g., Nilsson 2017). This is also the case in Japan
and may explain why Japanese girls show less problem
behavior, including delinquent activities (Svensson, 2003).
Atthe same time, OCS was relatively high among girls in the
current study, which suggests that parental monitoring was
less effective at preventing this type of behavior. Nonethe-
less, we can say that girls who are monitored more closely
by their parents experience OCS less often, thus indicating
that parental monitoring serves as a protective factor — at
least for OCS among girls. Contrary to some other findings

@ Springer

(e.g., Barnes et al., 2006), parental monitoring did not show
any systematic association with mild delinquency among
girls, whereas parental violence did. According to Atherton
et al. (2020), parental hostility and low parental monitoring
predict the slope of development of effortful control, with
the former having more impact than the latter. Hence, one
could speculate that parental maltreatment increases the
risk of becoming delinquent in both gender groups, but that
parental monitoring of social contacts reduced OCS (in girls
but not boys). The gender differences observed in the pres-
ent study call for a control of gender effects when exploring
the relations between parental behavior and deviant or risky
activities in adolescents.

Adolescents’ personality characteristics,
0CS, and mild delinquency

Regarding adolescents’ personality characteristics, depres-
sion played an important role in predicting OCS. This
confirms the finding that adolescents with a diagnosis of
depression reveal more OCS than the general population
(Radovic et al., 2017). Adolescents who do not get along
well with their parents report more symptoms of loneliness
and depression (Wolak et al., 2008), which in turn is associ-
ated with more frequent visits to online chatrooms (Ybarra
et al., 2005) to get information on their symptoms (Preto-
rius et al., 2019) or other kinds of support. As explained
by social compensation theory, lonely adolescents often
gain benefits from OCS (Valkenburg & Peter, 2011). Nev-
ertheless, children suffering from depression often show
impaired social skills (Segrin, 2000) which may lead them
to respond in maladaptive ways to inappropriate messages
from strangers. As a result, they may carry a higher risk
to become abused by strangers they meet online. This has
important potential implications for parents and psycho-
therapists, as they should talk about OCS with adolescents
and ensure that they know how to handle such online con-
tacts. The relevance of talking about online communication
also becomes evident when looking at a study conducted by
Radovic et al. (2017), who found that adolescents suffering
from depressive symptoms shift their social media use from
negative to more positive when receiving treatment.

Gender-specific patterns of deviant and risk-
taking behavior

Interestingly, the risk factors for mild delinquency among
boys show a considerable overlap with those for OCS
among girls. This reflects the finding that adolescent girls
put special emphasis on social communication, whereas
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boys reveal a strong orientation towards social activities
with peers (e.g., Rose & Asher 2017). We found that factors
associated with OCS also vary between gender groups. Girls
with low self-control are more likely to engage in OCS, but
this does not seem to be the case with boys.

Low self-control and parental violence increase delin-
quency (Ozbay, 2005) as well as OCS in girls who visit dat-
ing sites and agree to meet strangers in person (Obokata &
Muto, 2007). This is in line with general theory of crime
(Gottfredson & Hirschi, 1990) stating that people who lack
self-control are more likely to engage in crime and analo-
gous behavior (Gottfredson & Hirschi, 1990). In addition,
a previous study showed that risk-seeking is a strong pre-
dictor of delinquency among girls (LaGrange & Silverman,
1999), which again points to the conclusion that OCS may
have a similar function for girls as delinquency has for boys,
i.e., to explore new terrain by acting against social norms.

Gender differences were also found for mild delinquency
as an outcome variable, i.e., parental monitoring and depres-
sion were only associated with mild delinquency in boys but
not in girls. LaGrange & Silverman (1999) suggested there
may be different patterns of causality leading to male and
female non-normative behaviors. This would be consistent
with Deviance Regulation Theory, stating that salient refer-
ence groups play a crucial role for creating norms among
adolescents (Blanton & Burkley, 2008). These salient refer-
ence groups are likely to differ between girls and boys who
are still trying to form their own gender identity. Also, gen-
der differences in risk-taking related to internet usage may
reflect social factors, as girls are more likely than boys to
become victims of violence and sexual abuse offline if they
show OCS (Savoia et al., 2021). Future studies investigat-
ing factors that predict risky behavior in adolescence should
thus consider potential gender differences.

Relations between OCS and mild
delinquency

Lastly, we found that OCS and mild delinquency were
empirically related, which is in line with previous research
indicating that deviant online behavior predicts later deviant
offline behavior (Szwedo et al., 2012). In addition, another
longitudinal study showed that an increase in social media
use aiming at connecting with others was associated with
later delinquency (Stockdale & Coyne, 2020). We also found
that the corresponding relation between OCS and mild delin-
quency was stronger among boys than among girls. As dis-
cussed above, OCS is likely to have a different meaning for
boys and girls. Since self-control is not associated with OCS
among boys, OCS may expose boys to the risk of meeting
deviant peers and showing delinquent behavior. This would

be consistent with the finding that online chatting is consid-
ered to be an important tool for adolescents who also drink
alcohol in order to improve their social status (Larm et al.,
2017). In addition, boys make friends through online net-
works (i.e., playing online games) more often than girls do
(Lenhart & Madden, 2007). Thus, it may well be that boys
who are at risk of becoming delinquent make friends with
others who have similar interests via the internet (e.g., to
arrange meetings for joint activities), thereby increasing the
likelihood of becoming engaged in delinquent behaviors.

In sum, we conclude that OCS has become a widely
accepted and frequent behavior among adolescents today.
Although it appears to be more widespread among those
adolescents who show a general tendency toward deviant
behavior, who experience parental maltreatment and/or who
are psychologically vulnerable. Girls with a lack of self-
control and a lack of parental monitoring as well as boys
with depressive symptoms seem to be especially vulnerable
to OCS.

Limitations and future directions

The current study has several limitations. First, it refers to
self-reports only. Hence, social desirability may have dis-
torted information on the duration of internet usage, OCS,
and mild delinquency. Furthermore, self-reports on adoles-
cents’ feelings and personality traits may differ from paren-
tal reports (Hardy et al., 2020). Future studies should also
measure the adolescents’ time online more objectively. In
general, a multi-method approach would help to validate the
reported findings.

Second, the present study is purely cross-sectional, thus
precluding the ability to draw causal conclusions. Even
though the data reported is largely consistent with existing
work suggesting that depression promotes OCS and OCS
may lead to mild delinquency, we cannot rule out that OCS
increases depressive symptoms and mild delinquency pro-
motes OCS. Only by using a longitudinal design and cross-
lagged panel analyses will it be possible to determine the
direction of the reported relations.

Third, some path coefficients for OCS and mild delin-
quency were statistically significant but quite small (<0.10),
similar to the path between duration of internet usage and
mild delinquency in boys (0.086). Future research should
investigate whether these findings can be replicated.

Lastly, this study did not investigate the impact of peers
on OCS and delinquency, even though peers are known to
play a key role in adolescence. Yet another potential media-
tor between duration of internet usage and mild delinquency
could be interactions with deviant friends. Further research
is needed to examine the type of friends that adolescents
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have (online and offline), i.e., whether they are delinquent
or not, in order to better understand the impact of peers in
this context.

Conclusions

Today’s youth spends a lot of time online engaging in a
variety of online activities, and OCS has become a common
phenomenon. We examined the association between OCS
and mild delinquency. Firstly, the variability of internet
usage was associated with OCS, but not with mild delin-
quency. Gender played a significant role in this context. (1)
Low self-control and the experience of parental violence
were found to be associated with mild delinquency in both
gender groups, but to be associated with OCS in girls only.
(2) Similarly, depression was associated with OCS in girls
and boys, but with mild delinquency in boys only. (3) Less
parental monitoring was associated with more OCS among
girls and with mild delinquency among boys. (4) While
OCS and mild delinquency seem to have a similar func-
tion for girls, this was not the case for boys. Our findings
extend existing findings by revealing associations between
OCS and offline problem behavior. It can thus be useful for
developing targeted programs to prevent adolescent prob-
lems associated with deviant behavior from becoming more
serious. As demonstrated in the present report, it seems
important to consider multiple potential risk factors in com-
bination and to take gender differences into account when
trying to shed light on adolescent deviant behavior and nor-
mal development.
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