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Abstract
In this article, we aim to further our understanding of the social embeddedness of 
organized crime by exploring the (possible) ways the social environment adds to the 
shielding of organized crime or criminal activities by organized crime groups. We 
argue that the metaphor of ‘walls of silence’ provides a fruitful way to examine the 
shielding of organized crime. Based on a theoretical and empirical exploration of 
30 cases from the fifth data sweep of Dutch Organized Crime Monitor, we illustrate 
how organized crime offenders in the Netherlands depend on the silence and secrecy 
of co-offenders, victims, bystanders, and others who are aware of their (criminal) 
activities. Furthermore, we present a framework of the shielding of organized crime 
activities to provide insight into how offenders not only make use of the social envi-
ronment to shield their activities, but also how the social environment can (pur-
posely) act as walls of silence and secrecy.

Keywords  Organized crime · Social embeddedness · Secret societies · Shielding · 
Walls of Silence

Introduction

According to Paoli and Vander Beken (2014), organized crime is considered a con-
tested concept: the definition and conceptualization of organized crime do not only 
differ between the United States and European countries, but the meaning, territorial 
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scope, and legitimacy of organized crime also change over time within specific 
countries. In research on organized crime in the Netherlands, the prevailing defini-
tion considers groups to be organized crime groups if they are focused primarily 
on obtaining illegal profits, if they systematically commit crimes that cause seri-
ous damage to society, and if they are fairly competent in shielding their criminal 
activities from authorities (Fijnaut et  al. 1998: 26–27; Kleemans 2007: 180). The 
last characteristic, the capability of organized crime groups to shield their activi-
ties from authorities, may occur through various strategies, including “corruption, 
violence, intimidation, storefronts, communication in codes, counter surveillance, 
media manipulation, and the use of experts such as notaries public, lawyers, and 
accountants” (Kleemans 2007: 180).

Although organized crime groups are “often portrayed as entities that derive their 
strength from strong internal cohesion and an ability to conceal their illegal activi-
ties from the outside world”, Van de Bunt et  al (2014: 321) identify a variety of 
interfaces between organized crime and the legitimate world that “are by no means 
necessarily antagonistic or aimed at avoiding one another”. In fact, research suggests 
that organized crime has “a habit of interacting with its social environment” (Van de 
Bunt et al. 2014: 321). Furthermore, the social environment can play a pivotal part 
in the concealment and shielding of organized crime (Kleemans et al. 1998; 2002; 
Kleemans & Van de Bunt 1999; Van de Bunt et al 2014). Various studies have docu-
mented that organized crime “does not exist in a social vacuum” (Van de Bunt et al 
2014: 321) and that broader social structures can operate as a “silent shell surround-
ing criminal networks” (Jaspers 2020: 59).

In this article, we aim to further our understanding of the social embeddedness 
of organized crime by exploring the (possible) ways the social environment adds to 
the shielding of organized crime or criminal activities by organized crime groups. 
Specifically, we build on the notion of ‘walls of silence’ put forward by Van de 
Bunt (2007; 2010). In his analysis, Van de Bunt (2010) explored how major frauds 
remained hidden from the larger social environment, and particularly victims, 
bystanders, and supervising agencies. In cases of major frauds, Van de Bunt argues 
that “the problem extends beyond failing supervision to the successful conceal-
ment of illegal activities by the perpetrators and the silence maintained within their 
social environments” (Van de Bunt, 2010: 436). We argue that the relevance of these 
insights goes beyond the study of corporate crime and that the metaphor of ‘walls of 
silence’ provides a fruitful way to examine the shielding of organized crime. Based 
on a theoretical and empirical exploration of 30 cases from the fifth data sweep of 
the Dutch Organized Crime Monitor, we will illustrate how organized crime offend-
ers in the Netherlands depend on the silence and secrecy of co-offenders, victims, 
bystanders, and others who are aware of their (criminal) activities. Furthermore, we 
present a framework of the shielding of organized crime activities to provide insight 
into how offenders not only make use of the social environment to shield their activ-
ities but also how the social environment can (purposely) act as walls of silence and 
secrecy.

This article proceeds as follows. First, we provide a brief overview of the liter-
ature on the social embeddedness of organized crime and how this relates to the 
shielding of organized crime. Second, we outline the methodology and the organized 
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crime cases that were analyzed. Third, we present our main results, focusing on the 
ways the social environment plays a role in the shielding and concealment of organ-
ized crime. These empirical examples of the shielding of organized crime result 
in a framework of the shielding of organized crime that we elaborate upon in our 
conclusion.

‘Walls of silence’ and the social embeddedness of organized crime

Fielding (2017: 16) notes that “secrecy amongst participants is widely regarded as a 
hallmark of organized crime”. According to Van de Bunt (2010: 438), the effective-
ness of secrecy seems “to be strongly dependent on the extent to which perpetrators 
can shield their activities from the world outside”. In general, the central point of 
departure in research on the shielding of organized crime activities can be summa-
rized as “the greater the isolation, the greater the chance that secrets will be kept” 
(Van de Bunt 2010: 438; cf. Van de Bunt 2007: 115–116; 2010: 438; Siegel 2011: 
110; Jaspers 2020: 57). This is exemplified by Simmel’s (1906) notion of secret 
societies, in which secrecy and trust are maintained by ways of internal dynam-
ics, secretive and selective communication (Gambetta 2009), a culture of silence 
(Siegel 2011), strong ties amongst members and isolation from other groups and—
to some extent—the broader society (Van de Bunt 2010: 438; Fijnaut & Paoli 2004: 
239–262; 603–621). Research into Italian Mafia groups, such as the Cosa Nostra 
and ‘Ndrangheta, and other ‘Mafias’, such as Chinese triads, Japanese yakuza, and 
more recent criminal syndicates (Catino 2020; Paoli 2020; Reuter & Paoli 2020; 
Varese 2020) also shows how internal cohesion and secrecy are not only important 
for the concealment of criminal activities but also for the continuity of these organ-
ized crime groups.

Although the concept of secret societies has been ascribed to various organized 
crime groups, total isolation and secrecy might be overstating the empirical reality 
of organized crime and the criminal activities of organized crime groups (cf. Van 
de Bunt 2007: 115–116). Zaitch (2005: 213), for instance, signals the ambiguity of 
secrecy in his research on Colombian drugs entrepreneurs, noting that “secrecy is 
a social resource, an adaptive device to conceal information” but that secrecy can 
also hinder the drugs business. Paoli (2003) also highlights how the strength of tra-
ditional Sicilian Mafia groups functioned as a serious handicap getting involved in 
international drug trafficking. These observations relate to debates about the effi-
ciency/security trade-off in criminal networks. Inspired by a paper by Krebs (2002) 
on terrorist networks, Morselli et al (2007) argue that criminal networks also face 
a trade-off between efficiency (and the free flow of information between all actors, 
which is important to reach specific goals) and security (which calls for secrecy).

As Van de Bunt et  al. (104: 321) argue, organized crime has “a habit of inter-
acting with its social environment”. In criminology, the concept of social embed-
dedness is used to examine how organized crime interacts with and depends on its 
local and social surroundings. Following the seminal work by Granovetter (1985) 
and social network theorists, various organized crime researchers have explored 
the relational and structural aspects of the embeddedness of organized crime (e.g., 
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Natarajan 2006; Morselli 2009; Carrington 2011; Campana 2011; Varese 2011; 
Bouchard & Morselli 2014; Bouchard 2020; Bright & Whelan 2020).

To date, the majority of studies on the social embeddedness of organized crime 
have focused on relational aspects of embeddedness, signaling that “criminal activi-
ties cannot be separated from the social relations between the participants and the 
institutional environments in which their interactions take place” (Van de Bunt et al 
2014: 323). For instance, various reports of the Dutch Organized Crime Monitor 
(Kleemans et al 1998; Kleemans et al 2002; Van de Bunt & Kleemans 2007; Kruis-
bergen et  al. 2012) have documented how criminal collaborations seem to adhere 
to the laws of both geographical and social proximity (Kleemans and Van de Bunt 
1999; Kleemans & De Poot 2008; Van de Bunt et al. 2014); a finding that is also 
mirrored in research on the origin and growth of (organized) cybercrime networks 
(Leukfeldt et al. 2017, 2019), as well as in research on the choices offenders make 
when they invest their money in the legal economy (Kruisbergen et  al., 2015). In 
sum, the relational dimension of the social embeddedness of organized crime pro-
motes trust amongst co-offenders and facilitates the shielding of organized crime 
from the authorities.

Since existing social ties are not always able to bridge ‘structural holes’ (Burt 
1992) between countries, different ethnic groups, or between the licit and illicit 
world (Leukfeldt et  al. 2019: 328), the structural side of social embeddedness is 
also relevant in the context of organized crime. This refers to the importance of 
“branches of industry, occupations, communities or places” (Van de Bunt et al 2014: 
323–324). Concerning the role of occupations, this structural side of embeddedness 
is not contingent upon the occupations as such but rather determined by the intersec-
tions with legitimate activities (Van de Bunt et  al 2014: 328). Kleemans and Van 
de Bunt (2008: 193–195) illustrate how occupations, work relations, and work set-
tings provide not only opportunities for organized crime activities but also to gain 
trust. Furthermore, “the blending of work relations and social relations may also 
contribute to the.effective concealment of illegal activities” (Kleemans and Van de 
Bunt 2008: 196). This element of concealment is also shown in other studies docu-
menting the structural embeddedness of organized crime (for an overview, see e.g., 
Savona et al 2017; Kleemans & Van Koppen, 2020; Van Koppen et al 2020). In their 
analysis of cocaine trafficking in the Port of Rotterdam, Roks et al. (2021) show how 
organized crime groups make use of legal flows of goods to hide the contraband, 
with port companies and port employees sometimes knowingly and at other times 
unknowingly facilitating the trafficking of cocaine (cf. Madarie and Kruisbergen 
2020). Therefore, in addition to the relational dimension, organized crime’s struc-
tural and occupational dimensions also shed an important light on the role the social 
environment plays in the shielding of organized crime.

Taken together, this brief overview of the literature illustrates how the continuity 
and longevity of organized crime is not the result of isolation but rather the product 
of relational and structural embeddedness. Offenders deliberately conceal their crim-
inal activities using opportunities provided by their social environment, including 
work settings (Kleemans and Van de Bunt 2008), services provided by professional 
intermediaries – such as lawyers or financial advisors (Lord et al 2019)—and other 
facilities in the regular, licit world. What follows from the social embeddedness of 
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organized crime, as Van de Bunt’s (2010) analysis of major frauds also illustrates, 
is that several parts of criminal activities cannot be hidden from the social environ-
ment. Victims, bystanders, and the broader local and social environment may be, to 
a certain extent, aware of ongoing criminal activities. This social environment can 
also function as an effective cover that contributes to the shielding and concealment 
of criminal activities or what Skinnari et al. (2019) describe as ‘cultures of silence’.

In the remainder of this article, we will use the metaphor of ‘walls of silence’ to 
explore the ways the social environment contributes to the shielding of organized 
crime or criminal activities by organized crime groups in the Netherlands. In the fol-
lowing section, we elaborate on the methodological background of this study.

Data and methods

This article is based on empirical data collected during the fifth data sweep of the 
Dutch Organized Crime Monitor, an ongoing research project into the nature and 
development of organized crime in the Netherlands. Since the start of the first data 
sweep in 1996, 180 large-scale criminal investigations have been analyzed, contain-
ing the results of all policing activities, such as wiretapping, monitoring of internet 
traffic, undercover policing, interrogations of suspects, confiscation, and financial 
information (for more details, see Kleemans 2014; Kruisbergen et al. 2018; Leuk-
feldt et  al. 2019: 331–333). The Dutch Organized Crime Monitor covers criminal 
investigations into criminal networks that have been completed by the police and 
have resulted in sufficient legal evidence for the Public Prosecution Service to decide 
to prosecute, and this means that the analysis is based on rather solid evidence (and 
fresh recollection of investigating officers), but that a final court judgment may not 
necessarily have been issued yet. For the purposes of the Dutch Organized Crime 
Monitor, this is the optimal trade-off between the solidity of evidence and topicality 
of cases (Kleemans 2014: 61–62). Waiting for a final court judgment would mean 
that it could take five to ten years for suspects to be finally convicted (after appeal). 
Therefore, we aim to analyze the cases at an earlier point in time. For the analysis of 
these criminal investigations, permission has been granted by the Netherlands Pub-
lic Prosecution Service (see, for more details, Kleemans 2014).

For this paper, we used the 30 most recent cases based on criminal investiga-
tions completed between 2011 and 2016. These cases represent a variety of organ-
ized crime activities in the Netherlands, including various types of drug trafficking, 
arms trafficking, human trafficking, fraud and money laundering, and cybercrime 
(for more information, see Kruisbergen et al., 2018; 2019). The 30 cases for the fifth 
wave of data collection were selected after an intensive inventory of criminal inves-
tigations. This inventory took place through interviews with and visits to specialized 
units and various national and regional units within the police and Public Prosecu-
tion Service in the Netherlands. Discussions were held with specialists in the field of 
drugs (cocaine, heroin, synthetic drugs, and cannabis), cybercrime, fraud and money 
laundering, robberies, and human trafficking. This inventory was carried out for all 
ten regions of the police / Public Prosecution Service and a number of national units 
in the Netherlands. The inventory produced a ‘long list’ of about 70 cases, of which 
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30 were eventually selected. Important criteria in the selection of the cases included 
heterogeneity in terms of criminal activities (as many investigations focus on drug 
trafficking and production), the presence of a criminal collaboration of multiple 
actors (see the prevailing organized crime definition discussed in the introduction), 
and ‘richness of information’ provided by special investigation methods used by the 
police (for more details, see Kruisbergen et al. 2018; 2019; Leukfeldt et al. 2019: 
331–333).

Following an interview with a case officer or the team leader of the police, 
a checklist was used as an analytical framework to systematically analyze the 30 
cases (for more details, see Kruisbergen et al. 2018). The themes of this checklist are 
roughly the same as during the first sweep of the Dutch Organized Crime Monitor 
(Kleemans et al. 1998), including information on criminal investigation and the spe-
cial investigations methods that were used, the criminal network and the individual 
suspects, the criminal activities and modus operandi, relationships, the interconnect-
edness between offenders and their social environment, and criminal earnings. Each 
analysis results in an extensive case report that covers the main themes of the frame-
work and that provides a summary of the underlying criminal investigation.

After familiarization with the empirical data from the case files, the first author 
started reviewing the data and assigning initial thematic codes in Atlas.ti 8 based on 
the literature on walls of silence and the social embeddedness of organized crime. 
After this first round of coding, the first author continued the analysis by an induc-
tive open coding strategy, identifying the underlying and new themes in the data.

Criminal investigation files are the most important data source within the Dutch 
Organized Crime Monitor. The most fundamental limitation of this data source is 
that it is limited to persons and activities that came to the attention of the police and 
that were selected as targets of – successful—criminal investigations by law enforce-
ment agencies. These selection effects are beyond the control of researchers and may 
lead to a bias in research findings. Criminal activities and offenders falling outside 
the scope and/or priorities of law enforcement agencies are also not available for 
analysis. However, this ‘selective’ view also entails an important advantage for gath-
ering knowledge. As we will illustrate in the following section, anyone who wants 
to delve into criminal phenomena is confronted with the ‘walls of silence’ surround-
ing criminal activities, particularly when it comes to organized crime (Van de Bunt 
2007; 2010; Kruisbergen 2017: 136–137). Only law enforcement agencies have far-
reaching powers to break through these ‘walls’ through the use of special investiga-
tion methods. Researchers having access to criminal investigation files benefit from 
these exclusive powers and can thus also gain an exclusive insight into the activities 
of offenders or how they relate to each other and their surroundings.

Results

In this section, we explore in which overarching ways the concealment and shielding 
of organized crime are apparent in the 30 cases. First, we describe how offenders 
deliberately try to shield their criminal activities by using the legal environment and 
the immediate social environment as a cover. Second, we zoom in on the ways the 
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social environment is – to a certain degree—knowledgeable and plays a central part 
in shielding organized crime.

How perpetrators use their environment for concealment: legality and familiarity

The legal environment

In the cases we studied, we encounter various examples of offenders actively involv-
ing their (social) environment to conceal their criminal activities and this is apparent 
in the use of public places and semi-public locations, such as restaurants and shop-
ping centers, as a meeting place. These legal environments have a certain degree of 
anonymity, partly because the chance of being overheard by law enforcement agen-
cies is considered to be smaller. In our cases, we also see suspects who use their 
business premises to this end (cases 11, 14, 25). In specific cases, such as case 25, 
this takes on such proportions that it actually results in a criminal marketplace. The 
suspects in case 25 made use of a company building as a meeting point for buy-
ers and sellers of a variety of drugs and raw materials for drug production. During 
the investigation period, multiple persons frequented the building on a daily basis, 
but the company declared no legal turnover during this time. Since the building 
was bugged, the police could overhear the visitors discussing the various technical 
aspects of the production of ecstasy and amphetamines (case 25).

Next to such criminal marketplaces, our cases also provide examples in which 
licit and illicit activities are more intertwined. In earlier reports, we focused, for 
instance, on employees of baggage handling companies at airports. For these sus-
pects, the criminal activities were very much in line with their day-to-day activi-
ties: during the luggage transfers, it was hard to tell whether the employees were 
involved in regular or criminal activities (such as smuggling cocaine from airside 
to landside (import) or ecstasy from landside to airside (export) (Kruisbergen et al. 
2012; Madarie and Kruisbergen 2020). Similar examples of illicit activities in line 
with licit activities involve money laundering practices and fraud by businessmen. 
The analyzed cases provide illustrations of entrepreneurs with licit businesses used 
for the laundering of criminal earnings (for example, cases 22 and 23), underground 
banking (case 27), or committing real estate and mortgage fraud (case 29).

Although it is not always possible to pinpoint when the suspects first got involved 
in criminal activities, the case files do provide insights into the factors contribut-
ing to the long-term concealment of these suspects. These factors concern, among 
others, the lack of a criminal record and occupations in which the criminal activi-
ties are an extension of licit activities. Because the criminal activities of the sus-
pects in these cases are at the interface of organized crime and white-collar crime 
(Van de Bunt and Van Wingerde 2015), the occupations of these suspects provide an 
opportunity structure for organized crime and – simultaneously – add to the effec-
tive concealment of the criminal activities. Furthermore, these suspects also benefit 
from the trustworthiness and prestige that comes with their occupations, and that 
facilitates in staying out of the scope of law enforcement agencies (cf. Kleemans and 
Van de Bunt 2008; Van de Bunt et al. 2011). Lastly, not only do fraud and money 
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laundering activities often rely on legal occupations and legal businesses (Kruisber-
gen et al. 2015), but this also applies to all kinds of trafficking activities, including 
drug trafficking (Madarie and Kruisbergen 2020; for a review, see Kleemans and 
Van Koppen 2020: 408–411).

The immediate social environment: the family environment and beyond

In the majority of the 30 cases, various people in the immediate social environment 
seemed to be (explicitly) aware of the (criminal) activities of the suspects, which 
raises the question: how can these suspects ensure that these bystanders remain 
silent, and that (incriminating) information does not reach law enforcement officials 
or malevolent competitors? In line with findings from previous studies (Kleemans 
et al. 1998: 42–44; Van de Bunt and Kleemans 2007: 49–56; Van Dijk et al 2021), 
we see that suspects navigate this challenge by seeking and finding their partners 
in crime and contacts close to home. In almost all the 30 cases we studied, we see 
that suspects operate from their immediate social environment, working with people 
they have known for a sustained period of time. In two cases, the criminal collabora-
tion can even be described as a ‘family business’. In case 16, for example, a ‘mater 
familias’ directs money couriers, with her husband, her son, and her daughter-in-
law performing activities that facilitate the transfer of cash money from Europe to 
Latin America. Another case (case 19) centers around a father and his son who are 
involved in the large-scale cultivation of cannabis. Two of the father’s brothers and 
even the grandfather are involved in organizing and running various cannabis plan-
tations in the region. Only two of the main suspects cannot be classified as blood 
relatives. However, one of them can also be considered ‘family’, since he is married 
to the sister of the main suspect.

In the cases in which the (main) suspects are not (immediate) family members, 
they appear to know each other very well, for example, because they have been 
friends for a long time. Case 17 offers a good illustration: a small, close-knit group 
of friends have been involved in the international cocaine trade for years. One of 
the main suspects in another case explicitly expresses his desire for a close circle 
of confidants when he indicates that “he has his own club with B. and that crazy C. 
and D. and that they have such a good team. A. wants to keep it nice and relaxed 
and small” (one of the studied cases). This case—as well as similar cases – reveals 
the strength of strong social ties, as is also documented in other studies on trust 
in organized crime (Kleemans and Van de Bunt 1999; Von Lampe and Johansen 
2004): a limited core of confidants is used as a response to the dormant mistrust that 
haunts organized crime. In general, however, criminal investigations do not always 
provide insight into the precise origins of these social relationships, apart from 
sporadic examples from overheard conversations or police interrogations. Suspects 
have sometimes grown up together, got to know each other on the job, in prison, or 
through shared membership of an outlaw motorcycle gang.

Operating from a well-known social environment can be viewed as an answer 
to trust problems, but it is not a panacea. Our cases also contain signs of distrust 
amongst family and friends. Case 17, for instance, documents a heated discussion 
between the main suspects about information that fell into the hands of the police, 
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which fuels suspicion within the group. The main suspect states: “We have been 
friends for all these years, I am constantly sticking my neck out for you, I do every-
thing for you, everything in our power. I should be able to trust you, you know” (one 
of the studied cases). Because the suspects have known each other for quite some 
time, the distrust is addressed immediately in order to find a solution for the problem 
at hand.

Walls of silence: ignorance, benefit, and fear

In the cases we examined, we find three additional mechanisms underlying silence, 
although people are – or should be – aware of criminal activities (Skinnari et  al. 
2019). In the remainder of this section, we describe the shielding of organized crime 
by exploring the ignorant, the benefiting, and the fearful environment. We discuss 
these walls of silence as separate environments, but in practice, these reasons to 
‘hear, see, and remain silent’ may be operating simultaneously.

The ignorant environment

Ignorance may provide a general explanation for bystanders remaining silent: it may 
be the case that the social environment is not fully aware of criminal activities or 
does not want to be aware. In the 30 cases we studied, we found various examples of 
people apparently not being fully conscious of the criminal activities taking place. 
This often concerns aspects of the logistical process of criminal activities, such as 
entrepreneurs who have rented out – in good faith—buildings or warehouses used as 
a cannabis plantation, a lab to produce synthetic drugs or a narcotics stash. In addi-
tion, we also came across logistic and transport companies (such as shipping compa-
nies and container terminals) or truck drivers who unwittingly enable the import or 
export of drugs (cf. Kruisbergen et al. 2012; Staring et al. 2019; Roks et al. 2021).

However, based on the case files and the additional interviews with team leaders 
at the police or public prosecutors, it is by no means always possible to ascertain to 
what extent bystanders are unaware of the criminal activities or whether suspects, 
witnesses, and other parties involved are only (successfully) pretending to be igno-
rant. For instance, in one case, more than a few million euros in cash was found in 
the attic room of a main suspect’s parents. During the police interrogations, they 
defended themselves by stating that they would never enter the attic themselves. At 
the same time, they indicated that they did not find it strange that their son regularly 
came to their attic to bring or get something. This example illustrates how the social 
environment purposely seems to look away to remain ignorant.

The parents in the abovementioned example were not regarded as suspects in the 
case. In some of the other cases we studied, these bystanders were prosecuted. The 
documentation of the police interrogations, however, shows a similar pattern of sus-
pects stating that they did not know how it was possible that (substantial) amounts 
of narcotics, cash or firearms were found in their homes or business premises. In 
many of the cases we studied, we can observe ignorance that lies in the gray area 
between knowing and not knowing (Van de Bunt 2007: 120–121). A suspect in one 
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of the cases expressed this as follows: “I never asked where the money came from. 
I didn’t want to know this. The less I know, the better it is for me. I know there are 
risks” (one of the studied cases). The statement of money mules in a different case is 
quite similar, proclaiming that they were uninformed of the amount they were smug-
gling across national borders or even that they were completely unaware that their 
suitcase contained a substantial amount of money (case 16). With such statements, 
suspects protect not only themselves but also the broader criminal collaboration and, 
thereby, construct a wall of silence.

In these last cases, however, it is difficult to maintain that the suspects are actu-
ally ignorant. These statements, like many other cases in which bystanders indicate 
that they are unaware of the criminal activities, can be interpreted as examples of 
concerted ignorance (Katz 1979). After all, suspects but also witnesses and others 
involved must have an alibi when criminal activities come to light and this is espe-
cially the case when they have played a facilitating or supporting role in the com-
mission or shielding of criminal activities.

Ignorance can also be a deliberate part of the modus operandi of a criminal col-
laboration (cf. Gambetta 2009: 61). In some of the cases we studied, the core sus-
pects are fully aware of the ins and outs of specific criminal endeavors, but this is 
not the case for suspects in the periphery who only have an executive role. In one 
of the cases we analyzed, the main suspect only reaches out to a fixed group of con-
fidants and never gets his hands dirty himself. If the criminal activities result in an 
arrest, it is difficult to trace these activities back to the organizing forces of the crim-
inal association.

The benefiting environment

Emphasizing ignorance towards the police—or being silent in general—can also be 
motivated by the fact that several parties, such as co-offenders, facilitators, and oth-
ers in the immediate vicinity, benefit from the concealment of criminal activities. 
Money seems to be an important reason why the social environment remains silent 
in this respect. In one of the cases we studied, the girlfriend of the main suspect 
– who is aware of the ways he makes his money – is showered with gifts, such as 
expensive jewelry, clothing, and luxurious holidays. Having access to large amounts 
of cash money or luxury goods seems to be an important reason why some parents, 
wives, and girlfriends, or children do not question the origin of the money. In some 
cases, money is used to keep people loyal or to (temporarily) buy their silence. For 
example, when in one case a suspect is arrested abroad, the other suspects pay the 
substantial lawyer fees and financially support the immediate family members of the 
arrested suspect for some time.

Our cases also contain examples of situations in which several parties – often 
facilitators of various types of organized crime—seem to benefit from the prolonged 
secrecy of criminal activities. In a case about the physical transport of cash money 
from Europe to Latin America (case 16), one of the main suspects booked the trips 
for the money mules, mostly prostitutes or women from the same country as the 
main suspects. In this case – and in another case in which offenders travel the globe 
regularly – travel agencies play an important (un)conscious role. Case 16 shows how 
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the trips are booked at three different travel agencies and paid in cash. Moreover, 
several flights are booked by the same people in a relatively short amount of time. 
Although the criminal investigation by the police was unable to conclude that the 
travel agencies, or their employees, were aware of the money transports, the fact that 
the same people booked a lot of flights and always paid in cash should have raised 
some red flags.

In a different case featuring a travel agency, this issue was raised during a police 
interrogation. The employee of the travel agency declared that he thought these 
practices were “not kosher”, but that he also found it difficult to draw the fine line 
between remarkable and suspicious. In this case, the total sum of the bookings was 
almost € 200.000, all paid in cash. The investigation revealed that the employee of 
the travel agency received a fixed amount of brokerage costs per transaction (one 
of the studied cases). In other cases, we also come across examples in which those 
involved benefit from the continuation of the (criminal) activities, and this was par-
ticularly evident in a case regarding a corrupt customs officer. During interrogation, 
he declared that he received a fixed percentage of the proceeds of every container 
that he kept out of the inspection, for instance, by changing the container’s status in 
the customs systems (case 13).

The fearful environment

The preceding section indicates that it is important to distinguish between people 
from the social environment who have an interest in the continuation of criminal 
activities on the one hand and the continuation of secrecy on the other (Van de Bunt 
2007: 124). After all, bystanders may contribute to the shielding of organized crime, 
even if they do not benefit directly from the criminal activities, and this is especially 
the case when it comes to the negative consequences of the disclosure of criminal 
activities. Intimidation, violent threats, or the actual use of violence can be used 
by organized crime groups to ensure silence and to prevent people from disclos-
ing information to law enforcement agencies (Zaitch 2005; Kruisbergen et al 2012, 
74–75; Hofmann & Gallupe 2015: 132–133; Skinnari et al. 2019). After all, a fear-
ful environment is often a quiet environment.

The role of fear could be observed, among other things, in the defendants’ atti-
tude during the trial. Similar to a previous report of the Dutch Organized Crime 
Monitor (Van de Bunt and Kleemans 2007: 148–149), we come across examples of 
suspects or witnesses who remain silent because they have concerns about the possi-
ble consequences of speaking up. As one of the analyzed cases illustrates, their con-
cern is not always about their own safety but primarily about the safety of their loved 
ones, or as a suspect stated: “I’m not that afraid of my own safety, but I am worried 
about my wife and children” (one of the studied cases). In general, the threat of vio-
lence against loved ones seems to be an important reason why suspects or witnesses 
invoke their right to remain silent during police interrogations. This fear, at times, 
is the direct result of specific threats, whereas in other cases, the threats of violence 
can be read between the lines and are the product of the violent reputation of certain 
(main) suspects, and this is illustrated in the following statement from one of the 
cases we studied: “Because he is a former forensic psychiatric patient, I don’t want 
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him to hurt my family. I don’t want my parents to have to sleep with one eye open” 
(one of the studied cases).

Although fear can often be traced back to (threats of) violence, there are also 
examples, in many cases we studied, in which the negative consequences of disclo-
sure take a different form. We can observe this in circumstances in which people 
are dependent on the (main) suspects. For instance, in a criminal investigation into 
human trafficking, sailors from the Philippines had to work long hours, exceeding 
their 40-h working week contracts. Some sailors complained about their working 
conditions and also sometimes about the lack of sufficient food on board and hav-
ing to continue working in the event of illness. However, the terms and conditions 
in their contracts stated that if they wanted to return to the Philippines prematurely, 
they would bear the costs of the return flight but also the costs of the sailor to replace 
them. The sailors also had to hand in their workbooks when they went on leave. If 
they refused, they would not receive any leave pay and often not their last monthly 
salary. Switching to another employer was also seriously complicated because of 
these financial penalties and because the sailors needed their workbooks to show 
their work experience, which was relevant to their salary level (case 10). In this case, 
enduring these circumstances seems to be prompted by fear of disclosure rather than 
the threat of physical violence.

Although fear can be a powerful way to prevent disclosure, the use of (threats of) 
violence also has a serious downside. After all, too much violence not only attracts 
the attention of law enforcement agencies but can also deter potential business part-
ners and, moreover, hinder the relationship with the social environment (Zaitch 
2005: 205–206), and this is highlighted in one of the cases showing how intimida-
tion and violent threats make a suspect go to the police because he fears for his own 
and his family’s lives In an extraordinarily detailed manner, he ends up reporting on 
the composition of the criminal network, their modus operandi, and criminal earn-
ings. His testimonies form the base of the criminal cases against the main suspects 
(case 19).

A framework for the shielding of organized crime activities: 
conclusions and policy implications

In this article, we focused on the shielding of organized crime in 30 large-scale 
police investigations into organized crime in the Netherlands. We departed from Van 
de Bunt’s (2007; 2010) metaphor of ‘walls of silence’ and applied this perspective 
to explore the role of the social environment in the shielding of organized crime. 
Our results indicate that, in accordance with Van de Bunt’s (2007; 2010) analy-
sis of major fraud cases, concealment is not the product of total isolation or abso-
lute secrecy. Rather, this article illustrates that organized crime can grow, endure, 
and sometimes even prosper without being caught by law enforcement authorities 
because the social environment operates as walls of silence.

Our findings show that the shielding and concealment of organized crime by 
the social environment can take place in two overarching ways. First, we discussed 
examples of how offenders shield their (criminal) activities by using the possibilities 
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offered by the legal environment. These examples show how structural and occu-
pational embeddedness are beneficial to raising walls of silence that are not eas-
ily penetrated by law enforcement agencies (Van de Bunt et al. 2014). Second, we 
came across cases in which offenders were unable to completely hide their (crimi-
nal) activities from the social environment. In these cases, various bystanders were, 
to varying degrees, aware of the criminal activities and had a more active, facilitat-
ing role in shielding these criminal activities, which highlights the importance of 
relational aspects of embeddedness in organized crime (Kleemans and Van de Bunt 
1999; Kleemans and De Poot 2008; Kleemans and Van Koppen 2020). We also dis-
cussed how ignorance, benefit, and fear function as mechanisms underlying silence 
(Skinnari et al. 2019) and ensure that the social environment, which in many cases 
seems to be aware of the (criminal) activities of offenders, shrouds in silence.

Figure 1 provides an overview of a framework that follows from the theoretical 
and empirical exploration in this article. In Fig. 1, the offender is center stage, sur-
rounded by environments that can play a facilitating or supporting role in different 
ways: by committing criminal activities or contributing substantially to the (long-
term) shielding of offenders and their criminal acts. The size of these circles var-
ies per perpetrator, but also per specific type of criminal activity. Some perpetra-
tors operate as ‘local heroes’ (Kleemans et al. 2002: 74–75) from their immediate 
social environment, with various family members and friends being aware of the 
criminal activities being perpetrated. Other offenders are surrounded by a limited 
group of confidants. Ongoing criminal activities are also often visible to the imme-
diate family environment, and this immediate environment can act as an important 
social ‘cover’ in this context. Beyond this family ring, other rings refer to the igno-
rant, benefiting and/or frightened environment and the legal environment, which are 

Offender

The family environment and beyond

The ignorant, benefiting 
and/ or frightened 
environment

The legal environment

Fig. 1   Framework of the social embeddedness of organized crime



	 Trends in Organized Crime

1 3

separated by a dotted line in this figure. This dotted line indicates that the size of 
these circles may vary—for instance for different forms of crime—and can be influ-
enced. From the offender’s perspective, these circles can be larger or smaller. An 
offender who is successful as a criminal and protects his or her criminal activities 
can increase the size of the circle, thereby involving an ever-greater proportion of 
the social environment in these criminal activities or the protection thereof through 
ignorance, economic gain, or fear.

However, the central idea behind Fig. 1 is that the size of the circle is determined 
not only by the offender, but also by actors in the immediate social environment, the 
police, the criminal justice system, policymakers, and local administrations. Legis-
lation and regulations determine the legal scope within which citizens, offenders, 
and law enforcement agencies can operate. Still, they also have an impact on the 
ignorant, benefiting, and/or fearful environment. The emphasis could be placed on 
how offenders can go about their business relatively undisturbed and how this free 
space around offenders and their immediate social environment could be restricted 
by making it more difficult to operate legitimately or by making the social environ-
ment more resilient by addressing the factors of ignorance, economic gain, and fear. 
After all, the immediate social environment can contribute to or protect criminal 
activities for all manner of reasons. Still, it could also play a key role in prevent-
ing or combating these criminal activities. This counterforce in the environment, its 
resilience, can, in turn, be promoted through government action.

Based on our findings, the following potential policy implications could be for-
mulated. First, through specific awareness campaigns, one might alert individu-
als within the environment – ranging from residents to civil servants—and moti-
vate them to use their eyes and ears to prevent or report specific criminal activities, 
such as the criminal use of licit structures. Second, there are actors who play a more 
active role and who, to a greater or lesser extent, wittingly or unwittingly, facilitate 
the activities of criminal groups: for example, providers of financial and legal ser-
vices, such as advisers, trust offices, and lawyers; or suppliers of expensive goods 
and services who sell or rent out cars, scooters, boats, electronics, and houses in 
return for cash payments. Regulations can be used as a tool for countering igno-
rance (feigned or otherwise), removing excuses (Cornish and Clarke 2003; Soudijn 
2011), and reducing the benefits that facilitation of organized crime brings for some 
individuals. Finally, our findings indicate that fear can be a key factor in keeping 
offenders off the radar. User-friendly, anonymous ways of sharing information with 
the police and the judiciary may be a way to overcome fear and make people more 
inclined to report crimes.

The results from the 30 large-scale police investigations into organized crime in 
the Netherlands in this article show that organized crime’s walls of silence are by no 
means infallible. Although special investigation methods by law enforcement agen-
cies in these cases provide an exclusive insight into organized crime and how the 
social environment added to the shielding of these activities, it also highlights the 
limitations of the current study. In this article, we focused on cases prioritized by 
the Dutch police and in which offenders were caught and prosecuted. Moreover, not 
all cases contained the same amount of information on the role of the social envi-
ronment in the concealment of the criminal activities of the offenders. For a better 
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understanding of the mechanisms underlying silence in organized crime, future 
research could try to shed light on the perspectives and experiences of the people 
who are part of these walls of silence surrounding organized crime: co-offenders, 
facilitators, victims, and bystanders who play a pivotal role in the shielding and con-
cealment of organized crime.
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