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Abstract

The boomerang attack, introduced by Wagner in 1999, is a cryptanalysis technique against
block ciphers based on differential cryptanalysis. In particular it takes into consideration
two differentials, one for the upper part of the cipher and one for the lower part, and it
exploits the dependency of these two differentials. At Eurocrypt’18, Cid et al. introduced
a new tool, called the Boomerang Connectivity Table (BCT), that permits to simplify this
analysis. Next, Boura and Canteaut introduced an important parameter for cryptographic S-
boxes called boomerang uniformity, that is the maximum value in the BCT. Very recently,
the boomerang uniformity of some classes of permutations (in particular quadratic func-
tions) have been studied by Li, Qu, Sun and Li, and by Mesnager, Tang and Xiong. In this
paper we further study the boomerang uniformity of some non-quadratic differentially 4-
uniform functions. In particular, we consider the case of the Bracken-Leander cubic function
and three classes of 4-uniform functions constructed by Li, Wang and Yu, obtained from
modifying the inverse functions.
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Mathematics Subject Classification (2010) 94C10 - 94A60 - 06E30 - 14G50

1 Introduction

A vectorial Boolean function, or (n, m)-function, is a function F from the vector space IFS
to F5'. When m = 1, F is simply called a Boolean function. Vectorial Boolean functions
and Boolean functions have a crucial role in the design of secure cryptographic primitives,

< TIrene Villa
irene.villa@uib.no

Marco Calderini
marco.calderini @uib.no

Department of Informatics, University of Bergen, PB 7803, 5020 Bergen, Norway

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s12095-020-00439-x&domain=pdf
http://orcid.org/0000-0001-6381-4712
mailto: irene.villa@uib.no
mailto: marco.calderini@uib.no

1162 Cryptography and Communications (2020) 12:1161-1178

such as block ciphers. In this context, a vectorial Boolean function is also called an S-box.
Most modern block ciphers, such as the AES, implement S-boxes which are (n, n)-functions
permuting the space ;. We refer the reader to [10] for an overview on vectorial Boolean
functions.

In the following, we shall identify the vector space 7 to the finite field Fon with 2"
elements. Moreover, I5, will denote the multiplicative group of Fon.

Among the most efficient attacks on block ciphers there is the differential attack, intro-
duced by Biham and Shamir [2]. In [19], Nyberg introduced the notion of differential
uniformity which measures the resistance of an S-box to this attack. In particular, a vectorial
Boolean function F is called differentially §-uniform if the equation F(x) + F(x +a) = b
has at most § solutions for any non-zero a and for all b. Since if x is a solution, then also
X + a is a solution of the equation, the smallest possible value for § is 2. Functions achiev-
ing such differential uniformity are called almost perfect nonlinear (APN). APN functions
have optimal resistance to differential attacks.

In 1999, Wagner [22] introduced the boomerang attack, which is an important cryptanal-
ysis technique against block ciphers. This attack can be seen as an extension of classical
differential attacks. In fact, it combines two differentials for the upper part and the lower part
of the cipher. Since Wagner’s seminal paper, many improvements and variants of boomerang
attacks have been proposed (see for instance [1, 3, 14]).

In order to evaluate the feasibility of boomerang-style attacks, in EUROCRYPT 2018,
Cid et al. [11] introduced a new cryptanalysis tool: the Boomerang Connectivity Table
(BCT).

In 2018, Boura and Canteaut [4] introduced a parameter for cryptographic S-
boxes called boomerang uniformity which is defined as the maximum value in the
BCT.

Boura and Canteaut showed that the boomerang uniformity is invariant only with respect
to affine equivalence and inverse transformation. They also gave the classification of all
differentially 4-uniform permutations of 4 bits. Moreover, they obtained the boomerang
uniformities for two classes of differentially 4-uniform functions, the inverse function and
the the Gold functions over [F,» for n even.

Recently, Li et al. [16] gave an equivalent definition to compute the BCT (and the
boomerang uniformity) and provided a characterization by means of the Walsh transform of
functions with a fixed boomerang uniformity. Moreover, they gave an upper bound for the
boomerang uniformity of quadratic permutations, and provided also a class of quadratic per-
mutations (related to the Gold functions), defined for n even, with differential 4-uniformity
and boomerang 4-uniformity. Still in [16], the boomerang uniformity of a 4-uniform per-
mutation obtained from the inverse function swapping the image of 0 and 1 (introduced in
[23]) is also obtained.

Another recent paper of Mesnager et al. [18] studies the boomerang uniformity of
quadratic permutations. In particular, from their results it is possible to obtain the
boomerang uniformity of the Gold functions and the class studied in [16], and also the
boomerang uniformity of the binomials studied in [6].

In this paper we further study the boomerang uniformity of certain classes of 4-uniform
functions. In particular, we consider the Bracken-Leander cubic function x22k +2K41 defined
over Fyu ([S]) and we show that the boomerang uniformity is upper bounded by 24. Using
the software MAGMA it is possible to verify that in small dimension this upper bound
can be attained. We also compute the boomerang uniformities for three classes of differen-
tially 4-uniform permutations of maximal algebraic degree n — 1, obtained in [17, 23] from
modifying the inverse function.
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2 Preliminaries

Any function F from Fy» to itself can be represented as a univariate polynomial of degree

at most 2" — 1, that is
2]

Fx) = Z aix".
i=0

The 2-weight of an integer 0 < i < 2" —1, denoted by w3 (i), is the (Hamming) weight of its
binary representation. It is well known that the algebraic degree of a function F is given by
deg(F) = max{wa (i) | a; # 0).
The function F is:
linear if F(x) = 7:_01 cix?
— dffine if it is the sum of a linear function and a constant;

— DO (Dembowski-Ostrom) polynomial if F(x) = ZO§i</’<n a,-szi"'zj, with a;; € Fon;

— quadratic if it is the sum of a DO polynomial and an affine function.

For any m > 1 such that m|n we can define the (linear) trace function from Fo» to Fom by

n/m—1

T = Y«
i=0

When m = 1 we will denote Tr/ (x) by Tr(x).
For any function F : Fon — Fo» we denote the Walsh transform in a, b € Fy» by

Wp(a, b) = Z (_I)Tr(ax+bF(x)).

)CE]an

With Walsh spectrum we refer to the set of all possible values of the Walsh transform.
The Walsh spectrum of a vectorial Boolean function F is strictly related to the notion of
nonlinearity of F, denoted by 4" Z(F), indeed we have

NLE) =2~ L max  Wrta bl
2 a€lFyn beF},
The derivative of F in the direction of a € Fo» is defined as D, F(x) = F(x+a)+ F(x).
Let
§Fp= max |{x : D,F(x) = b}|,
ae]FE,, ,beFon
the map F is called differentially § p-uniform.

When F is used as an S-box inside a block cipher, the differential uniformity measures its
contribution to the resistance to the differential attack [2]. The smaller ¢ is the better is the
resistance of F to this attack. In even characteristic, the best resistance belongs to functions
that are differentially 2-uniform, these functions are called almost perfect nonlinear or APN.

In [11], Cid et al. introduced the concept of Boomerang Connectivity Table for a
permutation F' over Fo». Next, in [4] the authors introduced the notion of boomerang
uniformity.

Definition 1 Let F be a permutation over 2, and a, b in Fp».
The Boomerang Connectivity Table (BCT) of F is given by a 2" x 2" table T, in which
the entry for the position (a, b) is given by

T(a,b)=|{x € Fp : FY(F(x)+a)+ F '(F(x +b) +a) = b}|.
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Moreover, for any a, b € 3, the value

Br= max |{x € Fy : FY(Fx)+a)+ F ' (F(x +b) +a) = b}|

a,be]FEn

is called the boomerang uniformity of F, or we call F a boomerang [r-uniform
function.

We recall that two functions F and F’ from Fo» to itself are called:

—  dffine equivalent if F/ = A} o F o Ap where the mappings Ay, Ay : Fon — Fon are
affine permutations;

—  extended affine equivalent (EA-equivalent) if F' = F” 4+ A, where the mappings A :
Fon — Fon is affine and F” is affine equivalent to F;

—  Carlet-Charpin-Zinoviev equivalent (CCZ-equivalent) if for some affine permutation
L of Fon x Fon the image of the graph of F is the graph of F’, thatis, £ (Gr) = G,
where Gp = {(x, F(x)) : x € Fp}and Gp = {(x, F'(x)) : x € Fp}.

The nonlinearity and the differential uniformity are invariant for all these equivalence
relations, while the boomerang uniformity is invariant for affine equivalence but not for EA-
and CCZ-equivalence (see [4]).

It has been proved in [11] that 67 < BF for any function F. Moreover, §r = 2 if and
only if Br = 2. So, APN permutations offer an optimal resistance to both differential and
boomerang attacks.

For odd values of n there are known families of APN permutations. While, for n even,
no APN permutation exists for n = 4 and, up to CCZ-equivalence, there exists only one
example of APN permutation over o6 ([7]), and with respect to the affine equivalence
(for which the boomerang uniformity is invariant) these known APN permutations can be
divided in 4 affine equivalence classes [8]. The existence of more APN permutations on an
even number of bits remains an open problem.

So, it is interesting to study the boomerang uniformity of non-APN permutations, and in
particular of the differentially 4-uniform functions. As is well-known, for an even integer
n there are five classes of primarily constructed differentially 4-uniform permutations over
Fon, which are listed in Table 1.

The boomerang uniformity of Gold and Inverse functions have been determined in
[4]. For the Bracken-Tan-Tan the boomerang uniformity was obtained from the results
in [18].

Table 1 Primarily-constructed differentially 4-uniform permutations over Fo» (n even)

Name F(x) deg Conditions In
Gold x2H 2 n = 2k, k odd ged(i, n) = 2 [12]
Kasami X224 i+l n = 2k, k odd ged(i, n) = 2 [13]
Inverse x2'-2 n—1 n=2kk>1 [19]
Bracken-Leander ~ x2*+2+1 3 n = 4k, k odd (5]
n = 3m, m even, m/2 odd,
Bracken-Tan-Tan ;xzi*’] + §2mx27m+2m+i 2 gcd(n, i) =2,3|m +i [6]

and ¢ is a primitive element of Fa»
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As it was noted in [16], the entry T (a, b) of the BCT can be given by the number of
solutions of the system

Flax+a)+ F i (y+a)=b
F'(x)+ F~(y) =b.

Since the BCT of F, T, and the BCT of F~!, T’, are such that T'(a, b) = T’(b, a), the
boomerang uniformity of F is given by the maximum number of solutions of the system

Fx+a)+ F(y+a)=Fx)+ F(Q®)

Fx+a)+ F(y+a)=0>b
F(x)+ F(y) = b.

F(x)+ F(y) =b, or equivalently {

Letting y = x + «, it is equivalent to

D,DyF(x) =0 )
DyF(x) =b.
Thus, the boomerang uniformity of F is given by

Br = max |{(x,a) € F%n : (x, ) is a solution of (1)}].
a,bEFEn

Note that, using this equivalent definition for the boomerang uniformity, it is possible to
consider also maps which are not permutations. We will denote by S, ; the number of
solutions of System (1) for any a, b € Fon.

For power functions we have the following.

Proposition 1 ([16]) Let F(x) = x? be defined over Fon. Then the boomerang uniformity
of F is given by MaXpeps, S1.b-

Thus, the boomerang uniformity for a power function can be checked fixing a = 1.

3 On the Bracken-Leander map

In this section, we will give an upper bound on the boomerang uniformity of the Bracken-
Leander permutation. Using the software MAGMA we are able also to show that this upper
bound can be attained.

For an odd integer k, let ¢ = 2k and consider the finite field with 24 elements Fou =
4. Over this field consider the differentially 4-uniform permutation

Flx) = x22k+2"+1 s
In the following we will show that

Theorem 1 Let k > 1 odd. The Bracken-Leander permutation F(x) = X224 defined
over Foux is such that Br < 24.

Before proving Theorem 1 we will prove two lemmata.
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Lemma 1 Let k > 1 be odd and q = 2% The Bracken-Leander permutation F(x) =
x4 Gofined over I 4 is such that

4 ifb € F?, and Tk (b) =0
S1p <36 ifb €T, and T3k (b) = 1
4m+4 ifb g Fp,
where m is the number of the solutions a € F 2 \ Fy of

git1 @@+

2
b +b=
+ @ty

Proof We want to study the number of solutions, for b € IF;4, of
[ DDy F(x) =0
Dy F(x) =b.
In particular, we have the following
Do F(x) = (x +a)? T4t1 4 x*+atl
— Pty + X1l + xdt1gd’ + x4 ga+! + x9gd ! + xad’Ha + Q]
And therefore
DDy F(x) = (xq2 +x9 + Do + (xq2 +x+Da? +x?+x+ 1)0[‘12 + o]
oy g’
=y (@+a)) +y@ +a?)+a+al +af it 4ot 4o,
where y = x9 + x. Hence, we have that y¢ + y = x9° + x is an element of Fg2, so
yq3 = yq2 + y9 + y. For simplicity, let us denote R = D1 Dy F(x) = 0. Thus
RT = y© (@ +a®) +y9(a? +a?) +ad +af" +adf +af +0 4@’ +1 4 o'+
and using the fact that yq3 = yq2 +yi+y
RT = y"z(01"2—|—ot)—|—yq(oﬂz+a‘13)+y(oﬂ2+a‘13)+oﬂ2+a‘13+a+a‘13+"2+a‘12+1+aq3“.
Then
0=R!+RY
=y @ @)+ @ + ) +al Fatal Tl T gl g g ]
=y @ +a)+y@! +)? +al +a+ @ +a)?

Since y‘f’2 (@9 + o)+ y(ad +a)? e F 2 and (a? +a)?tl e F,2 then also (a7 +a) € F 2.
Then, we can rewrite the equation as

0=y" @ +a) +y@ +a) +a +a+@ +)?=0!+ )" +y+al +a+1)
= (a1 —i—oz)(xq3 Fx 417t x+al fa+ 1).
Therefore one of the following conditions is satisfied:

I. af+a=0,thatis,a € Fy;
2. Trik(x):x‘13+xqz+xq +x=a0+a+1.
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Casel: o cF,.

We have R = ¢ +a? = 0, hence o € F». We do not consider the case « = 0, therefore
for « = 1 we know that the equation Dy F(x) = b admits at most 4 solutions. So, for
any b the number of solutions of type (x, o) with & € I, is at most 4.

Case2: Tr¥(x)=x? +x +x94+x=af +a+1.

In this case, we need to compute the number of solutions (x, @) with & ¢ F,. Since

Trik (x) € Fy, we have thata? +o € F; Therefore, oﬂ2 +oa =0,sowehavea € Iﬁ‘qz\]Fq.

Then, we have R = (o + a)(y? + y) + a? + o = (? + ot)(xq2 +x) + af + o2, and
the system that we have to analyse is the following
aeFp\F,
T () =af +a+1
(a? + ot)(x"2 +x)=af 42
Dy F(x) =b.

@)

It is clear that, for a fixed «, if x is a solution of the first three equations in (2), then all the
other solutions (for these equations) are x +w for any w € qu. Moreover, since a9 4+« # 0,

. 2
denoting by y = Oé[qqi"; ,

The last equation is

2
we have x9" =x + y.

b=DyF(x) = X0+ P H G g 4 )t x24It 4 gdt?
= (x+y)xfa+ (x + p)xa? + x4+ (x + y)a?t! 4 x%°
+xadt! 4 qit?
= xla(y +a) +x%a? + xaly + a9 (y + ).

For w € qu, there exist unique r, s € F, such that w = ra + s. Hence, we have

DoF(x +w) = (x4 +ra? +s)a(y +a) + x> +r2a® + s2)a? + (x + ra + s)aly
+a(y + )
= Do F(x) + y(ra?™ + sa + ra?t! + sa¥) + ra?t? + sa®
+r2ai7? 4 5%a4
= Do F(x) + ys(a +a?) + a2 +r?) + s(a® + sad)
Do F(x) + (@9 + a®)s + a9 (r +r2) 4 s(@? + sa?)
= Dy F(x) +a?(s + 52 + a2 (r + 7).
Then, Dy F(x + w) = Dy F(x) = b if and only if «?(s + $2) + «?t2(r + r%) = 0. Since
o # 0, we have that (s + s +a2(r +r%) =0ifand only if both s 4 s2 and r + r? are zero
(r,s e Fy and o ¢ IF). Hence, fixed o € IE‘qz \ [Fy, if X is a solution of Dy F'(x) = b, then
we can have only three more solutions, which are x + o, x + 1, x +« + 1.
Consider now the following

b’ +b = x"3a(y + ) +x2‘72a" —I—x"za"y + o (y + o) + xla(y + )
+x%09 + xaly + ot (y +a)
= @+ p)ialy +a)+ &+l + x+y)aly + ot (y + )
+xla(y +a) + x*a? +xaly + a9 (y + )
ata* ala+l) @ ta)@+])
= _—
al +a ol +a (a9 +a)?

ylaly +a) =
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Now, if b € ]qu we have either y =0 or y = «.

— Ify =0, then from (2) we obtain «? = a2, x € F,2 and «? +« + 1 = 0, implying that
o € Fq\ Fa.

- Ify = athen "(‘:qt‘f +o= % = 0. This leads to & = 1 (already studied).

Thus, for the case b € Iqu, we need to count the number of solutions x of the following
systems:

q2+x:0 xqz—i—x:O

DD F =0 X

@) { DiFéx)(i)b (D] DD, F(x)=0 (I1){ DyDF(x) =0
, D,F(x) =0, D, F(x) =b,

where w is a primitive element of Fy.

Since we have the restriction xq2 + x = 0, solving System (II) and (III) is equivalent to
solve the systems

/ D1D,G(x) =0 , D\D,,G(x)=0
ar) { D,G(x) =b, (1) [ D,G(x) =b,

defined over qu, where G(x) = Fj, ) (x) = x272,
q

Note that, for all these systems the equations involving the second derivative are satisfied
forany x € IF,2. Moreover, the function G : F ;2 — F > is a Gold function with boomerang
uniformity 4 (see [4]) and we can have that at most one system between (I1’) and (I11")
admits 4 solutions.

Suppose now that b € F 2 and one between System (/7) or (/1) admits 4 solutions.
We need to determine the number of solutions of System (7), that is, we need to study the
number of solutions of Dy F(x) = b. Let us consider, therefore, the proof of Theorem 1 in
[5], in which the authors study the differential uniformity of F'. According to their notation,
wehavec =b+1 € qu and r = Tr(x) = Tr(c) = 0. If we consider now Equation (5) in
[5] we have the following condition:

0= (x +x9)2 4 (t + Dx +x7°) + ¢ + ¢ = (x +x9)2 + (x +x9°).

Hence x + x7° = 0, 1. The only possibility is X’ = x + 1, otherwise we would obtain
a solution x € F 2 of D1G(x) = b in contradiction with the boomerang uniformity of G.
This restriction leads us to

D F(x) = X0 @t @ gy
GH+Dx+ @+ Dx+x ! x+14+x9+x+1=x2+x
x>+ x+b.

0

This last equation implies that we have, for « = 1, at most 2 solutions. Moreover, since
2 = x + b we obtain that x4 = x + Tr%k (b), we can have these two more solutions if
and only if Tr%k (b) = 1. Hence, in total we can have at most 6 solutions when Tr%k b) = 1.

On the other hand, if b € qu and Tr%k (b) = 0 we can have only solutions x € qu for

all the three systems. Therefore, since G(x) = Fj; s (x) we can have at most only one of
q

from x

the systems admitting 4 solutions.

2
For b ¢ 2, let m be the number of roots of the equation b4 P4 b= qit! %
such that o € F2 \ Fy. Then, for any of these roots we can have 4 possible x plus the 4

possible solutions when o« = 1. Hence, we have S, <4 - (m + 1). O
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Remark 1 For the case b € F 2 it is possible to show that six solutions are possible. Con-
sider b = w, where w is a primitive element of F4. First of all, it is easy to check that any
x € Ty is a solution of System (/7) in the proof of Lemma 1. Moreover, we have that
Tr%k (b) = 1, so there exist two solutions in IE‘q4 \ qu of System (/) in Lemma 1. So, we
have that S1 ,, = 6.

Lemma 2 Letk > 1 odd and g = 2. Forany b € Fy4 \ F 2 the equation

2
b qert @ tO@+D
(@? 4+ a)?

admits at most 5 solutions a € F 2 \ Fy.

Proof Consider the equation

g1 @+ )@+ 1)

2
b +b=
+ o @ 1 a)

3)

Then, we have also the relation

i+ (@t + 1)

T (b) = e

4
Letd =b%" +bande = Tek(b) = d¥ + d € T,
If d € F, then e = 0 and therefore 9t = 1 and o = oL, This leads to

($+f1)(0€+1)_1+a3 o? 1+a3 a2 +a+1

d=1 (@+1) = =

A+ (I+a)? 1 +a?

Hence a?(d + 1) + « + 1 + d = 0, that has at most 2 solutions in Fg2 \ Fy if and only if
Tr’f (d) = 0. Indeed, if Tr’lC (d) = 1 we would have Tr’lc (d? + 1) = 0 and thus the equation
admits 2 solutions in Fy.

o +a?

T WE have

Now, consider the case d ¢ I, and thus e # 0. Denoting by y =
d =yla(y +a) and

e=d+d=y""" (@ +o)+ya® +yla’.
Since d € qu \ F, we can write o as « = rd + s, withr,s € F,,r # 0. Therefore, we
have a? + a = r(d? + d) = re. From d(a? + a)? = a9 (@® + a)(a + 1) (3) we get
0 = s*rd? + 22 + 1) + 52 3d9e? + rre? + rd?) 5)
45 dP1? 4133 + 120D + P 4 4@t e + 3d9? 4 2de’.
From e(a? + o) = a9 (7! + 1) (4) we get
st = 52022 + 1) + sre +re? + rtd?at? 4 2qat, 6)

To simplify the equation, let us introduce the variable A = re + 1. Then we can rewrite (5)
as

7 = strd? + 53AT + S2rdTA? + AT+ 1) + 54 4 e + r2d?)
+P3d32 4 @it 2 4 3at? 426,
and (6) as

st = §2A2 4 sre +re? + r4d2at? 4 p2qat!,
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Substituting the second one in the first one we obtain
0 = s(s2A% + sre + re? + r*d®t? + r2d9 Y 4 (52 A% + sre + ré® + r*d¥t?
+r2d1tYrd? + A% + 52(rdTA% + AT + 1) + s a2 4133 + 128D
P32 4 gt e? 4 P31t 4 2 de?
= s3A% 4 s%re + s(ré® + r*d®t? 4 P29y + 2 A%rdd + sr2d9e + r*die?
P32 £ P32 L P A% 4 2 (rd1A% + A+ 1) + s a9 + 13 + r2d)
+r5d3q+2 + r4dq+162 + r3dq+2 + ereZ
= s2(A2+ A) + s@re? + 133 + 1) + 12 + rtdit e + P3dit e
= s%reA + sre*(1 +rA) + rle(e® + rdi' A)
= re[s?A + se(1 +rA) + r(e® + rd?t' A)].
Since r, e # 0, denoting by B = e(1 + rA) and by C = r(e* + rd9t' A) we have
0=s’A+sB+C. 7

Replacing (7), hence s2A = sB + C, into (6) (s4 = 52A% 4+ sre + K, with K = re? +
r4d2at2 4 p2q9+1) we have

s*=AGB+C)+sre+ K =s(AB +re) + AC + K.
Thus raising (7) to the power of two and substituing s* we obtain
s?B?* = s(A’B + A%re) + A3C + A’K + C*.
Using (7) (multiplied by B?) we obtain
As?B? = sB” 4+ B’C = s(A*B + A’re) + A*C + A’K + AC?,
which implies

0=s(B>+ A*B + A%re) + B’C + A*C + A’K + AC> =sD + E.

Therefore
D = B3+ A*B + A%re = (e + reA)3 + A4(e +reA) + Adre
= e[e’ + Are® + A%,
E = B>C + A*C + A*K + AC?

= (&% + A%r22)(ré* + Artdithy + A*(re® + Ar?diTh)
+A3(rez + r4d2q+2 + rqu+1) + A(r2€4 + A2r4d2q+2)
= e[A%r?e® + Ar?diT e + Ar?e’ +réd).
Let D = De~ ! and E = Ee™!, then Ds = E with
D =e?+ Are? + A? and E = A%r2e? + Ar2ditle + Ar?ed +réd.
Using this last relation inside (7) we have

0= D*(s>’A+sB+0C)
= D%s%A + D%sB + D*C
— E*A + DEB + D2C.
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Now, since
AE2 — A5r4€4+A3F4d2q+2€2+A3l’4€6+AI"2€6,
BDE = A (r3&3 4+ r3e* + r2e* + d11r2e?) + A (P d1t e + r2ed),
+A32e* +1%e) + A%ret + AP + r2diT ey + ref,
CD? = Ar2d9%! + A%re? + A3r*datie® + A%3e0 + Ar2ditie* + ref,

we obtain
0 =A@t + et + e +r7d1M e + r2dT - re?)
+A4(r3dq+1€2 + re4) + A3(r4d2q+262 + r4dq+le4 + rZeS)
= A’rP(r), ®)
with
P(r) = A2(FPe* + r2e* + 12 + rdit e 4+ rd?t! 4 &%)
FAGF AT 4 et + F3dP0T2e P33T et 4 red
— r5€6+r4(€5 +€6)+r3(e4+dq+](ez+e3) +d2q+2€2)
+r2@ +dP) + rd1 (e 4+ 1) + * + &2

We need to find solutions of (8) related to some « € qu \ [F, that satisfies (3). Equation
(8) is satisfied if either one of the following conditions is true

1. A=0,
2. r =0, not acceptable since a ¢ I,
3. P(r)=0.

Assume that A = 0 is a possible solution, therefore r = é (it is related to an o for which
(3) holds). From (7) we obtain that se + re? = 0, therefore s = 1. From (6) we have

st = $2A% 4 sre 4+ re? + rta?at? 4 p2qat!

424+2 44+1

+
et e?

d2q+2 — equ—H +65.

1=04+1+e+

Hence, we obtain that
rAdPI2e? 4 it et 4200 = @it let rteT + rtait et + 280
rzes(rze2 +1)= r2ed A?
and using this equality we have that (8) becomes
0=E?A+ DEB + D*C = A°(r*e* +re* +r2e* +r2d1 e + r2di™! 4 re?)
+AYP3dTT e 4 ret) + A3t a2 + a4 12

= A(tet + 3¢t 413 + 21 e 4 r2a0t! 1 re?)

+AY AT 4 ret) + AOr2e

AYTAG e + 12 + 12 + rd1 e + rd?T 4 2 + 1)

+r24911 2 4 oY)

A*ro®),
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where Q(r) is a polynomial of degree at most 4. Therefore, if b is such that among the
solution of (3) there is one for which A = 0, then at most we have 5 possible solutions r
of (8).

Otherwise, if A = 0 is not a possible solution, then P (r) can have at most 5 different
roots. Hence, in total we have at most 5 different possible r.

We need to check, how many s there exist for any of these r. From the equation Ds = E
we know that, given a fixed r, unless D = 0, there exists only one possible s. We need to
study the case D = A% + Are? + ¢ = 0. From (7), that is, As? + Bs + C = 0 we obtain
that we can have at most two s for any r (in the case D = 0).

If A = 0, then (7) admits at most one solution since B = Are + e = e # 0. Also if
A # 0 and B = 0, then the equation admits only one solution. In particular, (7) admits

two solutions if and only if B # 0 and Tr (f;—g) = 0. Hence, we need to study the
system

0£ A
0# B=Are+e

0= D=A>+Are? + > = A> +¢B

0= E = A%r2e? + Ar2ditle + ArZe® + red = re?B + eC + B2 + €%A.

Then, we have A2 = Are? + e2 and (substituting A) r2(e? + e3) = re? + ¢ + 1, that leads
to the restriction e # 1. Using these relations inside £ we obtain

0 = A%2e% + Ar2ditle + Ar?e® +réd

(Areé® + eDr?e® + Artdi e + Ar?e® + ré’

= Arde* +r2%e* + Artditle + Arted +réd )
=% + 3t + 12t +13d9T e £ 1240 e 4 3t + 12 41l

= re(r3e* +re +r2d? e + rd?t! 4+ re? + e2),

which implies r3e* + re3 + r2d9t e + rd?t! 4 re? + €2 = 0 and thus

0= (et +re® +r2d e +rd? 4 re? + ) + o)
re’r? (e + &) +r(@ + ¢t + d1 2 (& + &)
+rdit (e 4 o) +r(e* + )+ + et

=rere+E+ D) +r@+e)+dT e+ 2+ 1)
+rd? (@ +e) +r(et + ) + & + et
=2 +diT e + ) +rdiT e+ e+ 1)
0= (2 +dT (P + 1) +rdT e+ 3+ 1)+ 1).

Using the substitution r2(e? + &%) = re? + ¢ + 1 we have

0=2c?+e+ D) +d e+ 1D +rd e +e) + e+ 1)
= r(® +d" (P + ) + dit (e + 1)
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Hence, we have only one possible r that satisfies the system. Now, from r2(e?4+e3)+re?+
e? + 1 = 0 we have also
0=+ +re?++ Dt +dit e+ 1)
= redi™ e+ 1)} +re?di e + 1) + ed? e+ 1)° + e*e + D2+ a1 (e + 1)
= (e+ D*rd?e(e + 1)? +di (e + 1)> + %)
=(e+ DM+ D +dM e+ 1) +d e+ 1) + ¢4
= (e+ D réde+ 1) +di e+ D* +d9 (e + 1)? + %]
= (e+ D?P[re* e+ 1) +d (e + 1)? + €7
and thus re3 (e+1) = d91! (e+1)%24¢2. Moreover, from re3(e+1)+d7  (e+1)24¢% = 0,
we can obtain
0=[rede+1)+di e+ 1)*+ 2l +di (e + 1))
= 247 (e + D* + a9 e* e + 1)2 + €0 + a2 2 (e + 1)
+d? e (e + 1)
= AT (e + 1) + € + 22 (e + 1)
d2q+2(e+1)3 — e3dq+1(e+1)+e6,

From the two equations above we have also re3(14+e) = d9t (14¢)2+¢? and d2H2(1+
e)® = dit1e3(1 + e) + ¢®. We know that e # 0, 1 therefore

_dTM(e+1) 1
B e3 e(e+1)
Hence,
A=re+1
_ d1tl e + 1) e
B e? (e+1)
d2q+2 e+ 1 2 62 dq+1 63
A? = e+ D7, 5 = + 5
et (e+1) e (e+1)

0= D =A%+ Are +¢é>

di+! el di (e + 1) e di* (e +1) 1 )
= Tt ( &2 (e+1)>< &2 (e+1)>+e
da+l e A2 2(e 4+ 1) ditle+1) e )
e +(e—|—1)2 et + e? (e—|—1)2+e
dat! e da+! e? ditl(e + 1) e )
= terr T e T 2 T erig e
2 2
_ dq+1(eeizl)+e+ez+eeﬁ _ et e:;l N e(e e++e1+1)
gt S +e+1)
(e +1)2
Therefore
e+e+1 1 (e +1)?
- e+1 ele+1) - e
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and A = re + 1 = 2. Then
0=E = A>r?* + Ar?di e + Ar?e3 +ré® = (e + 1) - &2

This last result is not possible since e # 0, 1. So, the system admits no solutions.
Therefore we have that when o € qu \ 4, (3) admits at most 5 distinct values. O

Proof of Theorem 1 Since F is a power function, from Proposition 1 we can consider a =1,
and thus BF = maxpep+, S1.5- From Lemmas 1 and 2 we have immediately that Bpp <24. [
q

From the proof of Lemmas 1 and 2 we can distinguish five cases for the upper bound on
the values S . In particular, we obtain the following.

Proposition 2 Let k > 1 be odd and g = 2. The Bracken-Leander permutation F(x) =
X221 defined over Fq4 is such that

4 ifbeF:,and T2k (h) = 0
6 ifb el and T2k () = 1

4 ifb ¢ B, Traf(b) € Fy and Tri(Tra (b)) = 1
12 ifb ¢ F . Tryg(b) € Fy and Try (Tryg (b)) = 0
24 otherwise.

S1p <

Using Lemma 1 we evaluated (with the help of MAGMA) the boomerang uniformity for
the Bracken-Leander permutation up to dimension n = 60. From Table 2 we can see that
for the values 7 < k < 15 the upper bound for the boomerang uniformity is attained.

4 On the inverse function modified

In the past years, several constructions of differentially 4-uniform bijective functions,
based on modifying the inverse function, have been proposed (see for instance [17, 20, 21,
23, 24]). In particular, in [17, 23], the authors modified the inverse functions composing it
with some cycle, and studied when it could be possible to obtain a differentially 4-uniform
permutation. In the following we will study the boomerang uniformity of some of the
functions studied in [17] and in [23].

Given m + 1 pairwise different elements of [, ; for 0 < i < m, consider the cycle
7 = (xg, A, ..., &y ) over Fon defined as

®ifl X =0
x  x &{a;|0 <i <mj},

T(x) = {

where «,,, 11 = ap.

Table 2 Boomerang uniformity

2%k 42k 41 k: 3 5 7 9 11 13 15

of the function x over

Fou
2% Br: 14 16 24 24 24 24 24
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In [23] the authors study the case of cycle of length two (that is 7 a transposition), while
in [17] they consider the more general case of functions of type

-1
S e x=a
7(x) {x_l x € {a;|0 <i <mj}.

From [23] we have that:

Lemma 3 Let n = 2k be an even integer. Then the following statements hold.

1. Suppose m = (0, 1) is a transposition over Fon. Then the differential uniformity of
7 (x)~! equals 4 if and only if k is odd.

2. Suppose m = (1,c) is a transposition over Fon. Then the differential uniformity of
7(x)~! equals 4 if and only if Tr(c) = Tr(%) =1.

In [17] it has been proved the following:

Lemma 4 Suppose 7 = (ag, ..., 0y) is a cycle over Fon. Then the following statements
hold.

1. If0 € m, then w(x) s affine equivalent to | (x)~1, where 1 is a cycle over Fon of
the type (0, 1, B1, ..., Bu—1)-

2. IfO & m, then w(x)~ " is affine equivalent to x)~Y, where 71 is a cycle over Fon of
the type (1, B1, ..., Bm)-

Recalling that the boomerang uniformity is invariant for affine equivalence, when m = 1
we need to consider, up to affine equivalence, only two types of permutations 7 (x)

- 7©=(0,0D,
- w=(,c),withc #0, 1.

In [16] Li et al. studied the boomerang uniformity of 7(x)~! with 7 = (0, 1). They
obtained the following result.

Theorem 2 Let F(x) = m(x)"L, for 1 = (0,1), and n > 3. Then the boomerang
10, if n =0 (mod 6),

uniformity of F is Brp = { 8, if n =3 (mod 6),
6, if n#0 (mod3).

Considering the case m = (1, ¢) we obtain the following.

Theorem 3 Let n be even and F(x) = w(x) " withm = (1, ¢) be a differentially 4-uniform
function over Fon. Then,

(i) ifc¢Fy
_J10ifn=0 mod 4
ﬂF_{8 ifn=2 mod 4.
(i) ifc € F4\Fy (thusn=2 mod 4) Br = 6.

The proof of Theorem 3 relies just on the study of all the possible cases that we can obtain
in System (1) and on the, well-known, characterization of the solutions of the equation
x V4 (x +a)~! = b (see for instance [19]). For such a reason the proof is omitted, but we
redirect the interested reader to [9].
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From Theorems 2 and 3 we obtain the following corollary.

Corollary 1 Let n = 2k and © = (a1, ap). Consider the function F(x) = 7(x)"} defined
over Fon and suppose that F is differentially 4-uniform. Then,

(i) if0 € m, then k is odd and

4, — [10. ifn=00nod 6).
F=16, otherwise.

(ii) if0 ¢ m, then
(a) U‘g—f¢lﬁ’*,then
_J10ifn=0 mod 4,
Pr=13 ifn=2 mod 4.
(b) ifg—f € F}, then k is odd and Br = 6.

Proof 1f 0 € m then from Lemma 4 we have that F'(x) = (x)~" is affine equivalent to
70(x)~! where 7(x) = (0, 1). So from Theorem 2 and since in the case n =3 mod 6 F
cannot be differentially 4-uniform we have our claim.

Suppose now that o1, oz # 0. From Lemma 4 we have that al_ln(oqx) = m1(x) where
w1 (x) = (1, B1) with Bp1 = §2, and thus F(x) = 7 (x)~ ! is affine equivalent to 77 (x) ! =
aln(alx)_] . From Theorem 3 we obtain the claim. O

In [17], the authors extend the results obtained in [23] by composing the inverse function
with cycles of order greater than two. In particular from their results we have the following
differentially 4-uniform functions.

Lemma 5 Let n = 2k withk > 1. Let ¢ € F4 \ Fa, then the functions F(x) = w(x)™" with
7 =(0,1,¢) and G(x) = w(x)"  withw = (1, ¢, ¢2) are differentially 4-uniform if and
only if k is odd.

Using a similar analysis as in Theorem 3 we can get the following results.
Theorem 4 Let n = 2k withk > 1 odd. Let F(x) = 7w(x)~! with 7 = (0,1, ¢) and
¢ € F4 \ Fy, be a differentially 4-uniform function over Fyn. Then,
{ 8 ifn=0 mod 6,
Br =

6 otherwise.

Theorem 5 Let n = 2k with k > 1 odd. Let F(x) = n(x)~! with ® = (1, ¢, c?) and
¢ € Fq \ Fa, be a differentially 4-uniform function over Fon. Then,

{81‘]%50 mod 6,
Br =

6 otherwise.

As for Theorem 3, we redirect the interested reader to [9] for the proofs of Theorems 4
and 5.
Using the same arguments as in the proof of Corollary 1, we have the following.
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Corollary 2 Let n = 2k with k odd and ©7 = (a1, @z, a3) with a1, an, a3 € yF4 for some
y € I%,. Consider the function F(x) = 7 (x)~" defined over Fyn and suppose that F is
differentially 4-uniform. Then,

B = 8 ifn=0 mod 6,
F=1 6 otherwise.

5 Conclusions

In this paper we studied the boomerang uniformity of some classes of differentially 4-
uniform permutations defined over Fp» with n even. In particular, we obtained an upper
bound for the boomerang uniformity of the cubic functions introduced by Bracken and
Leander [5] and the boomerang uniformity for some of the functions studied in [17, 23].

From the results in [16, 18] we have that from quadratic permutations it is possible to
obtain functions with optimal BCT, that is function with §r = Br. However, for cryp-
tographic applications, quadratic functions could be weak with respect to higher order
differential attacks [15]. So it would be interesting to construct optimal functions with
degree greater than two and which are, in particular, 4-uniform.

In [4], it has been proved that if n = 2 mod 4, then the inverse function is optimal
(6r = Br = 4). However, for the case n = 0 mod 4, which is widely used in cryptographic
algorithm, from the results obtained in this paper and in the previous ones [4, 16, 18] we
can not find any permutations over Fy» with boomerang uniformity 4. So, an interesting
open problem is to investigate the existence of a permutation having boomerang uniformity
4 over Fo» withn =0 mod 4.
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