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Abstract

Nowadays, securely sharing medical data is one of the significant concerns in blockchain technology. The existing block-
chain approaches have faced high time consumption, low confidentiality, and high memory usage for transferring the file in
a secure way because of attack harmfulness and large unstructured records. It has ended in security threat, so the integrity
of the user data has been lost. Hence, a novel hybrid Deep Belief-based Diffie Hellman (DBDH) security framework was
presented to protect medical data from malicious events. Incorporating a deep belief neural system continuously monitors
the system and identifies the attacks. Initially, the IoMT dataset was collected from the standard site and imported into the
system. Moreover, hash 1 was calculated for the original data and stored in the cloud server for verification. Then, the origi-
nal data was encrypted with a private key for data hiding. The incorporation of homomorphic property helps to calculate
hash 2 for encrypted data. Finally, in the verification module, both hash values are verified. In addition, cryptanalysis was
performed by launching an attack to validate the performance of the designed model. Moreover, the estimated outcomes of

the presented model were compared with existing approaches to determine the improvement score.

Keywords Blockchain technology - Diffie hellman approach - Deep belief neural system - Medical data - Cryptanalysis

1 Introduction

Internet of Things (IoT) and some other technologies like Al,
i.e., Artificial Intelligence, blockchain method, and Mixed
Augmented Reality [1], have the theory to remodel the
smart ecosystem [2]. All the data shared in the mutual link
includes living and non-living structures [3]. Due to the fast
growth of this kind of technology Internet of Medical Things
(IoMT) plays a significant role in our day-to-day life [4].
Some technologies like Bluetooth Low energy, wireless net-
work sensor, and the 5G data network transform into stand-
ard technology that is a more intelligent network [5]. The
development of IoT outspread in every section [6], which
contains health maintenance, economics, administration,
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farming, and instruction [7]. The hiking number of IoT
devices is not secured, which develops security issues [8].
The problems are attacks, registration done in the machine,
and the risk integrated into the device [9]. The blockchain
and Al-enabled decentralized healthcare systems are repre-
sented in Fig. 1.

IoT plays a significant role in the health maintenance
department and is used to connect patients with the health
department and monitor the patients [10]. It is of two con-
cepts: the patient's data are secured and transparency. In
2018, some information was noted from the health depart-
ment and human service office for Civil Rights [11]. Usu-
ally, the data exchanged in-between the health maintenance
and medical detectors are centralized by an unauthorized
server [12]. Blockchain technology can also address ordi-
nary health care because of its unchangeable nature [13].
In the medical market, the Internet of Things is decentral-
ized based on the usage of health maintenance [14]. In 2021
we concluded that nearly 28 billion had used IoT devices.
According to the unequaled rate rise, the old age people
population can be 16 times more than the whole popula-
tion from 2025 to 2050 [15]. IoT has played a vital role in
explaining health maintenance in IoMT [16].
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Fig. 1 Blockchain: Al-enabled decentralized healthcare

The IoT research explains the [oMT framework's architec-
ture and its use in the healthcare department [17]. The issues
that occur in decentralized architecture can be overcome by
blockchain technology [18]. The above figure details that all
dataset is stored in the blockchain.

The paper is arranged as follows, the recent literatures
are described in Section 2, system model with problem is
defined in Section 3. The solution for the described problem
is defined in the Section 4. The outcome of the implemented
proposed solution is elaborated in the Sections 5 and 6 con-
cludes the paper.

2 Related work

A few recent works related to blockchain technology are
listed below,

The patients were monitored by remote control and the
information guide for a few years; the healthcare service
was inexpensive. So, Puri et al. [19] say that the health
maintenance department uses the Al model in IoT, and the
framework decentralizes it. This experiment is analyzed in
the real-time domain. The limitations here are the energy
used for consumption, throughput, the fee used for a trans-
action, the average slowness, and the time that requests the
information.

The world faces many chronic diseases and more medical
costs during population growth. Hence, Sodhro et al. [20]
describe how healthcare is based upon the Internet of Things
(IoT), and the efficient model is decentralized by the energy
to transmit the data. Some primary challenges faced in the
Internet of Medical Things (IoMT) are energy consumption,
battery charging, and the battery's lifetime.

During the period of COVID-19, all over the world,
human's faced severe health issues. Thus, Bera et al.
[21] say that in COVID - 19 periods, IoMT enabled a

framework to monitor from home and is based upon block-
chain technology. At the same time, Fog computing, as
well as blockchain technology, plays a vital role in COVID
-19 pandemic in monitoring the patient from home and is
more secure in JoMT. Thus the Internet of Medical Things
has allowed various IoT devices into the patient's body.

The fast growth of the Internet of Medical Things helps
the intellectual development of the healthcare network in
real-time life. So, Egala et al. [22] say that [oMT controls
affectivity, and this technology is secure and private. Here,
they have established hybrid computing with the help
of blockchain technology, and the stored data is spread
towards the blockchain and is based upon the cloud-centric
IoMT network. The disadvantages are high breakage, the
cost of storage, and the failure point being single.

The operation performed here is mobile edge computing
and blockchain technology. It transforms the data through
e-health resources. Therefore, Nguyen et al. [23] say that
using the blockchain technology IoMT system develops
the edge-health to decentralize. In this architecture, we
are using an advanced decentralized healthcare system. By
comparing to the real world, the results of this experiment
give privacy for the data and guarantee security.

Maleh et al. [24] have described privacy and security
challenges using the blockchain model in digital applica-
tions. Hence, this research work has helped to find a suit-
able research direction for enhancing blockchain technol-
ogy and enriching digital appliances' privacy.

Besides, the security of digital applications has been
enriched using the machine learning strategy. So, Maleh
et al. [25] have defined Machine Learning (ML) based block-
chain security for digital applications. In this ML, training
a large database is possible, which helps to find malicious
users and actions from the large files. Hence, this model is
helped to reduce data theft and other security issues.

The key steps of this present study are described as
follows,

e Initially, the sensed medical parameter database was
gathered from the standard site and trained for the
python system.

e Then a novel DBPDH was designed for attack detec-
tion, attack neglection, and data hiding purposes.

e Moreover, the homomorphic concept has been imple-
mented to check the confidential range of the stored
data.

¢ Finally, cryptanalysis was performed to check the secu-
rity range of the designed blockchain model.

e Then the parameters were calculated and compared
with other models in terms of resource usage, encryp-
tion time, decryption time, confidential rate, execution
time, and error rate.

@ Springer
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3 System model and problem statement

Securing medical records are much-needed tasks for the
healthcare system to maintain confidentiality. However,
the attack's harmfulness and data vastness and complex-
ity have made data protection a complicated mission. In
addition, if the data is too large, it contains a wide range
of noisy content that has complicated the crypto process.
In the existing technique, the sensed dataset is stored in the
medical cloud (Hospital, clinic), and an inefficient security
mechanism is incorporated. In this system, the possibility
of attacks is high, and attacks are not neglected. Thus, the
information present in the dataset is injected.

In the past, ML and crypto models existed along with
the blockchain strategy. But those approaches have required
additional resources and computational time to execute the
process. It has tended to maximize the algorithm complexity
by taking more execution time. Hence, using the conventional
security model protecting sensitive information like the medi-
cal database is too risky and, in some cases, is not workable.

Hence, an attack detection and prevention system is
required for a healthcare framework. Figure 2 shows the
existing model and its problem statement. These draw-
backs in the current system motivate to present this article.
The present research study has aimed to develop a predic-
tion system and blockchain technology as the combined
version for the IoMT to protect the data from third parties.

4 Proposed DBDH framework to secure
medical data

A novel Deep Belief-based Diffie Hellman (DBDH) frame-
work was proposed in this article to secure the sensed medical
data. Hence, the presented model has been validated using the

Medical cloud

® Low Security level
® High possibility of attacks

[ A

Security Analysis

Fig.2 System model with problem statement
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standard IoMT database. Then, a novel blockchain strategy is
designed with suitable parameters to secure the specific data.
The system processes the dataset and neglects the attacks present
in it. Then, the hash 1 value is calculated for the original data.

Moreover, the data hiding was performed through encryp-
tion and decryption. In addition, the trustworthiness of the data
has been verified by designing the homomorphism concept
for the encrypted data. Then, the hash 2 value generated for
the encrypted data is validated with the hash 1 value, and the
confidential rate is measured. The architecture of the proposed
DBDH model is shown in Fig. 3.

4.1 Design of the DBDH model

The presented security framework integrates the attributes of
the Deep Belief approach [26] and the Diffie Hellman tech-
nique [27]. To validate the developed framework IoMT data-
set is collected and imported into the system. Then, a novel
method was designed with a security mechanism to protect the
dataset from attacks. The input dataset is initialized inside the
system based on the concept of the deep belief approach. The
dataset initialization function is expressed in Eq. (1).

Fi [M,y| = (md,,md,, mds, .....,md,) (1)

Here, F ZF) refers to the initialization function for the input
dataset, M, indicates the collected IoT-based sensed dataset,
md, is the data present in the dataset, and s indicates the total
number of data present.

4.1.1 Attack detection and neglection

After initialization, the dataset is trained to detect and neglect the
attacks. Initially, the attacks present in the dataset are tracked,
and then it is neglected from the dataset. The attack tracking and
neglection function is expressed in Egs. (2) and (3).

A;r(MIoT) = % Z(md, md*) (2)
i=1
N, (My,) = Myr(md) — My, (md”) 3

where, A;r defines the attack detection function, y indicates
the attack tracking variables, N(: represents the attack neglec-
tion function md, and md* refers to the regular and attack
data present in the dataset. In this process, the attacks pre-
sent in the dataset are removed from the dataset.

4.1.2 Hash value calculation

After attack prediction and neglect, the dataset is converted
into binary data. In the proposed design, the converted input
data undergoes an encryption process for security purposes.
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So, initially, the hash value is calculated for the original data.
The function for hash value calculation is represented in Eq. (4).

H,, = md(mod n) 4)

a

The generated hash value is then stored in the cloud
for further validation. The hash 1 is indicated as H,; and n
denotes the prime number.

4.1.3 Encryption

Crypto analysis includes encryption and decryption processes.
Initially, a key is generated using the Diffie Hellman algorithm in
the designed model, and the data is encrypted with the generated
key. Here, the key is generated using the file number and public
variables. The equation for key generation is expressed in Eq. (5).

Ks= w'mod v )

where, K;k indicates the generated key, # and v indicate the
public variables, i denotes the file number. After key genera-
tion, the data is encrypted with a key. The encryption of data
is represented in Eq. (6).

Ex(md) = Kg xmd = C, 6)

where, Ey indicates the encryption function C, and denotes
the cipher text. In the encryption process, the original data is
converted into another form by performing a multiplication
operation with a generated key.

homomorphism
oS
/ N N
— ]\ )

\ /

~— L —

S’

Hashing and
Data hiding

Security range
checking

4.1.4 Homomorphism

After the encryption of data, a homomorphism is performed
to calculate hash 2. Hash 2 is calculated for encrypted data
to verify the user. The calculated hash value should match
the hash 1 value calculated for the original data. The hash 2
calculation is expressed in Eq. (7).

H,=

a

(C,(mod n)) @)

N —

After homomorphism, the hash 1 and hash 2 values are
checked to validate the user. The hash value is indicated
as H ,. If it does not match, the system displays it as "data
injected." If the hash value matches, the system gives users
access by sending a key to the user.

4.1.5 Decryption

After validating the hash values, the system sends the user a
private key. To retrieve the original data, the user performs
the division operation with the cipher text. The decryption
equation is expressed in Eq. (8).

md — C,/K (8)

In the decryption process, the user retrieves the original
input data by decrypting the cipher text with a key.

@ Springer
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Algorithm: 1 DBDH

start

int M, = md,,md,,md,....md;
//initialization of input medical IoT dataset
Attack_ detection()

s
1

o «
A; — }/(md,md )
//In the detection process, the ordinary and attack data are tracked
N! - —md" +md
/in the attack neglection function, the tracked attack data are neglected from the
system
2
Hashl_ Generation()

s
{

ll1fH“1 S
md(modn)— H,,

// The hash I value is calculated for the original input data and stored in the server
2
Encryption ()

s
1

. -
intC,, K,
«
Cf = KS xmd //the plain text md is encrypted with a generated key

!
J

Homomorphism ()
{
in H“Z;
C, »>modn— H,;

//hash 2 is calculated for encrypted data using homomorphism property to validate
the user

!
J

Validation ()

s
{

if (Hul :Huz)

//Verification is Successfill, the system sends encrypted data along with key
Decryption ()

v
{

Dy »>C, =md

/Iplain text is retrieved by decrypting the cipher text with key

else (Data Injected);
//if the hash values do not match, it shows "data injected.”

!
J

end

Thus, the designed model secures the medical files using
blockchain and cryptoanalysis. Moreover, the developed
model is presented in pseudo-code format in Algorithm 1.

In addition, attacks are launched to validate the system's
performance. The workflow of the designed model is illus-
trated in Fig. 4.

@ Springer

5 Result and discussion

A blockchain-based security framework was developed to
protect medical data from attacks. This model combines
the features of the deep belief neural system and the Dif-
fie Hellman algorithm. The IoMT dataset containing the
disease and symptoms data is gathered and imported into
the system. Initially, the presented model identifies and
neglects the attacks present in the dataset. Moreover, hash
1 is calculated for the original data and stored in the cloud
server. In addition, the input data is encrypted with a pri-
vate key. In addition, hash 2 is calculated for the encrypted
data. Finally, hash 1 and hash 2 are verified in the verifi-
cation module. If the hash values match, the verification
is successful, and the private key is sent to the user for
decryption. The designation of the implementation param-
eters is listed in Table 1.

In addition, a DoS attack is launched in the system to
validate the system's performance. Moreover, the outcomes
of the developed model are estimated in dual cases as before
and after the attack. Finally, a comparative analysis was per-
formed to determine that the presented approach attained
more significant outcomes than existing approaches.

5.1 Case study

The developed case study explains the functioning of the
presented blockchain approach. Initially, the IoMT data-
base was collected from the standard site and imported
into the system. The input dataset contains symptoms
and disease features. Then, the gathered dataset is initial-
ized in the system. After data initialization, the DBDH
framework was designed with security parameters. The
developed model detects and neglects the attacks pre-
sent in the dataset. Then, the hash 1 value is calculated
for the original binary data for validation purposes. The
generated hash value is stored in the cloud server for
verification.

After hash calculation, the original data is encrypted
with the generated private key. Moreover, homomor-
phism was performed on the encrypted data to calculate
the hash 2 value. Then, the generated hash 2 value is
verified with the hash 1 value stored in the cloud server.
If the hash value matches, then user 1 sends the private
key to user 2. User 2 decrypts the data with the private
key. If the hash values are not matched, it shows "Data
injected." The workflow of the developed model is illus-
trated in Fig. 5. In addition, to validate the performance
of the developed model, a DoS attack was launched in
the system. Moreover, the performance metrics are esti-
mated in dual cases as before the attack and after the
attack.
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Fig.4 Flowchart of DBDH
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5.2 Cryptanalysis

After cryptanalysis, an attack is launched in the system to
validate the performance of the presented approach. Here, a
Denial of Service (DoS) attack is launched to determine the
outcomes of the designed model in dual phases before and
after the attack. The variation between the results of before and
after attacks is minimal because the integration of deep belief
continuously monitors the system and neglects the attacks.

After launching attacks, the confidentiality and error
rate is estimated for before and after attack cases. Figure 6
displays the confidential and error rate before and after the
attack. Before the attack, the confidentiality rate attained
was high compared to after the attack. The confidential rate
before and after an attack is 0.9593 and 0.9552, respec-
tively, as shown in Fig. 6a. In addition, the error rate before
and after the attack is 0.0406 and 0.044, respectively, as
shown in Fig. 6b.

/ITerminate the process

5.3 Comparative analysis

The comparative assessment was performed to manifest that
the developed model attained higher performances than oth-
ers. The existing techniques, such as an Encrypted Scheme
based on Curve Integration (ESECI) [28], Deep-based Sen-
sitive Aware Elliptic Curve Cryptography with Harmony

Table 1 Description of Implementation parameters

Designation of execution parameters

Parameters Description

Platform Python

Version 3.10

oS Windows 10

Dataset Disease Symptom Data
Attack Launched DoS

@ Springer
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Search optimization (DbSAEC_HSO) [29], and Educational
Records Secure Storage and Sharing (ERSS) [30]. Here, the
computational complexity was measured as encryption time,
decryption time and execution time.

5.3.1 Encryption and decryption time

Encryption time is the time the system takes to convert origi-
nal text into cipher text. Similarly, decryption time is the
time taken to restore the original data from encrypted data.
Generally, it is measured at the end of the encryption process.
It is mainly calculated to validate that the designed model has
consumed less time to encrypt and decrypt the files.

The encryption and decryption time of the proposed meth-
odology is compared with existing approaches to validate
that the presented system consumes less time to encrypt and
decrypt the data. The comparison of encryption and decryption
time is shown in Fig. 7. The existing blockchain approaches,
such as ESECI, DbSAEC_HSO, and ERSS attained high
encryption times of 70 ms, 50 ms, and 25 ms, respectively. But,
the designed model achieved a low encryption time of 3.55 ms.
Similarly, the decryption time of existing approaches is high,
that is, 90 ms, 53 ms, and 35, respectively. But, the designed
blockchain approach attained a low decryption time of 3.6 ms.
Thus, the developed model earned less time to encrypt and
decrypt the data.

Fig.5 Work flow of DBDH

Input
Dataset

E

Original
data

‘ Decryption

(/ b ) @ Homomorphism
Key A

Private

Verification
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5.3.2 Execution time

The time consumed by the system to execute the entire pro-
cess is defined as the execution time. The execution time
of the presented approach is compared with conventional
security approaches.

The execution time achieved by the existing blockchain-
based security approaches such as ESECI, DbSAEC_HSO,
and ERSS is 30 ms, 50 ms, and 15 ms, respectively. But the
presented DBDH approach attained a low execution time
of 12 ms. The comparison of execution time is shown in
Fig. 8. This comparative assessment proves that the designed
security approach consumes less time to execute the entire
process.

5.3.3 Confidential rate

The rate at which the original data preserved in the sys-
tem that is confidential records are protected is defined as
the confidential rate. The confidential rate earned by the
designed model is compared with existing approaches to
determine the security level of the presented method.

The confidential rate is shown in Fig. 9. The Confi-
dential rate achieved by the existing approaches, such
as ESECI, DbSAEC_HSO, and ERSS is 79%, 76%, and
84%, respectively. The presented method estimates the

Hash 1 Calculation
for original data

@.} rPrivate Key

Encryption v

|
z Encrypted
I Data
'|

DBDH Work Flow

7Hash 2 Calculation
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Fig.6 Outcomes before and 0.960
after attack a Confidential Rate,
b Error rate .
0.959 |-
o | Y Confidential rate'
= 0.958 |
=
= 0.957 |
=
)
@)
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After Attack Before Attack
(a) Confidential rate before and after the attack
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0.044
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Error Rate
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()
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0.042
0.041
0.040 T ;
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(b) Error Rate before and after the attack
confidential rate in dual cases with and without attacks. 5.3.4 Errorrate

The confidential rate of the proposed model with and with-

out attack is 95.52% and 95.93%, respectively. The deep  The error rate obtained by the system is compared with con-
belief neural features in the presented model monitor and  ventional approaches to validate that the presented model
neglects attacks. Thus, the confidential rate is high in the = earned less error rate than others. The comparison of error
designed model. rates is shown in Fig. 10.
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The error rate earned by the presented approach is deter-
mined in two cases: with and without attack. The error rate
obtained by the designed model with and without attack
is low, 0.0447, and 0.0407, respectively. But the existing
blockchain-based security approaches attained a high error
rate of 2.4%, 4%, and 1.1%, respectively.

In addition, the overall statistical comparative analysis
was performed to verify that the designed model attained
better outcomes than others. This proves that the presented
model consumed less time to encrypt and decrypt the data,
earned a high confidential rate, and obtained a low error
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36 |-
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Fig.8 Comparison of execution time
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rate. Table 2 tabulates the comparative statistical analysis
of different blockchain-based approaches.

5.4 Discussion

The overall observation of the presented article is described
in the discussion. The motive of the designed model is to
protect medical data from malicious events. This framework
shares medical data securely in an authenticated manner.
The IoMT dataset containing the health and symptom data-
set is considered to validate the model. The collected data-
set is imported and initialized in the system to identify its
malicious events. Then, hash1 is estimated for the original
dataset and stored in the server (Table 3).

Moreover, the original data is encrypted with a private
key, and hash 2 is calculated for encrypted data. Furthermore,
the hash 1 and hash 2 values are validated in the verification
module. If the hash value matches, the key is sent to the user
for the decryption process. On the other hand, if the hash val-
ues are not matched, it shows as "Data Injected." Moreover,
disease classification was performed in dual cases (with and
without attack) to validate the presented approach.

At last, a comparative analysis was performed to verify
the outcomes of the designed model by comparing it with
existing approaches. Table 1 presents the performance
assessment of the proposed system. The overall performance
and comparative analysis prove that the developed security
model achieved better results than existing approaches.
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Table 3 Performance assessment
Metrics Performance
DbSAEC HSOH
i Encryption Time (ms) 3.55
Decryption Time (ms) 3.6
Exceuion Time () 2
Confidential rate (With attack) 95.52
Confidential Rate (Without Attack) 95.93
ERSS _ - Error Rate (%
— L Error Rate (With Attack) 0.0447
Error Rate (Without Attack) 0.0407

Proposed —]

T
0.0 0.5 1.0 1.5 2.0 25 3.0 35 4.0
Error Rate (%)

Fig. 10 Comparison of error rate

Table 2 Statistical comparative analysis of different approaches

Methods Encryption time Decryption time Execution time (ms) Error rate (%) Execution time  Confidential rate
(ms) (ms) (ms) (%)

ESECI 70 90 30 2.4 30 79

DbSAEC_HSO 50 53 50 4 50 76

ERSS 25 35 15 1.1 15 84

Proposed (DBDH) 3.55 3.6 12 0.04 12 95
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6 Conclusion

A novel DBDH approach was developed to secure the medi-
cal data stored in a cloud server. The designed model con-
tinuously monitors the system and detects malicious events.
Hence, to validate the presented approach, an IoMT dataset
was collected and imported into the system. Initially, the
hashl value was determined for validation purposes and
stored in the server. Moreover, the encryption process was
performed with a key to convert the original text to cipher
text. In addition, the homomorphic property was integrated
into the presented approach to calculate hash 2. Finally, the
hash values are verified in the verification module. Further-
more, crypt analysis is performed by launching a DoS attack
to validate the system's performance. The designed model
was implemented in Python software, and the results were
evaluated. Finally, the outcomes of the developed model are
compared by comparing the results of the presented approach
with existing algorithms. The comparative analysis shows that
in the designed model, the encryption and decryption time
are reduced by 21 ms, the confidentiality rate was enhanced
by 11.5% than the compared models, and the execution time
was minimized by 3 ms. In addition, the proposed model has
reduced the error score by 1%. Thus, the designed model
enhances the security of the blockchain system and protects
the data from malicious events.
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