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Abstract
With the increasingly complex social situation, the problems of traditional online public opinion governance are increasingly 
serious. Especially the problem of transmission efficiency, public opinion data management and user information security 
of Internet users is urgently needed. Here, we design a functional infrastructure framework of the network public opinion 
collaborative governance model based on the blockchain with strong practicality and comprehensiveness. In order to reach 
the consensus mechanism requirements under the framework, the algorithm is improved on the basis of the defects of the 
traditional DPoS consensus algorithm. Considering time dynamic factors in the process of reaching consensus, the paper 
proposes a reputation-based voting model. Furthermore, the paper purposes a rewards and punishments incentive mechanism, 
and also designs a new method of counting votes. From the simulation results, it was found that after the improvement of the 
algorithm, the enthusiasm of node participation was significantly increased, the proportion of error nodes was significantly 
reduced, and the operating efficiency was significantly improved. It shows that the improved consensus algorithm we propose 
applies to public opinion governance can not only improve the security of the system with the reduce of false public opinion 
spreading, but also improve the efficiency of information processing, so it can be well applied to information sharing and 
public opinion governance scenarios. 
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1  Introduction

In the digital era, with the innovation and development of 
information communication technology, the disposal of public  
opinion is facing a new situation. Especially during the period 
of COVID-19 in 2020, a large number of network public  
opinion information that is difficult to distinguish between 
authenticity and fake emerges continually. The problems of 
traditional post-supervision method of the network public  
opinion governance are more obvious. For example, it is  
difficult to guarantee the authenticity and security of data  
transmission. Furthermore, the control of network public 
opinion is tardy and inefficient through the deployment of 
the central hub, which makes the network supervision and 

public opinion governance work overwhelmed. As a matter 
of fact, the evolution of network public opinion is a complex 
self-organization and self-adaptation system behavior, which 
is the result of mutual cooperation, mutual restriction, mutual 
premise and mutual competition among its internal subsystems 
[1]. Therefore, the governance of network public opinion needs 
to realize the collaborative autonomy of multiple subjects from 
centralization to decentralization. Blockchain technology with 
decentralized characteristics can realize the cooperative trust 
and consensus among multiple subjects, which naturally fit 
with the highly decentralized public opinion field, and is 
expected to bring a breakthrough innovation to the governance  
of network public opinion.

Blockchain has technical advantages such as  
decentralization, openness, anonymity, traceability, and non-
tampering of information. At present, it is in full swing in 
application research in various fields. Similarly, application 
innovation in the field of network public opinion also has  
great potential. Existing studies believe that the application  
of blockchain technology in the field of network public  
opinion management and public opinion risk perception and 
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identification can reconstruct the public opinion information  
ecosystem, eliminate the release of false public opinion  
information, strengthen the privacy protection of public opinion  
users, and provide a solid data basis for the identification and 
perception of public opinion risk [2]. However, at present, 
domestic and foreign scholars have basically done theoretical  
research on the governance and control of network public  
opinion on the blockchain, while few scholars have used 
blockchain to conduct comprehensive and systematic research  
on the governance and prevention of network public opinion.

In view of this, considering the characteristics of self-
organization and highly decentralization of network public 
opinion, this paper takes the autonomous and decentralized 
blockchain as a technical means to achieve intra-chain col-
laborative autonomy for public opinion. In order to over-
come the shortcomings of the existing network public opin-
ion governance, this paper proposes a basic framework of 
network public opinion collaborative governance model 
driven by consensus mechanism under the blockchain frame-
work based on the perspective of reputation. By improving 
the traditional DPoS consensus mechanism (Delegated Proof 
of Stake), a reputation mechanism based on time dynamics 
is introduced, and the nodes are self-restrained under the 
influence of reputation by means of rewards and punish-
ments, so as to realize the collaborative autonomy of mul-
tiple subjects under the influence of consensus mechanism.

Thus, the quality of the generated content block and the 
safety of the system can be guaranteed. This is undoubt-
edly an innovation of the network public opinion governance 
mode under the new situation of the complex social public 
opinion field.

The second section of this paper summarizes the related 
research on network public opinion governance, the applica-
tion of blockchain in the field of information dissemination, 
and the related research on consensus algorithm. In view 
of the problems existing in the current situation of network 
public opinion governance, the third section proposes the 
functional framework of multi-agent collaborative govern-
ance mechanism of network public opinion based on block-
chain architecture. Section 4 optimizes and improves DPoS 
from consensus efficiency and system security. Section 5 is 
the simulation experiment, and analyzes and discusses the 
experimental results. The sixth part is the conclusion and 
prospect of this study.

2 � Related work

2.1 � Network public opinion governance

As a specific form of online information communication, 
network public opinion refers to information statements 
that have not been officially confirmed and can cause strong 

disputes. Most scholars regard network public opinion as the 
total of different emotions, attitudes and opinions expressed 
and spread through the network [3]. It is caused by the sub-
ject's subjective anxiety, emotional catharsis, psychological 
imbalance, the loss of individual rationality and the influ-
ence of collective emotion, the obstruction of expression 
mechanism and the aggravation of political distrust [4]. 
In the complex environment of online public opinion, the 
governance of network public opinion is faced with the 
inadaptability of the government structure and the flat Inter-
net structure. The amplification of the negative emotions of 
netizens in the self-media field also increases the difficulty 
of governance [5].

The research on response and governance of network 
public opinion generally continues from the process of pas-
sively controlling network public opinion, passively dealing 
with network public opinion, to actively governing network 
public opinion [6]. There was a research has put forward 
many countermeasures for network public opinion manage-
ment from the aspects of governance concept transforma-
tion, infrastructure construction, system reform and system 
construction, international experience reference and law and 
regulation construction [7]. Christenal [8] pointed out that 
netizens would be affected by interactive comments when 
browsing news, which would cause distraction and inaccu-
rate grasp of the news focus. The government could improve 
the interface of relevant websites to ensure the audience's 
attention to news and the independence of news judgment. 
Arunachalam et al. [9] believe that the government needs to 
guide the rational participation of netizens, expand the ways 
for netizens to participate in the discussion and management 
of national affairs, so as to improve the network management 
ability of leaders and show the credibility of the government. 
Cui et al. [10] used life cycle theory to construct a diamond 
model of the government's ability to respond to public opin-
ion in emergencies, and used case analysis to provide a theo-
retical reference for the government to improve its ability to 
respond to network public opinion.

However, the governance of network public opinion is 
complex, extensive, profound and long-term. Although the 
government plays a leading role in the governance of net-
work public opinion, it cannot completely control the behav-
ior of the main body [11, 12]. Therefore, re-examining the 
positioning and concept of network public opinion govern-
ance is a crucial step to realize the innovation of public opin-
ion governance. In the Internet public opinion governance 
system, the regulators, producers, disseminators, and decom-
posers of public opinion are not only the maintainers of the 
harmonious development of the public opinion governance 
system, but sometimes also consciously or unconsciously 
become the disruptors of the harmonious development of the 
public opinion governance ecosystem [13]. Public opinion 
governance is a competition and coordination relationship 
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that is both opposed and unified between multiple subjects. 
Network public opinion governance is based on the theory 
of system evolution of multi-subject consultation and co-
governance, multiple subjects in the network public opinion 
governance system in the different division of labor, their 
rights and responsibilities are naturally different [14]. The 
governance of network public opinion is a self-organizing 
system supported by three-dimensional disposal strategy 
and rule of law. The positioning and implementation path 
of network governance should be based on government regu-
latory departments and supplemented by industries and non-
governmental organizations. It should comply with public 
opinions, reflect the aspirations of the public and meet the 
needs of citizens [15].

Thus it can be seen that the governance of network public 
opinion is not only the responsibility sharing of the govern-
ment, network regulatory authorities and other organiza-
tions, but also requires the cooperation of multiple social 
subjects, and relies on the internal subjects of the public 
opinion system to fulfill their responsibilities and form an 
orderly self-organizing system in a coordinated manner in 
accordance with the tacit rules [11]. Therefore, the net-
work public opinion governance system clearly maintains 
the essence of public interests, needs to uphold the con-
cept of transparency and legality, and relies on the spirit of 
consensus, behavior self-discipline, and the system, norms 
and consultation applicable to the whole people to achieve 
democratic autonomy.

2.2 � Blockchain and its applications in network 
governance

The blockchain was first proposed by Satoshi Nakamoto, the 
originator of Bitcoin. Its key and advantage lies in the decen-
tralized design based on encryption algorithms, timestamps, 
tree structures, consensus and reward mechanisms, so as to 
realize the point-to-point transaction based on decentral-
ized credit [16]. The core technology of blockchain includes 
distributed architecture, consensus mechanism, encryption 
algorithm, smart contract, etc. As an independent technical 
solution, its application has extended from a single digital 
currency to various fields of economy and society, and has 
significant application advantages.

There is no central server in the blockchain technology 
architecture, and all blockchain computing devices are peer 
nodes that do not need to establish a trust relationship. All 
information interaction data in a certain period of time is 
encrypted and stored in a data block, and a hash is gener-
ated for linking to the next block and used for verification. 
A reliable database is established by collective verification 
and maintenance. The underlying data of the blockchain 
is stored in the form of blocks, and the computing power 
of "miners" is recorded in accordance with the workload 

proof mechanism. The data of each block is based on the 
timestamp and hash link to form a blockchain. Each node 
saves a blockchain ledger, uses the P2P protocol for com-
munication, and verifies the data based on the consensus 
mechanism [17]. In order to ensure the security of the data, 
generally the plaintext data will not be directly stored in 
the block, but the SHA256 hash function or other encryp-
tion algorithm is used to calculate the original transaction 
record, and then save it in the block. In order to ensure the 
security of the data, generally the plaintext data will not 
be directly stored in the block, but the SHA256 hash func-
tion or other encryption algorithm is used to calculate the 
original transaction record, and then stored in the block [18]. 
The consensus mechanism is the core of solving the trust 
problem, which can ensure the consistency and security of 
the data in each block [19]. Peer-to-peer(P2P) network is 
guaranteed by the consensus mechanism, establishes mutual 
trust between nodes, transmits information by broadcasting, 
and uses an incentive mechanism to ensure computing power 
to promote the continuous operation of the network. Smart 
contract gives the blockchain flexible programmable features 
and provides a convenient interface for the upper-level appli-
cations of the blockchain scene, which makes it possible 
for industry applications such as product traceability, public 
opinion traceability, and financial credit [20].

At present, there are few researches combining blockchain  
with network public opinion at home and abroad, and even 
fewer researches on network public opinion governance 
based on blockchain technology. Nevertheless, scholars 
at home and abroad generally believe that the application  
of blockchain technology in the field of information  
management and network public opinion management can 
be expected to eliminate the spread of false information,  
improve the efficiency of network public opinion  
management, strengthen information security and privacy 
protection, and thus reconstruct the network information  
ecological environment. Deloitte pointed out in its  
Blockchain Frontier Research Report that the combination of 
Blockchain and media has a variety of possible changes, and 
the report affirmed the positive application of Blockchain  
technology in the field of information dissemination [21]. 
Arquam et  al. [22] builds a safe and credible network  
information dissemination framework based on blockchain 
technology. By combining information blocks to create a 
chain, each node in the network transmits information to its 
peer nodes based on its reliability, and the credibility of the 
node will be based on Individual information changes. Zhao 
et al. [2] took the public opinion information on the Steemit 
platform as an example, adopted the social network analysis 
method, carried out a study on the characteristics and rules 
of the communication of public opinion on blockchain, and 
drew a research conclusion that the network public opinion  
communication ecology is more harmonious under the 
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blockchain environment. Bin et al. [23] based on the relevant 
research of Zhao, based on the infectious disease theory and 
game theory, constructed the SEIR model of network public 
opinion dissemination under the blockchain environment, 
and analyzed and explained that the incentive mechanism, 
benefit and risk mechanism in the blockchain public opinion 
network have an impact on the public opinion information 
dissemination. Huang and Zhao [24] study the governance 
optimization of network public opinion based on blockchain 
theory, and pointed out that blockchain technology can be 
applied in the traceability of online public opinion sources, 
public opinion fuse mechanism, and emotional early warning  
mechanism construction. Considering the openness and lack  
of supervision of social network media, malicious users 
often take this opportunity to spread fake news, Saad et al. 
[25] proposed a new blockchain system to combat the spread 
of fake news in social network. Wang et al. [26] established 
a network rumor screening model based on blockchain. Hu 
et al. [27] built an emergency information system based 
on the comprehensive technology and core characteristics 
of blockchain in the context of COVID-19. Lee et al. [28]  
designed a service reputation management system in point-
to-point network based on block chain. Vivekanandan 
et al. [29] uses blockchain architecture to design identity  
information protection mechanisms for mobile users in  
distributed cloud environments.

To sum up, there are only a few systematic studies on 
the application of blockchain in the field of public opinion 
governance, and some scholars have applied it to the study of 
information dissemination. There are two main forms. One 
is to develop a social media platform based on blockchain in 
the field of media. Although this platform has been success-
fully put into use, it is not accepted by the public and is not 
a mainstream network information medium. Therefore, it is 
still unable to control and govern public opinion in a timely 
manner when the situation is grim. The other is a combina-
tion of public opinion in a blockchain environment propaga-
tion law, validation blockchain can play an inhibitory effect 
on public opinion spread, although such studies proved that 
blockchain research in the field of public opinion to control 
superiority, provides the reference to the research of back, 
but it is only a model research, did not give a system func-
tion framework based on blockchain architecture.

2.3 � Consensus mechanism of blockchain

At present, the four mainstream consensus mechanisms of 
blockchain are PoW, PoS, DPoS and PBFT respectively. 
Their implementation ideas and focuses are different, but in 
fact, they all aim at reaching a consensus on the allocation 
of accounting rights.

PoW (Proof of Work) [16] was first successfully applied 
in Bitcoin, which gained the block accounting right through 

the hash operation of each node. Due to the large amount 
of computing power and other resources consumption, this 
method makes the process of data agreement very slow, 
resulting in significant efficiency problems. In PoS(Proof of 
Stake) [30], the difficulty for nodes to obtain block account-
ing rights is inversely proportional to the tokens held by 
the nodes. Tokens are the rights and interests held by the 
nodes in the system. Nodes that hold many tokens for a 
long time are striving for blocks. The easier it is to win 
when accounting rights, although the efficiency of block 
verification is improved to a certain extent, it still does not 
get rid of the nature of system mining. DPoS(Delegated 
Proof of Stake) [31] was first adopted by Bitstock (BTS), 
which is similar to a joint-stock company. The company 
generates returns for shareholders without mining, and 
votes according to the amount of currency held by each 
node, namely the equity. The one with the highest number 
of votes becomes the authorized witness node, which is the 
decision maker in the process of reaching the consensus, 
and then they take turns to produce and verify the block. 
Although efficient proof can be achieved, there are many 
difficulties in dealing with malicious nodes in the system. 
PBFT(Practical Byzantine Fault Tolerance) [32] has a strict 
and reliable algorithm proof, which makes the consensus 
participating nodes dynamic and votes according to the 
proportion of holding interests. It has high system through-
put and availability, but it is not suitable for the blockchain 
network with too many nodes, and malicious nodes will 
cause the system to fork.

Through the comparative analysis of several mainstream 
consensus mechanisms, considering a series of problems 
caused by information asymmetry and disposal lag in the 
current situation of network public opinion governance, the 
DPoS consensus mechanism, which greatly improves system 
throughput at the cost of de-centrality, is relatively faster to 
verify and more widely applicable scenarios. Although DPoS 
is the fastest, most efficient, most decentralized and most 
scalable consensus model, the introduction of DPoS is very 
important for many applications that require high scalability, 
there are still many shortcomings in the current general DPoS 
algorithm. For example, in the process of voting by voter 
nodes, it is inevitable that there will be low enthusiasm. It may 
also happen that the processing of the abnormal behavior of  
the proxy node (abnormal voting behavior or invalid block) is 
not timely, which affects the security of the system data; there 
may also be a phenomenon that the voting cycle is too long, 
which will make it difficult to remove the wrong node in time, 
cause the stability of the system to be affected. Some scholars 
solve the problems of traditional algorithms by introducing 
additional mechanisms in the DPoS consensus mechanism. 
For example, Tan and Yang [33] introduced voting incentive 
mechanism to enhance community activity. Liu and Xu [34] 
optimized the dispersion degree of representative nodes in 
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the DPoS algorithm based on adjacency voting and average 
ambiguity of fuzzy values. Zhang and Ren [35] proposed the 
mechanism of node classification and then pairing to improve 
the enthusiasm of node participation in DPoS. Some scholars  
also introduce and improve DPoS consensus algorithm to 
solve problems in application for different scenarios. For 
example, Liu et al. [36] applied it to the donation scenario 
and solved the node concentration problem to a certain extent 
by introducing k-means clustering algorithm to optimize the 
selection method of proxy nodes. Wen et al. [37] quantified 
the difference of job completion and voting ranking before 
and after the change of node ranking by introducing DPoS 
consensus mechanism, and proposed an analysis strategy of 
node combination effectiveness.

This paper aims to build a collaborative governance 
mechanism of network public opinion based on blockchain. 
Aiming at the problems that have not been improved in the 
above-mentioned DPoS consensus mechanism, this paper 
improves the algorithm based on the DPoS consensus mech-
anism to further enhance the verification performance and 
block generation rate to ensure the security of blocks.

3 � Functional architecture design

An ideal network public opinion governance system needs to 
be gradually implemented under the impetus of the competi-
tion and coordination of multiple public opinion subjects. 
In this process, it is necessary to avoid malicious spreading, 
selfishness and other irrational behaviors of the subject, and 
resist lies, rumors and falsehoods from the source. News 
also needs to give play to the supervision and incentive role 
of the mechanism, and stimulate the main body to actively 
participate in the coordinated operation of the system.

The decentralized nature of blockchain can decentralize 
the right of public opinion control, so that each member 
has equal rights and interests. Distributed architecture can 
guarantee data security and information sharing efficiency. 
Consensus mechanism can ensure the efficient opinion 
reached under the multi-party cooperation environment. 
Contract activities executed by smart contracts can auto-
matically solve the problem of distrust between different 
subjects, point-to-point information sharing and transpar-
ent and open features promote the truth to be publicized, 
and can establish fair and transparent information exchange 
channels. Thus it can be seen, the blockchain with many 
technical advantages naturally fits with the highly decen-
tralized network public opinion field, and can realize the 
autonomous mechanism of transforming from decentraliza-
tion to coordination and from de-trust to intelligent trust 
in a complex network environment. This is in line with the 
innovation needs of the network environment governance 
model in the complex society of the current information age, 

so as to realize the collaborative governance mechanism of 
network public opinion under community co-management.

In this paper, the research on the collaborative governance 
mechanism of network public opinion under the blockchain 
framework aims to solve the main problems of improving 
the efficiency of consensus, reducing system overhead and 
ensuring the effectiveness of consensus, and applying it to 
the network public opinion control system in a better way. 
Blockchain-based network public opinion collaborative gov-
ernance architecture is mainly divided into six layers, from 
bottom to top, the data layer, network layer, consensus layer, 
incentive layer, contract layer and application layer.

The data layer is the decentralized database of the sys-
tem, which stores the data information generated by the 
behavior of the system nodes, including block data, chain 
structure, data signature, hash function, Merkle tree and 
encryption algorithm. The system security is realized based 
on the immutable property and the time stamp and password 
mechanism in this layer. The network layer is responsible 
for information communication, including P2P networking 
mechanism, data transmission and verification mechanism. 
The incentive layer includes the issuing mechanism and dis-
tribution mechanism of economic incentives, and encour-
ages nodes to participate in the security verification work 
through incentive measures such as reward, punishment and 
additional income. The contract layer encapsulates the script 
code, algorithms and smart contracts of the blockchain sys-
tem, and the contract activities executed by smart contracts 
can automatically solve the problem of distrust between 
different parties. The application layer mainly includes the 
front-end user interface and the system function module, 
which is respectively responsible for the visual UI interface 
and the functions of different systems.

In view of the disadvantages of the existing network 
public opinion information sharing, this paper uses the 
principle of blockchain technology to improve the design, 
and proposes the network public opinion governance and 
control model framework based on the optimized DPoS 
consensus algorithm. The network public opinion gov-
ernance system based on blockchain trust designed here 
uses a consensus mechanism based on reputation voting 
to generate blocks and complete verification. The mecha-
nism is mainly realized by the consensus layer. When the 
speech information is created and the content is changed, 
the storage of the data layer changes, so the network layer 
needs to transfer and share the data information through 
the P2P broadcast mechanism. At this time, the consen-
sus layer needs to play a role to maintain the consistency 
of the data, and the rules formulated by the consensus 
algorithm need to be confirmed by the whole network. 
The system will deal with all the acquired information 
transparently, so as to realize the trusted sharing within 
the whole system. Inspiring the enthusiasm of nodes 
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to participate in the maintenance of the system is com-
pleted by the incentive layer, where the system designs 
the incentive layer based on the reward and punishment 
incentive mechanism to regulate node behavior and guide 
the direction of speech. When users create high-quality 
content, they will receive token rewards. If the node is 
found to have participated in the dissemination of false 
news after traceability verification, it will be punished 
by devaluation, and the trust degree will be permanently 
recorded. If it is the initiator of public opinion, it will lose 
the right to participate in the communication and coopera-
tion in the system. The smart contract layer implements 
corresponding algorithm mechanism deployment for 
application scenarios. Through the system design, algo-
rithms such as semantic analysis and emotion recognition 
are embedded in smart contracts to rectify speech in a 
timely manner to achieve user autonomy. When a node 
has abnormal behavior, or when the information transmit-
ted is found to have the appearance of public opinion after 
identification, it can be traced back to the source. Even if 
the information generated by the release or dissemination 
of a node has been deleted long ago, the behavior record 
cannot be destroyed or denied.

To sum up, this article designs a framework for collabo-
rative governance of network public opinion based on the 
blockchain infrastructure, and each part of the framework 
cooperates with each other to realize timely containment 
of false information and malicious behaviors, and then 
realize collaborative governance of network public opin-
ion. The functional framework of each layer of blockchain 
architecture is designed, as shown in Fig. 1.

4 � DPoS consensus mechanism 
improvement scheme

In a complex multi-party cooperation environment, when 
a strong common cognition is quickly generated between 
subjects, that is, consensus is reached, it means that the 
trust crisis of false public opinion information collapses. 
This is the role of consensus mechanism in the cooperative 
and co-governance model of public opinion. The collabo-
rative operation function of the collaborative governance 
mechanism of network public opinion proposed in Sect. 3 
is realized by the consensus layer, and DPoS consensus 
mechanism with high efficiency and low consumption is 
selected as the core of realization. The DPoS consensus 
mechanism takes the elected witness nodes as the repre-
sentatives of the entire alliance, and a consensus is reached 
between them. In fact, each block generation authority is 
only in the hands of a few witness nodes. As a result, 
DPoS consensus often has the problem that nodes are not 
motivated to vote, and often ignores the opposition to sus-
picious nodes. Therefore, it is usually difficult to avoid the 
selfish behavior of nodes for free and malicious behav-
iors such as bribery and collusion attacks in the system. 
If this behavior exists for a long time in the application 
scenario of information transmission and sharing, it will 
cause unpredictable security threats to the system and net-
work environment. To solve these problems, this paper 
introduces a reputation voting mechanism and a reward 
and punishment incentive mechanism that considers time 
dynamics to improve the DPoS consensus algorithm. The Fig. 1   Functional architecture design

Fig. 2   The consensus mechanism process
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operating principle of this mechanism can be represented 
by the flowchart shown in Fig. 2.

4.1 � Reputation voting mechanism based 
on rewards and punishments

4.1.1 � Reputation voting model

The reputation value is the reputation parameter assigned by 
the system when a node joins the network. Considering the 
application environment for network information interaction, 
the state of a node can be regarded as a mark of a certain 
moment or time period of the node. Denote the reputation 
value of node i in the blockchain network at time t as Ci(t) . 
The system uses a [0,1] multi-value scoring system, and each 
time a node correctly exercises its rights, it will get 0.01 
reward points. According to the behavior of nodes in the 
blockchain network, the reputation value is quantitatively 
evaluated by algorithm calculation, and the node is divided 
into different levels of reputation types including excellent 
nodes, normal nodes, selfish nodes and malicious nodes.

1.	 Excellent nodes. In the process of communication and 
interaction with other nodes, the excellent node can 
maintain the honest and reliable node behavior, and the 
number of effective block generation exceeds the thresh-
old value set by the system. This type of node can ensure 
the correctness of data transmission in the system, main-
tain the reliability of the information transmission link, 
and have a high reputation value. The reputation value 
interval is divided into [0.9,1];

2.	 Normal nodes. The system defaults the state of the 
newly added node to the normal type, the behavior repu-
tation value is initialized to 0.5, and the node reputation 
value interval in the normal behavior state is [0.5, 0.9). 
Nodes in normal state do not have malicious behaviors 
that cause bad effects on other nodes in the process of 
information exchange. The behavior activity of normal 
nodes is lower than that of excellent nodes. Normal 
nodes can enhance their enthusiasm under the action of 
incentive mechanism to obtain higher reputation;

3.	 Selfish nodes. In the actual network, some nodes have 
selfishness to some extent and selectively broadcast 
blocks for the purpose of obtaining benefits. There are 
selfish behaviors such as "free riding" and trying to get 
extra rewards. Such nodes with a series of abnormal 
behaviors are divided into selfish nodes. The reputation 
value of the node in this state is [0.25, 0.5). Although 
this type of node does not pose a security threat to the 
system, it has certain hidden dangers. To ensure the reli-
ability of the communication chain, when the honest 
nodes and normal nodes in the network communication 
link are sufficient, try not to choose selfish nodes as 

communication nodes. It can be arranged at the posi-
tion of the communication leaf node;

4.	 Malicious nodes. Since users in the blockchain network 
create new identities and generate new nodes without 
cost, in reality, some nodes will perform malicious 
behaviors to seek benefits after learning the identity 
information of other nodes, such as disguising false 
information and forwarding, generating invalid blocks, 
or even malicious attacks. The reputation value of the 
node in this state is [0, 0.25). Once a node is found to 
have a clear bad behavior, it is immediately classified as 
a malicious node.

After adding a reputation mechanism to the DPoS con-
sensus, each node has a reputation status flag. The reputa-
tion status of excellent nodes is GREAT, the status type of 
Normal nodes is Normal, the status type of Selfish nodes 
is Selfish, and the status type of malicious nodes is Bad. 
Different behaviors of nodes have different effects on the 
reputation of nodes, and nodes can improve their reputa-
tion in the system by modifying their own behaviors. The 
system judges the behavior of nodes according to certain 
conditions. After the comprehensive reputation assess-
ment of nodes by consensus in each round, the reputa-
tion status is dynamically updated, and the types will be 
transformed accordingly. The threshold value of effective 
block generation times of GREAT node is set as NG, that 
is, the node can only become GREAT if the effective block 
generation times of GREAT node are at least NG within 
the specified time of the system. The threshold of invalid 
block generation times for BAD state nodes is NB, and the 
threshold for the cumulative number of malicious voting 
behaviors is VB, that is, when the cumulative number of 
invalid blocks generated by the node reaches NB times, or 
when the cumulative number of malicious voting behav-
iors reaches VB, it is reduced to the BAD type.

The conditions for satisfying the state transition include:

(a)	 The cumulative number of valid blocks generated 
within the specified time of the system exceeds the 
threshold NG, no invalid blocks are generated, and 
there is no malicious voting (i.e., voting against 
GREAT type nodes and NORMAL type nodes, 
or voting for BAD type nodes).

(b)	 The number of valid blocks generated within the 
time specified by the system but does not reach the 
threshold NG, no invalid blocks are generated, and 
there is no malicious voting behavior.

(c)	 The number of valid blocks generated within a 
certain period of time but does not reach NG, and 
no malicious voting behavior is found.

(d)	 Invalid blocks are generated but the number of 
times does not exceed the threshold NB, or there 
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is an improper voting behavior but the threshold 
VB is not reached.

(e)	 Within the specified time, the block no longer 
generates invalid blocks, and no malicious voting 
behavior is found.

(f)	 The number of invalid blocks generated exceeds 
the threshold NB, or the number of malicious vot-
ing activities exceeds the threshold VB.

The reputation status transition of the witness node is 
shown in Fig. 3.

In each round of voting and election, the nodes marked 
with the GREAT status are given priority as the candidate 
set. If the number of candidates for the GREAT status node 
is insufficient, the NORMAL node will be considered next. 
Nodes in the Great state indicate that valid blocks can be 
generated during multiple consensus processes. For the sake 
of system security, these nodes will be given priority when 
voting. Therefore, nodes with higher reputation values tend 
to have more advantages in each round of election, and it 
is more likely to be selected as witness nodes again. Each 
node with interests has the right to vote independently. The 
elected witness nodes take turns to participate in the gen-
eration and verification of blocks in a given order, while 
the other nodes are only responsible for monitoring and 
forwarding.

The traditional DPoS consensus algorithm usually only 
considers the election of witnesses by voting in support. 
This article also introduces the form of voting against it. 
The introduction of negative votes can prevent nodes with 
low reputation from doing evil. During the voting process, 
if voters find that there are abnormal nodes (i.e., nodes in 
the Selfish and Bad states) in the set of candidate witness 
nodes, they can vote against them. If the number of votes 
reaches the threshold set by the system, they will be removed 
from the set of witness nodes, and the nodes that have not 
been removed will replace this node according to the total 
number of votes.

4.1.2 � Reputation voting mechanism based on rewards 
and punishments

The traditional DPoS consensus mechanism has the disadvan-
tage of not actively voting by nodes. This paper introduces a 
reputation reward and punishment mechanism to encourage 
nodes to encourage voting nodes to actively participate in sys-
tem elections to ensure consensus efficiency and achieve repu-
tation autonomy. If the witness generates a valid block, then 
the rewards will be distributed to his voting nodes, including 
reputation value rewards and token rewards (this article mainly 
considers reputation rewards); if the witness node is detected 
malicious behavior, the reputation penalties will be assigned 
to its supporters. In order to avoid some nodes from delaying 
voting when there is no time limit, this paper considers the 
reputation reward and reputation penalty under the time factor 
to realize the reputation incentives for the nodes to improve 
the election efficiency. Ci(t) represents the original reputation 
value of node i at time t, and C�

i
(t) represents the reputation 

value after the reward and punishment mechanism. Timespan 
represents the time interval between the completion of voting 
by node i and the voting initiated by the system, and T is the 
time interval for completing voting specified by the system, 
which is a time constant. If the node completes voting within 
T, that is, when timespan < T, the reputation value of the node 
does not change. If the voting is overdue, the reputation value 
will be depleted. E represents the rate of reputation loss, which 
is a constant. The value of E can be adjusted according to 
the requirements of the specific application scenarios of the 
system. Ri(E) represents the reputation rewards and punish-
ments in the node voting process. The formula for calculating 
the reputation value of node i after reputation punishment is 
as follows:

If the SELFISH or BAD type node that the voting node 
voted fails to become a witness, the voting node will be 
rewarded with reputation. Within the specified time period of 
T, a node can only exercise the right to vote against it once. If 
a node votes against NORMAL and GREAT nodes, or votes 
for SELFISH and BAD nodes, it is considered as malicious 
voting, the system will penalize the reputation. The formula 
for credit rewards and punishments is as follow:

(1)C
�

i
(t) = Ci(t) − ⌊ timespan

T
⌋ ∗ E + Ri(E)

(2)timespan =

�
⌈Ti − Ts⌉, Ts ≤ Ti

⌈Ti + 24 − Ts⌉, Ts > Ti

(3)Ri(E) =

{
E, Reasonable voting behavior

−E, No vote or malicious vote

Fig. 3   Node reputation status transition diagram
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Considering that the node's support votes, negative votes, 
and reputation values all have different effects on the final 
number of votes, a new calculation method for voting results 
is proposed here for the improved DPoS consensus mecha-
nism in this paper. The formula for calculating the final num-
ber of votes for a node is as follows:

Three parameters are introduced in the improvement 
plan of the counting method: among them α and β are the 
parameters generated according to the node reputation 
status, which are the coefficient of support and the nega-
tive coefficient and α + β = 1; γ is the reputation value 
coefficient, which is set according to the system service. 
The specific value can be set by representatives according 
to business characteristics and decided by voter nodes. 
This paper sets different values for the corresponding α 
and β in the four reputation states of the node: when a 
node is in the NORMAL state, the values of α and β are 
both set to 0.5, which is also the initial parameter when 
a new node just joins the system Value; when the node is 
in GREAT, 0.75 < α < 1, 0 < β < 0.25; when the node is in 
SELFISH, 0.25 < α < 0.5, 0.5 < β < 0.75; when the node is 
in the BAD state, 0 < α < 0.25, 0.75 < β < 1. According to 
(4), it can be seen that for nodes in the same state, their 
reputation values are almost the same, and the node with 
more votes is more likely to become a witness node. For 
two nodes in different states, a node with a higher reputa-
tion value corresponds to a larger β value, which means 
that a node with a low reputation value needs more sup-
port votes to become a witness node. Therefore, this new 
calculation method of voting results ensures the fairness 
of the election results, thereby improving the security of 
the system.

4.2 � Improved algorithm design

4.2.1 � Reward and punishment incentive mechanism

Taking into account the time dynamics of reputation, a 
time loss coefficient is introduced in the node's reward and 
punishment incentive mechanism. According to (1), the 
reputation penalty of voting nodes will occur in the case 
of overtime voting and malicious voting. The algorithm 
as shown in Algorithm 1 NodeIncentive() is described as 
follows:

(4)
VoteResult = � ∗ SupportVotes − � ∗ AgainstVotes+

� ∗ Ci(t)

Algorithm 1 NodeIncentive() 
Input：： T, E // Enter the set voting time limit and 

reputation loss factor 

Output：：Ci(t) // The reputation value of node i at time t   

1.  Ts←starttime，Ti←votetime // The time the system 

initiates voting and the time when node i completes the 

voting 
2.  if Ts <= Ti then timespan = ⌈ − ⌉ 
3.  else timespan = ⌈ + 24 − ⌉ 
4.  if (SupportVote is to Great or Normal Node) and 

(AgainstVote is to Bad or Abnormal Node)  
5.      then ( ) = E  
6.  else ( ) = -E 

7.   ( ) =  ( ) - ⌊ ⌋ *E +  ( )  

8.   return ( )  

4.2.2 � Voting method based on reputation factor

Voting result statistics is a key step of fairness rationalization 
in reputation voting mechanism. In this paper, a new voting 
method is designed for the improved DPoS mechanism, and 
the reputation factor is introduced into the voting method, 
so that the voting result is determined by the number of 
votes and the reputation value based on time decay, so as to 
improve the scientific rationality of the election result and 
ensure the security of the system. The algorithm as shown in 
Algorithm 2 VoteResult() is described as follows:

Algorithm 2 VoteResult() 
Input：： SupportVotes, AgainstVotes, ( )  //Support 

votes, negative votes and reputation value 

Output：：VoteResult   // Final voting result  

1.  support ←SupportVotes, against ←AgainstVotes 
2.  result ←VoteResult 

3.  if  ( ) <=1 and  ( ) >=0.9 then 

4.     α ← 0.875 

5.     β ← 0.125 

6.  else if  ( )<0.9 and  ( )>=0.5 then 

7.     α ← 0.625 

8.     β ← 0.375 

9.  else if  ( )<0.5 and  ( )>=0.25 then 

10.     α ← 0.375 

11.     β ← 0.625 

12. else if  ( )<0.5 and  ( )>=0 then 

13.     α ← 0.125 

14.     β ← 0.875 

15.  result = α* support – β* against + γ* Ci(t) 

16.  return result 
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5 � Experiment and discussion

In order to make the consensus mechanism to ensure the 
security and credibility of the system in the information 
sharing scenario, this paper conducts simulation experi-
ments to verify whether the improved DPoS consensus 
mechanism will attract more nodes to vote, and whether 
it can reduce error nodes more efficiently and effectively. 
The basic environment for the simulation of this experiment 
selects Intel i5-1035G1 CPU 1.19 GHz processor, system 
memory 16 GB, 64-bit win10 system. The experiment simu-
lation cycle is 50 times, and each cycle includes voting for 
agent nodes and calculating reputation value and votes. In 
the process of experiment, 301 independent nodes are simu-
lated based with Python programming. And the number of 
consensus nodes is set as 100 in the experiment.

5.1 � Comparison of the network throughput

In the blockchain system, the network throughput (i.e., 
Transactions Per Second, TPS) is an important indicator to 
measure the performance of the system. It represents the 
number of transactions confirmed and written into the chain 
in a unit time. In general, transactions are considered to be 
confirmed when they are packaged into blocks during the 
operation of consensus mechanism. The calculation method 
of blockchain system throughput is as (5):

Among them, Δt is the length of recording time, and 
TransactionsΔt represents the number of transactions con-
firmed by the system in this time period.

The higher the system throughput TPS is, the higher the 
data processing efficiency is under the consensus mecha-
nism. In order to verify the performance of the system 

(5)TPS =
TransactionsΔt

Δt

throughput, the test was repeated several times under dif-
ferent block generation times. We compare the original 
algorithm, research [33] algorithm, and changes in system 
throughput of this algorithm, as shown in Fig. 4.

Because the TPS of the system is related to the state of the 
system CPU, the initial state and the range of change of TPS 
are different when the three algorithms just start running. 
According to the TPS broken line change chart, when the 
block generation time is short in the initial stage of system 
operation, the performance of the improved algorithm does 
not change much. The main reason is that the amount of data 
transmission is small at this time, and some blocks cannot be 
complete the consensus within a short period of time, result-
ing in low system throughput. As the running time goes on, 
the time of block generation gradually increases, and the 
system throughput performance is gradually stable. It can 
be found that our improved consensus algorithm runtime 
system server unit time has been significantly higher than 
two other algorithms. The main reason is that the improved 
consensus mechanism accelerates the processing speed of 
the error node, improves the system data processing speed, 
and significantly improves system throughput.

5.2 � Comparison of node participation enthusiasm

The proportion of the number of nodes participating in the 
system is taken as the active degree of nodes participating 
in voting. The experiment set the initial proportion of nodes 
participating in voting to 50%. After 50 rounds of voting, 
the number of nodes participating in the voting changes as 
shown in Fig. 5.

According to the analysis of the fold line, it can be seen 
that when voting in accordance with the original DPoS con-
sensus mechanism, the proportion of participants is between 
40%–50%. After the introduction of the reward and punish-
ment, the algorithm is improved, with the increase of the 

Fig. 4   Throughput variation Fig. 5   Variation of the proportion of participants
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number of voting wheels, the number of nodes involved in 
voting is increasing, and it is finally maintained between 
70%–80%. It can also be seen from the picture that this 
result is also improved than the performance of the study 
[33] with the result of mainly from 60%–70%. Therefore, 
this paper improves the improvement of the DPoS algo-
rithm to improve the enthusiasm of the node involved in the 
system, thereby increasing the efficiency of the consensus, 
that is, the efficiency of generating blockage information is 
greatly improved. Studies have shown that this consensus 
mechanism can be applied to public opinion in public opin-
ion governance.

5.3 � Comparison of the proportion of error nodes

After the witness node is selected in the first round of voting, 
if a wrong block is generated during the process of generat-
ing a block or a valid block is not generated within the speci-
fied time, it is considered an error node (including selfish 
nodes and malicious nodes). Under the action of the reward 
and punishment incentive mechanism, they are punished by 
reputation. According to the voting results, new verification 
nodes are generated, and the proportion of error nodes in 
the three DPoS consensus mechanisms are compared and 
analyzed. After 50 rounds of voting, the proportion of error 
nodes changes as shown in Fig. 6.

According to the comparison diagram analysis of the line, 
our improved DPoS consensus mechanism tends to stabi-
lize in the seventh round, while the other two algorithms 
have a large fluctuation in the experiment. The results show 
that we have improved the stability of the system after the 
improvement of the algorithm. This experiment is set to 
compare the comparative analysis under conditions having 
a high fault tolerant rate, so the number of fault nodes of the 
subsequent cycle fluctuate between 0 to 2. If the mechanism 
can eliminate all fault nodes more quickly in an environment 

with a lower fault tolerant rate. The experimental results 
show that the improved DPoS mechanism with the reward 
and punishment Mechanism can eliminate the wrong node 
more quickly. When the error node reaches 50%, it can also 
significantly reduce the probability of the error node into 
witnesses. A large number of reduced error nodes ensure the 
maintenance of system trust in system trust, thereby increas-
ing the security of the entire system. Therefore, this paper 
improves the existence of the DPoS algorithm to reduce the 
existence of the error node, improve the security and stabil-
ity of the system, indicating that this consensus mechanism 
can resist malicious public opinion information in public 
opinion governance scenarios.

6 � Conclusion and prospect

As an emerging information technology in recent years, 
blockchain can achieve collaborative trust and consensus 
among multiple subjects, naturally fits with the highly 
decentralized public opinion field, and is expected to bring 
technological breakthrough innovations to the governance 
of network public opinion.

In order to solve the shortcomings of network public 
opinion governance under the new social situation, this 
paper proposes a functional framework of network public 
opinion collaborative autonomy mechanism based on block-
chain, so that users in the system have equal rights and real-
ize collaborative autonomy, and spontaneously carry out 
various node behaviors to obtain rights and interests. Based 
on the system's requirements for timeliness and safety of 
information sharing under the situation of public opinion 
governance, the consensus algorithm is improved. This 
paper introduces a reputation model to ensure the maxi-
mum trust and reliability of information interaction in the 
system. Aiming at the disadvantages of the original DPoS 
consensus mechanism, such as laziness in nodal voting and 
failure to remove the wrong nodes in time, the reputation 
voting mechanism and the reward and punishment incentive 
mechanism are designed.

The simulation results show that, after the improvement 
of DPoS consensus mechanism, not only the enthusiasm 
of nodes to participate in voting is significantly improved, 
the proportion of wrong nodes in the system is significantly 
reduced, but also the system throughput is improved. It 
shows that this mechanism can make the system to effi-
ciently produce reliable and efficient blocks, avoid malicious 
nodes become witnesses, which not only guarantee the sys-
tem safety and stable operation, and can improve the trust 
between nodes in the process of information transmission 
problems, and solve the traditional problem such as slow net-
work public opinion rigid governance mode. The introduc-
tion of the reputation mechanism can make the consensus Fig. 6   Variation of the proportion of error nodes
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mechanism suitable for public opinion governance scenario, 
which can not only stimulate the participation of voters, but 
also make the information behavior of the witness nodes 
more honest, so that participants can face up to their own 
behavioral norms in the process of information transmission, 
and further solve the problem of lack of trust in information 
behavior.

Nevertheless, the optimization of public opinion govern-
ance through the consensus mechanism only starts from the 
perspective of the participants, but cannot change the ontol-
ogy of public opinion. Therefore, in addition to improving 
the consensus algorithm, it is also necessary to combine 
blockchain with big data and artificial intelligence to trace, 
identify and warn the public opinion information ontology. 
Our future research focuses on embedding relevant algo-
rithms into the automatic execution of smart contracts, con-
tinuing to improve the collaborative governance mechanism 
of network public opinion, so as to curb the spread of false 
public opinion from the source. From the perspective of 
technical performance, the communication delay of block-
chain is a major bottleneck, which is also a problem to be 
considered in our next research.
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