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                    Abstract
Discussions about biotechnology tend to assume that it is something to do with genetics or manipulating biological processes in some way. However, the field of biometrics––the measurement of physical characteristics––is also biotechnology and is likely to affect the lives of more people more quickly than any other form. The possibility of social exclusion resulting from the use of biometrics data for such uses as identity cards has not yet been fully explored. Social exclusion is unethical, as it unfairly discriminates against individuals or classes of people. Social exclusion is unethical, as it unfairly discriminates against individuals or classes of people. This article looks at some of the ways in which social exclusion might arise from the use of biometric data, and introduces a model of balancing individual interests with which to analyse whether it is justified to run the risk of excluding some members of society for the benefit of others.
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                    Notes
	For more information, see http://www.kevinwarwick.com/.


	See for instance, the Seagate Barracuda 7200.10 750GB (http://www.trustedreviews.com/storage/review/2006/06/15/Seagate-Barracuda-7200-10-750GB-Hard-Drive/p1) [correct at 22nd November 2006].


	Note that the term “biometrics” refers to the field of study, and as such is referred to in the singular, and also for the characteristics themselves, which can be referred to in the plural as it is an abbreviation for “biometrics identifiers”.


	For more on this, see The London School of Economics’ Interim Report The Identity Project: An Assessment of the UK Identity Cards Bill & its Implications, London, March 2005 p.48ff. http://www.lse.ac.uk/collections/pressAndInformationOffice/PDF/IDreport.pdf.


	Number based on the UK Department for Work and Pensions figures of 10 million disabled people in the UK. http://www.dwp.gov.uk/employers/dda/.


	As mentioned above, 0.62% of the UKPS Biometrics Enrolment Trial disabled sample group (four people) were unable to enrol any biometric data at all [5, p. 52–53].


	See, for example, IBM T42 Notepads.


	Giving evidence on the Identity Cards Bill 2004, when asked whether libraries and video rental shops might be allowed to require the ID card the then UK Home Secretary told the Home Affairs Committee, “Wherever someone is required to prove their identity and those operating that particular service have registered so they can use a [ID card] reader then that would be fine.” (House of Commons Home Affairs Committee, Minutes of Evidence, May 4, 2004). Clause 14, subsection 5 of the Identity Cards Bill 2005 enables an accreditation scheme to be set up, allowing private organisations to apply for approval to make checks of ID cards. See the Bill’s Explanatory notes, paragraph 97.
http://www.publications.parliament.uk/pa/cm200506/cmbills/009/en/06009x–.htm.


	“Black” is the term used in the UKPS Trial Report [5].


	As mentioned above at page 5, according to the UKPS Biometrics Enrolment Trial Report, facial recognition data were affected by wearing a baseball cap and some kind of helmet worn by a disabled person (possibly against the risk of injury in event of a collapse or fit). The position of hair around the face also caused failure to enrol and false non-match. The discriminatory implications for religions with rules on head coverings are clear. This situation does not seem to have been anticipated by the Home Office Race Equality Impact Assessment for the Identity Cards Bill 2005, 25th May, 2005.


	There is no single definition of social exclusion: see e.g. [9, pp. 1–3].
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