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Abstract

By routing traffic through a random combination of servers worldwide, the darknet obfuscates the identity of its users,
making it an attractive medium for journalists, dissidents, and individuals committing crimes. Since 2008, access to the
darknet has been facilitated by the The Onion Router (TOR) browser, bringing the darknet within reach of an increasingly
wider audience. Tens of thousands of darknet forums serve the criminal needs of millions of users each day and hundreds
of these darknet forums are especially dedicated to the exchange of child sexual abuse materials (CSAM). Practitioners
who work with men with sexual offences may therefore face individuals whose sexual offences occurred partly or wholly
in the darknet. In the current review article, we summarize both the scientific literature and evidence obtained from CSAM
forum “take-downs,” to describe the organization of darknet CSAM forums and the activities of their members. These
forums report large and international memberships of individuals who, much like mainstream social media, interact online
on a regular basis, creating large, online communities in which like-minded individuals can socialize and barter CSAM
with minimal risk of discovery. Not all forum members contribute equally to the community, and especially administrators
appear indispensable for the proper functioning of the CSAM forum. Implications for future research and law enforcement
are discussed.
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Darstellungen sexuellen Kindesmissbrauchs im Darknet

Zusammenfassung

Durch die Weiterleitung des Datenverkehrs iiber eine zufillige Kombination von Servern auf der ganzen Welt verschleiert
das Darknet die Identitit seiner Nutzer. Dies macht es gleichermaflen zu einem attraktiven Medium fiir Journalisten, Dissi-
denten und Personen, die Straftaten begehen. Seit 2008 wird der Zugang zum Darknet durch den TOR-Browser erleichtert,
wodurch das Darknet fiir ein immer breiteres Publikum zugénglich wird. Jeden Tag dienen zehntausende Darknet-Foren
den kriminellen Bediirfnissen von Millionen von Nutzern. Hunderte dieser Darknet-Foren sind speziell dem Austausch
von Darstellungen sexuellen Kindesmissbrauchs (,,child sexual exploitation material®; CSAM) gewidmet. Praktiker, die
mit minnlichen Sexualstraftitern arbeiten, konnen daher mit Personen konfrontiert werden, deren Sexualstraftaten teil-
weise oder vollstindig im Darknet begangen wurden. Diese Ubersichtsarbeit fasst die Entwicklung des Darknets und die
Auswirkungen der zunehmenden Digitalisierung unserer Gesellschaft auf CSAM-Delikte zusammen. Auf der Grundlage
der vorhandenen wissenschaftlichen Literatur und durch Informationen veranschaulicht, welche aus der Analyse abge-
schalteter CSAM-Foren gewonnen wurden, werden hier die Organisation von Darknet-CSAM-Foren und die Aktivititen
ihrer Mitglieder beschrieben. In diesen Foren sind gro3e und internationale Gruppen von Einzelpersonen als Mitglieder
verzeichnet, ganz wie in den sozialen Medien des Mainstreams, welche regelméBig online interagieren und somit grofie
Online-Gemeinschaften bilden, in denen Gleichgesinnte zusammenfinden und CSAM bei einem nur minimalen Risiko der
Entdeckung tauschen konnen. Obwohl die Nutzer durch ein gemeinsames sexuelles Interesse an Kindern verbunden sind,
tragen nicht alle Forumsmitglieder gleichermallen zur Gemeinschaft bei, und insbesondere die Administratoren scheinen
fiir das ordnungsgeméfe Funktionieren des CSAM-Forums und der Darknet-CSAM-Community als Ganzes unverzichtbar.

Im vorliegenden Artikel werden Implikationen fiir die zukiinftige Forschung und die Strafverfolgung diskutiert.

Schliisselworter AnstoBige Bilder von Kindern (IIOC) - Kinderpornographie - Internet-Sexualstraftaten -

Online-Kindesmissbrauch - Online-Gemeinschaften

Introduction

The darknet, in simple terms, is a network available on the
Internet. This network requires specific software and an in-
dividual’s Internet-capable device configured in a way that
marks the darknet available to their device. At present, the
world wide web has 5.07 billion users per day (Datareportal
2022). While the number of daily users on the darknet is
estimated to account for only 0.04% of the total number of
daily Internet users, this still amounts to around 2.5 million
users per day (Wise 2022).

In May 2021, the police arrested five German men, aged
between 40 and 64, who are suspected of having run “Boys-
town,” one of the largest child sexual abuse forums on the
darknet (Connolly 2021). According to the police, the fo-
rum had been online for 2 years and, at the time it was
shut down, had over 400,000 registered members. Three of
the men arrested were accused of founding and maintain-
ing the forum, and one was described as one of the forum’s
most active users, contributing over 3500 posts. Research
conducted in 2015 found there were 900 child sexual abuse
forums like “Boystown” active on the darknet at the time,
together receiving an average of 168,152 requests per day
(Owen and Savage 2015).

Given the central place the Internet takes in our present-
day society, clinicians, therapists, and other professionals
who deal with individuals who have committed sexual of-
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fenses against children may be confronted with those whose
sexual offending, partly or wholly, involved viewing, shar-
ing, or downloading images of child sexual abuse on dark-
net forums like “Boystown.” In the current review, we de-
scribe the evolution of these online child sexual abuse fo-
rums and review the scant academic literature on the topic
to inform practice and “de-mystify” darknet child sexual
abuse offending. We then conclude with implications for
practice.

What is the darknet?

While predecessors of the world wide web were being de-
veloped as early as the 1950s, and the “birth” of the Internet
is typically situated in the second half of the 1990s, it was
not until 2004 that the Internet placed itself at the core of
our daily routine activities. The Internet was used by half
of the households in North America in the early 2000s and
by most (90%) of the households by 2018 (Martin 2021).
Similar percentages apply to European countries (Eurostat
2022). The Internet’s global rise in popularity was aided
by technological progress that on the one hand increas-
ingly provided households with the hardware—such as lap-
tops, tablets, and smartphones—needed to access the Inter-
net, while on the other hand improvements in the software
allowed a speedy and reliable transfer and storage of in-
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creasing numbers of data. With it, the Internet changed na-
ture from a publishing medium to a participatory medium;
a place where users can communicate, interact, and cre-
ate user-generated content in budding virtual communities.
By now, some of these communities have become house-
hold names (e.g., Facebook, Twitter), every day serving bil-
lions of users worldwide. Outside the mainstream, however,
hundreds of thousands of smaller virtual communities exist
orbiting around a user’s personal characteristics and expe-
riences, religious beliefs or political opinions, and other
subjects of shared interest.

The global use of the Internet also generated a need for
anonymous online interactions, for military personnel but
also for journalists and representatives of political and re-
ligious minorities living under autocratic regimes. To serve
this need, the US Navy developed the first prototypes for
The Onion Router (TOR) as early as the 1990s. In 2002,
TOR became publicly available, providing a network of
thousands of servers that can be used to obscure the identity
of its users. TOR encrypts the online traffic, by rerouting
the IP address of the user through randomly chosen servers
making it nearly impossible to trace it back to its original
address. TOR quickly increased its popularity in 2008 after
the launch of its browser version that can be downloaded
on computers or smartphones making it easily available to
the wider public.

The TOR browser, on its own merits, is an application
and preforms as an Internet browser, enabling the user
to access the world wide web, while ensuring anonymity
for the end user. In addition to these ‘“clearweb” sites,
the TOR browser accommodates darknet sites or onion
sites—websites whose url ends with .onion. These dark-
net sites are websites, forums, and other online archives
that are not indexed by publicly recognized search engines,
referred to as “hidden services” or HSes.

While the darknet is heralded for playing a key role in
boosting social movements, the anonymity of TOR also
provides home to a broad array of criminal marketplaces,
where users sell and buy illicit products and services, from
arms, drugs, and hacked credit cards to hitmen and human
organ donors. Infamous HSes marketplaces like Silk Road
and Alphabay serve hundreds of thousands of online cus-
tomers. They mirror the workings of legal marketplaces on
the clearnet, such as Ebay, and facilitate vendors in adver-
tising their product and offer escrow services to customers
paying for their purchases in Bitcoin or other crypto curren-
cies. Many marketplaces also have chat forums that vendors
and customers alike use to introduce themselves and their
products, review their experiences, and provide feedback
and tutelage to others in the online community.

Child sexual abuse material in the digital age

Being in the wake of the sexual revolution, the climate
toward adults having sexual relationships with minors in
the 1970s and early 1980s was more open than it is now,
but even then sexual attraction to underaged children was
generally viewed as atypical. During those times, persons
attracted to minors congregated in support groups where
fantasies were openly discussed among the like-minded at-
tendants. Typically, to avoid the attention of law enforce-
ment, organizers of such support groups ensured no child
sexual abuse material (CSAM) was openly exchanged dur-
ing these meetings. Although illegal, those interested in
CSAM could, however, resort to adult book shops selling
dedicated magazines, or order periodicals containing sexu-
ally explicit images of underaged children by surface mail.
Fueled by several highly mediatized cases of child sexual
abuse, public opinion and law enforcement practice dur-
ing the 1990s tilted toward a much less tolerant stance. In
response, many local support clubs were disbanded, and
adult book shops narrowed their range of products to avoid
prosecution.

The rise of the Internet brought with it new opportuni-
ties. Following the success of Napster, a peer-to-peer net-
work that allowed users to search local disks of neighboring
computers for music files and, when found, download them
directly, other more extensive peer-to-peer networks devel-
oped that also facilitated sharing digital images and movie
clips (Europol 2021). Images and movies sought for and
shared also included CSAM. The rise of social media also
gave rise to dedicated online forums focusing on “child
love” (Goldman and Ronken 2000). Before, support groups
had been a local matter, their clientele mostly coming from
the city they were held in. Social media changed this and al-
lowed associations with like-minded others from across the
globe. As with the offline support groups, however, moder-
ators of these forums had to be keen on members not com-
mitting crimes while in the forum environment. Although
visitors of these forums used nicknames to communicate
online, they were very aware that their true identity could
easily be exposed, either by hackers or by the police.

The darknet reduced the worry of being exposed. By
hosting forum websites only accessible to other TOR users,
the darknet offered the ideal platform for creating online
spaces where those with a sexual interest in minors could
come together to freely discuss their thoughts and feelings
without fear of being identified. The anonymity provided
by the darknet also offered a new venue to access and ex-
change CSAM, connecting demand and supply on an un-
precedented global scale. The growing availability of smart-
phones with ever better cameras also blurred the distinction
between consumers and producers, further increasing the
amount of CSAM circulating. At present, darknet CSAM
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forums are at the heart of a global online community that
serves the interests of hundreds of thousands of individuals
with a sexual interest in children (Europol 2021).

The scope of the CSAM in the darknet

While it is recognized that the darknet was initially used to
create an application or modus for free speech, particularly
in areas of political conflict, in reality, its anonymity has
rendered much of the darknet a criminal marketplace. As
per the Global Commission on Internet Governance (Global
Commission on Internet Governance 2015), “the darknet
certainly is the seedy underbelly of the Internet. Its sordid
nature is exemplified in a few stories about drugs, assassi-
nation, trolling and child abuse” (p. 2).

The rise of child sexual offending on the darknet was
identified by law enforcement agencies (LEA) as recently
as 2009 with the Freedom Hosting service in Ireland (Pier-
luigi 2013), which led to an 11-year legal procedure to
extradite the site’s administrator to the United States. In
2011, Europol partnered with 13 countries under Opera-
tion Rescue, specifically targeting darknet CSAM offend-
ing sites. Operation Rescue led to 670 suspects identified,
184 arrests made, and 230 children safeguarded from sex-
ual harm (Europol 2011). At the time, this operation was
a high-impact law enforcement operation on the darknet,
with LEAs having to navigate jurisdictional issues, techni-
cal barriers, and the ability to translate technical evidence to
everyday language during court procedures. More recently,
Europol still identifies the darknet as a criminal threat. Un-
der the European Multidisciplinary Platform Against Crim-
inal Threats (EMPACT 2022+; Council of the European
Union 2023), technological threats are stated to be: “Peer-
to-peer (P2P) networks and anonymised access like dark-
net networks (e.g., Tor). These computer environments re-
main the main platform to access child abuse material and
the principal means for non-commercial distribution. These
are invariably attractive for offenders and easy to use. The
greater level of anonymity and the strong networking pos-
sibilities offered by hidden internet that exists beneath the
‘surface web’ appear to make criminals more comfortable
in offending and discussing their sexual interests” (Europol
2022).

In general, technology companies still believe that the
darknet has merits, and that it supports political and reli-
gious freedoms. A further notion is that the darknet’s preva-
lence rates for CSAM websites are similar to the prevalence
volume of CSAM sites on the clearnet. A 6-month pro-
gram was undertaken to measure the number of darknet
sites, the content type of these sites, the length of time they
were available, and the frequency of new darknet sites be-
ing made available within the network (Owen and Savage
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2015). Over the period of the research study, the authors
used content classifiers to identify different types of dark-
net sites. In total 80,000 unique .onion addresses (the unique
identifier for darknet sites) were identified with a daily av-
erage of 45,000 active sites. Of these “active sites,” 16%
(n=7200) were related to drugs and 2% (n=900) were re-
lated to child abuse sites. For clarity, considering the whole
of the darknet, drugs sites were at the highest end of classi-
fied darknet sites and child abuse sites were near the lower
end. Still, in the same period (2015), the Internet Watch
Foundation identified 1991 unique domains on the clearnet
hosting CSAM. This accounted for 0.001% of reported ac-
tive domains in the clearnet in January 2016 (IWF 2022).
Hence, taking the total number of sites into account, CSAM
sites are approximately 2000 times more prevalent on the
darknet than on the clearnet.

Owen and Savage (2015) also examined the level of
Internet-based traffic and found that child abuse sites
within the darknet accounted, on average, for over 80%
(n=168,152) of browsing requests per day. While there are
some technical parameters that may have caused a slight
increase in traffic levels in the child abuse sites (i.e., law
enforcement’s investigations), it is improbable the high
level of traffic was due solely to law enforcement actions.
In short, the Owen and Savage (2015) study found that
there are many (popular) sites on the darknet that actively
promote communities of users who have a sexual interest
in the exploitation of children.

Darknet CSAM forums
Location and appearance

Getting to know the location of the CSAM forum is the first
step in the offending process (van der Bruggen and Blok-
land 2021a, see also: Leclerc et al. 2021). Darknet CSAM
forums are by their very nature not indexed by search en-
gines or any other mechanism. While the Hidden Wikies
(see Fig. 1) act as a guiding list for users seeking offending
sites, access to these wikies can only be obtained through
the TOR application. When we consider CSAM websites,
one of the security protocols to keep the community safe
is to only share the .onion address with like-minded users.
With the increasing technical capabilities of law enforce-
ment agencies (e.g., Federal Bureau of Investigation [FBI]
2017), the addresses in the darknet are circulated in en-
crypted communications, offending communities in other
darknet sites, or through requests from one community
member to another. The maintaining of a publicly adver-
tised list is discouraged and when identified, the .onion
address is quickly changed in order to prevent LEAs from
becoming aware of its existence.



Child sexual abuse material on the darknet

357

Fig. 1 The Hidden Wiki pro-
vides .onion addresses for var-
ious offending sites on the
darknet. For reasons of security,
darknet CSAM forum site ad-
dresses, however, are typically
shared privately

The Hidden Wiki

Dark web link collections:

« The Original Hidden Wiki - Only @ 6nhmgdpnyoljhSuzrSkwlatx2u3dioudldeommixjz3wkhalzgjgxzqd.onion

Update 07.2020: The old short v2 .onlon hidden service links will no longer work after october 2021. We will list only v3 .onlon’s In the future.

http://s4kdcelapwwgem3mkbbeddiqgecpo7kvdnfrsgg7sph7jjppgkvwwatyd.onion/ OnlonLinks v3
http://6nhmgdpnyoljhSuzrSkwiatx2u3dioudldeommixjz3wkhalzgjqxzqd.onion/ The Hidden Wikl

http://2jwenprqbugvyibok2hZh7u26qc6]5wxm7feh3znlh2qu3h6hjlddkyd.onlon/ Another Hidden WIki
http:/jgweScjqdbyvudjqskaajbfibfewew4pndx52dye7ug3mi3jimmkikid.onion/ Pug's Ultimate Dark Web Guide

Commerclal links:

http:/pridSpmbug2enfs67s3yG50ds27vamswdaw2inwf45ys3pjissh2gwqd.onien/ Dark Web Hackers for hire
http://55niksbd22qqaedkw36qwdcpofmbxdibwonxam7ov2ga62zqbhgly3yd.onion/ AccMarket - Premium Paypal, Ebay and bank accounts

http://s57divisqlcjtsyutxjz2ww77vibwpxgodtijcsrg

jsShnxkhqd.onion/ Cardshop - USA CVV KNOWN BALANCE & Worldwide CC & CVV

http:/iwbz2Irxhwddd7h5t2wnoczmez5snjpymdpr7dzjmah4viéyywn37bdyd.onion/ DCdutchconnectionUK - The dutch connection for the UK
http:/fiwggpyxn6qv3bZtwpwtyhi2sfvgnby2albbcotcysd5f7obriwbdbkyd.onion/ DrChronle - Weed stralght from the source
http:#/rfybStihiqtiavwhikdivb3fumxggwtg2naanxtigibidglox5vispqd.onion/ TomAndJerry - Cocaine, Heroin, MDMA and LSD from NL
http:#/ajluemrc7iwulwakojrgvvtarotvkvxqosb4psxijgebjhurevedkdqd.onion/ 420prime - Cannabls In dispensary quality from the UK

http:/ly22arit74fgnnc2pbieq3wqg

3cl6thclos4fTyaTrvad.onlon/ Dark Mixer - Anonymous bitcoin mixer

http://ovai7wvpdy]6jl3wbzihypbq57vpape7iggriahdpl34utwjrpetwid.onion/ VirginBitcolns - Buy freshly mined clean bitcolns
http://hqfidSsmkrébéxrjcco? zotvoghuuoehjdvoin755iytmpkdsm7cbwad.cnion/ Mixabit - Bitcoln mixer

http://jbtb75gqlr57 qurikzy2bxxjftzkmanynesmoxbzzcp7qf5t46u7ekqd.onion/ Darkmining - Bitcoln mining with stolen electricity
http:#jhidv5rily75ggha26cuZeeyfhwvgbdedwbd7Svepwxt2zhtssqfhuqd.onion/ Bitcoln Investment Trust - earn 5-9% per week!
http://rxmyl3izgquew6Snicavskéloyyblztng6puq4 2firpvbe32sefvnbad.onion/ Moblle Store - Best unlocked cell phones vendor
http:/ivhiehwexxmbnvecbmskdormttdvhihbnyabaldcithvizzaduf3gmayd.onion/ Kamagra 4 Bitcoln - Like Viagra but cheaper
http://guzjgkpedzshso2nohspxijzk5jgoaxzqioa7vzybqdmwpz3hg4mwfid.onion/ Bitpharma - Biggest european .onlon drug store
http://n6qisfgjauj365pxccprSvizmibSiavqaug7m7edewkxuygkSiimbyyd.onion/ EuCanna - First Class Cannabls
http:/luescafrcztbhb6tmhdibe]rjfwgtpckeolwmwq5bfqShhkwlloan7qad.onion/ TorSheps - Create your own .onlen store

Darknet CSAM forums are mainly built on open-source
code, like phpbb! (PhPBB 2022), with some users with
coding skills creating similar open-source forum coding,
which readily caters to online offending communities. The
sites are simple in their appearance, mainly due to the lim-
ited technical capabilities of individuals and the community.
Consequently, most darknet CSAM sites do not have a high-
security technology. Security is driven by the exclusivity of
membership, the site being hidden from index search en-
gines, and the hosting location of the site not being easily
identified. The bulk of the forums’ security is through the
encrypted capability of TOR. There is a misconception that
CSAM forums are run by highly technical people. However,
from the experience of LEA during investigations, the site
administrators are typically not “technical geniuses.” For
example, during Operation Pacifier (the FBI's operation on
the darknet site Playpen), the administrator and creator was
found to a man in Naples, Florida, who ran an excavation
trucking company with no formal training or employment
within the technical industry (Associated Press 2017). The
creator set up the darknet site, which was stated to have
over 150,000 members. This site was set up in August 2014,
with the individual running it until his arrest in February
2015. Due to technical mismanagement of the site, leaked
data led to the identification of the site and ultimately the
administrator in Florida (Dordal 2018).

! “phpbb” is an open-source software for creating and managing Inter-
net forums. PHPBB was developed in the PHP programming language
and uses a MySQL database to store forum data. The software allows
users to hold discussions on various topics, make posts, exchange pri-
vate messages and use various other features typically found in forums.
PHPBB is a widely used and popular solution for setting up online dis-
cussion platforms.

The landing pages for CSAM forums are not like the
high-end enterprise social platforms that general web users
have become familiar with in this technological age. They
typically are dark, bland, and often have a pre-1990s feel to
their structure, displaying a simple landing page with lists
of topic-specific “chat rooms” (Fig. 2). Users typically must
register either by way of an invite from the site owner, the
site moderation team, or other high-level members (mem-
bers who actively contribute or are considered VIPs on the
site) of the site prior to accessing the site.

When entering the forum, the user first needs to com-
mit to the “rules” of the community, which might or might
not correspond with the reality of the community. Some
forums, for instance, allow only “light” penetration on chil-
dren under the age of 4 years, or prohibit hurt core—CSAM
showing pain and anguish. Like social network sites in the
clearnet, darknet CSAM forum members maintain profiles
and are known to other users by their nicknames. Forum
members may communicate with each other not only in dis-
cussions and in private messaging but also by liking each
other’s posts or the contents of the media sections.

Upon entering the forum, the user usually sees separate
sections for pictures, videos, and further content. These sec-
tions are again divided into several sub-topics, for instance,
according to the gender and age of the victim and/or the
nature of the content, such as soft core, hard core, and
different kind of fetish also found in adult pornography,
including, diapers, doctor, and bondage (see Fig. 3). In
addition to CSAM pictures and videos, the communities
maintain large textual sections. These include discussion
areas (chat rooms), within which users discuss topics vary-
ing from mundane everyday life issues, news and politics,
notable research studies, and law enforcement operations,
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{ Board index

@)FAQ (DLogin
WELCOME TOPICS POSTS LAST POST
=~ Registration is Closed 0 0 No posts
£g) Registration is temporarily closed.
=, If your login does not work 0 0 No posts
£g) Your account may have been suspended due to a prolonged period of posting inactivity.
=, Cookies are needed to access the forum No posts
Sp) Cookies are now needed to access [Jill Please remember to clear all cookies when you close your browser. 0 0
Rules and Tutorials 131 162 by
@9 Everything you need to know about the board and how to's concerning your daily perv life. Fri
Anleitungen fur das Erstellen von Vorschaubildern, Archiven, etc

LOGIN

Password: ]

Username:

WHO IS ONLINE

In total there are O users online :: 0 registered and 0 hidden (based on users active over the past 5 minutes)
Most users ever online was 190 on

Registered users: No registered users

Legend: Administrators, Co-Admins, Full Member, Global moderators, Head Administrator, Honorary Member, Registered users, SVIP, VIP

STATISTICS
Total posts 417113 » Total topics 105302 » Total members 45391 » Our newest member I

Fig.2 Actual child sexual abuse material forum landing page

Fig.3 Screenshot of the darknet forum TweenFan Island

to how best to approach children and commit sexual of-
fenses in the offline world. The discussion areas are often
provided in many languages including ones that are not
widely spoken, such as Czech, Hungarian, or Scandinavian
languages, reflecting the global reach of these CSAM com-
munities. The textual section typically also includes a tech
forum within which inexperienced users can find techni-
cal advice on how to operate safely on the darknet (van der
Bruggen and Blokland 2021a). The largest communities re-
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port of having hundreds of thousands of registered users.
However, the total number of active CSAM forum users is
unknown.

Forum organization

Much like a regular business, the typical darknet CSAM
forum is hierarchically organized, and different forum roles
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Legend: Administrators, Co-Admins, Full Member, Global moderators, Head Administrator, Honorary Member, Registered users, SVIP, VIP

Fig.4 Different forum roles cropped from the CSAM forum landing page depicted in Fig. 2

are distinguished (see Fig. 4; van der Bruggen and Blokland
2021b).

Administrators

At the top of the hierarchy are ‘“administrators,” some-
times further subdivided in “head administrator,” “admin-
istrators,” “co-administrators,” and “moderators” depend-
ing on the forum’s size and complexity. Administrators or
“admins” set up and maintain the forum environment. On
a strategic level, they decide on the course of the forum,
both in terms of its contents and the rules of the forum
and in terms of its membership. One of the leadership roles
for administrators is to determine the type of content that
can be added (uploaded) by the forum members. The ad-
ministrators will agree to block certain content from the
forum—forums propagating “child love” (sexual contact
with children) may, for instance, ban hurtcore. Admins also
decide on what is required to become a registered forum
member. Certain sites will require candidate members to
upload CSAM to the forum environment or to participate
in discussions before allocating full membership. Adminis-
trators also shape forum publicity in their efforts to attract
new forum members. On a more day-to-day level, forum
administrators are responsible for keeping the forum envi-
ronment readily understood and easy to navigate. It is also
their duty to safeguard the forum from online attacks by
hacktivists? and permeation by law enforcement. Behind
the scenes, their role is to ward off hackers flooding the site
with traffic rendering the forum unavailable for its members
and maintaining up-to-date levels of security to shield the
identities of its users from police investigation.

On the forum itself, administrators, together with other
users, continuously educate forum members on security
procedures, and issue warnings—and sometimes forum
bans—to those who fail to abide by the rules. In crimi-
nological terms, administrators can be viewed as digital
place managers responsible for organizing the digital place,
regulation of members’ conduct on the forum, control of
access to the forum, and the acquisition of resources needed
to carry out these tasks (Madensen 2007). Major difference
between forum administrators and place managers, in the

2 Hacktivists, also known as hacker activists or hactivists, are indi-
viduals or groups who combine hacking skills with political or social
activism. They use their technical expertise to carry out cyber-attacks,
website defacements, data breaches, and other forms of digital disrup-
tion in order to promote their ideological or social causes.

common criminological use of the term, is that crime is
assumed to occur in physical locations where place man-
agement is absent, ineffective, negligent, or corruptible
(Eck 1994). On the darknet, digital place managers are,
however, pivotal in actively shaping the opportunity to
offend.

Very important persons

On the second rung in the forum hierarchy are VIPs; mem-
bers with a privileged status, sometimes further differenti-
ated into “SVIPs” (super very important persons), “VIPs,”
“producers,” and other “honorary members.” VIP status is
allocated by the administrators of the forum, and can be
based on membership seniority, outstanding contributions
to the online community (e.g., writing technical tutorials),
or, in the case of “producers,” by creating exclusive forum
content. The CSAM forums often have restricted areas that
only administrators and VIPs have access to. On certain fo-
rums, SVIPs and VIPs will have more latitude to the rules.
If an SVIP or VIP breaks the rule, administrators will ad-
dress it but will, in general, not ban them. This latitude is
based on the SVIP’s and VIP’s status and the potential for
a negative reprisal to cause unrest within the forum com-
munity.

Cappers

A group called “cappers” has recently gained attention and
respect in many of the CSAM communities. “Capping” is
a recent phenomenon and a novel way to create CSAM
through the recording, editing, and sharing of live-streamed
online CSA. Distant live streaming of CSA differs from
other online CSAM offences: It is financially motivated
and has virtual and physical elements (Cubitt et al. 2021).
The facilitators of the live-streaming sessions target sexual
violence on the child in front of a webcam for financial ben-
efit. The customers, in turn, order virtual sessions without
being physically present (ECPAT International 2020; Eu-
ropol 2021). The child victims are often based in develop-
ing countries (Europol 2021). Live streaming of child sex-
ual abuse involves the digital trafficking of children, where
an individual procures and directs the sexual abuse of chil-
dren. The platforms used are within a clear web. Unless
the abuse is recorded by the capper, the capturing of the
evidence for the abuse is difficult for law enforcement to
detect. For cappers, editing such contents is risky, because
it necessitates the downloading of illegal content into one’s
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own hardware for editing. This leaves digital traces that can
be used by LEAs in potential investigations. These individ-
uals have obtained or procured CSAM directly from a child
victim or their molesters while recording the abuse. How-
ever, the risk is outweighed by the prestige of sourcing new
CSAM, as these individuals are aware that new CSAM is
in high demand in the communities. This contributes to the
influence that cappers command within the forums.

Regular forum members

Below administrators and VIPs are regular forum members.
Depending on forum policy, “full members,” “registered
members,” and “inactive members” can be distinguished.
Full members have registered on the forum and meet all
other requirements of membership, such as, for instance,
a minimum number of posts to forum threads. Registered
members have begun the process of registering on the forum
but have yet to meet other requirements of membership. Fi-
nally, inactive members were once full or registered mem-
bers, but have failed to meet the requirements set by the
forum to maintain their membership status. Inactive mem-
bers can usually regain full membership status by starting
to comply, for example, by regularly interacting with other
members through forum posts.

Forum members’ activity patterns

Like research on other types of social media, research exam-
ining the communication patterns on darknet CSAM forums
finds that a small percentage of forum members account for
a disproportionate amount of the forum’s public communi-
cations. In a study on a darknet CSAM forum with nearly
15,000 active members and over 400,000 posts, Van der
Bruggen and Blokland (2022) found that the 109 most ac-
tive posters (0.7% of all forum members) were responsible
for 40% of the forum’s public communication, each submit-
ting over 500 posts. This study further revealed that many
forum members refrained from subsequent communication
after their first post—which was a requirement to obtain full
membership of the forum under scrutiny. About one in five
forum members, however, showed an escalating or continu-
ously high frequency of forum communications throughout
much of the period the forum was online. Among those fre-
quently communicating on the forum are many VIPs and
administrators, once more underlining their importance in
sustaining the online CSAM community. Studying a dark-
net CSAM forum—one that did not require candidate mem-
bers to submit a post—Van der Bruggen et al. (2022) found
that during the 8-month period this forum was online, nearly
97% of its visitors did not communicate on the public part
of the forum. These 97% accounts were classified by this
research as “lurkers” or commonly referred by members

@ Springer

of the online CSAM communities as “free-riders”—users
who benefit from the community but do not contribute.
However, despite so few visitors communicating, nine out
of every ten forum visitors did attempt to download CSAM
at least once (van der Bruggen et al. 2022). The average
visitor was active on the forum for a period of 2—3 months,
spending almost 1 h per week browsing through the forum
content.

Forum members actively contributing to the public dis-
cussion on the forum commonly write and share (erotic)
stories and poetry involving children, follow media and lit-
erature concerning pedophilia and child sexual abuse, and
post relevant clearnet and darknet links to other pedophilia
and CSAM forums, reflecting that sexual interest in minors
is an underlying motive to be part of such communities.
Forum posts often contain cognitive distortions (Holt et al.
2010). For example, forum members regularly argue that
they act in the interest of children:

“We give them our time and attention and concern.
We CARE about them, and their futures. Sure, there
are the rapist among us [...] But, that’s a tiny minority
of ALL men, of all sexualities. Most boylovers truly
care about their boys, sacrifice for their boys, and give
them a lot in return for the lovemaking. And our boys
enjoy the lovemaking not only for the pleasure itself,
but for how happy it makes us, knowing a sense of
security in that pleasure with us. Knowing it binds us
together, even if they don’t fully understand it.”

Many posts view children as sexual beings able to initiate
and enjoy sex—and benefit from it (Szumski et al. 2018).
For example, one poster wrote:

“Truth: Some boys and girls benefit from and enjoy
sexual attention from men and women (probably more
than we know.) Truth: Society will continue to suffer
as long as we deny our truth and deny it for others.”

A common neutralization that appears is the argument that
sexual violence does not cause injury, but that children ben-
efit from sex (O’Halloran and Quayle 2010). According to
one posting member:

“So, basically, the boylover is the perfect mentor to the
boy. He will devote the time and effort required to give
the boy the skills he needs as a man. And, AS a man,
that boy will be an ally to the older man who trained
him, so, training up a few boys is old age protection.
It ensures your status in the tribe remains strong, be-
cause the new vital males have stronger affection for
you. More positive reinforcement for evolution to fix
into our species.”

Many members of the darknet CSAM community believe
that their sexual behaviors should be regarded as just an-
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| also find it alarming that this appears to be a case where showing the child's face is what lead to the conviction, unless I'm misunderstanding the
story or something got lost in translation. They say that it happened at the same time they decided the girl lived in - so | don't know if that
means they narrowed it down to the city and then checked social media photos, or if they identified her photo and also identified her location

independently.

| have repeatedly told people that it's OK to show the child's face because you NEVER year of that being the factor that gets people caught. Producer
shows a face - they're done. Show something that gives away your location? Done. But never based on just the girl's face.

Fig.5 Communication cropped from an actual darknet CSAM forum, discussing law enforcement agencies’ investigative techniques

other sexual preference rather than criminalized. In one fo-
rum examined as part of the current research, the topic
thread “pedophilia-the-next-sexual-right” was highly active
in the “News Articles” area of the forum. One post stated:

“Pedophilia certainly is a sexual orientation by any
definition. Problem is, for us, that this is the earliest
beginnings of its acceptance—akin to being gay in
America in the 1930’s. I think, if it ever is successfully
argued, won, and accepted by society, it will be long
after our ball sacks are dried up and shrivelled. Maybe
late in this century, if we’re lucky, will a man be
able to date a 13-year-old girl openly and without
prejudice. Which technically would only be a return
to a human sexual norm that was held in a previous
era. IMHO though, I highly doubt society will ever
legally allow an adult to have sex with a preteen. It’s
simply too much of a violation of the parental rights
to oversee their children’s guidance. Sex with your
own preteen child may be another story though.”

The CSAM communities continuously monitor the ac-
tions and prosecutions that are taken by LEAs, especially
when it comes to identifying darknet users. In an operation
conducted by Homeland Security Investigations (HSI) in
2012 in the United States—codenamed Operation Sun-
flower—123 child victims of sexual abuse were identified
and rescued. This operation was considered the “first” of
its kind, a concentration of LEAs activity on a darknet site.
This operation used victim identification specialists, ana-
lyzing images seized from child sexual offending websites,
including darknet sites. The operation led to 245 individu-
als being arrested. Within darknet CSAM forums, articles
and videos about the operation were critically analyzed,
resulting in an update of security advice from forum ad-
ministrators. The security advice included measures to be
adopted by their members prior to uploading images and
videos to the sites; moderators to be proactive in removing
metadata from the material; and for all the members to
engage in counter-victim identification techniques.

When such operations are taken by LEA, community
members of a “taken down” site will “go quiet” [become
inactive] for a number of days. This enables the CSAM
community to understand the consequences of the LEA op-
eration. However, as the members realize that they are not
subject to investigation—e.g., their residence has not been

searched under an LEA warrant—they quickly communi-
cate with friends and members of the community. They
discuss an online rendezvous point, where they either join
or re-engage with another active CSAM darknet forum.

The following example may serve to illustrate forum
members’ monitoring of LEA activity. In 2013, “a pro-
ducer” was arrested in Russia for the production and dis-
tribution of child sexual abuse material. The producer was
recording the sexual abuse of his 12-year-old niece over a 3-
year period. The images were analyzed by the Russian Inte-
rior Ministry, resulting in the identification of the child and
the offending individual. In the public statements made by
the authorities, a number of investigative techniques were
disclosed resulting in darknet users advising the community
that they “should never show the girls eyes and never show
anything else than the girl” (see Fig. 5).

Academic research on perpetrators and victims of child
sexual abuse is also regularly discussed in darknet CSAM
communities. Forum members do seem to cherry pick re-
sults that align with their beliefs, or twist research outcomes
so as to validate their viewpoints. Within CSAM forums,
these viewpoints are then spread to other community mem-
bers as fact.

The psychology of darknet CSAM forum members

To date, psychological research on darknet forum mem-
bers is scarce. Van der Bruggen and Blokland (2022) used
methods taken from life-course criminological research to
explore patterns in forum members’ posting behavior, and
linked these to typologies of CSAM offenders previously
proposed based on theories on sexual offending, problem-
atic Internet use, and casuistic law enforcement experience.
As data on members’ posting were limited to the timing,
frequency, and topic, caution is needed when attempting
to relate forum members’ observed posting sequences to
theoretically derived psychological profiles.

Woodhams et al. (2021) use forum postings and pri-
vate emails/messages of 53 individuals suspected of
CSA/CSAM offences from four different darknet CSAM
forums that were under police surveillance at the time of
data collection. Based on content analyses of transcripts of
these forum postings and private emails/messages, Wood-
hams et al. were able to obtain novel insights into the
suspects’ demographic characteristics (e.g., 34% of the
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sample reported having regular access to children), their
motivations for using the darknet (e.g., for 32% it was ac-
cessing CSAM material), their sexual interests (e.g., sadism
[26%] and incest [17%] being most frequent), their sus-
pect—suspect interaction behaviors (e.g., sexual exploitation
and abuse of children featured in most of the interactions),
their technical and security precautions (e.g., cautioning
one another about their behavior), and reported engagement
in child sexual abuse (e.g., for 21% there was evidence that
they had or were inciting another person to sexually abuse
a child).

In another innovative study, Protect Children launched
two surveys that were presented to individuals searching
for CSAM on the darknet using certain keywords (Insoll et
al. 2021). The first report was of a sample of 8484 re-
spondents of whom 61% (rn=5171) answered numerous
questions on their feelings, interests, and behaviors. Re-
spondents reported being exposed to CSAM already at an
early age—70% were younger than 18, and 40% were
younger than 13 at the time of first exposure. Over one in
three respondents (37%) indicated they were currently inter-
ested in violent and brutal CSAM or CSAM involving tod-
dlers (0-3 years). Over half of the respondents feared that
viewing CSAM will cause them to sexually offend against
a child, while 37% had sought direct contact with children.
Half of the respondents indicated they would like to stop
viewing CSAM, whereas the other half had no such desire,
or had not given it any thought; 62% had tried to stop en-
gaging with CSAM in the past but failed to do so. In short,
the scant research available to date indicates that darknet
users on CSAM forums are heterogeneous and likely have
varying offending risk.

Implications for academic research

It is without a doubt that access to darknet online behav-
ior within darknet CSAM fora constitutes an unobtrusive
data source, making it possible to analyze the criminogenic
needs of the offending darknet population. Rogers et al.
(2021) stress the point that online behavior using comput-
ing technology will leave a trail of digital “breadcrumbs”
behind, which they refer to as “forensic digital artifacts.”
Future research should examine these forensic digital arti-
facts to investigate CSAM forum members’ online behav-
ior on, for example, a temporal and relational level. The
temporal dimension comprises not only the volume of this
activity (e.g., the number of posts, or the amount of CSAM
exchanged) and developments therein over time, but also
the types of activity (e.g., type and diversity of the topics
under which the member is active, and the nature, severity,
and novelty of the CSAM exchanged). This type of research
could examine relationships between activity in sub-topics
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(e.g., gender, age, fetish) and discussion areas (e.g., mental
health). Also, it would be possible to try to predict ille-
gal behaviors (e.g., downloading videos) based on previous
forum activity. Research can also use insights from social
network analysis to examine the relational dimension of
how the individual member is positioned in the communi-
cation network underlying the forum (e.g., the members’
level of connectedness and centrality in the network; e.g.,
Fonhof et al. 2019). Here, it would be possible to predict
an individual’s standing within the offending community
based on online behavior (liking of posts, badges, awards).
Finally, getting a better sense of the criminogenic needs and
risk profiles of the darknet users would be essential as the
current evidence base suggests variability in user character-
1stics.

Practical implications

The darknet provides a haven for those who want to go un-
noticed, including those who are keen to break laws. Law
enforcement agencies are now confronted with online com-
munities of unprecedented size and reach in which attitudes
toward offending are generally positive and neutralizations
are often nurtured (at least by the most vocal users), and in
which offending is facilitated through dedicated websites
geared to the exchange of illegal goods, including CSAM.
The anonymity provided by the darknet challenges LEAS in
identifying both victims and perpetrators. The sheer num-
ber and size of CSAM forums active on the darknet forces
LEAs to prioritize and allocate their available resources to
those individuals who are deemed to pose the highest risk.
These would include forum administrators, but also pro-
ducers, cappers, and other forum members who are central
to the CSAM community. Detailed insight into the pat-
terns of online behavior that characterize these subgroups
may be used to provide insights for intervention efforts.
Distinguishing subgroups of CSAM groups may also aid
preventive efforts, as some forum members may be more
receptive to interventions than others. To the extent that
individuals become desensitized or their sexual interest in
minors or sexual preoccupation is elevated when interacting
with community members, online interventions, like the one
offered by Protect Children (Insoll et al. 2022), may reach
those open to outside influence and persuade them to refrain
from harming children. Presenting individuals searching for
CSAM on the darknet with warning banners emphasizing
the illegal nature of their actions may help to prevent some
of them from entering CSAM forums altogether (Prichard
et al. 2022).
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Conclusion

The access to technology and a connected community via
the Internet has enabled the distribution, possession, and
creation of child sexual abuse material (CSAM) to increase.
Although previously seen as an unreliable, slow, and access-
restrictive technology, the darknet is now an everyday tool
for 2.5 million Internet users (Wise 2022). Home Internet
connections and faster upload and download speeds have
enabled a technology-driven revolution in the lifestyles of
modern society. This is also accurate for individuals who
seek to access on-demand CSAM and to communicate with
likeminded persons. The hundreds of forums dedicated to
CSAM presently active on the darknet cater to this demand
(Kloess and van der Bruggen 2021). The current review
article summarized the state of knowledge of the darknet as
it pertains to CSAM offending.

First, we provided a summary of the structure of the
darknet. Not being identifiable on the Internet’s regular
search engines, the darknet provides security to these fo-
rums through obscurity. Instead, their locations are com-
municated through channels where a quid pro quo trust has
been established between members of CSAM forums and
communities (Kloess and van der Bruggen 2021). Dark-
net CSAM forums are organized and have a clear hierar-
chical structure (van der Bruggen and Blokland 2021b).
Their communities are bound by rules and etiquette, and
those that distribute the newest CSAM are held in high es-
teem. The presence of individuals on these forums is not
by chance. They have obtained the location of the forum
through connections within CSAM communities, and they
have used specialized software to bring them to these lo-
cations. To what extent this directly reflects their level of
sexual interest in children, however, remains a question that
warrants additional research (Seto et al. 2006).

The prevalence of CSAM forums, hidden from the public
face of the Internet, generates the need for law enforcement
agencies (LEAs) to increase their capability in detecting
these hidden communities. It is, however, impractical to
think that law enforcement has the legal and technical re-
sources to identify and prosecute the totality of each CSAM
darknet forum seized through LEA operations. Given that
forum membership figures have been found to transcend
400,000, law enforcement is required to make strategic de-
cisions based on the potential risk. Gaining detailed insight
in the online behavior of darknet forum members through
digital forensic artifacts may aid LEA in prioritizing their
targets.

For practitioners working with individuals who commit
CSAM offences, it would be important to know whether
interventions would differ if the CSAM was accessed in
the darknet versus the clearnet. Given the large variability
in darknet users (e.g., some posting comments suggesting

attitudes tolerant of sexual offending vs. those not posting
any comments), some sort of assessment would be required
to identify treatment targets and rank order individuals in
terms of risk to (re)offend. Clear intervention pathways
should also be established to deter the onset or perpetu-
ation of CSAM offending, thus enabling law enforcement
to focus on those forum members who pose the greatest
risk to children and who encourage cognitive distortions of
forum users. There is a cohort of darknet forum members
that discuss wanting to seek help to stop engaging with
CSAM (Insoll et al. 2022). However, due to the suspicious
disposition of CSAM forum members, there may be a re-
luctance by them to engage with therapeutic interventions
advertised on the clear web. Further research is needed to
develop deterrence and intervention strategies within these
CSAM darknet forums, which could potentially reduce the
number of potential or onset individuals accessing CSAM.
Overall, we have a growing understanding of the envi-
ronment of these darknet forums on a technical and com-
munity level. Yet, there is an absence of research in under-
standing the risk and psychological profiles of these users
and research to inform and design successful interventions
to deter memberships to CSAM sites that encourage of-
fending. For example, the creation of a clear and secure
pathway for members who have a desire to stop engaging
with CSAM should be deployed on the platforms where
these darknet CSAM forum communities are present to ul-
timately reduce the growth of the CSAM darknet mem-
bership. Research on the darknet is not easy and requires
a combined effort from LEA, academia, technology service
providers, and non-govermental organisations. The scant re-
search (McMabhan et al. 2023) suggests that individuals who
commit sexual offences via the darknet can be assessed us-
ing available assessment measures but may have different
profiles from clearnet users. By better understanding users
of CSAM darknet sites, practitioners and LEAs would be
better able to address the needs and risks posed by this sub-
group of individuals at risk for sexual offences. We hope
this review provides researchers and practitioners alike with
an overview of the darknet and encourage research to bet-
ter understand users of darknet CSAM forums, so as to
ultimately inform management and prevention efforts.
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