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Abstract Following the outbreak of what would be-
come the COVID-19 pandemic, social distancing mea-
sures were quickly introduced across East Asia—
including drastic shelter-in-place orders in some
cities—drawing on experience with the outbreak of
severe acute respiratory syndrome (SARS) almost two
decades ago. “Smart City” technologies and other digi-
tal tools were quickly deployed for infection control
purposes, ranging from conventional thermal scanning
cameras to digital tracing in the surveillance of at-risk
individuals. Chatbots endowed with artificial intelli-
gence have also been deployed to shift part of healthcare
provision away from hospitals and to support a number
of programmes for self-management of chronic disease
in the community. With the closure of schools and
adults working from home, digital technologies have
also sustained many aspects of both professional and
social life at a pace and scale not considered to be
practicable before the outbreak. This paper considers

how these new experiences with digital technologies in
public health surveillance are spurring digitalization in
East Asian societies beyond the conventional public
health context. It also considers some of the concerns
and challenges that are likely to arise with rapid digita-
lization, particularly in healthcare.
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Drawing on prior experience with the outbreak of severe
acute respiratory syndrome (SARS) almost two decades
ago, social distancing measures (including drastic
shelter-in-place orders in some cities) were quickly in-
troduced across China in the early phase of the COVID-
19 outbreak. Other East Asian societies followed suit,
but unlike during the SARS outbreak, many public
health measures for surveillance of at-risk individuals
and infection control are now enhanced by “Smart City”
and other digital technologies. Digital tools, including
chatbots endowed with artificial intelligence (AI)
(Miner, Larango, and Kocaballi 2020), have been de-
ployed to shift part of healthcare provision away from
hospitals and to support self-management of chronic
disease in the community. With the closure of schools
and adults working from home, digital technologies
have sustained many aspects of professional and social
life at a pace and scale not considered to be practicable
before the outbreak. In this paper, we explain how the
COVID-19 pandemic has mainstreamed digital
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technologies in public health surveillance, as they were
previously only applied in limited and controlled set-
tings, like health-related research.With the intensive use
of digital technologies and resulting data amassed dur-
ing the pandemic, these technologies will have a funda-
mental role in shaping the post-pandemic public health
and healthcare landscapes (Goodman et al. 2020), as
well as other aspects of social life, in these already
increasingly digitalized East Asian societies. It is be-
yond the scope of this paper to delve into details of the
digitalization of life. We seek only to show how the
COVID-19 pandemic has anchored and spurred digita-
lization forward. By “digitalized” and “digitalization,”
we refer to the added value of applying digital technol-
ogies (such as data analytics, AI, and robotics) to inter-
ventions directed at meeting healthcare, public health
and, even more broadly, social goals (Health Education
England 2019). With rapid digitalization, the centre-
staging of challenges with (public) health systems and
data integration, data governance (including concerns
about privacy and cybersecurity), and raising data liter-
acy across all levels of society may well be one of the
lasting legacies of this pandemic.

Fast-Tracking Surveillance-Based Digital
Technologies

With the COVID-19 outbreak, digital tools like con-
tact tracing applications have been quickly deployed
for the purpose of infection control. At the epicentre
of the outbreak, a subsidiary of China’s biggest in-
surer, Ping An Insurance, announced that its AI
screening system for the disease has been in opera-
tion since February 18, 2020 (Olano 2020). Within
less than a month, this system has reportedly com-
pleted over 580,000 screenings in 47,000 households
within seventeen communities in Wuhan and has
successfully identified more than 1,600 individuals
suspected to have contracted COVID-19. In essence,
the insurer’s screening system operated 3,000 AI
chatbots working concurrently, with the capacity of
screening a total of 1.5 million audio calls per day.
Digital contact tracing tools were then applied to
track residents suspected to be symptomatic and in-
dividuals who might have been infected by them. The
application of digital technologies such as these may
have helped to flatten the infection curve in mainland
China and perhaps also lowered mortality as rapid

diagnosis of COVID-19 allows early treatment (Ji
et al. 2020). In Hong Kong, wristband-based
smartphone-tracking technology has been deployed
to ensure that quarantine orders were observed
(Sharwood 2020). Similar digital tracing technolo-
gies have been applied in Taiwan and Singapore for
contact-tracing purposes. The contact-tracing
smartphone application that was developed by the
Singaporean government has been adapted by the
Japanese government, for the purpose of warning
users who have been in contact with someone diag-
nosed with COVID-19 (Japan Times 2020). In South
Korea, widespread testing and contact tracing
through digital and other means enabled its health
authorities to bring the number of infection (at one
point the world’s second highest after China) under
control without having to lock down the country
(COVID-19 National Emergency Response Center
(Korea) 2020).

Where privacy concerns have arisen, some govern-
ments have been responsive. In Singapore, for example,
a Bluetooth-based contact tracing token that was devel-
oped to address the technical l imitations of
“TraceTogether” does not have any location technology
like GPS and does not connect to the Internet, which
means that it cannot capture geolocation data and that
the data cannot be extracted remotely. These features
were developed in response to privacy concerns
expressed by some citizens in an online petition
(Baharudin 2020; Mahmud 2020). In effect, when
someone tests positive for COVID-19, public health
workers will have to collect the patient’s token to down-
load the proximity data from the device, in order to
determine the close contacts of the infected person. As
further assurance, data is stored on the token in an
encrypted format for no more than twenty-five days.
Additionally, smart Internet of things (IoT) technology
has been developed to ensure that the social distance
requirement of one metre between persons is observed.
This technology, called smart distancing sensors on
premise (SDSP), uses ceiling sensors to measure the
distance between individuals (Yau 2020). If two persons
are less than a metre apart, a laser signal will be triggered
to alert customers and staff on the premises (such as a
restaurant or in the airport) that a safe distance needs to
be restored. Applied separately, the contact tracing to-
kens and SDSP technology are unlikely to raise serious
privacy concerns. It is less clear if their combined use to
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collect data about individuals on an ongoing basis will
rekindle these concerns.

Extending the Public Health Agenda

As East Asian societies learn to live with the pandemic,
digital technologies will be adapted and deployed to
address a wider range of public health challenges, in-
cluding management of non-communicable (or chronic)
diseases, control of behavioural risk factors, and more
intricate monitoring of healthcare services. While this
technological trajectory might have already been em-
bedded in the health policies of these societies increas-
ingly oriented towards health promotion, disease pre-
vention, and adoption of healthy behaviours, there is
little doubt that the pandemic has spurred the techno-
logical agenda forward.

An enduring impact of the pandemic is in the digita-
lization of healthcare as telemedicine services and of
health insurance, with insurers assuming a more active
role in monitoring and evaluating health and healthcare
services (Ho, Ali, and Caals 2020). Demand in telemed-
icine services delivered through digital platforms grew
as lockdowns proliferated and social distancing mea-
sures reduced access to hospitals except for those with
COVID-19 or other emergencies. The newly acquired
familiarity with virtual consultations on telemedicine
platforms has helped patients overcome initial behav-
ioural and economic barriers to the adoption of telemed-
icine. A healthcare survey indicated a nearly 900 per
cent increase in the number of new users on a Chinese
healthcare services platform (Ping An Good Doctor),
with similar trends being reported for an online platform
for healthcare providers (Ding Xiang Yuan) and a tele-
medicine platform (Chunyu Doctor) in China (Kapur
and Boulton 2020). There has also been a surge in usage
of digital health platforms in Singapore (e.g., MyDoc),
and various initiatives have been introduced in South
Korea and Japan to promote telemedicine services.

Across East Asian societies, the use of surveillance-
based digital technologies has also extended well be-
yond public health and other activities that relate directly
to infection control. The digitalization of work is be-
coming evident, as occupational and public health con-
siderations fundamentally reconfigure office spaces,
programmes, schedules, and practices. Companies have
adapted and applied smartphone applications to deter-
mine if their employees are healthy enough to be at the

worksite. Digital technologies enable work-from-home
and work-in-shifts arrangements as social distancing
requirements limit the number of people who are able
to share work and work-related spaces, from open floor
plans to elevators. A degree of digital surveillance is
also applied in platforms for conducting virtual meet-
ings and online training courses, whether within an
academic or work setting. This technological feature
enabled Zoom, which provides a cloud-based peer-to-
peer software platform for teleconferencing, to block
certain users from joining video calls (Yang 2020).
Despite concerns over surveillance and censorship, such
software platforms will become much more entrenched,
as they enjoy a substantial cost advantage over tradi-
tional classroom teaching.

On the policy front, perceived success in the deploy-
ment of digital technology to control the transmission of
COVID-19 will help legitimize substantial resources
committed by East Asian governments to build new
digital infrastructure, aside from this being part of a
broader effort to initiate economic recovery. In China,
State Grid Corporation will invest 24.7 billion yuan (or
about USD 3.5 billion) in 2020 in digital infrastructure,
in cooperation with Chinese technology giants Tencent,
Alibaba, and Huawei (Chen 2020). This new digital
infrastructure, comprising big data centres, 5G net-
works, and artificial intelligence, is expected to pro-
foundly reshape various sectors including healthcare.
Digitalization could generate significant gains, but it is
as yet unclear how anticipated concerns will be
addressed.

Coping with Digitalization

Important technical limitations will need to be
surmounted, as recent tests of 5G network speeds and
coverage in Seoul, Beijing, Tokyo, and Hong Kong
have produced mixed results (Bloomberg News 2020).
It is also not clear how exactly digital solutions will be
applied in East Asian societies to support post-pandemic
public health action, including the monitoring and con-
trol of infectious diseases. In the aftermath of the pan-
demic, it is likely that strategies for public health digi-
talization will be drawn up to build on experiences
gained from pervasive use of digital tools throughout
the course of the outbreak. The rate of digitalization is
also likely to increase as very few aspects of social life
(ranging from employment to entertainment) are
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untouched by digital technologies. However, digitaliza-
tion (particularly for surveillance-related purposes) does
not alter ethical, legal, and social concerns andmay even
aggravate them. For instance, the transactional nature of
virtual meetings or the use of software to monitor time
spent at work by employees via their laptops could
become a source of anxiety. To advance health systems
and public health goals in an optimal manner, surveil-
lance and other digital health measures must occur
within a robust governance framework (McKee, van
Schalkwyk, and Stuckler 2019; Ricciardi et al. 2019).
Where digital contact tracing and surveillance are con-
cerned, instructive ethical guidance is available (see, for
instance, Kahn and Johns Hopkins Project 2020; World
Health Organization 2020; UNICEF 2020). However,
their implementation in policy, regulation, and gover-
nance across the different East Asian societies will be a
key challenge in the foreseeable future (Bustreo and
Tanner 2020).

The databases resulting from current digital efforts to
contain the pandemic will need to be integrated into
growing health and public health data infrastructures,
while anticipating further use of digital technology and
health data collection. As the pandemic continues to
identify weaknesses within healthcare systems around
the world, digital tools and data collection must be
harnessed for the benefit of the vulnerable or marginal-
ized, in particular. In this vein, the contact tracing token
used in Singapore was in part developed with older
people in mind, particularly those who lack social sup-
port and do not own or use digital devices. Even then,
appropriate ethical and legal safeguards (such as data
protection and privacy laws), inclusive communication
strategies, and a degree of trust in the government must
be in place (World Health Organization 2020). Equally,
digital technology can support preventive and primary
care, for example via telehealth and mobile health,
thereby helping to shift healthcare in many East Asian
health systems away from a heavy focus on tertiary care.
Perhaps most critically, current and future public health
surveillance, whether with the benefit of digitalization
or not, must be sustained or undertaken within an ap-
propriate oversight or governance framework to evalu-
ate effectiveness and ensure that ethical (as well as legal
and social) challenges are anticipated and addressed
systematically and transparently (World Health
Organization 2017, 13). As this pandemic makes clear,
safeguards against discrimination and cybersecurity
risks, together with measures to promote appropriate

data stewardship and greater digital literacy (inclusive
of data rights and responsibilities) across all levels of
society are needed to build and sustain trustworthiness
and credibility.

Conclusion

New experiences with surveillance-based digital tech-
nologies are likely to be among the most important
lessons learnt through this pandemic for East Asian
societies. Widely perceived to have helped contain and
manage the COVID-19 outbreak, digitalization is al-
ready moving beyond public health interventions. In
the foreseeable future, digitalization of healthcare and
of work itself, among many other aspects of social life,
is expected to accelerate. Its impact on social organiza-
tion, practices, and expectations will be profound, but
digital technologies are also responsive to normative
and social forces. While much has already been written
about the ethical concerns and challenges that have
arisen or are likely to arise, it is less clear how they will
be addressed across East Asia. For a start, it is impera-
tive for public dialogue to be initiated in order to inform
political and collective choices and to secure legitimacy
that underscores trust. While substantial economic re-
sources are already committed to advancing the digital
agenda, an equal or greater investment of ethical and
legal resources is needed to chart and govern a collective
digital future that is responsible, equitable, and
sustainable.
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