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ABSTRACT
Patient-generated health data (PGHD) is data created, cap-
tured, or recorded by patients in between healthcare appoint-
ments, and is an important supplement to data generated 
during periodic clinical encounters. PGHD has potential to 
improve diagnosis and management of chronic conditions, 
improve health outcomes, and facilitate more “connected 
health” between patients and their care teams. Electronic 
PGHD is rapidly accelerating due to the proliferation of con-
sumer health technologies, remote patient monitoring sys-
tems, and personal health platforms. Despite this tremendous 
growth in PGHD and anticipated benefits, broadscale use of 
PGHD has been challenging to implement with significant 
gaps in current knowledge about how PGHD can best be 
employed in the service of high-quality, patient-centered 
care. While the role of PGHD in patient self-management 
continues to grow organically, we need a deeper understand-
ing of how data collection and sharing translate into action-
able information that supports shared decision-making and 
informs clinical care in real-world settings. This, in turn, will 
foster both clinical adoption and patient engagement with 
PGHD. We propose an agenda for PGHD-related research 
in the Veterans Health Administration that emphasizes this 
clinical value to enhance our understanding of its potential 
and limitations in supporting shared decision-making and 
informing clinical care.

DOI: 10.1007/s11606-023-08461-4 
© The Author(s) 2023

INTRODUCTION
Patient-generated health data (PGHD) is data created, cap-
tured, or recorded by patients between healthcare appoint-
ments and is an important supplement to the data generated 
during periodic clinical encounters.1 PGHD can include data 
about the patient’s experience, health or treatment history, 
symptoms, biometric data, vital signs, or ability to func-
tion and move that may be tracked by any method (e.g., 
mobile apps, sensors, devices). PGHD can support the abil-
ity to diagnose and manage chronic conditions, and has the 

potential to improve health outcomes, and to facilitate more 
“connected health” between patients and their care teams.2 
This data can add significant depth and dimension to a cli-
nician’s understanding of a patient’s health, which, in turn, 
can lead to improved clinical decision-making and better 
care delivery.3,4 It can also benefit patients in understanding 
their health and treatment options, and in self-management 
of symptoms.5,6 For example, patients reported that tracking 
their observations of daily living (ODLs), such as exercise, 
level of stress, and nutrition patterns, helped them to gauge 
how they were progressing, guide them in their choices of 
health actions, and determine if the actions they had taken 
were producing the desired effect (e.g., noting how daily 
food choices contribute to fluctuations in blood pressure).5

Research suggests that PGHD has the potential to improve 
patient quality of life,7 promote healthy behaviors,8 increase 
patient activation,9 and enhance patient empowerment and 
engagement.10 Further engaging patients in their own care, 
in turn, has the potential to improve the patient experience 
and increase satisfaction,11 enable patients to achieve better 
health outcomes,12,13 and enhance system efficiency, thereby 
reducing cost.14,15

While receiving data and information from patients is not 
new for clinicians, the amount and availability of electronic 
PGHD are rapidly accelerating due to the proliferation of 
consumer health technologies, remote patient monitoring 
systems, and personal health platforms that enable patients 
to record or contribute data. Despite this tremendous growth 
in PGHD and anticipated benefits, broadscale use of PGHD 
has been challenging to implement with significant gaps in 
current knowledge about how PGHD can best be employed 
in the service of high-quality, patient-centered care.16 PGHD 
implementation challenges include clinician and patient bur-
den, usability issues, and clinical workflow integration. The 
American College of Cardiology Roadmap for Innovation 
task force report concluded that use of PGHD in clinical 
practice is in the promising stage but needs further work for 
widespread adoption and seamless integration into health-
care systems.17

VHA CONNECTED CARE AND PGHD
The Veterans Health Administration (VHA) of the Depart-
ment of Veterans Affairs (VA) is the largest and most geo-
graphically diverse integrated healthcare system in the USA, 
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providing healthcare services to more than nine million 
Veterans.18 VHA has been a pioneer in the use of technol-
ogy to deliver healthcare services and empower Veterans 
with virtual care tools and resources. This “connected care” 
approach includes the development of electronic health 
resources within VHA’s Office of Connected Care (OCC) 
including a tethered personal health record patient portal 
(My HealtheVet),19 mobile and web applications (e.g., Share 
My Health Data),20 an automated text messaging service 
(Annie),21 and a comprehensive telehealth program to pro-
vide virtual healthcare and remote patient monitoring,22 
with more than 20 VHA standardized disease management 
protocols (e.g., hypertension, diabetes, heart failure, depres-
sion).23 Many additional VHA virtual care technologies now 
support the collection and sharing of PGHD.24

VHA OCC, in partnership with other VHA stakeholders, 
has adopted a broad definition of PGHD, based on a minor 
adaptation of the 2018 definition provided by the Depart-
ment of Health and Human Services Office of the National 
Coordinator for Health Information Technology (ONC):1

PGHD is health-related data created, recorded, or 
gathered by or for patients (or family members or 
other caregivers) to promote health and wellness or 
to help address a health concern. PGHD may include 
remote device-generated consumer collected clini-
cal data, health history, treatment history, biometric 
data, symptoms, and other types of patient-reported 
outcomes (PROs), perceived quality of life data, and 
patient goals, values and lifestyle choices. Health-
related PGHD are distinct from data generated in 
clinical settings. Patients are primarily responsible 
for capturing and/or recording these data, and patients 
explicitly decide to share these data through some form 
of authorization or consent process, or by voluntarily 
sending or transmitting their data.

A 2018 environmental scan of PGHD in the VHA data 
ecosystem demonstrated a broad array of current and 
planned PGHD applications, systems, and use cases, includ-
ing mobile applications,24 and remote patient monitoring 
using biometric sensors such as daily foot temperature read-
ings for diabetic patients.25 While competencies for the use 
of sensors, wearables, and remote patient monitoring in clin-
ical care and training have been established,26 the “standard 
of care” for PGHD usage has not yet been integrated into 
standard clinical practice. Effective strategies are needed for 
managing what data is collected, how and where that data 
is stored, which data is sent to the clinical care team, and 
professional responsibility for review or action. A compre-
hensive VHA organizational strategy is needed to realize and 
sustain anticipated benefits; minimize risks; ensure compli-
ance with regulations, policies, and standards; and enable a 
consistent and engaging Veteran experience. Strategic priori-
ties include an enterprise-wide VHA PGHD policy coupled 

with a VHA PGHD Operations Manual to ensure consistent 
practices in the collection, review, and use of PGHD across 
VHA settings of care.

From 2018 to 2022, VA OCC conducted a three-phase 
approach to develop an organizational strategy for enabling 
patient-generated health data (PGHD) including literature 
reviews, whitepapers, best practices research, a decision-
making framework, and a recommended governance struc-
ture. The VHA OCC PGHD Cross Functional Workgroup 
was created in 2022 to serve as a multidisciplinary resource 
(e.g., informatics, innovations, clinicians) to surface and 
address PGHD-related functional, operational, and policy 
issues; to develop effective processes; and to support inno-
vation. The workgroup has proposed VHA general guide-
lines for the collection, sharing, and use of PGHD. These 
guidelines describe important considerations including 
categorizing different types of PGHD as unsolicited (e.g., 
a patient tracks their health data for their own purposes), 
solicited (e.g., a clinician requests that a patient collect and 
submit certain data, or prescribes a device or technology as 
part of an established program or protocol along with docu-
mentation of that agreement in a clinical progress note), or 
suggested (e.g., a clinician recommends or suggests that a 
patient collect and share PGHD with a common agreement 
about how that data will be reviewed and used along with 
documentation of that agreement in a clinical progress note). 
Examples are shown in Table 1.

In addition to these categories, the proposed guidelines 
provide a framework for characterizing PGHD in the context 
of the level of care being provided to a patient (e.g., self-
management versus case management of high-risk patients). 
Taken together, these considerations have important impli-
cations for patient’s expectations and the responsibility of 
healthcare team members to review, document, and act on 
shared PGHD.

PRIORITIZING PGHD RESEARCH
PGHD can support timely data-driven decisions, such as 
detecting changes in a patient’s health that require interven-
tion or treatment modification in between clinical encoun-
ters.27 Yet translating promising advances in technology 
and data tracking into successful clinical implementation 
requires understanding the value that PGHD can add to clini-
cal care. While the role of PGHD in patient self-management 
continues to grow organically, we believe that a promising 
inflection point for use of PGHD lies in developing a deeper 
understanding of how data collection and sharing translate 
into actionable information that supports shared decision-
making and informs clinical care in real-world settings. 
There are significant gaps in current knowledge about how 
PGHD can best be employed in the service of high-quality, 
patient-centered care,28 including a lack of evidence 
on effective use of PGHD and a lack of clarity about  
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where PGHD offers the greatest impact on healthcare deliv-
ery. While many PGHD barriers have been described,1,29,30 
uncertainty around the clinical value of PGHD remains a 
primary inhibitor for both providers and patients.31

Existing evidence reviews provide only limited insights 
on the impacts of PGHD on outcomes of care and there is a 
recognized need for an increased focus on measuring health-
related outcomes associated with the use of PGHD. A review 
of the evidence for automated-entry PGHD devices and 
mobile apps for the prevention or treatment of 11 chronic 
conditions found that while randomized control trials have 
examined the impact of some PGHD technologies, health 
outcomes were generally underreported.32 The evidence 
suggested a possible positive effect of PGHD interventions 
on health outcomes for three chronic conditions (coronary 
artery disease, heart failure, asthma) and for blood pressure 
as a surrogate outcome for hypertension, and consistent evi-
dence of a beneficial effect of PGHD interventions on the 
surrogate outcome of time to arrythmia detection.33,34 Evi-
dence for other chronic conditions was classified as unclear, 
hampered by the lack of reporting of health outcomes 
and insufficient statistical power. Until this evidence base 
matures, the challenge of demonstrating the clinical value 
of PGHD remains. A focused research agenda is crucial at 
this point in the evolution of PGHD to inform and expand 
the development of this evidence.

We propose a research agenda that reflects what we see 
as PGHD’s greatest potential clinical value — to support 
shared decision-making and inform clinical care. Realiz-
ing this value will require studies which focus on strategies 
to engage clinicians to (1) partner with patients to expand 
patient-provider communication, (2) enhance healthcare 
delivery, and (3) improve patient and population health out-
comes. Additional research is needed to:

• Engage with clinicians to prioritize PGHD use cases and 
data types that are most relevant, useful, and valuable to 
improving patient care

• Develop and test standardized practice protocols for the 
optimal use of PGHD while maintaining patient safety

• Employ user-centered design to inform optimal PGHD 
solutions, including data capture and display, based on 
both patient’s and provider’s goals for data collection and 
use

• Examine the barriers to interoperability of PGHD with 
the EHR and other healthcare data sources, and develop 
solutions to overcome these barriers

• Explore the most effective ways to integrate PGHD into 
clinical workflows and decision-making processes

• Identify optimal tools and algorithms to analyze data effi-
ciently (e.g., data visualizations) including integration 
with other relevant data, to improve risk prediction and 
diagnostic capabilities

• Evaluate the impact of PGHD on patient outcomes and 
effectiveness of care, including health status, quality of 
life, and healthcare utilization

• Study the PGHD digital divide (inequity in access to 
devices and access) and develop solutions to address 
digital disparities

• Study the implementation and scalability of successful 
PGHD initiatives and develop strategies to support wide-
spread adoption and sustained use, including remunera-
tion such as workload credit/reimbursement for review of 
PGHD

We note that these recommendations are synergistic with 
one of the top five recommended research priorities resulting 
from the Veterans Health Administration (VHA) State of the 
Art (SOTA) Conference on virtual care access, engagement, 

Table 1  Examples of PGHD Categories

Unsolicited PGHD A patient downloads a mobile application or logs into a web portal and chooses to connect their wearable biometric device 
or manually enter their health data (e.g., glucose, weight, blood pressure reading, pulse oximetry). The patient may or may 
not inform their provider of this activity, but the patient wants their healthcare team to have access to this data if/when they 
choose to discuss it with their healthcare team. The patient may only wish to share this data to be more engaged in their 
own health or disease management.

Suggested PGHD A primary care provider is managing an otherwise healthy patient with chronic essential hypertension. The patient’s office-
based blood pressure readings have recently been borderline high. The provider is not certain that a change in anti-hyper-
tensive medication is warranted. The healthcare team suggests that the patient use a blood pressure cuff to record their 
blood pressure readings at home and share the data with their clinician during his next scheduled visit. The provider and 
patient discuss how the patient can monitor his blood pressure each day and identify readings that warrant a telephone call 
or secure message to the healthcare team. The provider confirms that the patient understands the data will not be actively 
monitored but will be reviewed at the next clinical visit. A summary of the agreement is documented in a clinical progress 
note in the patient’s electronic health record.

Solicited PGHD A patient with congestive heart failure is hospitalized for an exacerbation of their condition. Upon discharge, the clinician 
enrolls the patient in a monitored remote patient monitoring program. A program care coordinator assigns appropriate 
FDA-cleared/approved technologies based on the patient’s specific needs and a disease management protocol (DMP). The 
DMP sessions collect information about symptoms, provide education, and collect biometric data (e.g., weight via a Blue-
tooth scale). The patient completes the DMP sessions daily, including the transmission of appropriately assigned biometric 
data. Session transmissions are reviewed by the care coordinator who monitors for out-of-range data and coordinates any 
needed changes in care with the provider and patient. The local program is responsible for this solicited PGHD program 
and may have developed supplemental guidelines (e.g., local staff roles and responsibilities, data review and monitoring 
processes, emergency protocols) in accordance with established national program guidance.
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and outcomes, specifically the need for additional research 
to explore the integration of PGHD with EHR data to create 
clinically valuable predictions and alerts. VHA has great 
potential to study whether the sharing of PGHD can have 
long-term health impacts, as well as what patient populations 
and conditions may benefit most from its use in practice. 
VHA can also contribute by broadly sharing the operational 
guidance that has been developed, along with lessons learned 
in early implementation efforts.

CONCLUSION
The ability to incorporate PGHD seamlessly into care 
remains limited not only due to the lack of standards for 
integrating disparate forms of data, but also because of the 
lack of evidence on effective clinical use of PGHD, and the 
lack of clarity about where PGHD offers the greatest impact 
in healthcare delivery. While recognizing the many promis-
ing aspects of PGHD, we propose an agenda for PGHD-
related research in the Veterans Health Administration 
that emphasizes clinical value to focus attention on what 
we believe will be a promising inflection point for use of 
PGHD. More work is needed to understand how PGHD sup-
ports clinical decision-making, which, in turn, will foster 
both clinical adoption and patient engagement with PGHD. 
VHA researchers and clinicians can contribute significantly 
to this important need.
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