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Phase drift is an inherent problem in phase-encoded quantum key distribution (QKD) systems. The current active phase tracking
and compensation solutions cannot satisfy the requirements of a system with nonlinearity in phase modulation. This paper pre-
sents a four-phase scanning method, which is based on the quantitative analysis of the quantum bit error rate (QBER) from phase
drift and the performance requirements of phase compensation. By obtaining the four interference fringes and adjusting the coding
matrix of the system, this method automatically calculates the accurate driving voltages for the phase modulator. The implementa-
tion and experimental tests show that the proposed method can compensate phase drift caused by environmental changes and the

system’s nonlinearity, and is applicable to large-scale QKD networks.
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Quantum key distribution (QKD) offers a secure way of
separating parties to establish a shared cryptographic key
over a non-protected communication channel. The first
quantum cryptography protocol, BB84 [1], defined by Ben-
nett and Brassard in 1984, makes it possible to implement
the one-time-pad encryption in practice. This has attracted
the attention of many researchers in the field of information
security. Following the developments over the past two
decades, QKD systems have progressed from laboratory
studies to applicable commercial products.

Optical fiber based QKD systems using optical fiber to
provide the quantum transmission channel, encode the bit
information using the quantum states of single photons.
Most early optical fiber based QKD systems used the polar-
ization coding scheme [2]. This scheme can easily be real-
ized in a laboratory, but it is not the best choice for fiber
based QKD systems because of the inherent birefringence
effect on the single-mode fiber. The birefringence effect can
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destroy the polarization states of photons, causing a higher
quantum bit error rate (QBER) as the transmission distance
increases [3,4].

The phase coding scheme is the scheme of choice for
current implementations of fiber based QKD systems [5,6].
With an interferometer pair on the two communication sides,
the sender (Alice) encodes the bit information as a phase
delay in the interferometer and the receiver (Bob) decodes
the phase delay to obtain the transmitted information. Fig-
ure 1 shows the structure of an asymmetric Faraday-
Michelson interferometer (F-MI) QKD system [7]. There
are two F-M interferometers located on either side of Alice
and Bob which are connected by an optical fiber. Photons
emitted by the sender can follow one of two paths when
passing through the interferometers at both sender and re-
ceiver — one path is the short arm in the interferometer and
the other is the long arm. Therefore, the counting histogram
of the single photon detector (SPD) in Bob will have three
peaks. The first peak corresponds to the ‘short-short’ path,
the last peak corresponds to the ‘long-long’ path, and
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Figure 1 The principle of a phase-encoded QKD system based on F-M interferometers. BS, 50/50 beam splitter; FM, Faraday mirror; SPD, single photon

detector; CIR, circulator; DL, fiber delay line.

the second peak corresponds to either the ‘short-long’ path
or the ‘long-short’ path. The two cases in the second peak
are indistinguishable. By detecting the second peak using a
timing window technique, Alice and Bob can safely ex-
change a cryptographic key.

Phase drift is an inherent problem for phase-encoded
QKD systems because the phase of Alice and Bob’s inter-
ferometers response differently to the ambient temperature.
This phase drift will directly increase the QBER, and even
result in the QKD system becoming out of control. Gener-
ally, there are two solutions to minimize phase drift [7]. One
is to stabilize the ambient temperature of the interferometers,
for example by placing the experimental setups on an iso-
lated and temperature controlled optical platform. However,
because this method is very expensive and complicated it is
only suitable for laboratory studies. Instead, active phase
tracking and compensation, which are currently being in-
vestigated by corresponding research groups, are effective
solutions for both laboratory and practical applications.
Normally an online accurate phase scanning is needed if
these methods are applied.

Current investigations on phase drift and compensation
[8,9] assume that the control voltage of the phase modulator
has a linear relationship with the actual phase change in the
interferometer (these are known as single-phase scanning
solutions). For those systems that do not have a linear rela-
tionship between the control voltage and phase change, the
effectiveness of the single-phase scanning is very limited.
During the actual testing of a multi-node QKD network in
our laboratory [10,11], we also found that the v-¢ relation
for some modulators is not linear [9,12—-14], which means
that a new phase tracking and compensation method has to
be researched. In addition, besides the optical phase modu-

lator, the control electronics system also contributes to the
nonlinearity of the system, which includes the nonlinearity
of the digital-to-analog converter, voltage signal amplifica-
tion, and so on. All these aspects decrease the accuracy of
the phase scanning, especially for high-speed QKD systems.

In this paper, we investigate and implement an accurate
phase scanning and compensation method, which is called
the “four-phase scanning method”, to track and compensate
phase drift. By measuring and scanning the output at Bob’s
side, the accumulated phase drift of the system, including
that of Alice’s side and the connecting channel, is measured
and compensated at Bob’s side. We provide an accurate
algorithm to analyze the scanning result and adjust the
phase voltage to Bob’s phase modulator. To carry out the
scanning and compensation algorithm on the fly, we im-
plemented the algorithm using an FPGA so that the extra
time for the scanning and compensation is negligible. The
test results show that our new method can effectively en-
hance the performance of our QKD system. It has also been
used successfully in our commercial products.

1 Phase drift in the phase-encoded QKD system

In the implementation of a phase-encoded QKD system,
Alice selects one of the four phase shifts (0, /2, 7, 37/2)
through the phase modulator located in the long arm of the
interferometer. She randomly chooses a base, (0, 7) or (7/2,
37/2) and assigns the bit value according to a pre-defined
coding scheme. For instance, bit value O is represented as
phase O or phase w/2, while bit value 1 is represented as
phase m or phase 3m/2. Bob also randomly chooses his
measuring base through his phase modulator. Only if Alice
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and Bob choose the same bases, can Bob obtain the deter-
ministic result which is used to infer the bit value that the
opposite side has registered. The intensity in the output
SPD1 port is expressed by [8]

I

outl

=1, cos’ (@), 1)

where ¢, is the phase shift in Alice’s phase modulator, and
@g is the phase shift in Bob’s phase modulator. The count of
SPD1 I, reaches its maximum value when ¢gy—¢g = 0, and
its minimum value when @gy—¢@gg = w. Defining ¢@. as the
phase drift in the whole system, the QBER caused by ¢, is

I, cosz(w)
- L COSZ(W) +1, COSZ(W)
I sin’® (%
= 2
I, cosz(AT%) +1, sinz(%@
=sin’ (AT@)_ "

The relationship between the QBER and the phase drift
shown in eq. (2) is depicted in Figure 2. In an applicable
QKD system, the QBER is required to be below 11% [15],
so the phase drift has to be smaller than 38°. To a decoy-
state protocol QKD system or a low coherence light source
system [16], the QBER is required to be below 5%, so the
phase drift has to be smaller than 25.5°.

Phase drift is an inherent problem in a phase-encoded
QKD system [9]. To quantitatively measure the phase drift
in our present QKD system, we carried out the following
experiment. Alice fixes her phase modulation voltage. Bob
scans his phase modulation voltage from O to the full scale
range of the DAC in a large number of steps. In each step,
he counts the number of photons detected by the SPD.
Counting through all the steps, Bob can ascertain the mini-
mum counts versus the phase voltage. This voltage repre-
sents exactly the phase where the destructive interference
takes place. Repeating the measurement of the voltage eve-
ry 2.5 s, the curve of destructive interference voltage versus
time is plotted in Figure 3. This curve reflects the phase
drift of the whole system, from Alice to Bob, over time. The
results of the experiment show that the average speed of the
phase drift is 0.15 rad/min and the fastest speed is about 0.4
rad/min, which could cause the QBER in one minute to
change by 0.57% on average, while the largest variation
could be more than 4% in the worst case. Therefore, for a
QKD system to keep running stably for a long time, it is
very necessary to measure the phase drift quickly and com-
pensate it online. The quicker the compensation is carried
out, the lower will be the QBER caused by phase drift. In
the light of this need, our system uses a four-phase scanning
method to identify the correct phase modulating voltages in
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Figure 3 Phase drift versus time curve.

a timely fashion to actively compensate this kind of phase
drift.

2 Four-phase scanning method

The four-phase scanning method is based on two concepts:
the interference fringe and the coding matrix. The interfer-
ence fringe is the curve of the relationship between the SPD
counts and the phase difference between Alice’s and Bob’s
phase modulators. Either site, for example, Alice, fixes its
phase modulation voltage as V., which denotes the corre-
sponding phase shift as ¢.;. The opposite site, i.e. Bob,
scans its phase modulation voltage from O to the full scale
range of the DAC (its output voltage controls the phase shift)
in a number of steps. In our setup, the phase modulation
voltage ranging from —6 V to 6 V corresponds the phase
shift ranging from O rad to more than 27 rad. Therefore,
scanning the control voltage will traverse O to 27 phase dif-
ferences. At each scanning step, Alice transmits a certain
number of photons, and at the same time Bob counts the
number of photons detected by the SPD, giving the curve of
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counting intensity versus phase difference (Figure 4). The
process of fixing the A-side at V,.r and traversing the
B-side is called scanning B (relative to V, ). Through the
interference fringe from scanning B, we obtain two im-
portant parameters for the B-side modulator. One is the
half-wave voltage (denoted by Vi har), which is the voltage
difference of the half cycle of the interference fringe. The
second parameter is the destructive interference voltage,
which is the voltage at the valley of the interference fringe,
and is denoted as Vi .. The phase difference between
voltages V, f and Vj erer is ™ rad. Through the process of-
scanning A, we obtain the following two parameters for the
A-side modulator: V,pr and V, jear.

Table 1 shows the theoretical coding matrix for phase-
encoded systems. The first column represents Alice’s four
phase shifts, while the first row represents Bob’s four phase
shifts. Each element in the 4 by 4 matrix represents the SPD
counts for the combination of the phase shifts selected by
Alice and Bob. As the number of elements can differ be-
tween the ideal coding matrix and the measured coding ma-
trix, the measured coding matrix could provide the means
for evaluating the performance of the phase modulation.
The more accurately the phase shifts on both sides are mod-
ulated, the closer the matrix approaches the ideal coding
matrix.

The main steps in the four-phase scanning method are as
follows (Figure 5).

(1) Similar to the process of the single-phase scanning
method, Alice first gets her half-wave voltage (Vypur) by
scanning her interference fringe. Assuming its zero phase
modulation voltage is V,,, Alice can estimate her voltages
for the four phase shifts (V,o, Vazn, Vars Vazan) as (Vaos
Va,0+1/2Va,halfa Va,0+Va,half7 Vd,0+3/2Va,half)’ respectively.

(2) Setting Alice’s phase modulation voltage Vajice et as 0,
w/2, ®, 3w/2 in turn, Bob scans his interference fringes.
From these four interference fringes, Bob obtains his de-
structive interference voltages as (Voosr, Vorner Voaer
Viamner). These are exactly equal to Bob’s four phase modu-
lating voltages (Vy.z, Vi 3m2, V0o Vo)

(3) By observing the difference between the ideal coding
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Figure 4 Interference fringe.
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matrix and the calculated coding matrix, tune Alice’s four
phase modulation voltages (V,o, Varn, Vars Vazrn) and re-
peat steps (2) and (3) until the difference is sufficiently
small.

(4) The current voltages (V,0, Var2, Vars Vasae) and their
scanning results (Vi 7, Vosr2, Voo, Vo.rz) Will be used in the
normal transmission process.

The four-phase scanning process can be implemented in
two forms: off-line scanning and adjustment, which in-
volves steps (1) to (4), and real-time scanning and compen-
sation, which only involves steps (2) and (4). The real-time
scanning process and the quantum key transmission process
are carried out in an interleaved mode, i.e. before one frame
of the quantum key is transmitted, the real-time four-phase
scanning process is executed once (A to B in Figure 5).

To minimize the time needed for scanning in one frame
of the quantum key transmission cycle, we divide the pro-
cess into two steps: a coarse scanning step and a fine scan-

Table 1 Ideal coding matrix

A/B 0 /2 T 372
0 1 0.5 0 0.5
/2 0.5 1 0.5 0
T 0 0.5 1 0.5
3w/2 0.5 0 0.5 1
/ Set V,,
| Y
\ Scan Alicetoget v,/
% Y {
als a0 E a half
' 3
l‘/a ] +|"':a half » L/a |:|+ E"‘; half
F‘ \
| \
I'\ {Va u-va..z 2'%..1'Va.3.-.2|' /
> A
r
scan
VaD —> VD
scan
Va VD.Se 2
Adjusting the
scan
Vas > Vo coding matrix
Va.sn 2 —=a Vb_ﬂ T
/l\ Off-line scanning
(’—1 . :’H“x and adjustment
] ork mode
~— P
Real-time scanning
and compensation
Quantum key
transmission
s

Figure 5 Flow diagram of the four-phase scanning method.
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ning step. In the coarse scanning step, the system performs
the scanning using a bigger step voltage to find an approxi-
mate range of the voltage for the phase shift. This is then
followed by the fine scanning step, which uses a lower step
voltage. To improve accuracy further, we use a 5-point
moving average to smooth the SPD counting curve before
the voltages in the valley are determined.

3 FPGA based real-time scanning
implementation

Figure 6 gives an overview of the structure of our QKD
system. Both sender Alice and receiver Bob consist of opti-
cal devices and control electronics systems. They are con-
nected to each other via a single-photon transmission fiber,
a synchronizing pulse transmission fiber, and a classical
transmission channel. The control electronics system is
constructed by an embedded mother-board and a QKD
sub-board [17]. The QKD sub-board takes charge of gener-
ating the driving signals for the optical devices or pro-
cessing detected signals on Bob’s side. All the necessary
logic operations and the real-time scanning function are
carried out by an FPGA Cyclone II EP2C20F484 in the
QKD sub-board under the control of the mother-board. The
mother-board, based on an embedded processor MPC8260
running the GNU/LINUX operating system, is responsible
for system control and the high level processing of the
BB&4 protocol.

The four-phase scanning algorithm proposed in this pa-
per can be implemented by high level software without
adding any hardware devices, but the performance of the
algorithm is limited as the phase drift is rather fast in
phase-encoded systems. In our setup, we implemented the
scanning algorithm using the FPGA on the QKD sub-board.
Figure 7 depicts an outline of the implementation. Under the
control of the MPC8260 via its local bus, the counter and
comparator I control the number of photon pulses transmit-
ted by Alice during one step of scanning, while the adder
and comparator II control the stepping. Registers in the
FPGA store the parameters related to the scanning. When
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the scanning is finished, an interrupt signal is generated to
notify the mother-board to read the scanning results from
the DDR on the sub-board. A typical scanning result is sim-
ilar to that shown in Figure 4.

Because the parameters of the QKD system can be con-
figured flexibly by writing registers in the FPGA, we con-
figured different operating parameters during the different
periods of one QKD cycle, such as different ATT values,
different SPD dead times, different pulse repetition rates,
and so on, to realize different working modes. Using this
flexibility, the time period for scanning, which occupies the
cycle of one frame of transmission, could be minimized.

4 Experimental results and performance
analysis

For the experiment, Alice used a low coherence light source
with a pulse repetition rate of 20 MHz and the single photon
was detected at Bob’s side by an InGaAs SPD, which was
developed by Princeton Lightwave. The system software
(coded in C) running on the mother-board controlled the
sub-board to complete the whole QKD process. Using the
four-phase scanning method with the coarse and fine scan-
ning steps and the moving average curve smoothing, the
QKD system ran the “scanning-transmission” mode con-
tinuously for 14 h without any manual adjustment or special
temperature control. Each QKD cycle was about 2.5 s,
which included 1.12 s for transmitting quantum states, 0.95
s for generating random numbers, 0.4 s for reconciling ba-
ses [18-20], estimating QBER, and system scheduling.
Therefore, the proportion of scanning time to the total time
was less than 6%. In future experiments, we expect to im-
plement the random number generation in real-time. In this
case, the time spent on random number generation can be
avoided, and the proportion of scanning time to the total
time will be less than 10%. Figure 8 shows how the QBER
varies over time, while Figure 9 shows the QBER distribu-
tion. The system QBER, which may be caused by phase
drift, SPD dark counts, and optical imperfection, remains
around 1.6% for a long time. This demonstrates that the
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)_ Laser ! |:.|\,.|| Sync | Sync signal
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j le|
PM voltage ) I ’ Fiber E-MI J SPD N
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system M "c_'"‘age A T —‘ -« system
IM bias voltage SPD L,
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< >
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Figure 6 Structure of the phase-encoded QKD experimental system. PM, phase modulator; IM, intensity modulator; ATT, attenuation; F-MI, Faraday-

Michelson interferometer.
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four-phase scanning and compensation method introduced
in this paper can effectively suppress the effect of phase
drift.

With the experimental devices mentioned above, we also
implemented a five-node practical QKD network [10] using
the four-phase scanning method. Table 2 shows how the
QBER varies with different transmitted light wavelengths
and different channel attenuation. This proves once again
that the four-phase scanning method is a general and effec-
tive solution for solving the phase drift problem in phase-
encoded QKD systems.

5 Conclusion

We have quantitatively described the QBER resulting from
phase drift in phase-encoded QKD systems and the re-
quirements for phase compensation. We proposed an algo-
rithm of the four-phase scanning and compensation method
to obtain the four interference fringes and adjust the coding
matrix. Using this method, the QKD system automatically
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Table 2 Test results of the five-node QKD network

Wavelength (nm) Attenuation (dB) QBER (%)
1530 7.24 2.92
1550 8.78 2.84
1550 10.79 2.78
1530 14.77 3.76

obtains the four voltages for the phase modulator on Bob’s
side to compensate the phase drift of the system. We im-
plemented the algorithm using an FPGA so that it could
perform the scanning and compensation in real-time. The
new method has been successfully utilized in our commer-
cial oriented prototype. During a 14 h test run without any
manual adjustment and special temperature control, our
QKD performed stably and maintained the QBER within
1.6%. The realization of a five-node QKD network also
proves that the four-phase scanning method and its imple-
mentation is an efficient, accurate, stable solution for solv-
ing the phase drift problem caused by environmental dif-
ferences and the system’s nonlinearity.

This work was supported by the National Basic Research Program of Chi-
na (2006CB921900) and the National Natural Science Foundation of Chi-
na (60921091).
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