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The first metropolitan quantum cryptography network 
for government administration, which is named “Q- 
Government”, has recently been field tested in Wuhu, 
Anhui Province by researchers of Key Laboratory of 
Quantum Information (CAS)[1]. Based on quantum 
cryptography, the network can guarantee the uncondi-
tional security for information transmission in an open 
channel. 

Information security has become more and more im-
portant during the process of knowledge-based eco-
nomic globalization. For both organizations and indi-
viduals, the anti-wiretapping and anti-tamper secure 
communication is the basic guarantee for all of the con-
fidential solutions. However, the security of major clas-
sical cryptography realizations, including the private- 
key cryptosystem and the public-key cryptosystem, is 
based on the computational complexity of the cipher 
algorithm. At present, the rapid developments of distri- 
buted computing, ASIC design and especially the quan-
tum computer and quantum algorithm have brought out 
unprecedented challenges to classical cryptography. The 
cases of sensitive information leakage, hacking and 
cracking are increasing. Consequently, a brand-new 
generation of quantum cryptography is refined as an 
urgent demand of secure communication. 

Quantum cryptography exploits the quantum state as 
the information carriers, such as photons, to distribute 
secret keys remotely. The basic principles of quantum 
mechanics ensure that any attacking or tampering be-
havior of eavesdroppers will be perceived by legitimate 
users. Combined with the quantum key distribution and 
the “one-time pad” algorithm, quantum cryptography 
can establish unconditional secure communication be-
tween legal users, for now and the future. 

In the process of QKD industrialization, the stability 

of the QKD system and the network techniques are two 
heavy cruxes. The Wuhu quantum cryptography network 
implements the Faraday-Michelson Interferometer (FMI) 
system, a unidirectional QKD scheme with the strict 
proof of its security and stability, which has the proprie-
tary intellectual property rights. The significance of the 
FMI system is that it can auto-compensate the influence 
of the birefringence in the transmitting channel that will 
jeopardize the performance of QKD system. Several 
field demonstrations including Beijing-Tianjin QKD 
experiment at 2004, four-port star type network in Bei-
jing at 2007 and the Wuhu quantum cryptography net-
work for government administration at 2009, have 
clearly shown that the stability and robustness of this 
QKD basic device is sufficient for practical implementa-
tions. 

Networking is a milestone for the popularization of 
quantum cryptography service. However, the no-clone 
theorem of quantum system makes data traffic difficult 
to route in the net while guaranteeing the security of the 
protocol. The Wuhu cryptography network assembles 
the widely-used techniques of wavelength routing, ac-
tive optical switch routing and trusted relay to construct 
a hierarchical structure. A full-mesh backbone network 
is built with a quantum router in the center to supply a 
no-congestion communication among all the gateways, 
while the quantum switch based on the time multiplex-
ing can achieve a balance for subnets between network 
efficiency and speed. In addition, trusted relay is a com-
promising method to extend the scale of the network as 
long as a practical quantum repeater is still missing. The 
whole implementation of this hierarchical framework is 
a key step toward the actualization of practical large-  
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scale quantum cryptography network. 
It is also an essential problem how to implement 

quantum cryptography into the practical utility. As a 
solution of the basic question to distribute secure key in 
the classical cryptography, quantum cryptography and 
quantum key distribution have a splendid prospective in 
the Internet and communication network for secure te-
lephony, confidential fax and VPN, etc. To some extent, 
Wuhu cryptography network is quite a creative and in-
teresting attempt to the electronic administration. Mas-
sive data traffic of government confidential files and 
personal information obviously have the right to in-
crease the secure level to “quantum” unconditional se-
cure level. In the future, quantum cryptography will be-

come widely-spread as the sustainable development of 
secure media communication with instant video, sound 
and text message improves rapidly. 

To eliminate “Hackers” and “Trojan horses” is one of 
the ultimate goals for all the security researchers, even 
though it seems next to impossible for classical cryp-
tography so far. Quantum cryptography combined with 
the existing cryptosystems represents a milestone in the 
path of seeking unconditional security. Nevertheless, 
while the priest climbs a post, the devil climbs ten. The 
battle in the field of information security never ends. 
The safety depends not only on the cryptographic tech-
niques, but also on the administration and the security 
awareness of users. 

 
1 Xu F X, Chen W, Wang S, et al. Field experiment on a robust hierarchical metropolitan quantum cryptography network. Chinese Sci Bull, 2009, 54: 
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