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In recent years, cyber-physical systems (CPSs) have received
much attention from both the academic world and the indus-
trial world, which refer to a deep integration and coordina-
tion of physical and computational resources [1,2]. Typical
examples of CPSs can be found in smart grids, smart trans-
portation systems, industrial control systems, water supply
systems, and so on. Furthermore, many military systems are
also CPSs. The key characteristic of CPSs is the integration
of computing, control and communication. The increased in-
terconnection between the cyber and physical spaces make
CPSs vulnerable to various malicious attacks. A well-known
example of an attack of CPSs is the Stuxnet which infected
the control system of nuclear-fuel centrifuges of Bushehr nu-
clear power plant in Iran. Stuxnet makes people beware of the
grave consequences of a cyber-attack on a CPS. Since many
national critical infrastructures are applications of CPS, en-
suring security and safety of such systems is of great impor-
tance.

In traditional information technology (IT) systems, three
security objectives are confidentiality, integrity and availabil-
ity, where confidentiality is in the first place. While in CPSs,
availability ranks the first. Besides, there are some differ-
ences between IT systems and CPSs. For examples, in CPSs,
a long-term safe and reliable operation is necessary. In CPSs,
components are rarely replaced and difficult to upgrade. In
CPSs, the control performance of the system should be taken
into account. The traditional IT security methods such as data
encryption and authentication can protect the confidentiality
of data and keep from unauthorized access to some extent
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[3,4]. However, these protection measures will cease to be ef-
fective for malicious internal staff or a powerful hacker who
can decipher the code. Furthermore, applying authentication
and encryption is often resource consumed and hence hard
to implement at some resource constrained devices. Mean-
while, additional time delay usually goes with applying au-
thentication and encryption, which may have a negative effect
on real-time responses of the CPS. In addition, traditional IT
security approaches usually pay attention to the security of an
individual component of CPSs but seldom investigate inter-
actions among different components. Traditional IT security
approaches do not use the information about the model of the
physical system and thus fail to predict the response of the
system under the attack and design some targeted anti-strate-
gies. In conclusion, the traditional IT security approaches
cannot completely solve the security problems emerging in
CPSs. Some new security methods should be studied taking
the main properties of CPSs into consideration.

Security and safety are two terms having some similarities.
In Chinese, the same word is used for these two terms. The
biggest similarity between security and safety lies that both
of them deal with risks and hence some approaches in one
field may be applicable to the other [5]. However, there are
substantial differences between security and safety. Safety
usually considers faults but security addresses attacks. Due
to some physical reasons, such as aging of equipment, faults
happen. However, attacks are often launched by attackers
with a malicious intent. Attacks are usually covert and diffi-
cult to detect. Therefore, fault-tolerant methods cannot solve
the security problem completely and new methods should be
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put forward.

It is easy to see that attack detection is very important
in CPSs. Generally speaking, attack/intrusion detection
methods for CPSs can be classified into three categories, that
is, knowledge-based attack/intrusion detection also known
as misuse-based detection, behavior-based attack/intrusion
detection also known as anomaly-based detection, and be-
havior-specification-based attack/intrusion detection [6].
Misuse-based detection assumes that abnormal behaviors’
patterns are known and stored in a database. It compares
the pattern of the attack with the ones in the database to
identify the attack. The major advantage of misuse-based
detection is a low false positive rate. The major disadvantage
of misuse-based detection is its inability to recognize an
unknown attack. The basic idea of behavior-based detection
is that any anomalies will cause the deviation of the system’s
behavior. Therefore, a model of the normal behavior of
the system is necessary in behavior-based detection. The
major advantage of behavior-based detection is its ability
to deal with unknown attacks. The major disadvantage
of behavior-based detection is a high false positive rate.
Behavior-specification-based detection takes a similar rule
as behavior-based detection. It has a low false negative
rate. Some existing methods for the above three classes of
attack/intrusion detections can be found in excellent survey
papers [6,7]. Besides, existing fault detection methods may
be useful for attack detection.

To detect and mitigate an attack, it is important to under-
stand the attack and the objective of the attacker. Therefore,
modeling and analysis of the attack are necessary. There are
several approaches for attack modeling, such as attack tree,
attack vector, attack surface, diamond model, and kill chain
[8]. However, the above approaches are proposed for cy-
ber-security and they do not considered the interaction be-
tween the cyber layer and the physical layer in CPSs. Re-
cently, a framework of modeling some typical attacks such as
denial-of-service, replay, zero-dynamics, and bias injection
attacks has been proposed in ref. [9] for CPSs.

As the saying goes, the best defense is a good offense. In
recent years, how to design a high covert attack strategy from
the attacker’s angle has received much attention. To mention
a few, Mo et al. [10] studied the covert false data injection at-
tack against state estimation for linear Gaussian systems un-
der the framework of constrained optimal control. Zhang et
al. [11] investigated the jamming attack problem for linear
systems with attacking energy constraints, and they proved
theoretically that grouping the limited attacks together in ev-
ery active interval is optimal. Some other attack design meth-
ods please refer the survey paper [12] and references therein.

When a malicious attack happens, the problem of mitigat-
ing damages resulting from the attack and recovering opera-
tion of CPSs is undoubtedly of great importance. Therefore,
secure state estimation and control problem received much at-
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tention. Pang et al. [13] considered the security of networked
control systems and proposed a secure architecture. The ba-
sic idea is that data encryption standard (DES) algorithm and
message digest (MD5) algorithm are used to keep the confi-
dentiality of data during communication and networked pre-
dictive control method is adopted to compensate for the net-
work constraints such as time-delay and dropout. Resilient
estimation for swarm systems was discussed in ref. [14].

In the above, we have analyzed the security of CPSs from
several aspects such as attack detection, attack modeling, at-
tack design, secure estimation and control. Next, we point
out some research directions deserving future studies.

Recently, artificial intelligence has gained enormous mo-
mentum. Some advanced technologies in artificial intelli-
gence such as deep learning, reinforcement learning can be
applied to study security of CPSs.

Control-theoretic security methods [9—-11,13] should be
combined with IT security methods to deal with security of
CPSs.

An assumption that the attacker is omniscient and omnipo-
tent is commonly used in the existing literature on security of
CPSs, which obviously exaggerates the ability of the attacker.
When the attacker is under some constraints, the attack design
and resilient estimation and control problems are challenging.

The features about the physical process and specific domain
knowledge should be well considered.
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