
Vol.:(0123456789)

Education Tech Research Dev (2021) 69:323–325
https://doi.org/10.1007/s11423-021-09954-x

1 3

The importance of always bearing in mind students’ privacy, 
consent, vulnerability, and agency issues

Gloria Natividad Beltrán del Río1

Published online: 2 February 2021 
© Association for Educational Communications and Technology 2021

Data gathered by schools have been used in different ways: from formative and summative 
assessments; from standardized test scores; from cumulative files; data have been used to 
understand where students are and where they need to go next, as well as to find helpful 
conducts to adjust the learning and the support offered to the learners so they can succeed 
(Davis and Heller 2017). Virtual teaching and learning have become the primary means of 
education during this 2020 world crisis, triggering new kinds of “ethical concerns about 
the collection and harvesting of student data” (Willis et al. 2016, p. 881).

Willis et al. (2016) provide a heuristic typology as a starting point for discussion about 
the policy frameworks and processes of ethical review, after analyzing three higher educa-
tion institutions from three different continents: University of South Africa; Open Univer-
sity, United Kingdom; and Indiana University, United States. The authors summarized four 
common ethical issues: (1) using the invasive techniques that could direct students to par-
ticipate in other activities; (2) surveilling students’ activities; (3) conducting questionable 
interventions; and (4) storing and interpreting data for different purposes, with the goal to 
determine the ethical intersection of internal student data usage and application.

Four scholars volunteered to write a response to Willis et al.’s (2016) research article, 
focusing their papers on the perspectives of K-12 educational environment, practice K-12, 
ethical, and policy, as summarized in the following table. All respondents offer valid and 
important applications of Willis et al.’s study for ethical learning analytics to mitigate harm 
to students and suggest interesting future efforts on formulating the best ethical practices in 
this field.
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Respondents Title Perspective Willis et al. (2016) heuristic 
typology of ethical approaches
Value/impact

Andrea Beerwinkle The Use of Learning Analyt-
ics and the Potential Risk of 
Harm for K-12 Students Par-
ticipating in Digital Learning 
Environments

K-12 Educa-
tional Envi-
ronment

K-12 educational institutions 
can utilize the manuscript as a 
starting place for review of their 
ethical oversights when analyz-
ing student data as more schools 
are shifting to digital

Marie heath Buried Treasure or Ill-Gotten 
Spoils: The Ethics of Data 
Mining and Learning Analyt-
ics in Online Instruction

Practice K-12 Educational researchers would 
find it constructive to revisit 
Willis et al.’s (2016) reflections 
on data collection, data mining, 
and learning analytics when 
investigating the large amounts 
of virtual data available from 
virtual schooling

Thomas D. Parsons Ethics and Educational Tech-
nologies

Ethical Their approach moves beyond 
conceptions of learning analyt-
ics in terms of specific sets of 
technologies or innovations 
to a “Learning Analytics As” 
approach, which makes way for 
extant and emerging descriptors 
for processes and procedures

Wenting Weng Exploring the Ethical Topic of 
Learning Analytics

Policy Their typology of learning 
analytics can give a multi-angle 
insight to the related stakehold-
ers, such as researchers in this 
field and IRB’s reviewers

According to Klose et al. (2020), it does not seem likely that legislation related to edu-
cational-data privacy in different countries will be harmonized in the near future; however, 
they emphasize that “being aware of and vigilant against all possible risks will protect the 
interests of the EDM (Educational Data Mining) research’s most important stakeholders: 
learners, students, and teachers” (p. 457).
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