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Abstract
Machine learning has proven to be a valuable tool for automated malware detection, but machine learning systems have also
been shown to be subject to adversarial attacks. This paper summarizes and compares related work on generating adversarial
malware samples, specifically malicious Windows Portable Executable files. In contrast with previous research, we not only
compare generators of adversarial malware examples theoretically, but we also provide an experimental comparison and
evaluation for practical usability. We use gradient-based, evolutionary-based, and reinforcement-based approaches to create
adversarial samples, which we test against selected antivirus products. The results show that applying optimizedmodifications
to previously detectedmalware can lead to incorrect classification of the file as benign.Moreover, generatedmalicious samples
can be effectively employed against detectionmodels other than those used to produce them, and combinations of methods can
construct new instances that avoid detection. Based on our findings, the Gym-malware generator, which uses reinforcement
learning, has the greatest practical potential. This generator has the fastest average sample production time of 5.73 s and the
highest average evasion rate of 44.11%. Using the Gym-malware generator in combination with itself further improved the
evasion rate to 58.35%. However, other tested methods scored significantly lower in our experiments than reported in the
original publications, highlighting the importance of a standardized evaluation environment.

Keywords Adversarial malware · Malware detection · Machine learning · PE files

1 Introduction

With the rapid development of information technology,
computer systems have become increasingly important in
people’s daily lives. Unfortunately, the rapid development
of these technologies is accompanied by a similarly rapid
increase in cyberattacks.
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Malicious software (malware) is one of the most sig-
nificant security threats today, comprising several different
categories ofmalicious code, such as viruses, trojans, worms,
spyware, and ransomware. To protect computers and the
Internet from malware, early detection is necessary. How-
ever, this is problematic, as a large amount of new malicious
code is generated every day [1]. Since it is not possible to
analyze each sample individually, automatic mechanisms are
required to detect malware.

Antivirus companies often relymainly on signature-based
detection techniques [2] for malware detection. Signatures
are specific patterns that allow for the recognition of mali-
cious files. For example, they can be a byte sequence, a file
hash, or a string. When inspecting a file, the antivirus system
compares its content with the signatures of already-known
malware stored in the database. If a match is found, the file is
reported as malware. Signature-based detection methods are
fast and effective in detectingknownmalware.However,mal-
ware authors canmodify their code to change the signature of
the program, thereby avoiding detection. Some malware can
hide in the system using various obfuscation techniques [3],
such as encryption, oligomorphic, polymorphic, metamor-
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phic, stealth, and packing methods, to make the detection
process more difficult.

Machine learning (ML) models are commonly used today
in various fields. Their application can be found, for example,
in technologies such as self-driving cars, weather forecast-
ing, face recognition, or healthcare [4, 5]. Machine learning
has also proved to be a useful tool for automatic malware
detection [6]. Unlike the signature-based method, it is capa-
ble of detecting previously unknown or obfuscated malware.
However, it can be difficult to explain why the model classi-
fies a certain file as malicious or benign [7], which can cause
hidden vulnerabilities that attackers can exploit.

Machine learning models are vulnerable to adversarial
attacks [8]. Attackers purposely design adversarial examples,
which are deliberately designed inputs to a machine learning
model, to cause the model to make a mistake in its predic-
tions. Adversarial machine learning is a field that deals with
attacks on machine learning algorithms and defenses against
such attacks.

Malware detection is thus a battle between defenders and
malware authors, in which each side attempts to devise new
and effectiveways to outwit the other. Each detectionmethod
has its own advantages and disadvantages. In various scenar-
ios, one method may be more successful than another. Thus,
the creation of an effective malware detection method is a
very challenging task, and new research and methods are
necessary.

The main contribution of this paper is to compare works
that focus on adversarial machine learning in the area of mal-
ware detection. Specifically,

• we applied some existing methods in the field of adver-
sarial learning to selected malware detection systems.

• we combined these methods to create more sophisticated
adversarial generators capable of bypassing top-tier AV
products.

• we evaluated the single and combined generators in terms
of accuracy and usability in practice.

While several survey papers [9–13] summarizing current
state-of-the-art knowledge in the domain of adversarial
malware, this is the first comparison, which includes exper-
imental evaluation of different techniques against top-tier
antivirus engines in terms of practical usability.

The rest of the paper is organized as follows: In Sect. 2,
we describe state-of-the-art techniques used to generate
adversarial examples. Section3 provides an overview of
the publications focused on creating adversarial portable
executable malware samples. In Sect. 4, we describe the
experiments performed and the metrics used for evaluation.
Section5 presents the experimental results, and in Sect. 6,
we compare our results with related work, address the limi-
tations of our research, and propose ideas for future research.

Finally, we summarize this work and contributions in Con-
clusion.

2 Background

In this section, we describe the different methods used to
create adversarial examples. We also introduce and describe
selected attacks for experimentation.

2.1 Methods for creating adversarial examples

In this section, we describe various methods to create adver-
sarial examples.

2.1.1 Gradient-based approaches

Gradient-based methods are a popular approach to generate
adversarial examples. Thesemethodswork by computing the
gradient of a loss function with respect to the input data. This
gradient is then used to iteratively modify the input to min-
imize the loss. The Fast Gradient Sign Method [14] and the
Jacobian-based SaliencyMapApproach [15] are two popular
gradient-based methods used for malware generation.

Given a trainedmodel f and an input example x , gradient-
based methods generate an adversarial example x ′ by adding
a small perturbation δ to the input that maximizes the loss
function L( f (x ′), y), where y is the true input label.

The perturbation δ is calculated as follows:

δ = ε · sign(∇x L( f (x), y))

where ε is a small constant that controls the size of the per-
turbation, and the sign function is used to ensure that the
perturbation has the same sign as the gradient, allowing effi-
cient computation and ensuring that the perturbation always
increases the loss.

The gradient of the loss function with respect to the input
(∇x L( f (x), y)) is computedbybackpropagation through the
model f . This gradient gives the direction in which the loss
function increases the most for a small change in the input
and is used to determine the direction of the perturbation.

Gradient-based attacks are performed using the addition
or insertion method for perturbations generated using the
gradient of the cost function.When using the appendmethod,
the data (payload) is appended at the end of the file. When
the insertion method is used, the payload is inserted into the
slack regionwhere the physical size is greater than the virtual
size.
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2.1.2 Generative adversarial network-based approaches

Generative adversarial networks (GANs)were developed and
presented by Goodfellow et al. [16] in 2014.

GAN is a system consisting of two neural networks, a
generator and a discriminator, which compete against each
other. The goal of the generator is to create examples that are
indistinguishable from the real examples in the training set,
thus fooling the discriminator. In contrast, the objective of the
discriminator is to distinguish the false examples produced
by the generator from the real examples that come from the
training data set, thus preventing it from being fooled by the
generator. The generator learns from the feedback it receives
from the discriminator’s classification [17].

These two neural networks are trained simultaneously.
The generator is constantly improving its ability to gener-
ate realistic samples, so the discriminator must continually
improve its ability to distinguish between real and gener-
ated samples. This mutual competition forces both networks
to continuously improve through the training process. Once
this training process is completed, the generator can be used
to generate new samples that are indistinguishable from the
real samples [18].

Denote the generator as G and the discriminator as D.
As described in [16], networks G and D play the following
two-player minimax game with value function V (G, D):

min
G

max
D

V (D,G) = Ex∼pdata(x)[logD(x)]
+ Ez∼pz(z)[log(1 − D(G(z)))]

that G tries to minimize, while D tries to maximize. D(x) is
the discriminator’s estimate of the probability that the orig-
inal data x is real, G(z) is the generator’s output when it
receives noise z as input, D(G(z)) is the discriminator’s esti-
mate of the probability that a synthetic sampleG(z) of data is
real,Ex is the expected value over all real data instances, and
Ez is the expected value over all generated fake instances.

2.1.3 Reinforcement learning-based approaches

Reinforcement learning (RL) is a type of machine learning
technique along with supervised and unsupervised machine
learning. In supervisedmachine learning, themodel is trained
using a training set of labeled examples. Based on the given
inputs and expected outputs, the model creates a mapping
equation that the model can use to predict the labels of the
inputs in the future. In unsupervised machine learning, the
model is trained only on inputs without labels. The model
divides the input data into classes that have similar prop-
erties, and during prediction, the inputs are labeled based
on the similarity of their properties to one of the classes.
Unlike supervised and unsupervised machine learning, rein-

forcement learning algorithms learn by interacting with an
environment and getting feedback in the form of rewards or
penalties rather than relying on pre-labeled instances.

A reinforcement learning model consists of two main
parts: an agent and an environment. The agent learns to
perform a task through repeated interactions with the envi-
ronment through trial and error. In addition to the agent and
the environment, the reinforcement learning model has four
main subelements: a policy, a reward signal, a value function,
and, optionally, an environmentmodel. The policy defines the
behavior of the agent at a particular time. In other words, it
is a strategy that the agent uses to determine the next action
based on the current state to achieve the highest reward. The
reward signal is the feedback from the environment to the
agent, indicating the success or failure of the agent’s action
in a given state. At each time step, the agent is in some state
and sends the selected action as its output to the environ-
ment, which then returns a new state to the agent along with
a reward signal. While the reward signal shows what is ben-
eficial in the present, the value function describes what is
beneficial in the long term. The value function provides an
estimate of the expected cumulative reward from the current
state of the environment in the future. The agent’s objective is
to maximize the total reward. The environment model mim-
ics the behavior of the environment, making it possible to
predict future states and rewards. This is an optional part of
the system [19].

Reinforcement learning is defined as repeated interactions
between an agent and an environment. Individual interactions
(signals exchange) are performed in time steps.At time step t ,
the environment is in state st ∈ S, where S is the set of all pos-
sible states in the environment. The agent receives state st and
then chooses action at ∈ A based on policy π , where A is the
set of all possible actions defined by the environment. After
the environment receives information about the chosen action
at from the agent, it calculates the reward rt = R(st , at , st+1)

and sends it to the agent in the form of feedback. At the same
time, the environment transitions to a new state st+1. When
this cycle is complete, we say that one time step has passed.
This cycle can repeat forever or end when it reaches a termi-
nal state or a maximum time step t = T . We call the triplet of
signals (st , at , rt ) an experience. The time elapsed between
t = 0 and the end of the environment is called an episode.
A trajectory is a sequence of experiences during an episode,
τ = (s0, a0, r0), (s1, a1, r1), . . . [19].

In the field of creating adversarial malware samples, inter-
actions between the agent and the environment occur in
discrete time steps. The agent has a set of operations available
for modifying PE files while maintaining the functionality of
the malware. The goal of the agent is to perform a sequence
of operations on the malware to prevent its detection.
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2.1.4 Evolutionary algorithm-based approaches

Evolutionary algorithms (EA) are a useful tool for solving
optimization problems. They are based on the Darwinian
principle of evolution and attempt to mimic these processes.
The search for the best or at least satisfactory solution to a
problem takes the form of competition between gradually
developing solutions within the population. Variants of EA
include, for example, evolutionary strategies, evolutionary
programming, genetic algorithms, and genetic programming.
All of these variants share the same principle of operation but
differ in their implementation.

When solving a problem, it is necessary first to define
the representation of candidate solutions. These candidate
solutions are called individuals or phenotypes. Since the phe-
notype can have a complex structure, an encoding is used
to represent the individuals in an appropriate way, which is
called a chromosome or genotype. Next, an initial population
of individuals is created, with each individual representing a
coded solution. Then, each member of the population is eval-
uated using a fitness function that numerically expresses the
quality of the solution. The individuals with the best score
are then selected and used to create a new generation. This is
done using the crossover operator, which usually takes pairs
of chromosomes and exchanges information between them to
create new offspring. This is followed by the mutation oper-
ator, which changes a small portion of the offspring so that it
is no longer just a mixture of parental genes. This introduces
new genetic material into the new generation. This entire
cycle (fitness evaluation, selection, crossover, mutation) is
repeated until the termination condition is reached.

2.2 Selected attacks

To generate samples of malicious software, we utilized three
distinct techniques: gradient-based techniques, evolutionary
algorithm-based techniques, and reinforcement learning-
based techniques. Specifically, we selected Partial DOS
[20] and Full DOS [21] attacks from gradient-based tech-
niques. From the evolutionary algorithms-based techniques,
we chose GAMMA padding [22] and GAMMA section-
injection [22] attacks. Finally, for reinforcement learning
techniques, we selected the Gym-malware [23] attack. In this
section, we describe each of these attacks in detail.

Partial and Full DOS attacks focus on modifying bytes in
the DOS header of a portable executable (PE) file. The DOS
header contains only two important pieces of information.
The initial 2 bytes represent themagic number,while the final
4 bytes at offset 0x3C show the location of the PE signature
in the NT headers. Partial DOS attacks modify only bytes
within the range of 0x02 to 0x3B, inclusive. Full DOS attacks
expand this range to include all bytes up to the PE signature.

The position of this signature may vary in individual files,
but it can be found at offset 0x3C.

GAMMA padding and section-injection attacks are based
on inserting parts extracted from benign files into malware
files. These are black-box attacks. Gamma attacks are for-
malized as a constrained optimization problem. The goal is
to minimize the probability of detection but also to minimize
the size of the injected content. This optimization problem
is solved using a genetic optimizer. First, a random matrix is
created that represents the initial population of manipulation
vectors. The algorithm then iterates in three steps: selec-
tion, crossover, and mutation. During selection, the objective
function is evaluated, and the N best candidate manipulation
vectors from the current population and the population cre-
ated in the previous iteration are selected. This is followed
by the crossover function, where the candidates from the
previous step are modified by mixing the values of pairs of
randomly selected candidate vectors, and a new set of N can-
didates is returned. The last operation is a mutation, which
randomly changes the elements of each vector with a low
probability.At each iteration, N queries aremade to the target
model to evaluate the objective function on new candidates
and keep the best candidate population. When the maximum
number of queries is reached or no further improvement in
the objective function value is observed, the best manipu-
lation vector from the current population is returned. The
resulting adversarial malware sample is obtained by apply-
ing the optimal manipulation vector to the input malware
sample through the manipulation operator.

TheGym-malware attack is based on reinforcement learn-
ing. The environment consists of a sample ofmalware and the
attack target, which is an anti-malware engine. At each step,
the agent receives feedback that is composed of a reward
value and a vector of features that summarize the state of
the environment. Based on the feedback, the agent selects
mutations from a set of actions, such as adding a function
to the import address table, manipulating existing section
names, creating new sections, adding bytes to extra space at
the end of sections, creating a new entry point that immedi-
ately jumps to the original entry point; manipulating debug
information; packing or unpacking the file; modifying the
header checksum; adding bytes to the end of the PE file. This
process is repeated in several rounds, and rounds can be pre-
maturely terminated if the agent bypasses the anti-malware
engine before 10 mutations are completed.

3 RelatedWork

This section summarizes the publications on modern meth-
ods to create adversarial examples. The section is divided into
several parts, depending on the area to which the method
belongs, with all publications summarized and compared
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based on the attacker’s knowledge, technique, dataset size,
target model, and recorded results in Table 1.

3.1 Evolutionary algorithm-based attacks

In [24], an AIMED systemwas designed and implemented to
generate adversarial examples using genetic programmingby
Castro et al. The systemenables the automatic finding of opti-
mized modifications that are applied to previously detected
malware and lead to its incorrect evaluation by the malware
classifier. It is ensured that all generated adversarial examples
are valid PE files. The system implements genetic operations
such as selection, crossover, and mutation. If modified PE
malware cannot bypass the malware detector, genetic opera-
tions are repeated until the generated adversary PE malware
can bypass the malware classifier. Experiments have shown
that the time to generate successful adversarial examples is
reduced by up to 50% compared to random approaches. Fur-
thermore, adversarial examples generated using the given
malware classifier were shown to be successful against other
malware detectors in 82% of cases.

Wang andMiikkulainen proposed an adversarial malware
detection model named MDEA [25]. This model combines
the convolutional neural network to classify raw data from
malicious binary and evolutionary optimization to modify
detected malware. The action space consists of 10 different
methods to modify binary programs. The genetic algorithm
evolves different action sequences by selecting actions from
the action space until the generated adversarial malware can
bypass the target malware detectors. After the successful dis-
covery of action sequences, these sequences are applied to the
correspondingmalware samples and create a new training set
for the detection model. Unlike AIMED, malware samples
generated by MDEA are not tested for functionality.

Demetrio et al. introduced a black-box attack framework
called GAMMA [22]. The black-box attack is the most chal-
lenging case since the attacker knows nothing about the
target classifier besides the final prediction label. GAMMA
attacks are based on the principle of injecting harmless con-
tent extracted from goodware into malicious files. Harmless
content is inserted into some newly created section or at the
end of the file while the functionality of the file is preserved.
The attack is formalized as a constrained optimization prob-
lem that minimizes the probability of escaping detection and
also penalizes the size of the injected content through a spe-
cific penalty.

3.2 Reinforcement learning-based attacks

Anderson et al. focused on automating the manipulation of
malicious PE files in [23]. The goal is to modify the original
malicious PE file so that it is no longer detected as malicious
and, at the same time, its format and functionality are not

violated. They proposed an attack known as Gym-malware.
This is a black-box attack based on reinforcement learning.
The authors defined the RL agent’s action space as a set
of binary manipulation actions. Over time, the agent learns
which combinations of actions make malware more likely to
bypass antivirus systems.

Song et al. proposed the MAB-Malware framework [26]
based on reinforcement learning to generate adversarial PE
malware examples. The action selection problem is modeled
as a multi-armed bandit problem. The results showed that
the MAB-Malware framework achieves an evasion rate of
74% to 97% against machine learning detectors (EMBER
GBDT [35], and MalConv [36]) and an evasion rate of
32% to 48% against commercial antivirus (AV). Further-
more, they also showed that the transferability of adversarial
attacks betweenML-based classifiers (i.e., adversarial exam-
ples generated against one classifier can be used successfully
against another) is greater than 80%, and the transferability
of attacks between pure ML and commercial AV is only up
to 7%.

Fang et al. proposed a framework namedDQEAF [27] that
uses reinforcement learning to evade antimalware engines.
DQEAF is similar in methodology to Gym-malware but has
many benefits and a higher evasion success rate of adver-
sarial examples compared to it. DQEAF uses a subset of
modifications used in Gym-malware and ensures that all
modifications will not cause corruption in the modified mal-
ware files. DQEAF is able to reduce instability caused by
higher dimensions by representing executable files with only
513 features,which ismuch lower than that inGym-malware.
DQEAF takes priority into account when replaying past tran-
sitions. This helps to replay higher-value transitions more
frequently and thus optimize RL algorithm.

Another reinforcement learning approach is presented in
[28], in which Labaca-Castro et al. presented the AIMED-
RL adversarial attack framework. This attack can generate
adversarial examples that lead machine learning models to
misclassifymalicious files without compromising their func-
tionality. The authors demonstrated the importance of a
penalty technique and introduced a new penalization for the
reward functionwith the aim of increasing the diversity of the
generated sequences of modifications while minimizing the
number of modifications. The results showed that the agents
with penalty outperform the agents without penalty in terms
of both the best and the average evasion rates.

3.3 Gradient-based attacks

Kolosnjaji et al. in [29] introduced a gradient-based white-
box attack to generate adversarial malware binaries against
MalConv. A white-box scenario occurs when the attacker
gets access to the system and may examine its internal con-
figuration or training datasets. The basic idea of the attack
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is to manipulate some bytes of each malicious software to
maximize the likelihood that the input samples are classi-
fied as benign. To ensure that malicious binary functionality
is maintained, only padding bytes at the end of the file are
considered. The results show that the evasion rate is corre-
lated with the length of the injected sequence and, despite the
fact that less than 1% of the bytes are modified, the modified
binary evades the target network with high probability and
that the precision of MalConv can be reduced by more than
50%.

In [30], Kreuk et al. presented an improved gradient-based
white-box attack method against MalConv. The authors pro-
posed two methods for inserting a sequence of bytes into a
file; the payload is inserted either at the end of the file or into
slack regions. Unlike [29], the evasion rate of [30] is invariant
to the length of the injected sequence.

Demetrio et al. in [20] presented a gradient-based variant
white-box attack that is similar to [29]. The main difference
is that [29] injects adversarial bytes to the end of the PE file,
while this attack is limited to changing bytes within a specific
disk operating system (DOS) header in the PE header. The
results show that a change of a few bytes is sufficient to evade
MalConv with high probability.

Suciu et al. in [31] describe the FGM append and slack
attacks and compare their effectiveness against MalConv.
This attack is similar to [30], and the experimental results
show that inserting adversarial perturbation between sections
(FGMslack attack) ismore efficient than appendingmodified
bytes at the end of the file (FGMappend attack).However, the
FGM append attack is able to achieve higher evasion rates,
albeit with a larger perturbation size.

Demetrio et al. in [21] propose RAMEN, a general adver-
sarial attack framework against PE malware detectors. This
framework generalizes and includes previous attacks against
machine learning models, as well as three new attacks based
on manipulations of the PE file format that preserve its func-
tionality. The first attack is a full DOS attack, which edits all
the available bytes in the DOS header. The second attack is
called Extend, which enlarges the DOS header, thus enabling
manipulation of the extra DOS bytes. The third is the Shift
attack, which shifts the content of the first section, creating
additional space for the adversarial payload.

3.4 Generative adversarial network-based attacks

Hu and Tan proposed in [32] a model called MalGAN,
which is based on a generative adversarial network (GAN).
This model enables the generation of adversarial malware
examples that are capable of bypassing black-boxML-based
detection models. MalGAN includes two neural networks: a
generator and a substitute detector. The generator is used to
generate adversarial examples, which are dynamically gen-
erated according to the feedback of the malware detector and

are able to fool the substitute detector. The results showed
that MalGAN can reduce the detector’s accuracy to almost
zero.

Later, Kawai et al. presented Improved MalGAN in [33].
The authors discuss the problems of MalGAN and try to
improve them. For example, the original MalGAN uses mul-
tiple malware samples to train MalGAN, in contrast, the
improved MalGAN uses only one malware sample. Fur-
thermore, the original MalGAN trains the generator and the
malware detector with the same application programming
interface (API) call list, while the Improved MalGAN trains
with different API call lists.

Yuan et al. in [34] introduced GAPGAN, a GAN-based
black-box adversarial attack framework. GAPGAN allows
end-to-end black-box attacks at the byte level against deep
learning-based malware binaries detection. In this approach,
a generator and a discriminator are trained concurrently. The
generator is used to generate adversarial payloads that are
appended to the end of the original data to craft a malware
adversarial sample while ensuring the preservation of their
functionality. The discriminator tries to imitate the black-
box malware detector to recognize both the original benign
samples and the adversarial samples generated. When the
training process is completed, the trained generator is able to
generate an adversarial sample in less than 20 milliseconds.
Experiments show that GAPGAN is capable of achieving
a 100% attack success rate against the MalConv malware
detector by only inserting adversarial payloads with the size
of 2.5% of the total length of the input malware samples.

4 Experiments

This section describes the setup and procedure for each
experiment. First, the hardware configuration is introduced,
followed by a description of the datasets used. Next, the
setup of the different algorithms used to generate adversarial
samples is described. Finally, the experiments performed are
described.

4.1 Experimental setup

The experiments are carried out on theNVIDIADGXStation
A100 server. This server is equipped with an AMD EPYC
7742 processor with a base frequency of 2.25 GHz, 64 cores,
and 512 gigabytes of RAM. We also use a virtual machine
with a Windows 11 operating system and another virtual
machine with a Kali Linux operating system for testing and
analysis.

We use two datasets for our experiments. The first dataset
contains a total of 3,625 harmless executable files, which
were collected from a newly installed Windows 11 system.
The second dataset contains 3,625 malicious executable files
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obtained from the VirusShare repository [37]. All the files in
both datasets are PE files.

4.2 Attack settings

In total, we compare five adversarial attack strategies. Par-
tial DOS and Full DOS attacks are performed in a white-box
setting against theMalConvdetector, and themaximumnum-
ber of iterations is set to 50. GAMMApadding andGAMMA
section-injection attacks are performed in a black-box setting
against the MalConv detector with the maximum number of
queries set to 500, regularization parameter set to 10−5, and
a total of 100.data sections extracted from benign programs
used as injection content. The last attack we use is the Gym-
malware attack, with its default configuration performed in
a black-box setting against the GDBT detector. The Gym-
malware model was trained on a dataset of 3,000 malicious
samples and a validation set of 1,000 files.

4.3 Evaluationmetrics

We use several metrics to evaluate the experiments. A key
metric in the area of adversarial machine learning is the eva-
sion rate (ER), the proportion of malware files misclassified
by the target malware classifier, and can be calculated as
follows:

ER = misclassi f ied

total
(1)

where misclassi f ied is the number of malware samples
misclassified as benign, and total is the total number of files
submitted to the target classifier after discarding files that
were already incorrectly predicted before modification.

The evasion ratementioned above is a universalmetric that
can be used to evaluate both single attacks and combinations
of attacks. In both cases, we are interested in the percentage
of malware that escaped detection by the antivirus program.
Additionally, we use the following metrics to evaluate the
combination of attacks.

The first two metrics that we chose to evaluate the success
of the combination are the absolute improvement and the rel-
ative improvement in the evasion rate when using the second
attack in the combination compared to the first attack. Abso-
lute improvement (AI ) can be described by the following
formula:

AI = ERC − ER1 (2)

where ERC is the total evasion ratewhenusing a combination
of methods, and ER1 is the evasion rate after using the first
attack in the combination alone. The result is the percentage
increase in evasion rate between the first and second attacks

in the combination. For example, if the evasion rate after the
first attack in the combination is 0.01 and after the second
attack is 0.1, then the absolute improvement is 0.09, which
means that the second attack improved the overall evasion
rate by 9%.

Similarly, the relative improvement (RI ) can be expressed
using the formula:

RI = ERC − ER1

ER1
(3)

where the meaning of the variables is the same as in the pre-
vious formula (2). However, in the previous case, the result
expressed a percentage increase over all samples tested. In
the case of relative improvement, we limit ourselves to the set
of samples that escaped the antivirus program after the first
attack. For example, if the evasion rate after the first attack
of the combination is 0.01 and after the second attack it is
0.1, then the relative improvement is 9, i.e., the second attack
improved the evasion rate of the first attack by 900%.

Next, we need to compare the combination of attacks with
performing the attacks separately to see if the combination
of attacks adds any value. To do this, we use a simple com-
parison of the evasion rate of the combination of attacks with
the evasion rate of the attacks performed separately. We call
it evasion rate comparison (ERC), and it has the following
calculation:

ERC = ERC − max(ER1, ER2) (4)

where ERC is the evasion rate of the combination attack,
while ER1 and ER2 are the evasion rates of the first and sec-
ond attacks, respectively. If the result is positive, it means that
the combination of attacks performed better than the com-
bination of the two attacks in the combination that would
have been performed alone. If the result is negative or zero,
it means that the execution of the attack combination was
pointless because one of the attacks that were part of the
combination performed better or was equal to the combina-
tion in terms of evasion rate.

4.4 Experiments description

We present four experiments that explore different char-
acteristics of the adversarial attacks mentioned above. We
designed the experiments to capture the fundamental char-
acteristics that efficient and successful adversarial attacks
should have if applicable in real-world scenarios. Firstly, we
focus on the efficiency of generators, i.e., how fast they can
generate new adversarial samples and how large the samples
will be. Next, we focus on the key feature of any adversarial
example, evasiveness against malware detectors. Lastly, we
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explore how a combination of different generators can create
new and evasive adversarial malware samples.

4.4.1 Sample generation time

In the first experiment, we measure the time it takes to gener-
ate individual samples using all the aforementioned selected
algorithms.These results, alongwith other data collected dur-
ing the experiments, can help compare the effectiveness of
various generators and determine the most effective method
to generate adversarial malware samples.

4.4.2 Sample size

In the second experiment, we investigate how the size of the
originalmalware samples changes by applyingvarious adver-
sarial malware generators. Generally, the attacker’s goal is to
minimize the increase in the size of the generated adversarial
files to make it harder to distinguish them from the original
malware samples.

4.4.3 Bypassing commercial AV products

In the third experiment, we analyze the effectiveness of
created adversarial malware samples against real-world AV
detectors. Based on a comparative study [38], 10 AV pro-
grams were selected for experimentation, and their names
were intentionally anonymized in the following results. Note
that in the subsequent results, only nine AVs are listed as two
of the selected AVs reported the same results.

The modified malware files from different adversarial
algorithms are submitted to the VirusTotal server [39] to
obtain the evasion rate for each adversarial malware gener-
ator. To avoid bias in the results, we only analyzed malware
samples thatwere correctly classifiedbyall selectedAVprod-
ucts before modification. We also discarded samples from
which we were unable to obtain file analysis from VirusTo-
tal, e.g., due to the broken behavior of modified examples.
In total, we use a set of 530 genuine malware samples along
with a modified version for each malware generator.

4.4.4 Combination of multiple techniques

In the last experiment, we test the effectiveness of using a
combination of methods to generate malware samples [40].
The goal of this experiment is to test whether using multiple
adversarial example generators per malware sample would
significantly increase the malware evasion rate.

An overview of the experiment is shown in Fig. 1. First,
the original malware samples are processed by the first gen-
erator. These modified samples are then tested against a real
AV detector that is not part of the generator. The result is a
set of samples divided into two sets. The first set consists of

Fig. 1 Method for generating adversarial examples by combining two
generators

evasive examples that successfully evaded the givenmalware
detector, and this set is no longer processed. In contrast to
adversarial examples, which are generated against the tar-
get classifier, evasive examples are samples that have evaded
detection by the AV program, although this AV program was
not used to generate these samples. The second set consists
of failed examples that failed to evade the detector and are
used as input to the second generator. The second genera-
tor processes the failed examples, and the resulting modified
samples are again tested against the real AV detector. The
result is again a set of samples divided into two sets: eva-
sive and failed. The set of evasive examples produced by the
first generator and the set of evasive examples produced by
the second generator together form the set of resulting suc-
cessful adversarial examples produced by combining these
two generators. The failed examples obtained after using the
second generator are the resulting samples that did not evade
detection.

5 Results

This section presents the recorded results of the individual
experiments described in Sect. 4.
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5.1 Sample generation time

Firstly, we look at the results of the sample generation time.
Average times in seconds and standard deviation for each
attack are listed in the box plot in Fig. 2.

From Fig. 2, we can see that Gym-malware took the least
amount of time, on average less than 6s, to generate adver-
sarial examples with some outliers below 100s. It should be
noted that Gym-malware requires a preceding training phase
that is not taken into account in this experiment. On the con-
trary, the Full DOS attack recorded the longest time to create
adversarial examples, with an average duration of more than
160s. The remaining three methods achieved similar sam-
ple generation times of around 100s in spite of the fact that
the results of the GAMMA section-injection attack contain
several outliers with extensive long durations of more than
300s. However, the measured times may be affected by the
settings of individual algorithms.

5.2 Sample size

Secondly, we present the results of the sample size exper-
iment in Table 2, which contains the average and standard
deviations of sample size changes in bytes for each tested
attack. Note that Partial and Full DOS attacks are based on
changing bytes in the DOS header. Thus, modifying the mal-
ware samples by these methods does not alter the size of
the resulting adversarial examples. On the other hand, the
remaining tested methods can change the initial file size.

The GAMMA padding and section-injection attacks are
based on inserting parts extracted from benign files into the
malware file. In the case of the GAMMA padding attack, the
file size increased by 223,605 bytes on average, and in the
case of the GAMMA section-injection attack, it increased by
1,940,352 bytes. As we can see from the Standard Deviation
column, the adversarial examples generated by the GAMMA
section-injection attack exhibit significant differences in the
final file sizes.

Fig. 2 Time required to generate a sample for each sample generator
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Table 2 Changes to the sample
size of generated adversarial
samples for each generator

Attack Average Size [B] Standard Deviation [B]

Partial DOS 0 0

Full DOS 0 0

GAMMA Padding 223,604.57 48,403.25

GAMMA Section-injection 1,940,351.63 78,088,981.28

Gym-malware − 149,272.75 754,660.5

Table 3 Evasion rate (in %) of generated adversarial samples achieved against AV products on the VirusTotal server

Attack AV1 AV2 AV3 AV4 AV5 AV6 AV7 AV8 AV9 Average

GAMMA padding 0.00 1.79 0.45 0.22 0.45 0.90 1.34 0.56 0.45 0.68

Partial DOS 0.78 2.57 0.78 1.01 0.78 0.78 1.90 1.45 0.78 1.21

Full DOS 0.67 1.34 0.78 0.90 0.78 0.78 4.14 1.23 0.78 1.27

GAMMA section-injection 18.46 5.37 6.38 4.36 4.47 9.06 43.62 1.23 5.37 10.92

Gym-malware 45.53 19.02 44.86 67.23 41.61 53.58 53.80 26.51 44.86 44.11

TheGym-malware attack uses various types of filemanip-
ulations, which can cause the file size to reduce, increase,
or remain unchanged based on the chosen modification. On
average, the file size was reduced by 149,273 bytes. The
observed file size reduction was probably due to the authors’
implementation of file manipulations, as they used the LIEF
library [41], which significantly alters the structure of the
initial malware file.

5.3 Bypassing commercial AV products

Thirdly, we list the effectiveness of generated adversarial
samples on commercially availableAVprograms. The results
are shown in Table 3, where each column represents one of
the selected AV programs, and each row represents one of the
algorithms used to generate adversarial samples. The values
in the table represent the achieved evasion rates, expressed as
a percentage, for the corresponding algorithm and AV prod-
ucts.

The Gym-malware attack achieved the highest evasion
rates among all selected AV programs, successfully bypass-
ing the top AVs 19.02% to 67.23% of the time. The
second-best results were recorded by the GAMMA section-
injection attack,which recorded evasion rates between1.23%
and 43.62%.

In contrast, the GAMMA padding attack achieved the
worst results, failing to mislead any detector tested in more
than 1.8% of cases. Full and Partial DOS attacks scored
slightly better than the GAMMA padding attack, with the
Full DOS marginally outperforming the Partial DOS attack.

5.4 Combination of multiple techniques

Based on the results from the previous experiment, we chose
the three most successful adversarial example generators
and tested all nine possible combinations. Namely, we used
Gym-malware, GAMMA section-injection, and Full DOS
adversarial malware generators.

This section contains two types of tables. The first type of
table lists the measured minimum, average, and maximum
values for particular AVs across the nine combinations of
the three selected generators. The second type of table lists
the measured minimum, average, and maximum values for a
particular combinationof generators across the nineAVs.The
First Generator column contains the first generator used, and
the Second Generator column contains the second generator
used as described in Sect. 4.4.4.

Evasion rate

First, we present the results of the evasion rate metric. For
all AVs, we examine the minimum, average, and maximum
of the results of all combinations of generators tested in the
experiment. These results can be found in Table 4. For the
minimum values of the evasion rate, we can see that none of
the antivirus programs reached a detection rate of 100%. On
the other hand, all these values are relatively low compared
to the average and maximum values, which tells us that some
of the nine generator combinations were not very successful.
The average evasion rates range from about 18% to 49%,
and the maximum values range from 30% to 78%. The best
result was achieved by combinations of generators against
AV7,where the average evasion rate is around 49%,while the
least successful was against AV2, where the average evasion
rate is around 18%.

123



P. Louthánová et al.

Table 4 Evasion rate (in %) for each AV using all combinations of
generators

AV Minimum Average Maximum

AV1 0.78 32.39 55.26

AV2 1.45 17.79 29.53

AV3 0.90 31.15 63.09

AV4 1.45 38.59 78.19

AV5 0.78 26.76 57.61

AV6 0.90 35.91 73.60

AV7 5.26 49.32 74.50

AV8 1.57 17.80 41.39

AV9 0.78 30.79 62.75

Table 5 shows the results of the evasion rate achieved by
each combination of generators. Here, we can see that the
most successful combination was the one in which the Gym-
malware generator was used twice in a row. This achieved
a minimum evasion rate of around 30% for all AVs. The
average value for this combination is around 58%, and for at
least oneAV,we achieved an evasion rate of around 78%with
this combination. On the other hand, the worst combination
in terms of evasion rate is the one in which the Full DOS
generator was used twice. In this case, we have an average
evasion rate of about 2%, while for all other combinations,
this value exceeds 10%, and for some evenmore significantly.
The maximum value of the evasion rate for this combination
is about 5%, while for the others, we have at least about 44%.

Absolute improvement

Next, to determine the effectiveness of using a combinationof
generators instead of individual generators alone,we evaluate
the metric that we identified as an absolute improvement in
Sect. 4.3.

First, we focus on Table 6, which shows the absolute
improvement values for each AV in the nine combinations
of generators. Here, we can see that for some AVs, we were

Table 6 Absolute improvement (in %) for each AV using all combina-
tions of generators

AV Minimum Average Maximum

AV1 0.11 10.84 29.98

AV2 0.11 9.21 22.48

AV3 0.11 13.81 41.16

AV4 0.00 14.43 60.74

AV5 0.00 11.14 35.01

AV6 0.11 14.77 50.22

AV7 0.90 15.46 40.72

AV8 0.34 8.14 26.51

AV9 0.00 13.78 41.39

unable to improve the evasion rate by applying the second
generator. Specifically, this refers to the minimum value for
AV4, AV5, and AV9. Table 7 helps us to identify the relevant
generators.We can see that the only non-improving combina-
tions are the ones in which we use the same generator twice,
namely, the Full DOS generator or the GAMMA section-
injection generator. This may indicate that the use of these
combinations is not entirely effective. For the average values
in Table 6, we can see that they do not differ significantly,
in all cases between about 8% and 15%. For the maximum
values, we have a slightly higher range, approximately 22%
to 61%. This means that if we use a second generator, we
will improve the evasion rate by about 10% on average after
using the first generator.

However, significantly more intriguing is Table 7, which
shows the absolute improvement for each generator combi-
nation against all AVs. Here, we can see that the use of Full
DOS as the second generator does not result in a significant
absolute improvement in the evasion rate for the minimum,
average, and maximum values. This means that using Full
DOS as the second generator in a combination is the least
effective. On the other hand, we can see that we get the best
absolute improvement by using the Gym-malware method as
the second generator in the combination.

Table 5 Evasion rate (in %) for
each generator combination
against all AVs

First Generator Second Generator Minimum Average Maximum

Full DOS Full DOS 0.78 1.54 5.26

Full DOS GAMMA section-injection 1.57 10.48 43.96

Full DOS Gym-malware 23.15 38.69 61.63

GAMMA section-injection Full DOS 6.26 15.05 45.30

GAMMA section-injection GAMMA section-injection 1.90 14.03 44.52

GAMMA section-injection Gym-malware 25.39 46.97 74.50

Gym-malware Full DOS 26.51 46.16 67.34

Gym-malware GAMMA section-injection 27.18 49.22 67.79

Gym-malware Gym-malware 29.53 58.34 78.19
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Table 7 Absolute improvement
(in %) for each generator
combination against all AVs

First Generator Second Generator Minimum Average Maximum

Full DOS Full DOS 0.00 0.27 1.12

Full DOS GAMMA section-injection 0.67 9.21 39.82

Full DOS Gym-malware 21.92 37.42 60.74

GAMMA section-injection Full DOS 0.78 4.13 5.93

GAMMA section-injection GAMMA section-injection 0.00 3.11 10.29

GAMMA section-injection Gym-malware 20.02 36.04 51.23

Gym-malware Full DOS 0.11 2.05 7.49

Gym-malware GAMMA section-injection 0.56 5.11 10.63

Gym-malware Gym-malware 7.72 14.23 20.02

In Table 7, we can observe another interesting fact. As we
have already mentioned, the use of two identical generators
in combination is not very effective. However, this statement
does not apply to the Gym-malware generator. In contrast,
if we use the Gym-malware generator as the first generator
in the combination, then the best choice to select the second
generator seems to be the Gym-malware generator again.
Full DOS and GAMMA section-injection generators have
minimal absolute improvements in the role of the second
generator. These results show that the Gym-malware genera-
tor is successful in both cases, used alone and in combination
with itself.

The best absolute improvement values are achieved when
we choose Full DOS as the first generator and Gym-malware
as the second. This results in an absolute improvement in the
evasion rate in all AVs of at least around 22%, on average
37%, and up to a maximum of 61%. On the other hand, the
worst results in terms of absolute evasion rate improvement
are obtained when we choose Full DOS as both generators.
In this case, we obtain a minimum absolute improvement
of 0%, an average of 0.3%, and a maximum of 1.1% across
all antivirus programs. We can conclude that the Full DOS
generator is likely to be the least successful generator, both
when used alone and in combination.

Relative improvement

We follow the absolute improvement results with a rela-
tive improvement in the evasion rate. Analogously to the
improvement in the absolute evasion rate, we can see the
results of relative improvement in Table 8. We can see that
AV7 performed the best on average in terms of relative
improvement of the evasion rate. Conversely, AV4 performed
the worst, where, in some cases, the second generator man-
aged to increase the number of successfullymodified samples
(which evaded detection) by more than 67 times.

Table 9 confirms that the Full DOS generator, which
was used as the second generator in combination, does not
increase the evasion rate significantly. On the other hand, if

Table 8 Relative improvement (in %) for each AV using all combina-
tions of generators

AV Minimum Average Maximum

AV1 0.61 788.88 4466.67

AV2 8.33 307.66 1675.00

AV3 3.74 732.66 5014.29

AV4 0.00 914.67 6787.50

AV5 0.00 633.29 4257.14

AV6 1.46 846.29 6000.00

AV7 2.05 232.70 983.78

AV8 3.80 510.39 2154.55

AV9 0.00 758.01 5285.71

this generator is chosen as the first generator in the com-
bination, the GAMMA section-injection or Gym-malware
generator can increase the number of samples that evade
detection by up to 67 times. This shows that the Full DOS
generator is not a very strong generator on its own. Regard-
ing the Gym-malware generator, we can see that when it is
used as the first generator in a combination, the second gen-
erator does not significantly increase the result, even when
Gym-malware is used again as the second generator. How-
ever, the Gym-malware generator is very successful on its
own as it achieves a significantly higher evasion rate than
other generators. Therefore, a relative improvement in the
evasion rate from 39% to 56% can cause a drastic increase in
the total evasion rate of the combination (up to 20%).We can
also see that when the Gym-malware generator is used as a
second generator in other combinations, there are huge rel-
ative improvements over the first generator. Again, we can
see that Gym-malware is very effective when used in any
combination of generators.

Evasion rate comparison

The last metric examined, evasion rate comparison, helps us
find the answer to the question of whether it is better to use
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Table 9 Relative improvement
(in %) for each generator
combination against all AVs

First Generator Second Generator Minimum Average Maximum

Full DOS Full DOS 0.00 18.93 62.50

Full DOS GAMMA section-injection 75.00 715.51 2400.00

Full DOS Gym-malware 983.78 4027.99 6787.50

GAMMA section-injection Full DOS 3.85 104.90 409.09

GAMMA section-injection GAMMA section-injection 0.00 58.50 181.25

GAMMA section-injection Gym-malware 70.77 741.93 2154.55

Gym-malware Full DOS 0.17 7.31 39.41

Gym-malware GAMMA section-injection 0.83 13.60 42.94

Gym-malware Gym-malware 16.31 35.90 56.12

Table 10 Evasion rate comparison (in %) for each AV using all com-
binations of generators

AV Minimum Average Maximum

AV1 −14.88 0.87 9.73

AV2 0.11 5.28 10.52

AV3 −4.81 4.02 18.23

AV4 −11.63 −0.31 10.96

AV5 −7.49 2.06 16.00

AV6 −5.82 3.03 20.02

AV7 −8.95 4.43 20.69

AV8 −3.36 2.52 14.88

AV9 −2.69 3.99 17.90

individual generators separately or to use them in combina-
tion. A negative value of this metric indicates that we would
achieve a better evasion rate by using the better of the two
generators individually (better in terms of evasion rate). On
the contrary, a positive value indicates that we recorded a
better result using the combination of both generators.

Looking at the minimum values in Table 10, we can see
that for almost all AVs, there was a combination of genera-
tors that was not effective due to the negative values in this
column. The exception is AV2, where we achieved a better
evasion rate for all combinations of generators used. How-
ever, the average and maximum values show that, in most
cases, the combination is more effective than the better of
the two generators used separately. Only AV4 has a negative
average value, which means that a separate use of a single
generator is a better option against this AV. On the other
hand, when attacking AV2, it is better to use a combination
of generators as it achieves the highest average evasion rate
comparison value.

Table 11 shows that combining generators using Full DOS
as the first generator and either GAMMA section-injection
or Gym-malware as the second generator yields negative
results, as evidenced by both the minimum and average val-
ues being negative. Based on the results from the previous

parts of this section, we can say that it is more advantageous
to use GAMMA section-injection and Gym-malware gener-
ators separately in such cases. We can also see other negative
values in the minimum value column for the combination
of GAMMA section-injection and Gym-malware generators
used in this order. Nonetheless, the average value of the com-
bination is positive, indicating that it is beneficial to use this
combination on average. For the remaining combinations, we
can conclude that using them results in a better evasion rate
than using the better of the two generators separately.

6 Discussion and future work

To the best of our knowledge, this is the first paper that eval-
uates adversarial malware generators in terms of generation
time, sample size, and, most importantly, evasion rate against
commercially available AVs.

In general, our measured results (see Table 3) are sig-
nificantly worse than the measurements done by the original
authors (see Table 1). For example, the reported evasion rates
in the original publications are almost always higher than
the average evasion rates we measured against real-world
AVs. This is expected as samples are generated against dif-
ferent malware detectors (GBDT or MalConv), which are
most definitely easier to bypass than top-tier AVs. However,
the decrease in evasion rate between the authors’ reported
numbers and measured values in our experiments is signif-
icant. The Partial and Full DOS attacks evade detection of
MalConv in over 80% of cases yet can mislead AVs in no
more than 1.27% of time. An even bigger difference can be
seen for the GAMMA padding attack, which reported an
evasion rate of over 94% against MalConv but achieved less
than 0.7% against our tested AVs. Less significant contrast
could be found for the GAMMA section-injection generator,
which evaded real-world AVs in over 10% of cases while
reporting over 96% evasion rate against MalConv. The only
exception in our experiments is the Gym-malware generator,
where Enderson et al. reported in the original publication
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Table 11 Evasion rate
comparison (in %) for each
generator combination against
all AVs

First Generator Second Generator Minimum Average Maximum

Full DOS Full DOS 0.00 0.27 1.12

Full DOS GAMMA section-injection −2.80 −0.45 1.57

Full DOS Gym-malware −14.88 −5.42 4.81

GAMMA section-injection Full DOS 0.78 4.13 5.93

GAMMA section-injection GAMMA section-injection 0.00 3.11 10.29

GAMMA section-injection Gym-malware −11.63 2.86 20.69

Gym-malware Full DOS 0.11 2.05 7.49

Gym-malware GAMMA section-injection 0.56 5.11 10.63

Gym-malware Gym-malware 7.72 14.23 20.02

evasion rates of only 10–24% against the GBDT classifier
yet scored significantly higher in our testing, evading AVs in
over 44%of cases on average. Furthermore, the authors of the
GAMMA attacks reported that the GAMA section-injection
attack augments the size of the original malware file by up
to 880 KB, while our measurements show up to a 1.9 MB
increase. These findings suggest that MalConv may not be a
suitable option as a surrogate model when trying to bypass
top-tier AVs.

However, the Partial and Full DOS attacks could be effec-
tive in specific scenarios. For example, when only a single
malware detector is targeted, it can achieve high evasion
rates while minimally modifying input binary as reported
in the original publications. Similarly, the GAMMA genera-
tor seems to be highly successful in evading target classifier,
and we believe it could be further improved by incorporating
more sophisticated PE file manipulations to better general-
ize to unseen antivirus engines. Additionally, it should be
added that some of the samples generated by Gym-malware
were found not to preserve the original functionality [42],
thus substantially hindering the real-world usability of this
generator.

Contrary to the original publications, we explored the pos-
sibility of combining different generators to further improve
the evasive capabilities of adversarial examples. Based on
the results of our experiments, we have seen that even less-
performing attacks (e.g., FullDOS) can significantly improve
when combined with a more proficient generator (e.g., Gym-
malware). Interestingly,wehave seenmeasurable differences
even when the same technique was repeated twice, suggest-
ing that the default configuration used by the authors could
be altered for higher evasion rates.

It must be noted that the discrepancy between results
reported by the authors of the generators and our experi-
ments could be caused by the datasets used. This highlights
the importance of using representative samples for evaluation
to ensure the most accurate and reproducible measurements.

This work compared the three main types of adversarial
malware generators: reinforcement learning-based, gradient-

based, and evolutionary algorithm-based. We did not include
GAN-based attacks because, at the moment, these attacks
are not yet fully explored, and many GAN generators cannot
create functioningmalicious adversarial examples. Nonethe-
less, these attacks seem promising and should be considered
in future work.

Even though our selection of AVs is limited, we chose the
current top-tier AVs that represent the majority of the con-
sumer market. Based on the reported results, Gym-malware
is a threat even to the leading AVs, and better safeguards
should be implemented to defend against this attack. For
future research, we encourage authors to include other mal-
ware detectors, e.g., academic ML-based classifiers, to gain
better insight into the accuracy and sensibility of these new
detection models against adversarial attacks.

For future experiments, we propose to study inmore detail
how the sample generation time is affected by the input gen-
uinemalware size and investigate the correlation between the
sample generation time and the evasion rate of the resulting
adversarial examples. Further experiments could be done in
the area of combining generators where more than two gen-
erators could be combined to achieve even higher evasion
rates.

7 Conclusion

In this paper, we explored the use of adversarial learning
techniques in malware detection. Contrary to contempo-
rary survey papers from the area of adversarial malware,
we focused on experimental evaluation of state-of-the-art
methods rather than theoretical comparison. Our goal was to
apply existing methods for generating adversarial malware
samples, test their effectiveness against selected malware
detectors, and compare the evasion rates achieved and the
practical applicability of these methods.

For our experiments, we chose five adversarial mal-
ware sample generators: Partial DOS, Full DOS, GAMMA
padding, GAMMA section-injection, and Gym-malware.
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This selection represents a spectrum of adversarial tech-
niques based on gradient, evolutionary algorithms, and
reinforcement learning. These adversarial malware genera-
tors were evaluated on nine commercially available antivirus
products.

To validate and compare the different characteristics and
properties of the methods used, we performed four experi-
ments. These included tracking the time taken to generate
samples, changes in sample size after applying adversarial
modifications, testing effectiveness against antivirus pro-
grams, and evaluating combinations of generators.

The results indicate that making optimized modifications
to previously detected malware can cause the classifier to
misclassify the file and label it as benign. Furthermore, the
study confirmed that generated malware samples could be
used successfully against detection models other than those
used to generate them. Using combination attacks, a signif-
icant percentage of new samples that could evade detection
by antivirus programs were created.

Experiments showed that the Gym-malware generator,
which uses a reinforcement learning approach, has the great-
est practical potential. This generator produced malware
samples in the shortest time, with an average sample gen-
eration time of 5.73 s. The Gym-malware generator also
achieved the highest evasion rate against all selected antivirus
products, with an average evasion rate of 44.11%against nine
AVs. Furthermore, theGym-malware generatorwas effective
when combinedwith another generator, especiallywith itself,
where it achieved the highest average evasion rate of 58.35%.
Additionally, this generator could significantly improve the
performance of other generators, with absolute and rela-
tive improvements ranging between 36.04%−37.42% and
741.93%−4027.99%, respectively.

Our work highlights the importance of developing new
techniques to detectmalware and identify adversarial attacks.
More research is needed in this area to successfully combat
these novel threats and attacks.
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