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Abstract
In earlier years, most malware attacks were against Android smartphones. Unfortunately, for the past few years, the trend
has shifted towards attacks against the Apple iOS smartphone. Consequently, an in-depth analysis of the malware and iOS
architecture is important to identify the bestmitigation solution againstmalware exploitation.Hence, this paper presents a state-
of-the-art deep analysis of malware against iOS smartphones. This includes comprehensive studies of malware architecture
involving payload, propagation, operating algorithm, infection, and activation with underlying integration with a phylogenetic
concept. Phylogenetic, borrowed from the biology field, can identify any evolution of the origin of the malware involved. To
support this deep analysis of malware, a preliminary study was conducted using 12 malware samples, by focusing on social
media and online banking. This took place in a controlled laboratory using hybrid analysis. The result showed that there is a
way to identify the evolution of malware and as a result, a model has been developed. Based on the evaluation, 4% of mobile
applications matched the patterns developed in this model. This proves that the model developed in this paper can detect any
possible security exploitation related to social media and online banking for iOS mobile applications. This work can be used
as guidance for other researchers working on similar interests in the future.

Keywords Hybrid analysis · iOS exploitation · Malware classification · Mobile malware · Online banking · Phylogenetic ·
Social media

1 Introduction

1.1 Background

The growing use of mobile applications has significantly
changed communication and access to information such as
personal data, emails, bills, and bank account details. The
increasing number of smartphone users raises security con-
cerns, such as those contributing to the growth of mobile
malware on both iOS and Android platforms [1]. Malware
can lead to harm, or damage data and devices, especially via
online banking and social media exploitation. A report by
Kaspersky discovered 676,190 malicious installation pack-
ages in the third quarter (Q3) of 2021, decreasing by 209,915
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from the previous quarter and 445,128 from Q3 2020 [2].
For the first quarter (Q1) of 2021, a McAfee report stated
that there were 2.34 million mobile malware cases, of which
389 were on iOS [3]. The McAfee report also stated that
the number of new mobile malware incidences rose by 71%
(1.35 million) in Q1 2020, while new iOS malware grew by
over 50% (3,249), which is one of the reasons for the devel-
opment of this paper [4]. Furthermore, in 2019, high-risk
vulnerabilities were discovered in 38% of iOS mobile appli-
cations, compared to Android mobile applications with 43%
[5]. In 2017, 40% of iOS malware attacks targeted financial
services [6]. This raises the question of how iOS malware
classification can be developed to mitigate security exploita-
tion by attackers.

In this paper, social media exploitation is referred to
as an act that causes victims to lose productivity and in
which devices can be monitored and remotely controlled by
the attackers. While, online banking exploitation is an act
whereby victims lose financially, wherein their devices are
exploited for banking information such as user ID and pass-
word.

Work by [7] reported different iOS zero-day malware in
2019, such as watering hole spyware. This type of attack
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is able to access confidential information such as iMes-
sage, photos, and global positioning system (GPS) locations.
While FinSpy was able to steal detailed personal informa-
tion including SMS/MMS messages, telephone call records,
emails, contacts, videos, files, andGPS locations [8],whereas
Exodus could exfiltrate information including contacts, audio
recordings, images, videos, GPS location, and device infor-
mation [9]. In March 2021, Facebook closed down a hacking
attempt by Evil Eye that used the social media platform to
escalate Insomnia malware, a malicious program, to track
Uyghur Muslims in China’s Xinjiang region [10].

In June 2020, the FBI released an official statement claim-
ing that cybercriminals were taking advantage of the high
usage of mobile banking applications. Since 2020, there has
been a 50% rise in mobile banking. The FBI also warned
people to be vigilant when installing applications for smart-
phones and tablets since some of them may be harmful.
Banking trojans, which are harmful applications that mas-
querade as other applications such as games or utilities,
are being used by cybercriminals to steal banking informa-
tion [11]. This malware can steal confidential information,
yet currently, there have been few studies examining the
detection of iOS malware. The studies of [12–16] discussed
iOS exploitation implications in general. Based on the cases
above, the question arises as to what features are involved in
developing an iOSmalware detection model for social media
and online banking exploitation.

This paper bridges this research gap by developing a new
iOS mobile malware detection model. It consists of 30 new
correlation patterns between malware behaviour and iOS
architecture. Malware behaviour involves infection, activa-
tion, payload, operating algorithm, and propagation, whereas
iOS architecture focuses on Cocoa Touch, media layer, core
services, and core operating system (OS). The primary con-
cern for iOS architecture is possible exploitation in its layers.

Many bio-inspired algorithms have been applied in differ-
ent areas of cybersecurity especially in malware detection,
such as Genetic Algorithm (GA), Fuzzy Logic (FL), Nega-
tive Selection Algorithm (NSA), and Danger Theory (DT)
by [17–20]. In comparison with a bio-inspired algorithm, the
phylogenetic method will be able to detect the root origins of
malware evolution. It concerns the history of its evolution and
is connected to a tree diagram with various organisms and
taxonomic groups [21]. The phylogenetic concept underpins
the development of this paper’s mobile malware classifica-
tion andwas used as the basis for producing a new iOSmobile
malware detection model. The strength of this concept is its
capability to identify the root of its ancestry, and a prediction
can be made for any evolution of iOS malware. As a result,
possible social media and online banking exploitation can be
detected via this proposed model.

The main challenges for this paper are the rise of mal-
ware exploitation on social media and online banking, and

a lack of analysis and mitigation solutions for iOS plat-
forms, including jailbreak and iOS architecture exploitation.
Few studies have been conducted in relation to iOS in com-
parison to Android, whose studies include [22–28]. The
techniques used for previous studies were based on audio
signal processing, artificial neural networks, feature selec-
tion, app similarity graph, feature weighting, combination
API, and permission and formal methods. However, these
techniques were only applied to the Android platform, and
few studies were conducted on iOS exploitation. In addi-
tion, the most common method of iOS exploitation is using
jailbreaks such as work by [29–32]. A jailbreak is used to
eliminate AppStore restrictions, achieve full authority, add
features, view the iOS device log, and bypass GSMproviders
and network consumption restrictions. Therefore, this paper
has developed a model to detect malware on the iOS
platform.

Previous studies, such as [12–16], only focused on static
or dynamic analysis. Work by [12] used the static approach,
which entails a grayscale histogram and reverse engineering
of the application code to obtain the function from the source
code, while [13] introduced five conditions the application
must meet to determine a potentially exploited channel. By
combining dynamic (low-level debugger and debug server)
and static (reverse analysis tool IDA) analysis, the authors
traced the data object’s origins back to the first triggered
method for intercepting communication data. Work by [14]
proposed a system that providesDNSandURLfiltering using
several backlists on mobile browser of iOS and Android, but
it used manual evaluation to decide on the blacklist. Work by
[15] introduced a threat model to test and analyse applica-
tions in Android and iOS, using a man-in-the-middle attack
(MiTM) but only focusing on mobile banking applications.
The authors used static and dynamic analysis for the testing
process.

Work by [16] focused on static analysis only, using fea-
ture vector extraction to count the number of occurrences
of a specific group of opcodes and a machine-learning algo-
rithm to detect iOSmobile malware. Work by [33] suggested
using Image Similarity-based Statistical Parameters (ISSP)
and a visualization technique in which the disassembledmal-
ware code is turned into grayscale images. A Faster Region
Proposals Convolution Neural Network (F-RCNN) classi-
fier is used to train a vector made up of grayscale images
with statistical characteristics. The proposed technique has
anoverall average classification accuracyof 98.12%.To iden-
tify and categorize Android malware, work by [34] provided
a hybrid technique that extracts various features using static
and dynamic malware analysis. These researchers also pro-
duced two dataset for detecting Android malware (dataset
1) and classifying its families (dataset 2). According to the
experimental results, hybrid classification outperforms static
and dynamic data in terms of detection and classification.

123



iOS mobile malware analysis: a state-of-the-art

Static and dynamic analyses focus only on certain features’
limitations and can miss a significant part of the detection.
Therefore, this paper has implemented hybrid analysis with
phylogenetic as the underlying concept for iOS malware
detection to increase the accuracy rate.

In comparison, other works, such as [35–41], have used
process mining, a fuzzy clustering algorithm, a persis-
tent phylogeny tree model, a discrete-time Markov chain
(DTMC), a Bayesian network algorithm, and an extension
of the graphical lasso. These techniques were applied only
on the Android and Windows platforms. Thus, in this paper,
the phylogenetic concept has been implemented to predict
the future evolution of iOS malware by developing a classi-
fication used as input for the iOS mobile malware detection
model. Based on the previous studies mentioned above, this
paper has overcome the existing challenges by focusing on
the iOS platform, using hybrid analysis and the phylogenetic
concept.

1.2 Contributions

The contributions of this paper can be summarized as follows.

• It presents insight into works related to social media
exploitation, online banking exploitation, iOS, and phy-
logenetics.

• It provides an iOS malware classification, which is devel-
oped using a combination of functions extracted from
malware. The classification is then mapped into phyloge-
netic. This consists of 30 new correlation patterns between
malware behaviour and iOS architecture. From 30 mal-
ware classifications, 22 can be used against social media
and online banking exploitation.

• It also provides an iOS malware model detecting social
media and online banking exploitation. During the eval-
uation, this model successfully detected seven out of 150
mobile applications with possible exploitation vulnerabil-
ities related to social media and online banking.

1.3 Organization

The remainder of this paper is organized as follows. Section 2
discusses the relevant works used in this paper. This con-
sists of social media exploitation, online banking exploita-
tion, iOS architecture, iOS mobile malware exploitation,
iOS mobile malware detection, phylogenetics, malware
behaviour, iOS version, surveillance features, and accu-
racy. Section 3 presents the methodology, while Section 4
consists of the findings and malware detection modelling.
Section 5 presents the evaluation of the proposed model,
while Section 6 presents the discussion, limitations, and
improvements. Section 7 presents the conclusion.

2 Related works

This section discusses the literature on social media exploita-
tion, online banking exploitation, and iOS, focusing on
the platform’s architecture and mobile malware exploitation
and detection. Then, phylogenetic theory and its approach
towards iOS are discussed. The chapter also discusses mal-
ware behaviour, the iOS version, surveillance features, and
accuracy.

2.1 Social media exploitation

As of March 2021, Facebook had closed down a hacking
operation using the social media site to spread Insomniamal-
ware, a malicious program used to monitor Uyghur Muslims
in China’s Xinjiang region. A group of hackers, collectively
knownasEvil Eye and linked toChinese government entities,
distributed iOS and Android malware on various websites
to monitor activists, journalists, and protestors. The spyware
known as Insomnia works on any web browser operating any
version of iOS 10 and 11, as well as iOS 12.0, 12.1, 12.3,
12.3.1, and iOS 12.3.2, according to research published by
the security firm Volexity. Once installed, this spyware gains
access to users’ contacts, location, message data, and infor-
mation from third-party applications [10].

Work by [42] discussed the common cybercrimes, mitiga-
tion techniques, and protection related to social media. They
provided recommendations and techniques to prevent cyber-
crime regarding research studies. Theydeclared that common
types of cybercrime are spamming, hacking, malware, DoS
attacks, phishing and social engineering, online identity theft,
and cyberstalking. Work by [43] presented a detailed review
of the most recent and relevant research papers on social
media security and privacy, as well as the types of threats
and attacks that affect users, released between2018 and2020.
This work contributed to a firmer grasp of important factors
in social media influencing security and privacy.

Work by [44] detailed several situations involving online
social network threats and their remedies, including using
various models, frameworks, and encryption approaches to
protect social network users from multiple attacks. They
presented various solutions and conducted a comparative
analysis of different studies to understand the survey bet-
ter. Work by [45] describes how cyberattacks are criminal
attempts to infiltrate a user’s or an organization’s network
to steal confidential or personal data for personal benefit
and how social media users and organizations are exposed
to cybercrime. The result suggests preventative actions that
can slow or minimize the number of cybercrimes perpetrated
against individuals and businesses. Work by [27] developed
mobilemalware classifications based onAPI andpermission-
based call logs, audio, and GPS that can be used for social
media malware detection. This classification is beneficial to
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application development. The test results show that 16% of
the mobile applications were classified as vulnerable to call
log exploitation, 13% to audio exploitation, and 9% to GPS
exploitation.

In conclusion, the works above discussed social media in
terms of security and privacy but did not detail the OS of the
social media application, either iOS or An-droid, except for
[27], which focused on the Android environment.

2.2 Online banking exploitation

In June 2020, the FBI released an official statement declaring
that cybercriminals are taking advantage of the high usage of
mobile banking applications. Since the beginning of 2020,
there has been a 50% rise in mobile banking. The FBI also
warned people to be vigilant when installing applications for
smartphones and tablets since some of themmay be harmful.
Banking trojans, which are harmful applications masquerad-
ing as other applications, such as games or utilities, are being
used by cybercriminals to steal banking information. They
also build fraudulent applications that imitate major financial
institutions’ official applications to trick users into entering
their login information [11].

Work by [46] proposed an Intrusion Response System
(IRS) based on a network’s graphical network securitymodel
and a game-theoretic model of cyberattacks. The infection
techniques, displayed behaviour, and network communica-
tionpatterns of twopopular banking trojans from theprevious
decade, Zeus (along with its companion ZitMo) and Emotet,
were presented to provide additional insight into the future of
banking trojans and malware in general. The study focused
onWindows OS and Android. Work by [47] provided a sum-
mary of several studies published between 2009 and 2020
in 26 developed and developing countries from more than
24 different sources, with an average sample size of 460
users, to comprehend the adoption of mobile banking from
the view of consumers. In addition, there have been a few
other research publications on mobile banking, but there has
been no quantitative survey or qualitative study, including
in-depth interviews with professionals or users. This study
did not include details on the OS of mobile banking, either
iOS or Android.

Furthermore, work by [48] presented a model for mobile
banking application selection that was proposed based on a
combined fuzzy best-worst method (fuzzy-BWM) and fuzzy
technique for order of preference by similarity to the ideal
solution. The model can help financial institutions and cus-
tomers overcome the difficulties of selecting an effective
mobile banking application. Their approach has limitations
in that expert decisions during pair-wise comparisons may
be prejudiced; the existing BWM might be expanded to a
new context to overcome the suggested model, and it does
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Fig. 1 General Components Architecture of iOS

not entail details of the OS of mobile banking, either iOS or
Android.

Work by [49] discussed several significant aspects of
mobile banking in terms of threats, security requirements,
and security solutions regarding limitations and improve-
ments. This work did not include details of the OS of mobile
banking, as being either iOS or Android. Work by [28] pro-
posed applying a formal methods-based approach to detect
bankingmalware in theAndroid environment. It reached pre-
cision and recall equal to 1 when evaluated with real-world
Android applications. This work focused on the Android
environment only.

In conclusion, several works are related to online banking
but lack focus on the iOS environment.

2.3 iOS architecture

On 6 March 2008, Apple launched the first beta and a new
operating system name: iPhone OS. Apple rebranded iPhone
OS as ‘iOS’ in June 2010. The basic architecture for iOS is
divided into four layers, which are Cocoa Touch, media, core
services, and core OS [50]. Every layer has its own functions.
The lower layers, such as the core services and core OS,
manage basic services in iOS, while the upper layers, such
as the media and Cocoa Touch, handle the user interface
and advanced graphics [51]. Figure 1 presents the general
components of the iOS architecture.

As shown in Fig. 1, the hardware layer is composed of
the physical chips fused with the iOS circuit. The core OS
layer is the lowest layer that interacts with the hardware
directly. It has an operating system that is above the other
layers. This layer handles memory management (allocation
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and de-allocation, once the application has finished), file
management, and network management. The core service
layer serves as the foundation on which the other layers are
built. It contains several features, including data protection,
SQLite database, file-sharing support, iCloud storage, XML
support, and in-app purchases. Media layers manage graph-
ics, audio, and video capabilities. Graphic framework, audio
framework, and video framework are the three frameworks
that form themedia layer. These frameworks help access pho-
tos and videos stored on the device and manipulate images
usingfilters and2Dsketching.TheCocoaTouch layer defines
the look and feel of iOS applications by providing key frame-
works. This layer oversees multi-tasking, touch-based input,
push notifications, and many high-level system services [1].
The main concern related to iOS architecture is possible
exploitation in the layers. This exploitation is also related to
social media and online banking. Hence, these exploitations
are the main focus of this paper and the reason for introduc-
ing the malware classification and malware detection for the
iOS platform.

2.4 iOSmobile malware exploitation

There are many previous studies related to mobile malware
exploitation for Android platforms. More researchers have
focused on Android due to its open source policy, and there
is a lack of work on a security solution for iOS platforms.
Currently, most research is focused on attacks on jailbroken
devices. Table 1 shows previous studies associated with iOS
mobile malware exploitation.

Based on Table 1, it can be concluded that most attacks
focused on jailbroken de-vices. Jailbreak is a technique to
penetrate Apple products’ iOS operating system. Users may
use this approach to achieve full authority, view the iOS
device log, and bypass restrictions of GSM providers and
network consumption [53]. However, some attacks exploit
non-jailbroken devices, where the attackers utilize iOS and
private API vulnerabilities to attain control functions. When
jailbreak was used, the iPhone’s surveillance features were
indirectly affected.This paper has focusedon the surveillance
features, which are SMS, call log, GPS, audio, and camera
and related them to iOS mobile malware exploitation. From
this, a mobile malware classification has been developed.

2.5 iOSmobile malware detection

There has been a demand for mitigation solutions for iOS
malware detection for the past few years. Table 2 shows pre-
vious studies on iOS mobile malware detection.

Based on the Table 2, this paper has overcome the chal-
lenges of existing iOS mobile malware detection by using
hybrid analysis and phylogenetic concepts to predict the
future evolution of iOS malware.

2.6 Phylogenetic

Phylogenetic is beneficial in identifying the sources of evolv-
ing malware genes. It deals with the history of evolution,
depicted in a tree diagram of various organisms and taxo-
nomic groups [21]. Several types of phylogenetic treemodels
exist, including aminimum spanning tree, a persistent phylo-
genetic tree, and a dendrogram [38]. Figure 2 is an example
of a phylogenetic diagram in general.

Figure 2 represents the ancestral population from which
all other species descend is a root. A node represents an
ancestral population branching point. The taxa or known as
the terminal of the branch population (for example taxa A, B,
C, D or E) represents the population that is used to designate
the terminals located at the top of each branch.

Apparently, there are several works by [17–20] that used
the bio-inspired concept to produce cybersecurity solutions.
Table 3 shows a summary of the comparison of the different
bio-inspired algorithms.

Work by [35] proposed adopting the mining method to
identify a malicious Android app’s belonging family. The
authors used the process mining technique to automate the
process and obtain accuracy ranging between 0.882 and
0.987 for the family recognition task, examining 12,604
Android application datasets. Another study that used pro-
cess mining is that of [36]. The authors suggested a complex
malware detection and monitoring approach based on pro-
cess mining techniques. This extracted a declarative model
called SEF from malware traces representing a fingerprint
of their dynamic behaviour. The method was tested for mal-
ware identification on over 1,200 compromised application
dataset in ten malware families.

Work by [37] used the process mining technique to detect
a malware phylogeny model by analysing the system call
traces recorded during application execution. It was com-
bined with a fuzzy clustering algorithm to determine the
malware samples’ derivation degree, where 4,000 infected
applications across 39 malware families were analysed. The
results showed that the method could cluster by comparing
families with similar behaviour duringmaliciouswork.Work
by [39] described a formalism inspiredbyphylogeneticmeth-
ods to determine the similarity between trace data provided
bymalware families. In comparing the discrete-timeMarkov
chain (DTMC) representation from the traces, the Kullback-
Leibler Divergence (KLD) rate measures the proximity of
an unknown malware trace to several malware families. The
author showed the links between traces in the form of a net-
work.Weights on the network edgesmeasured the correlation
between the nodes.

Work by [40] stated that malware phylogenetic can help
researchers evaluate the nature of a new piece of malware
code more quickly. The authors examined the use of expert
knowledge of how the malware was developed within a
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Table 1 Previous Studies
Associated with iOS Mobile
Malware Exploitation

Author Strength Weakness Jailbreak/
Non-jailbreak

[29] After jailbreak, the user may add
features, parameters, and
unfamiliar commands to the
operating system
Enables users to create
previously unrealized metadata
relationships

Apple facilitates metadata
development, allowing
third-party application
developers to use metadata and
their respective analytical
endeavours

Jailbreak

[30] Voucher swap uses the
semi-tethered jailbreaking
approach to assess the impact of
jailbreak on data integrity on
iPhone

Change the system data by
making a fake kernel task

Jailbreak

[31] Heuristic model based on
fingerprint and its web
knowledge to identify the
infected applications

Fingerprint hard to define app
name

Jailbreak

[32] Jailbreak can assist users in
eliminating AppStore
restrictions and openly
downloading several
applications

Jailbreak fails several data
security policies, which makes
it easier for users to steal their
privacy and data using
malicious software

Jailbreak

[52] Component clustering with the
same technique of code
comparison (Centroid)

Precise mapping (one or several
APIs for a specific set of
activities) of a relationship is
complicated and cannot be
conducted easily with a
dictionary

Non-jailbreak

LibFinder automatically analyses
the disassembled app

Table 2 Previous Studies
Associated with iOS Mobile
Malware Detection

Author Strength Challenge Platform

[12] A method aimed at differentiating
between malicious and legitimate
samples in the mobile
environment and distinguishing
the malware family and family
variant (grayscale histogram)

Nonessential to reverse engineer the
application code to obtain functions
from the source code

Android &
iOS

[13] Determine whether a legal
application is a potential channel
or not based on five conditions

A limited number of dataset
(iMessage only)

iOS

The application has network
communication capability

People can understand the
communication message of the
application

The application process space can
load the Cydia substrate
framework

The application has inter-process
communication, such as message
queues and notifications

The application can access the file
system
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Table 2 (continued)
Author Strength Challenge Platform

[16] A feature vector extracted by static
analysis
Precision equal to 0.971 and a
recall equal to 1 using the One
Rule algorithm

Focuses on static analysis only iOS

[54] Review on security technologies of
iOS and Android

Android technologies will allow
further security efforts to continue
precautionary research

Android &
iOS

Fig. 2 Example of General
Phylogenetic Diagram A B C D E

NodeRoot

Taxa/ Terminal

Table 3 Comparison
Summarization of The Different
Bio-Inspired Algorithms

Algorithm Concept Description Limitation

Genetic Algorithm (GA) GA is an artificial intelligence
and computer search heuristic
process

GA finds continuous
optimization of answer times
difficult
Real-time GA
implementations are
constrained due to random
solutions and convergence

Fuzzy Logic (FL) FL is a standard generalization
logic in which a concept can
have a certain degree of truth

If the solution is not
understood, it cannot be
resolved via fuzzy logic
Fuzzy logic systems are
expensive and require
rigorous testing

Negative Selection Algorithm
(NSA)

NSA is a non-self-pattern used to
create a method for detecting
anomalies

Scalability and coverage are
significant barriers to the
effectiveness of this algorithm
as an efficient detection
method

Danger Theory (DT) DT states that the immune
system distinguishes between
dangerous and safe pathogens
by detecting these pathogens or
alarm signals from wounded or
stressed cells and the tissues

It operates only with self-and
non-self-systems yet is
complex
Dangerous signals were
difficult to identify

Phylogenetic It deals with the history of
evolution, often depicted in a
tree diagram of various
organisms and taxonomic
groups

Not applicable
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Fig. 3 Mapping phylogenetic
diagram to iOS malware
classification

family. The authors previously provided this information
in a Bayesian network algorithm as novel. The benefit of
Bayesian network learning is the combination of expert
knowledge and statistical data. Work by [41] introduced an
extension of a graphical lasso, which finds aweighted combi-
nation of static and dynamic views to produce a phylogenetic
graph for a family of programs. The findings showed that the
authors could locate phylogenetic charts effectively and that
combining several views to optimize the equation increases
efficiency dramatically relative to any single view and many
baselines, such as minimum spans.

Earlier in Fig. 2, the general diagram of the phyloge-
netic diagram works is presented. Whereas Fig. 3 shows
the mapping of the phylogenetic diagram to iOS malware
classification based on the phylogenetic concept in Fig. 2.
In Fig. 3, the taxa of a malware classification consisting of
malware behaviour, iOS architecture and surveillance fea-
tures are illustrated. Then, this malware classification will
be used to identify possible malware exploitation. Addi-
tionally, a further explanation of how the phylogenetic is
mapped with iOSmalware classification can be referred to in
Table 4.

Then, based on the developed malware classification for
iOS, further investigation is carried out to identify the related
previous studieswith phylogenetic formalware detection. As
a result, Table 5 shows a summary of existing phylogenetic
works.

Based on Table 5, it can be concluded that phylogenetic
can be used as a detection solution in predicting future iOS
mobile malware. Therefore, this paper has developed a new
iOSmobilemalware detection classification inspired by phy-
logenetic. Three (3) features are mapped to phylogenetic:
malware behaviour, iOS version, and surveillance features.
The details of these elements are explained in the following
section.

Table 4 Mappingphylogenetic tomobilemalware classifications in iOS

Phylogenetic Mobile malware

Focuses on the mutative history
and the relation between
various organisms and
taxonomic groups, depicted in
a tree diagram

iOS malware genes evolution
focuses on integrating
malware behaviour, exploiting
vulnerabilities, and
surveillance features

Malware behaviour consists of
five (5) main elements:
infection, activation, payload,
operating algorithm, and
propagation, while
surveillance features consist
of SMS, call logs, cameras,
audio, and GPS

The exploitation of
vulnerabilities is based on the
iOS version and exploitation
chain. All elements are shown
in a tree diagram

2.7 Malware behaviour

Malware behaviour comprises five (5) main elements: infec-
tion, activation, payload, operating algorithm, and propaga-
tion. These are essential for dynamic analysis to identify
malware based on its behaviour [55]. For the enhancement of
this paper, this worm classification was integrated with the
phylogenetic concept as depicted as input α, as mentioned
above.

Infection is the act of malware infiltrating a computer, sys-
tem, or files [56]. Infection can be accomplished in several
ways via the host or network. The hostmethod entails that the
malware is in its initial position and typically replicates itself
and waits for the user to transfer it without permission. To
activate is to make it operational. In a malware context, acti-
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Table 5 Existing works on
phylogenetic Author Strength Challenge Method

[35] Automatically detects
temporal logic properties
designed to detect Android
malware families and track
the phylogenetic tree

More chances to initiate
malicious payload from a
collection of 25 events
submitted to the
application under analysis

Process mining

[36] Using process mining
techniques, the programme
calls traces gathered from a
mobile application for
characterizing its conduct
to classify associations and
repeated execution patterns

The construct validity
analysis reveals that the
extraction of syscall traces
in some instances could be
ambiguous

Process mining

[27] Developing mathematical
formulation for mobile
malware classification
using phylogenetic
concepts by integrating
malware behaviour,
vulnerability exploitation,
and mobile phone
surveillance features

Evaluated using one mobile
malware dataset

Phylogenetic concept

[37] The syscalls of a malware
programme can be
modelled to get a malware
fingerprint with several
associations and repeated
execution patterns

Ambiguity in the process of
syscall extraction

Fuzzy clustering algorithm

[38] Nodes correspond to input
instances, and edges
represent the gain or loss
of functional characters

Restrictions of persistent
phylogeny tree, such as
conflict characters

Persistent phylogeny tree
model

[39] Computationally intensive
due to pairwise KLD and
JSD track

Parallel hardware will
theoretically lead to an
efficient calculation

Discrete-time Markov
chain

Calculation

[40] Bayesian network algorithm
to learn a directed acyclic
graph by statistical
inference of conditional
dependence from
observational data, with an
informative prior to partial
variables ordering

Graphs are difficult to
construct from data and
need expert information

Bayesian network
algorithm

[41] Predicts the phylogenetic
graph by discovering a
sparse matrix of precision
based on the combined
matrix of the kerne

Phylogenetic graphs found
manually by domain
experts are not 100%
accurate

Extension of graphical
lasso

vation is the process for malicious activity to begin. There
are four (4) types of basic malware activation: no activa-
tion, human trigger, schedule process, and self-activation. In
the no activation scenario, the malware remains in and does
nothing, taking up the hard drive’s storage space. The slow-
est means of activation is the human trigger. It needs to wait
for the user to conduct some activity that triggers malicious

action. As mentioned by [57], a malware creator could pro-
gram malicious behaviour to only activate after a particular
amount of time has passed since the application was exe-
cuted. For a scheduled process, the malware creator must set
up the malware to be triggered on a particular date and time.
The quickest method to activate malware is self-activation,
where the malware executes immediately.
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As defined by [58], payload is the action whereby the vul-
nerability is conducted separately from the main behaviour.
The payload can vary from stealing credential information to
removing hard disk contents. Several types of payloads can
harm devices. Some payloads allow the malware to access
the embedded backdoor for the attacker’s purpose. A back-
door is a process wherein an attacker bypasses the normal
authorization and is given unauthorized access [59].

The operating algorithm is considered to be a malware
evasion method. There are several types of malware mech-
anisms, such as polymorphic, stealth, terminate and stay
resident, and anti-antivirus. Polymorphic malware is a type
of malware that modifies its identifiable features regularly
to avoid detection [60]. The most prominent mechanism is
stealth, wherein the malware slowly spreads, not producing
any abnormal contact pattern, making identification difficult.
As malware variants grow exponentially year-on-year, there
is an immediate need to counter stealth malware techniques
[61]. Terminate and stay resident is a software program that
remains in memory until needed and executes a dedicated
function [62]. Anti-antivirus is a technique used to aggres-
sively attack software, making antivirus analysis difficult for
researchers, or preventing malware detection by antivirus
software.

Malware may attempt to replicate and distribute itself to
a specific host or network. As mentioned by [63], malware
propagation is the act of malware spreading across a network
from one host to another. For example, random scanning,
sequential scanning, or passive scanning can be performed
in several ways. Random scanning is themost popular among
this type of malware. The malware is linked to a particular
IP address, and it attempts to scan the IP and commence a
connection to propagate the malware.

It can be concluded that all malware exhibits certain
behaviour during the exploitation of users’ devices, such
as infection, activation, payload, operating algorithm, or
propagation. The behaviour acts according to the malware’s
functionality to steal information or be linked to particular
IP addresses. In this paper, some malware exhibits similar
behaviour: phishing for payload, host for infection, stealth
for the operating algorithm, self-activation for activation, and
passive monitoring for propagation.

2.8 iOS version

Apple supports its customers by providing them with the lat-
est iOS edition. The version must be updated to ensure the
user is adequately protected against existing security prob-
lems, such as bug fixes, patch vulnerabilities, and issues with
the latest features [64]. Beginning with iOS 7.1.2, Apple
upgraded its 32-bit processor to a 64-bit processor to improve
its applications’ performance and graphics. Table 6 shows the
iOS version and processor used.

Table 6 iOS Version and Processor Used

iOS Version Processor (Acorn RISC Machine) ARM)

3.1.3 32 bits

4.2.1

5.11

6.1.6

7.1.2 32/64-bit

9.3.5

9.3.6

10.3.3

10.3.4

12.5.3 64 bits

14.5.1

14.6 beta 2

15.0

Malware writers use vulnerabilities in the iOS version to
exploit devices that affect productivity, personal informa-
tion, and victims’ finances. This includes the NSO Group’s
Pegasus spyware that has successfully exploited “zero-day”
vulnerabilities affecting themedia player, which unidentified
bugs or flaws in the mobile phone’s operating system that the
manufacturer has not fixed. This spyware hacks andmonitors
iPhones used by potential targets. It is used as a zero-click
attack and impacts a range of iPhone and iPad models, such
as iPhone 5s, iPhone 6, iPhone 6 Plus, iPad Air, iPad mini
version, and iPod touch [65]. To overcome the exploitation
of these zero-day vulnerabilities, Apple released iOS 12.5.5,
which includes a patch for a CoreGraphics vulnerability that
allowsmaliciously created PDFs to execute arbitrary code on
a target device. From2007 to 2021, therewere 2,443 reported
vulnerabilities, consisting of denial of services (DoS), code
execution, overflow, and memory corruption, as well as oth-
ers. In 2021 there were 232 vulnerabilities, including 14
DoS, 111 code executions, 22 overflows, 23 memory cor-
ruptions, five cross-site scripting, three directory traversals,
seven bypasses, six information gains, and seven privilege
gains [66]. From the information above, it can be concluded
that vulnerabilities in the iOS version can be exploited by
attackers and cause damage to users.

2.9 Surveillance features

The smartphone has five (5)main surveillance features: SMS,
call log, GPS, audio, and camera. Some applications that
exploit SMSwill anonymously charge users to send premium
text messages. These can also prevent SMS operations from
device operators to avoid users receiving fee messages [67].
Work by [68] tested 50 anonymous mobile applications from
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the Google Play store, of which 36% matched the proposed
classification, composed of 16 new SMS Android package
index (API) classifications that detect SMS exploitation. Call
log is one of a phone’s main functions that lead to malware
attacks. The attackers typically use the call log to gain useful
contact list information and call history. According to study
results by [60], 7% of the mobile applications evaluated were
linked to possible call log exploitation, with mobile appli-
cations from the communication, entertainment, and game
categories obtaining the highest scores.

A satellite navigation device used to determine the land
location of an object or unit with GPS is known as a global
positioning system. As stated in the work of [69], GPS is one
of the surveillance features of a mobile phone that attackers
frequently target. As a result, 10% of the mobile applications
evaluated were considered to be high-risk and vulnerable to
attack. Most attackers use GPS to exploit smartphone mal-
ware to gain information such as satellite data and track a
victim’s movements [70]. Work by [71] indicated that audio
and camera could be exploited, wherein new malware was
found, allowing attackers to steal data, record audio and
video, and even infect the device with ransomware. In con-
clusion,malwarewriters commonly use surveillance features
to exploit devices to collect the credential information of the
users. These features are mapped by the phylogenetic con-
cept, malware behaviour, and the iOS version.

2.10 Accuracy

Accuracy is one parameter for classification evaluation.
Informally, accuracy is the percentage of the classification’s
predictions. The following definition refers to accuracy in
evaluating the pattern developed in detecting social media
and online banking exploitation:

Accuracy � Number of correct predictions

T otal numbers of predictions

3 Methodology

Figure 4 shows the detailed process from the beginning to
the end of this paper.

This work started with data collection, which comprised
of downloading malware dataset from the Contagio dump
website. The laboratory environment was set up by installing
Mac OS Catalina as the operating system. The hopper disas-
sembler and frida dump tool were run in the virtual machine.
Then, the malware dataset were cleaned, and a hybrid anal-
ysis was conducted. For this analysis, several steps were
necessary to unencrypt and decipher binary code using frida
dump. This step could be skipped if the malware sample was

already in .deb or. dylib format. Next, the parent process was
identified and retrieved from each iOS application. Then, the
malware files were monitored and documented. The func-
tions for each feature were identified during this step. From
the malware sample, classifications were created based on
their malicious payload. The classifications were integrated
into the phylogenetic concept for the classification detection
process. Lastly, for evaluation, the classification developed
was compared with 150 applications from the AppStore and
third-party platforms to identify the applicability of the pat-
terns developed with current iOS applications that possess
malicious scripts related to social media and online banking
exploitation.

Figure 5 shows the lab architecture used, while Table 7
shows the software and hardware used.

The similarity between iPhone 5S and the latest iPhone
is the 64-bit architecture and processor. This paper used the
iPhone 5S because it was easier to jailbreak the device to
acquire full access to the operating system’s root and all its
features. For this paper, 12 malware families consisting of 50
malware dataset were collected from the Contagio website
for training, while 150 applicationswere taken from theApp-
Store and third-party platforms for testing. Several works,
such as those by [16, 72, 73], have used the Contagio dataset
as training and evaluation samples. Based on the previous
studies and implications on iOS exploitation, the 12 mal-
ware families were selected due to their capacity to perform
iOS exploitation. By choosing this malware, the fundamental
concept of iOS architecture exploitation was captured, and
by integrating phylogenetic, future malware evolution can be
predicted.

To detect malware, several variables have been identi-
fied for the formulation of malware detection. This includes
three (3) main variables for malware phylogenetic: malware
behaviour, iOS architecture, and surveillance features. The
formula is as follows:

• Let α be malware behaviour i, where α � ⋂p
i�1 αi , β j

be iOS architecture j, where β � ⋃m
i�1 βi , andγ be a

surveillance feature k, whereγ � ⋂p
i�1 γi .

• Let M be the malware classification and T be the iOS
devices. S is the detection model, and it can be defined
as the following function:

f (M, T) � S, (1)

where

M(α, β, γ ) � α + β + γ (2)

f (Mi , T j) � Si j (1.1)
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Start

1.Data collection and setup 
laboratory environment for iOS 
platform

2. Cleaned malwares dataset
( 50 samples, Contagio )

3. Conducted hybrid analysis
3.1. Unencrypted and deciphered 
binary code from the dataset 
using frida dump

3.2. Identified and retrieved the 
parent process of the iOS 
application

3.3. Monitored and documented 
dylib, package.deb and IPA file

3.4. Identified the function for 
each features (dylib, 
package.deb, IPA) 

4. Formulation based on 
phylogenetic concept

5. Evaluated the pattern with iOS 
applications

End

Fig. 4 Detail Research Process

PC

Virtual 
Machine

iPhone

Fig. 5 Lab architecture

Table 7 Software and Hardware Used

Software/Hardware Function

Hopper Disassembler It acts as an iOS
reverse-engineering too

Personal Computer (PC) To run the experiment and
hybrid analysis

iPhone 5S To run iOS applications for
evaluation purposes

VMWare Workstation 14 It acts as an emulator to run
MacOS

MacOS Catalina Mac operating system used
for the experiment

Frida dump To get decrypted IPA from a
jailbroken device

• where, M represents malware classification, T represents
iOS devices, and S is the detection model.

M(α, β, γ ) � α + β + γ

α � α1 ∩ α2 ∩ α3 ∩ α4 ∩ α5 (2.1)

β � β1 ∪ β2 ∪ β3 ∪ β4 ∪ β5 (2.2)

γ � γ1 ∪ γ2 ∪ γ3 ∪ γ4 ∪ γ5 (2.3)

Mi β γ
...

. . .
...

Mn . . . γn

• where α1 − α5: payload, infection, operating algorithm,
activation, and propagation.

β1 − β5 : iOS 10.x, iOS11.x, iOS12.x, iOS13.x, iOS14.x,
iOS15.x.

γ1 − γ5 : SMS, call log, GPS, audio, and camera.

4 Findings

This section further analysed and classified all the extracted
functions using the reverse-engineered malware dataset.
Then, the extracted functions used for exploitation by the
malware were cross-checked and mapped with the iOS
framework, as summarized in Table 8. This table is signif-
icant for identifying and classifying functions; it can either
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Table 8 Function And Framework Related to Exploitation

Malware iOS Framework Functions Explanation

Unflod Security _replace_SSLWrite It hooked the Security. frame into
SSLWrite and searched the buffer for
some strings showing the existence and
password of the Apple-ID

It attempted to connect the stolen
information to Chinese IP addresses
23.88.10.4 and 23.228.204.55

The iOS framework involved: Security
framework, located at the Core OS layer

Spad Mobile Substrate MsHookMessageEx This function must be implemented from
the Cydia substrate to make it possible
to change the advertisement ID

The iOS architecture involved is related to
UI Kit, located at the Cocoa Touch layer

Objective-C Runtime InstancesRespondToSelector: Implementation of the hook in this
function

Its instants the malware writer to the
’GADBannerView YouMi’ item. GAD
stands for Google Ads, and if examined
the software for this feature, it refers to
the AdMob package, not to YouMi.
There is web information on
GADBannerView in the AdMob SDK

The attacker could change the ads id after
MsHookMessageEx has been
implemented

The iOS architecture involved is related to
UI Kit, located at the Cocoa Touch layer

Inception Foundation ObjectForKeyedSubscript It collected The Integrated Circuit Card
ID (ICCID)from ro/var/wireless
The iOS architecture involved is
Foundation, located at the Core
Services layer

NSMutableDictionary->
setObject(_:forKey:)

It collected the victim’s address book
content

ObjectForKeyedSubscript It collected the device battery level,
device platform, ICCID, international
roaming edge, phone number, carrier
bundle name, etc

RemoveItemAtPath:error: Deleted deb file

XcodeGhost Foundation ObjectForKeyedSubscript It collected system and app information
such as timestamp, OS Version, device
type, language, and others
The iOS architecture involved is
Foundation, located at the Core
Services layer

Connection: NSURL URLWithString:@" It made a connection with the c2 server

Wirelurker System Configuration ReachabilityWithHostname It connected to http://www.comeinbaby.
com/app/getversion.php?v=%@&
adid=%@ to search for new update
Wirelurker malware
The iOS frameworks involved are
System Configuration, Foundation, and
Objective C Runtime, located at the
Core Services layer and Cocoa Touch
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Table 8 (continued)

Malware iOS Framework Functions Explanation

Foundation NSMutableArray DatabaseWithPath It collected the victim’s address book
content

NSMutableArray DatabaseWithPath It got SMS information from the victim’s
phone

Objective-C Runtime OperationWithPath It uploaded the file to the c2 server

Xsser Foundation StringWithFormat It made a connection with the c2 server

The iOS framework involved is
Foundation, located at the Core
Services layer

Keyraider Security Replace_SSLWrite
Replace_SSLRead

Most KeyRaider samples hooked
SSLRead and SSLWrite functions in
the itunesstored process

Itunesstored is the system daemon
responsible for communicating with the
App Store using the iTunes protoco

It was re sponsible for stealing apple
account data

The iOS framework involved in the
security and Foundation framework is
located at the Core OS and Core
Services layer

Foundation Adding methods to NSData and NSString
using categories to provide AES 256
encryption on iOS:
AES256EncryptWithKey

It used AES encryption with the fixed key
of “mischa07”

Muda (AdKing) AVFoundation SharedInstances It requested ads to be displayed
The iOS framework involved is the
AVFoundation framework, located at
the Media layer
It requested what types of ads to be
displayed
It made the ads appear by the time they
wanted

Clickfraud UIKit InitWithNibName:bundle: It connected to a certain web to install
IPA via OTA (Over the Air)
The iOS framework involved is related
to the UIKit framework, located at the
Cocoa Touch layer

TinyV Objective-C Runtime InstallApplication:withOptions It allowed the malware to install IPA files
on the devices. The iOS framework
involved is related to the Objective-C
Runtime framework, located at the
Cocoa Touch layer

UninstallApplication:withOptions It allowed the malware to uninstall IPA
files in the devices

Yispecter UIKit CurrentDevice It checked the victim’s current device
version
The iOS framework involved is related
to UIKit, the Foundation framework
located at the Cocoa Touch layer and
Core Services

MobileCoreServices MobileInstallationLookup It checked whether there are NoIcon
installed or not

Foundation URLWithString It checked whether the device was
jailbroken or not by connecting to Cydia
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Table 8 (continued)

Malware iOS Framework Functions Explanation

UIKit UIApplicationDelegate It requested NoIcon be installed on the
device

Swift InstallAdPage It installed AdPage on the device

UninstallApps It uninstalled any apps that the c2 server
had told

InstallNoIconUpdate It installed the NoIconUpdate on the
victim’s device

ZergHelper MessageUI Objective-C
Runtime

Class TTMessageViewController
*/-(void)getMessageListServerr

When the app launched, it immediately
connected to the URL
interface[.]xyzs.com and reacted
differently based on the HTTP request
result. The webpage was configured to
return a 404-not-found error if the
access comes from an IP address
outside mainland China
The iOS framework involved is related
to MessageUI, located at the Cocoa
Touch layer

be used for actual operation or for possible exploitation. The
iOS framework is a hierarchical directory structure that con-
tains common resources like a dynamic shared library, nib
files, picture files, localized strings, header files, and refer-
ence material. Multiple applications could simultaneously
utilize all of these resources. Frameworks are similar to static
and dynamic shared libraries in that they provide a library of
routines that an application can access to do a specific task.

The framework involved the following: two (2) security,
five (5) UIKit, six (6) foundation, one (1) AVFoundation,
one (1) system configuration, and one (1) MessageUI, while
for iOS architecture, there were two (2) Cocoa Touch, one
(1) media, two (2) core services, and one (1) core OS layer
involved. All details are summarized in Fig. 6

Patterns were created using the functions and frame-
works obtained from the Contagio dataset. If the features
are the same, these patterns can be analysed to recognize any
possible malicious behaviour from other malware dataset.
Table 9 displays the patterns that have been constructed.
At this point, data from the static analysis were used to
create patterns. All the functions were extracted from the
malware dataset, and a combination of functions was used
to make patterns. The commonly used function in the appli-
cations are _Unwind_SjLj_Unregister, Objc_msgSend, and
_Unwind_SjLj_Register, where their occurrences in mal-
ware dataset are 14, 12, and 11, respectively. As mentioned
above, patterns were developed using a combination of func-
tions extracted from the malware. Table 9 shows the patterns
for iOS malware classification.

The next section further evaluates all the patterns thatwere
developed. Table 10 shows the similarities of functions from
the malware dataset based on their malware types.

The similarities or roots in the malware dataset are
depicted in Table 10. The exploit classification was then
mapped into the concept of phylogenetics in order to com-
plete the iOS malware detection model. Based on the
mapping results, the malware might lead to the possible
exploitation of social media or online banking. For example,
suppose surveillance features such as SMS or phone calls are
being used. In that case, it might consider that online bank-
ing is being exploited because the applications usually use
SMS and phone calls for verification and transaction pur-
poses. The attack will constitute social media exploitation if
the attackers are using those five features. Next, Fig. 7 shows
themapping of library function similarities betweenmalware
dataset.

As in Table 10 and Fig. 7, a conclusion can be drawn that
each malware type has its functional similarities. As a result,
these newly developed iOS malware classifications have
overcome the challenges related to iOS platform exploita-
tion. Hence, this classification has fulfilled the first objective
of this paper. The iOS malware model for detecting social
media and online banking exploitation was developed, as
illustrated in Fig. 8.

Figure 8 shows the iOS model developed from malware
dataset, functions extraction, and functions combination until
integration with the phylogenetics concept. The classifica-
tion resulted from combining malware functions based on
the types. When the model matches the applications tested, it
will be detected as a possible exploitation of social media and
online banking. An example of mapping malware classifica-
tion and phylogenetic is depicted in Fig. 9, while the detailed
classification description can be referred to in Table 11.
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Fig. 6 Summarisation of
Malware Mapped to the
framework and iOS Architecture

Malware Framework iOS Architecture 
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UIKit
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AVFoundation

MessageUI

Figure 9 shows Unflod malware, which can exploit social
media and online banking. The type of malware behaviour
exhibited by Unflod is phishing, host, stealth, self-activation
and passive monitoring for payload, infection, operating
algorithm, activation, and propagation. For the iOS chain,
Unflod uses Chain 1 (iOS 10. x and below); for surveillance
features, it uses GPS, SMS, call, audio, and camera.

Table 11 displays the phylogenetic mapping of 22 of 30
malware classifications, which can be involved in exploita-
tion against socialmedia and online banking. These show that
exploitation could have occurred if malware behaviour, iOS
architecture, and surveillance featuresmatched the classifica-
tion. If the attackers exploit SMS or phone calls, generally,
this is online banking exploitation, because these applica-
tions commonly use SMS and phone calls for verification
and transaction purposes. Attackers using those five (5) ele-
ments are exploiting social media. Themalware behaviour of
each classification needs to be examined deeply to identify
the malware act. In summary, E1 (Unflod malware), E4 + E5
+ E6 + E7 (Inception malware), E8 + E9 (XCodeghots mal-
ware), E10 + E11 + E12 + E13 (Wirelurker malware), E14
(Zerghelper malware), E16 (Xsser malware), E22 + E23 +
E24 + E25 + E26 + E27 + E28 (Yispecter malware), and E29
+E30 (Keyraidermalware) are the classifications that involve
possible exploitation of social media and online banking.

5 Evaluation

The dataset evaluation involved three (3) categories of iOS
applications: social media and online banking, none of the
social media and online banking (games), and, lastly, a
combination of social media and online banking with other
applications. Table 12 shows the dataset categories’ details
that match the pattern developed.

Based on the analysis, 30 patterns were created. These
were used as input for iOS malware model detection. For
evaluation purposes, 150 applications from theAppStore and
third-party platforms were compared with the patterns devel-
oped to identify applications that possess malicious scripts
related to social media and online banking exploitation.

Figure 10 shows the occurrence of functions from 150
evaluated applications. The functions most often used in the
applications are FC127 (Init) with 146 occurrences, FC61
(MainBundle)with 145 occurrences, and FC14 (setDelegate)
with 144 occurrences. It can be concluded that most of the
applications evaluated have these three essential functions.
An application would become malicious if several functions
were exploited, such as:

• ObjectForKeyedSubscript
• URLWithString
• StringWithFormat
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Table 9 Patterns For iOS
Malware Classification Pattern Exploitation

FC1 + FC2 + FC3 + FC4 + FC5 + FC6 + FC7 + FC8 E1 (Unflod
Malware)

FC9 + FC10 + FC11 E2(Spad Malware)

FC10 + FC11 + FC12 + FC13 + FC14 E3(Spad Malware)

FC15 + FC16 + FC17 + FC18 + FC19 + FC20 + FC21 + FC22 + FC23 + FC24 +
FC25 + FC26 + FC27 + FC28 + FC29 + FC30 + FC31

E4(Inception
Malware)

FC27 + FC28 + FC32 + FC33 + FC34 + FC35 + FC36 + FC37 E5(Inception
Malware)

FC19 + FC21 + FC22 + FC24 + FC26 + FC27 + FC28 + FC37 + FC38 + FC39 +
FC40 + FC41 + FC42 + FC43 + FC44 + FC45 + FC46 + FC47 + FC48 + FC49
+ FC50 FC51 + FC52 + FC53 + FC54 + FC55

E6(Inception
Malware)

FC19 + FC26 + FC37 + FC40 + FC41 + FC56 + FC57 + FC58 + FC59 + FC60 E7(Inception
Malware)

FC42 + FC61 + FC62 + FC63 + FC64 + FC65 + FC66 + FC67 + FC68 + FC69 +
FC70 + FC71 + FC72 + FC73 + FC74 + FC75

E8(Xcodeghost
Malware)

FC19 + FC34 + FC54 + FC73 + FC74 + FC75 + FC76 + FC77 + FC78 + FC79 +
FC80 + FC81 + FC82 + FC83

E9(Xcodeghost
Malware)

FC26 + FC32 + FC37 + FC84 + FC85 + FC86 + FC + FC88 + FC89 + FC90 +
FC91

E10 (Wirelurker
Malware)

FC19 + FC26 + FC32 + FC36 + FC37 + FC40 + FC84 + FC92 + FC93 + FC94 +
FC95 + FC96

E11(Wirelurker
Malware)

FC19 + FC26 + FC32 + FC37 + FC84 + FC88 + FC92 + FC96 + FC93 + FC97 +
FC98 + FC99 + FC100 + FC101

E12(Wirelurker
Malware)

FC32 + FC37 + FC84 + FC90 + FC91 + FC102 + FC103 + FC104 + FC105 +
FC106 + FC107

E13(Wirelurker
Malware)

FC15 + FC33 + FC37 + FC34 + FC64 + FC67 + FC61 + FC43 + FC79 + FC86 +
FC108 + FC109 + FC110 + FC111 + FC112 + FC113 + FC114 + FC115 +
FC116 + FC117 + FC118 + FC119 + FC120 + FC121 + FC122 + FC123 +
FC124 + FC125

E14(Zerghelper
Malware)

FC126 + FC127 E15(Oneclickfraud
Malware)

FC26 + FC128 + FC129 E16(Xsser Malware)

FC19 + FC130 + FC131 E17(Muda Malware)

FC76 + FC77 + FC84 + FC95 + FC115 + FC117 + FC132 + FC133 + FC134 +
FC135 + FC136 + FC137

E18(Muda Malware)

FC32 + FC37 + FC138 + FC139 + FC140 + FC141 E19(Tinyv Malware)

FC19 + FC32 + FC37 + FC138 + FC139 + FC140 + FC141 + FC142 + FC143 +
FC144

E20(Tinyv Malware)

FC32 + FC37 + FC15 + FC20 E21(Tinyv Malware)

FC43 + FC19 + FC26 + FC45 + FC46 E22(Yispecter
Malware)

FC15 + FC19 + FC43 + FC111 + FC145 + FC146 + FC147 + FC148 + FC149 +
FC150 + FC151

E23(Yispecter
Malware)

FC19 + FC152 + FC153 E24(Yispecter
Malware)

FC15 + FC32 + FC37 + FC123 + FC111 + FC124 + FC125 + FC154 + FC155 +
FC156 + FC157 + FC158

E25(Yispecter
Malware)
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Table 9 (continued)
Pattern Exploitation

FC111 + FC115 + FC150 + FC28 + FC61 + FC63 + FC64 + FC100 + FC56 +
FC23 + FC19 + FC15 + FC165 + FC166 + FC167 + FC159 + FC160 + FC161
+ FC162 + FC163

E26(Yispecter
Malware)

FC100 + FC65 + FC66 + FC67 + FC68 + FC163 + FC165 + FC166 + FC167 E27(Yispecter
Malware)

FC23 + FC28 + FC57 + FC61 + FC63 + FC64 + FC29 + FC15 + FC100 + FC111
+ FC150 + FC160 + FC162 + FC163

E28(Yispecter
Malware)

FC32 + FC37 + FC4 + FC100 + FC170 + FC171 + FC172 + FC173 + FC174 +
FC175

E29(Keyraider
Malware)

FC176 + FC177 + FC178 + FC179 + FC180 + FC181 + FC32 + FC37 E30(Keyraider
Malware)

Table 10 Similarities of
Functions from The Malware
Dataset

Malware Function Label Function

Unflod FC1 + FC2 + FC3 + FC4 + FC5 + FC6 +
FC7 + FC8

MSHookFunctions + Write + Int_addr
+ Strstr + Strcpy + Connect +
Socket + Close

Spad FC10 + FC11 GetClass_GADBannerView_Youmi +
initwithAdSize

Inception FC19 + FC26 Objc_msgSend + StringWithFormat

FC27 + FC28 NSMutableDictionary +
ObjectForKeyedSubscript

XCodeghost FC73 + FC74 + FC75 DictionaryWithObjectsAndKeys +
dataWithJSONObject +
Objc_autoreleaseReturnValue

Wirelurker FC32 + FC37 + FC84 _Unwind_SjLj_Register+
_Unwind_SjLj_Unregister + Alloc

Zerghelper FC15 + FC37 + FC108 + FC109 +
FC110 + FC112 + FC113 + FC114 +
FC116 + FC118 + FC119 + FC120 +
FC121 + FC122

_stack_chk_fail +
_Unwind_SjLj_Unregister +
SharedChannel + Certificate +
ChannelID + Instance + UserID +
Length + Token + SetEnabled +
InitWithBaseURL +
SetParameterEncoding +
RequestWithMethod +
RegisterHTTPOperationClass

OneClickFraud FC126 + FC127 Swift_getInitializedObjCClass + Init

Xsser FC26 + FC128 + FC129 StringWithFormat+ _ZNSsC1Ev +
cxa_atexit:F

Muda FC19 + FC130 + FC131 Objc_msgSend + RequestAdType +
RequestAdWithType

FC132 + FC133 + FC134 + FC135 +
FC136 + FC137

TypeCanRequest + Dispatch_async +
SendRequest + setIsCustomer +
setType + StartShowAd

TinyV FC32 + FC37 Unwind_SjLj_Register+
_Unwind_SjLj_Unregister

FC32 + FC37 + FC138 + FC139 +
FC140 + FC141

Unwind_SjLj_Register+
_Unwind_SjLj_Unregister +
PublicPath + FrameworksPath +
safeClass + NSSelectorFromString
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Table 10 (continued)
Malware Function Label Function

Yispecter (FC15 + FC19 + FC43 + FC100) _stack_chk_fail + Objc_msgSend +
CurrentDevice + NSLog

FC19 + FC43 Objc_msgSend + CurrentDevice

FC15 + FC19 + FC43 + FC145 + FC146
+ FC147 + FC148 + FC149 + FC150 +
FC151

_stack_chk_fail + Objc_msgSend +
CurrentDevice + SystemVersion +
objectAtIndexedSubscript +
jailBreakIdentify + Isequaltostring +
FloatValue +
MobileInstallationLookup +
NSClassFromString

FC19 + FC152 + FC153 Objc_msgSend + SharedApplication
+ CanOpenURL

FC15 + FC154 + FC155 + FC156 +
FC157 + FC158

_stack_chk_fail + SharedOwner +
Version + SharedClient + GetPath+
_block_object_dispose

FC15 + FC19 + FC100 + FC159 +
FC160 + FC161 + FC162 + FC163 +
FC165+
FC166 + FC167

_stack_chk_fail + Objc_msgSend +
NSLog + NSHomeDirectories +
stringByAppendingPathComponent
+ PathForResource +
CopyItemAtPath + InstallIPA +
GetNowDateStr + Save +
MobileInstallationUninstall

FC100 + FC163 + FC165 + FC166 +
FC167

NSLog + InstallIPA +
GetNowDateStr + Save +
MobileInstallationUninstall

FC15 + FC100 + FC160 + FC162 +
FC163

_stack_chk_fail + NSLog +
stringByAppendingPathComponent
+ CopyItemAtPath + InstallIPA

Keyraider FC32 + FC37 Unwind_SjLj_Register+
_Unwind_SjLj_Unregister

• MobileInstallationUninstall
• DatabaseWithPath
• NSMutableDiction52ary
• dataWithJSONObject
• SharedApplication
• CanOpenURL

To conclude, 4% percent of the evaluation dataset (seven
out of 150 applications) matched the patterns developed.
Table 13 shows the details of possible exploitation by the
applications evaluated mapped to phylogenetics.

This table concludes that all seven applications have sim-
ilarities with the pattern developed and exposed possible
vulnerabilities based on phylogenetic classification. Apart
from the result obtained based on matched patterns, fur-
ther analysis was conducted to verify the proposed detection
model. A few points to be considered when categorizing the
mobile application as malicious or not are as follows.

False alarms could occur for anymobile applications anal-
ysed in this paper. Based on the analysis, some featuresmight
not be used for exploitation, specifically surveillance fea-
tures. In this case„ theoretically, seven mobile applications

should be using the surveillance features based on themobile
application named and described by the developer. The func-
tions exploited that matched the evaluated applications are
shown in Table 14.

It can be concluded that this model is able to identify
features used for exploitation. For example, the pattern pro-
duced for this application matched with App 48, App 71,
App 80, App 84, App 97, App 137, and App 144. The appli-
cations were under the media and health categories. Thus,
all seven (7) applications have the possibility of exploiting
social media and online banking.

6 Discussion

This paper developed an iOS malware classification focus-
ing on social media and online banking. From the malware
dataset, 30 patterns were created. Based on the analysis con-
ducted, 22 of the 30 patterns have been linked to social media
and online banking exploitation: E1 (Unflod malware), E4,
E5, E6, and E7 (Inceptionmalware), E8 and E9 (XCodeghost
malware), E10, E11, E12, and E13 (Wirelurker malware),
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Function FunctionMalware

Unflod

Spad

Inception

XCodeGhost

Wirelurker

Zerghelper

OneClickFraud

Xsser

Muda

TinyV

YiSpecter

Keyraider

Length
 Token

SetEnabled
InitWithBaseURL

SetParameterEncoding 
RequestWithMethod

RegisterHTTPOperationClass
Swift_getInitializedObjCClass

Init
_ZNSsC1Ev
 cxa_atexit:F

RequestAdType
RequestAdWithType

TypeCanRequest
Dispatch_async

SendRequest
setIsCustomer

setType
StartShowAd

PublicPath
FrameworksPath

 safeClass
NSSelectorFromString

CurrentDevice
NSLog

SystemVersion
objectAtIndexedSubscript

jailBreakIdentify
Isequaltostring 

FloatValue 
SharedOwner

Version
 SharedClient

GetPath
_block_object_dispose
NSHomeDirectories

stringByAppendingPathComponent

MSHookFunctions
Write

Int_addr
Strstr
Strcpy

Connect
Socket
Close

GetClass_GADBannerView_Youmi
initwithAdSize
Objc_msgSend

StringWithFormat
NSMutableDictionary

ObjectForKeyedSubscript
DictionaryWithObjectsAndKeys

 dataWithJSONObject
Objc_autoreleaseReturnValue

_Unwind_SjLj_Register
_Unwind_SjLj_Unregister

Alloc
_stack_chk_fail 
SharedChannel

Certificate
ChannelID

Instance
UserID

MobileInstallationLookup
NSClassFromString_

SharedApplication
CanOpenURL

PathForResource 
CopyItemAtPath

InstallIPA
GetNowDateSt

 Save
MobileInstallationUninstall

Fig. 7 Mapping of Library Function Similarities between Malware Dataset

iOS Malware Dataset

iOS Malware Model in Detecting Social Media 
and Online Banking Exploitation

Function extraction Retrieve parent 
process

Combination of 
malware function

iOS Malware Classification

Phylogenetic Concept

Malware Behaviour
+ 

iOS Version
+ 

Surveillance Features

Model Development

+

Fig. 8 iOS Malware Model Methods in Detecting Social Media and Online Banking Exploitation
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Fig. 9 Example Of Mapping
Malware Classification and
Phylogenetic Using Unflod
Malware

E14 (Zerghelper malware), E16 (Xsser malware), E22, E23,
E24, E25, E26, E27, and E28 (Yispecter malware), and E29
and E30 (Keyraider malware). These classifications matched
their functions, which involved possible command and con-
trol,monitoring devices, and exploiting banking information.

This paper also developed an iOS model detecting social
media and online banking exploitation. The model was
devised by integrating classifications and the phylogenetic
concept, including malware behaviour, iOS version, and
surveillance features. During the evaluation, this model suc-
cessfully detected seven out of 150 mobile applications with
possible exploitation vulnerabilities related to social media
and online banking. ItmatchedwithApp 48,App 71,App 80,
App 84, App 97, App 137, and App 144. The classifications
involved were E8 (Xcodeghost malware) and E24 (Yispecter
malware). The applications that matched fall under the cate-
gories of media and health. All seven applications used five
surveillance features: GPS, SMS, call log, audio, and cam-
era. These applications have revealed that several functions
can be exploited, such as dataWithJSONObject, SharedAp-
plication, and CanOpenURL.

Based on the behaviour of malware, there are many pos-
sibilities for social media and online banking exploitation.
Today, malware such as Pegasus spyware can activate the
phone’s camera and microphone and record messages, texts,
emails, and phone calls, including those sent via encrypted
messaging and phone applications. All this information is
sent back to the spyware’s clients. This spyware can execute
all iPhone users’ functions on their smartphones. The Pega-
sus spyware involves the surveillance features of GPS, SMS,
call log, audio, and camera. The malware behaviour can be
connected to a c2 server, where the devices are remotely con-
trolled. Thus, social media and online banking exploitation
can occur.

The model created in this paper has successfully detected
4% of the mobile applications with possible exploitation
vulnerability during its evaluation. This demonstrates that
seven out of 150 applications downloaded from the App-
Store matched the pattern developed. This proves that the
model developed in this paper can detect any possible secu-
rity exploitation related to social media and online banking
for iOS mobile applications.

6.1 Limitations and points of improvement

There are some limitations to this paper. First, the constraint
of the availability of a malware dataset related to this paper’s
scope, focusing on social media and online banking exploita-
tion. Currently, the data are more focused on diverse areas
requiring more effort to perform the analysis. As the iOS
versions continue to be updated and released, new frame-
works and functions may be introduced. Collecting recent
iOS malware dataset is crucial to identify new behaviour and
malware actions using the phylogenetic concept. A larger
and dedicated malware dataset will result in a more com-
prehensive and accurate classification that represents future
malware evolution.

The second limitation is the method used to analyse
decrypted applications. At themoment, it is evident that there
is an increase of applications being encrypted with malicious
intention. Automation and efficient techniques will help to
hasten the analysis of encrypted applications. This research
used manual analysis to identify the features’ functions.
Hence, there is a need to automate the process to identify
functions for each feature in the applications.
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Table 12 Categories of Dataset
Evaluation Category Category A

(25 social media & 25
Online Banking)

Category B
(50 games)

Category C
(10 social media, 15
Online Banking & 25
Games)

Application
match

50/50 47/50 47/50

Pattern Match E8 & E24 E8, E22, E24 E8, E22 & E24

Description The pattern developed
matches all social media
& online banking
application

The pattern developed
matches all social media
& online banking
applications
Games applications
involved with social
media as a user ID and
sign-in
Games applications
involved with online
banking as item purchase

The pattern developed
matches all social
media & online
banking applications.
Match 22 from games
apps
Games apps involved
with social media for
user ID and sign-in
Games apps involved
with online banking
for item purchase

Fig. 10 Occurrence of Functions From 150 Evaluated Apps
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Table 13 Possible exploitation
evaluated application mapped to
phylogenetic

Evaluated
Apps

Real-time iOS malware Description

App 48 E24: Yispecter Malware This app is an app that helps users in taking care of
COVID-19
For malware behaviour for E24 are
Payload: Destructive, Infection: Host, Operating
Algorithm: Stealth, Activation: Self-activation,
Propagation: Passive monitoring
iOS version: Chain 3 (iOS 12.x)
Surveillance Features involved: GPS, SMS, Call
Log, Audio, and Camera

App 71 E24: Yispecter Malware This app is for online meetings and webinars or
malware behaviour for E24 are
Payload: Destructive, Infection: Host, Operating
Algorithm: Stealth, Activation: Self-activation,
Propagation: Passive monitoring
iOS version: Chain 3 (iOS 12.x)
Surveillance Features involved: GPS, SMS, Call
Log, Audio, and Camera

App 80 E24: Yispecter Malware This app is for online meetings and webinars
For malware behaviour for E24 are
Payload: Destructive, Infection: Host, Operating
Algorithm: Stealth, Activation: Self-activation,
Propagation: Passive monitoring
iOS version: Chain 3 (iOS 12.x)
Surveillance Features involved: GPS, SMS, Call
Log, Audio, and Camera

App 84 E8: XCodeGhost Malware
E24: Yispecter Malware

This app is for the community’s platform, which can
share text, voice, and video
For malware behaviour for E8 & E24 are
Payload: Destructive, Infection: Host, Operating
Algorithm: Stealth, Activation: Self-activation &
human trigger, Propagation: Passive monitoring
iOS version: Chain 3 (iOS 12.x)
Surveillance Features involved: GPS, SMS, Call
Log, Audio, and Camera

App 97 E24: Yispecter Malware This app is for online meetings and webinars
For malware behaviour for E24 are
Payload: Destructive, Infection: Host, Operating
Algorithm: Stealth, Activation: Self-activation,
Propagation: Passive monitoring
iOS version: Chain 3 (iOS 12.x)
Surveillance Features involved: GPS, SMS, Call
Log, Audio, and Camera

App 137 E24: Yispecter Malware This app is for online meetings and webinars
For malware behaviour for E24 are
Payload: Destructive, Infection: Host, Operating
Algorithm: Stealth, Activation: Self-activation,
Propagation: Passive monitoring
iOS version: Chain 3 (iOS 12.x)
Surveillance Features involved: GPS, SMS, Call
Log, Audio, and Camera
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Table 13 (continued)
Evaluated
Apps

Real-time iOS malware Description

App 144 E24: Yispecter Malware This app is for video-making and sharing platforms
For malware behaviour for E24 are
Payload: Destructive, Infection: Host, Operating
Algorithm: Stealth, Activation: Self-activation,
Propagation: Passive monitoring
iOS version: Chain 3 (iOS 12.x)
Surveillance Features involved: GPS, SMS, Call
Log, Audio, and Camera

Table 14 Functions Exploited
Matched with Evaluated
Applications.

Classification Function exploited Description

E8 (XcodeGhost) FC74 (dataWithJSONObject) Return JSON information from the target of the
Foundation
Using this function, the victim’s devices could
be remotely controlled when connected to the
c2 server

E24 (Yispecter) FC152 (SharedApplication) It makes a connection to the window server and
completes another initialization
This function can share applications to the
victim’s devices, like spyware, whether the
applications distributed are benign or malicious

FC153 (CanOpenURL) Returns a Boolean value indicating whether an
app is available to handle a URL scheme
This function is considered not malicious if the
URL is genuine and vice versa

7 Conclusion

Based on the findings identified in this paper, it can be con-
cluded that themisuse of existing applications’ functions and
frameworks might lead to the exploitation of online banking
and social media. An analysis of the pattern of malicious
applications can be used to counteract this issue. Malicious
applications require combinations of frameworks and func-
tions to exploit the intended features successfully.
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