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Abstract
Purpose Online abuse of and by children is a global concern. Methods to prevent this phe-
nomenon are diverse; however, less is known about police-led initiatives and their effec-
tiveness in reducing the likelihood of becoming a victim or a perpetrator of cyber abuse 
among children. Specifically, there are no rigorous tests of the ThinkUKnow programme, 
to which hundreds of thousands of young people were exposed since 2006.
Methods We present results from a cluster randomised control trial conducted to evaluate 
the Australian version of the ThinkUKnow programme, delivered to students in primary 
and secondary schools. The programme consists of one face-to-face classroom-based train-
ing session delivered by at least one uniformed member of the Australian Federal Police. 
Post-test surveys among (n = 1954) students were used to estimate the treatment effect.
Results Exposure to the programme significantly improves knowledge about cyber 
abuse but marginally impacted risk perceptions, engagement with risky behaviours, or 
willingness to report cyber abuse to adults or others. Treatment participants are more 
likely to report cyber abuse to the police than control participants. The legitimacy of the 
police also improves following the intervention among younger but not older students.
Conclusion ThinkUKnow leads to desirable consequences in some but not all indict-
ors of potentially minimising the risk of cyber abuse to and by children. Replica-
tions, preferably with diverse populations and measures of long-term effects of 
behavioural modifications, are needed.
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The prevalence of online crime is increasing, and with it, the importance of 
online safety among children has risen. More than 95% of children aged 
between 8 and 17 have access to the internet (Australian Communications & 
Media Authority, 2013). Moreover, digital platforms and devices are being 
increasingly integrated into the educational system. The provision of these 
devices to school students presents youth with both opportunities and risks 
associated with internet use. Risk and harm mitigation for students is often 
taught in school programmes to promote youth safety online and encourage 
help-seeking behaviours (Polanin et al., 2022; Tanrikulu, 2018). The police are 
often involved in this approach, such as Australia’s ThinkUKnow initiative, a 
national cyber-safety programme delivered to students by the Australian police. 
However, despite being delivered in Australia for more than a decade for thou-
sands of students, the effectiveness of ThinkUKnow is presently unclear. As 
the programme is a police-delivered initiative, it begs the question of whether 
it can backfire, like other school-based, police-led interventions before it (e.g., 
Klenowski et al., 2010; Perry et al., 2003). In this paper, we report the findings 
of a large-scale experiment to test the effect of this programme.

Literature review

Definition and prevalence of cyber abuse

Cyber abuse is any type of abuse that happens on-line. Children are particularly at 
risk of cyber abuse from people they know and from strangers and can take mul-
tiple forms, including cyberbullying, emotional abuse, grooming, sexting, sexual 
abuse, and sexual exploitation (Bryce, 2017). The prevalence of these offences var-
ies based on personal factors, as users’ characteristics play a key role regarding the 
likelihood  of cyberbullying among different groups (Camerini et  al., 2020; Park 
et  al., 2021; Shaikh et  al., 2020). Nevertheless, it is  agreed that cyber abuse  is a 
common event (e.g., Evangelio et al., 2022; Selkie et al., 2016). Mishna et al. (2011) 
reported that the prevalence of cyberbullying can range from 10 to 35%. Olweus 
and Limber (2018) estimated its prevalence between 3 and 50%. Olweus and Lim-
ber (2018) show that considerable variation in the prevalence of cyberbullying is 
due to different methods by which empirical studies have measured the phenom-
enon. To this extent, Kowalski et  al. (2014) use the general aggression model in 
their meta-analysis to identify studies, while Brachado et al. (2017) use the terms 
“cyberbullying”, “cyberbullying”, “internet harassment”, and “internet bullying” to 
find eligible studies. Both meta-analyses have identities research with vastly differ-
ing rates of abuse given measurements which encompass a combination of offend-
ing, victimisation, lifetime prevalence, and periodic prevalence (Zhu et  al., 2021). 
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What is agreed is that the prevalence of online child exploitation is likely to be far 
higher than indicated by official sources, given offenders’ proclivity to conceal their 
activities (Bryce, 2017) on the one hand, and under-reporting on the other.

School‑based interventions against cyber abuse

Research on cyber abuse remains a comparatively new field, but has gained a great 
deal of attention. While the number of studies on this topic is steadily increasing, many 
focus on the identification of risk factors and the impact of cyberbullying. Rigorous 
impact evaluations of effectiveness of interventions designed to prevent or mitigate the 
impact of cyber abuse remain limited and often suffer from methodological considera-
tions (Abreu & Kenny, 2018; Calvo-Morata et al., 2020; Cantone et al., 2015; Evans 
et al., 2014; Gaffney et al., 2018; Hutson et al., 2018; Macaulay et al., 2018; Polanin 
et al., 2022; Tanrikulu, 2018; Zych et al., 2015). Still, the literature remains informative.

Educational messages are one method to successfully raise awareness of the risks 
and consequences of unsafe online behaviour among youth (Bryce 2010). The central-
ity of such engagement lies in framing cyber abuse as an everyday occurrence in the 
lives of students, clarifying that risky behaviours online can be avoided. Risky behav-
iours include, for example, sharing intimate images of oneself or another person, insult-
ing others, disclosing private details to strangers, and agreeing to meet with strangers 
following an engagement online. Mishna et al. (2011) as well as Zych et al. (2015) con-
ducted systematic reviews of interventions to prevent or reduce youth cyber abuse and 
found moderate to large effect sizes for changes in knowledge of cyber abuse and cyber 
safety following the programmes. However, these changes in knowledge did not extend 
to significant shifts in risky online behaviour (Mishna et al., 2011). The authors argued 
that the developers of these programmes needed to focus not only on the transmission 
of knowledge but changing the attitudes of students towards cyber safety.

Walsh et  al. (2018) performed a systematic review of 24 trials of school-based 
education programmes to prevent child sexual abuse. These programmes were gener-
ally effective at increasing both the knowledge of prevention concepts and protective 
behaviours among students, with medium to large effect sizes observed in 18 of the 
24 studies. Another systematic review (Gaffney et al., 2018) examined 24 RCTs and 
quasi-experimental studies of cyberbullying intervention or prevention programmes 
that dealt with school-aged participants. These interventions indeed reduced victimi-
sation by 14% and perpetration by 10 to 15%, respectively, and RCT designs yielded 
larger effect sizes relative to quasi-experimental designs. However, these were more 
focused interventions, rather than programmes aimed at preventing cyber abuse more 
broadly.

Police‑led programmes to reduce cyber abuse in schools

Police-led school-based interventions are one method of deterring future crime. 
Indeed, law enforcement can not only instruct students on law abiding behaviour and 
the pitfalls of criminal activity but build rapport with them such that students can rely 
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on law enforcement personnel when in need (Feinberg & Robey, 2009; Pennell et al., 
2022; Radebe & Kyobe, 2021; Vandebosch et al., 2012, but cf. Broll & Huey, 2015). 
More generally, these engagements serve to improve police legitimacy among youth, 
which may be linked to increased reporting of future crimes (Mazerolle et al., 2013).

Shaw (2004) identified three different models of police engagement in schools: (1) 
officers permanently embedded in schools, (2) officers acting as educators, and (3) 
officers participating in comprehensive liaison schemes. Within the Australian con-
text—where the present test takes place—one study used a waitlist cluster RCT to 
evaluate the effectiveness of a school-based protective behaviours programme on 611 
first grade students (White et al., 2018). The treatment group demonstrated an increase 
in their knowledge compared to the control group. However, changes to students’ 
intention to disclose abuse did not significantly increase. Unfortunately, additional ran-
domised control trials were not conducted to evaluate the efficacy of any one of these 
programmes to reduce cyber abuse, revealing a clear research gap (see Diaz et  al., 
2021; Kenny et al., 2022; Nyberg et al., 2021; Solehati et al., 2022; White et al., 2019).

ThinkUKnow programme

One popular programme to prevent cyber abuse is the ThinkUKnow initiative, which 
aims at keeping children safe by producing education and training about cyber 
abuse. The programme has been implemented since 2006 in the UK, and it is avail-
able globally. In the UK, the programme is delivered by the National Crime Agency, 
by identifying the main threats to children—which presently focuses on sexual abuse 
as a core target area (thinkuknow.co.uk 2021). In Australia, the ThinkUKnow pro-
gramme is led by the Australian Federal Police and delivered nationally in partner-
ship with law enforcement and industry to “raise awareness and educate the commu-
nity about preventing online child sexual exploitation” (Australian Federal Police, 
2021) The programme offers bespoke training courses for children depending on 
their age (5 − 7, 8 − 0, 11 − 13, 14 >) and is usually administered by a policer officer. 
Training is provided in classroom settings, by highlighting the risks associated with 
online activity, how to identify abuse and how to report it.

Despite its popularity and use worldwide, little is known about the efficacy and 
cost-effectiveness of the ThinkUKnow programme. As far as we are aware, the only 
evaluation conducted by Davidson et  al. (2009) concluded that whilst at the time 
nearly 14% of all UK students were exposed to the programme, a high proportion of 
students were unable to recall having it at all. Thus, whether there are benefits to this 
international initiative, to which a large population of students is exposed, remains 
unclear.

Police legitimacy and schools

As noted earlier, an adjacent issue when studying the effectiveness of school-based 
policing initiatives is the perceived legitimacy of the police following these engage-
ments (Shaw, 2004). Such initiatives are meant to reduce crime, but one outcome is 
the potential effect on the relationship between law enforcement and young people. 
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Mazerolle et  al. (2013) reported that school-based interventions, including police 
officers in schools, may increase perceptions of legitimacy through students interact-
ing with police in a less formal setting. In turn, enhanced perceptions of police legit-
imacy may support compliance with laws and school policies around online safety 
and cyber abuse and could lead to greater reporting of cyber abuse.

School-based police interventions present an opportunity to harmonise socialisa-
tion across two of these domains. Through a randomised controlled field trial exam-
ining truancy and anti-social behaviour in students in Queensland, Mazerolle et al. 
(2021) demonstrated that a consensus-based programme involving police reduced 
self-reported anti-social behaviour. This was premised on a change in participants’ 
perception of police legitimacy.

Methods

Research design

This study utilises a cluster randomised controlled design with two “blocks” com-
prised of primary or secondary school years, and a post-test measure only. These are 
common in education research (Donner & Klar, 2002), with randomisation occur-
ring by class, grade, or school (Farrington & Ttofi, 2009; Gaffney et al., 2018; Ttofi 
& Farrington, 2011). Here, the control group also received the intervention but only 
after completing the survey (whereas the treatment group received the programme 
before completing the survey instrument). The settings for the two arms were 
identical but approximately 90 min apart. This procedure ensured that all students 
received the mandated programme while at the same time measuring its effective-
ness (for more on this design, see Campbell and Stanley 2015:53–54; see also Ariel 
et al., 2022). This design also enhanced consistency and minimised costs, as it did 
not involve multiple programme deliveries to a single school.

Randomisation

We use the class as the unit of analysis, with all participants in a class randomly 
assigned to a control or treatment group. The class was assessed as the unit of anal-
ysis having an optimal balance of administrative complexity and statistical power. 
Within the Australian Capital Territory (ACT), there are approximately 60 public 
primary schools and 20 public secondary schools. Randomisation at this level would 
have resulted in 30 primary school clusters and ten secondary school clusters, but 
many of these schools have already exposed their students when the experiment was 
rolled out, and others have declined to participate in the experiment - thus leading to 
a significantly underpowered study. In contrast, randomisation at the individual level 
(i.e., students) would have been an arduous undertaking as it requires separating stu-
dents within classes. Moreover, this approach would have diluted treatment integrity 
by increasing the likelihood of contamination as students in both the treatment and 
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control groups would likely discuss their experiences with each other. Finally, this 
randomisation strategy poses serious privacy concerns as it requires a substantial 
level of identification to allocate students into either group.

This study thus consisted of 51 clusters of primary school students in years 5 and 
6 (block A) and 49 clusters of secondary school students in years 7 and 8 (block B) 
within the Australian Capital Territory - i.e., school years as the units of randomi-
sation. Primary school clusters were then randomly assigned into 27 and 26 study 
arms, and both groups possessed an average class size of 22.6 students. Among sec-
ondary school clusters, 24 were designated as treatment groups, while 25 became 
control groups, with 18.2 and 18.1 students in each class, on average, respectively. 
All participating classrooms were allocated an identification number for the pur-
poses of random assignment.

Sample characteristics

Gender

Among the primary school block, the treatment group comprised 49.4% females 
and 48.7% males, while the treatment group was 48.4% female and 50.7% male. 
Only 1.9% and 0.9% of those in the treatment and control groups were of unknown 
gender, respectively. In the secondary school block, the treatment group was 49.6% 
female and 49.3% male, with 1.1% declining to state their gender. Similarly, the con-
trol group was 50.6% female, 47.3% male, and 2.1% of unknown gender.

Age

For the primary school block, 50.5% and 51.6% of the treatment and control groups 
were born in 2008, respectively. Approximately one-third of the treatment (32.3%) and 
control (32.3%) groups were born in 2007. Among the secondary school block, 48.8% 
of the treatment group and 49.6% of the control (38.1%) groups were born in 2006. Just 
over one-third of those in the treatment (34.3%) and control groups were born in 2005.

Nationality

In total, 78.4% and 80.6% of students in the primary school treatment and control 
groups were born in Australia, respectively. Similarly, 79.4% and 76.1% of those 
in the secondary school treatment and control groups were born in Australia, 
respectively.

Online presence

For all groups, students spent more time on the internet on non-school days than 
on school days. Students in the year 5 − 6 treatment group averaged 2.97 and 4.01 h 
on the internet on school days and non-school days, respectively. Those in the year 
5 − 6 control group averaged 2.93 and 3.81  h on the internet on school days and 
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non-school days, respectively. Students in the year 7 − 8 treatment group averaged 
4.92 h on school days and 5.09 on non-school days, while students in the control 
group averaged 4.61 h on school days and 4.7 on non-school days.

In general, the treatment and control clusters are well balanced with a comparable 
number of clusters and students within each cluster. There was a near even gender dis-
tribution in both treatment and control groups for each cohort. With regard to age, the 
control and treatment groups have broadly similar distributions of age in each cluster. 
Importantly, the overwhelming majority of participants were born in Australia.

Procedure

Schools that had requested a ThinkUKnow session were contacted to determine 
their willingness to participate in an evaluation. Interested schools were sent an 
email with further information on how the trial would run, requirements of partici-
pation, time scales, and measures taken to ensure the privacy, and confidentiality of 
students. Schools that agreed to participate were provided with dates and times for 
the delivery of ThinkUKnow. This decision ensured that the evaluation was deliv-
ered in a manner that most closely resembled a business-as-usual environment. Each 
participating school provided a list of classes that would be used to create the con-
trol and treatment conditions.

As noted earlier, data were collected in schools, with students accessing the sur-
vey instrument with an internet-connected device before (control) or after (treatment) 
programme delivery. Compared to other survey administration methods, group-
administered surveys have a high response rate (Bachman & Schutt, 2017), minimis-
ing non-response bias (Fowler, 2013). The online survey was administered through 
Qualtrics. Instructions and the survey link were provided to a school contact officer 
and loaded to a Google Classroom site that students could access. A non-uniformed 
officer was present to oversee the survey delivery and address any questions from the 
school staff. Importantly, students’ participation in the online survey was voluntary.

Treatment conditions

The ThinkUKnow programme was delivered in a class-based setting by uniformed 
Australian Federal Police officers. At the bare minimum, the programme was deliv-
ered to an entire year group. However, at small schools with a limited number of 
classes across year cohorts, both years participated simultaneously. Delivery com-
prised a 60-to-90-min presentation that included case studies, short videos, and 
interactive question-and-answer segments.

Instrument

This study utilised a post-test only measure to estimate the causal effect of the treat-
ment. Conducting pre and post measures necessitated tracking responses from indi-
vidual students, which was not feasible. Furthermore, this design also reduced the 
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risk of instrumentation bias from repeated exposure to the survey instrument in a 
short period (Shadish et al., 2002).

The survey instrument (see Supplementary Materials A) was constructed to 
measure six outcomes: students’ (1) knowledge, (2) certainty of apprehension, (3) 
protective behaviours they might take, (4) perceptions of risk online, (5) likelihood 
of reporting victimisation, and (6) perceptions of police legitimacy. Furthermore, 
the instrument inquired about students’ age, gender, and minority status (e.g., coun-
try of birth, language spoken at home). The items used to measure minority status 
were drawn from Murphy and Cherney’s (2011) research on the response of ethnic 
minorities in Australia to procedural justice-based policing. In addition to the length 
of time spent online, the survey instrument also included an item on whether partici-
pants had access to a variety of online devices.

Knowledge items were developed based on the ThinkUKnow curriculum, with pos-
sible responses of “true”, “false”, or “do not know”. Years 5 − 6 and 7 − 8 had two dif-
ferent sets of items for this outcome based on the extended content presented to the older 
cohort. Both instruments contained items relating to knowledge of online safety and pri-
vacy and items relating to cyberbullying. The years 7 − 8 instrument also included a series 
of items relating to image-based abuse and the sharing of images online. The certainty 
of apprehension items asked participants to indicate how much risk there was of getting 
caught and punished for a specific activity. This dimension involved items on a four-point 
response scale ranging from “no risk” to “a very great risk”. These were adapted from 
Hirtenlehner et al.’s (2013) research on deterrence and juvenile offending.

Two outcome dimensions were operationalised for risky behaviours: scenarios 
reflecting various behaviours relating to perpetrating cyberbullying and a range of 
protective behaviours. These items and outcome measures are intended to examine 
whether any change in knowledge from exposure to ThinkUKnow extends to the 
stated likelihood to behave more safely.

The reporting of cyber-victimisation adapts a construct from a study on help-
seeking intentions (Wilson et al., 2005). The items have a seven-point response from 
“extremely likely” to “extremely unlikely”.

Fourteen items associated with the perception of police legitimacy outcome 
measure are used. These were adapted from Sunshine and Tyler’s (2003) examina-
tion of the role of procedural justice and legitimacy in shaping support for policing 
and Tankebe’s (2009) research into public cooperation with the police in Ghana. 
Responses to these items are based on a 5-point scale ranging from “strongly agree” 
to “strongly disagree”. To measure the reliability of the instrument, we calculate the 
Cronbach’s alpha for each outcome measure in each block (see Table 1). As is evi-
dent, the internal consistency of each outcome group is relatively high.

Response rate

The years 5 − 6 cohort had a response rate of 95.8%, while the year 7 − 8 cohort had a 
response rate of 90.8%. A total of 1148 and 806 valid responses from years 5 − 6 to years 
7 − 8, respectively, represent 16.9% and 13.5% of the population of students in those years.
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Statistical methods

Descriptive and inferential statistics were leveraged to estimate the treatment effect. 
Summary statistics were used to calculate the mean and standard deviation of each 
dimension for each cluster in the treatment and control groups. Independent samples 
t-tests were then calculated on the cluster mean scores (see Robson, 2002), and a Bon-
ferroni correction was included due to the repeated t-tests (0.05 divided by number of 
comparisons). The estimates were computed separately for each statistical block.

Results

Main effects

Testing for newly gained knowledge

Table 1 presents a matrix of all the findings of the experiment, including a compari-
son of control and treatment group scores and the results of the independent sam-
ples t-test for both years 5 − 6 and years 7 − 8 blocks. First, we see that significant 
treatment effects are concentrated in the knowledge category. Across all knowledge 
outcomes, the treatment group clusters had a higher average percentage of correct 
responses than the control group clusters. However, significant improvements were 
recorded only for online safety in both blocks, and knowledge on cyberbullying sig-
nificantly increased for the years 5 − 6 block only.

Table 1  Study dimensions and inter-rater reliability

Years 5/6 Years 7/8

Outcome measure Cronbach’s alpha N of Items Cronbach’s alpha N of Items

Knowledge: online safety 0.893 17 0.774 12
Knowledge: cyberbullying 0.749 9 0.771 7
Knowledge: image-based abuse N/A N/A 0.865 10
Knowledge: all 0.918 26 0.917 29
Risk perception: certainty 0.959 14 0.955 14
Risk perception: severity 0.959 14 0.958 14
Behaviours: perpetration 0.945 6 0.918 6
Behaviours: protective 0.779 7 0.843 7
Reporting: adult 0.865 6 0.908 6
Reporting: police 0.943 6 0.884 6
Reporting: friends 0.917 6 0.897 6
Reporting: handle oneself 0.881 6 0.954 6
Legitimacy 0.875 14 0.943 14
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The items in which the differences were more substantial than others were as 
follows: “Cyberbullying is against school rules, but it isn’t against the law”; “you 
can control where all images of you end up”; “when I sign up for online accounts, 
the default privacy setting is usually ‘private’”; “there are laws that prevent com-
panies from owning or keeping content I post or distribute through their service”; 
and “there are services through my school that can help if I run into issues online”. 
Training on image-based abuse online delivered to the years 7 − 8 block alone did 
not yield significant variations against control conditions (t = 1.513, p > 0.10). 

Risk perceptions: certainty of apprehension and severity of punishment

Regarding the certainty of apprehension (Table  2), mean differences between the 
treatment and control groups for both cohorts were not statistically significant. The 
average perceived certainty of apprehension was high across all test groups, hover-
ing above three on a four-point Likert scale.

Similar results are observed for the severity of punishment. While the treatment 
group results were marginally higher for both years 5 − 6 and years 7 − 8, the dif-
ferences were not statistically significant at acceptable thresholds. The average 
perceived severity of punishment was quite high as well, reaching 4.5 on a 6-point 
scale.

Risky behaviours: perpetration and protection

While treatment group means were marginally higher for years 5 − 6 (treat-
ment = 5.441, control = 5.370) and years 7 − 8 (treatment = 5.387, control = 5.351) 
for reportage of perpetration, the differences were not statistically significant. On 
the other hand, as it pertains to the likelihood of protective behaviour, the average 
treatment score was significantly higher than that of the control group for year 5 − 6 
(treatment = 5.225, control = 5.050), but the difference in the years 7 − 8 group (treat-
ment = 5.043, control = 4.943) was not statistically significant (t = 1.020, p > 0.10).

Likelihood of reporting cyber abuse

Table 2 presents the mean response scores and t-test results for respondents’ willing-
ness to report cyber abuse to a trusted adult or the police, with reciprocal questions 
about the likelihood of handling the risk by oneself or with friends. One intention of 
the intervention was to increase cyber-abuse reportage and decrease the likelihood 
that students would handle the matter themselves or report it to friends. As such, 
a high mean response for parents or police and a low mean response for friends or 
handling the issue on one’s own both favoured the treatment.

We see that the likelihood of reporting to the police increased in both blocks 
(t = 5.192, p < 0.001; t = 3.413, p < 0.001), but no significant variations emerged 
across all other comparisons. The programme did not increase the likelihood that 
students would report abusive behaviour to adults or friends or handle the risk them-
selves any more than in no-treatment conditions.
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Perceptions of police legitimacy

The mean treatment score was higher than the control group for both years 5 − 6 
(treatment = 4.084, control = 3.99) and years 7 − 8 (treatment = 3.904, con-
trol = 3.799). However, statistically significant differences emerged for years 5 − 6 
(t = 2.301, p = 0.026) but not in the years 7 − 8 block (t = 1.439, p = 0.157).

Discussion

The ThinkUKnow programme has been delivered in Australia for over 12  years. 
Beyond the potential utility of the training module in promoting online safety, most 
police services across Australia provide elaborate resources to deliver ThinkUKnow. 
The ACT police alone delivered more than 250 sessions to schools in 2018–2019 
(ThinkUKnow 2019). Therefore, this study is of national interest from an education 
and a policing perspective.

We tested the effect of the training under controlled conditions. We observed 
variations between years 5 − 6 and 7 − 8 students (separately) in terms of multi-
ple dimensions targeted by the training. Based on our findings, ThinkUKnow sig-
nificantly improves students’ knowledge of online safety, but knowledge related to 
cyberbullying improved for younger but not older students. Substantial effects on 
knowledge by ThinkUKnow are consistent with meta-analyses of interventions on 
cyber safety (Mishna et  al., 2011) and school-based programmes to prevent child 
sexual abuse (Walsh et  al., 2018). However, considering the specific measure for 
image-based abuse for older children did not suggest that the programme led to 
knowledge the students already had without exposure to the training materials.

Insofar as risk perceptions are concerned—in terms of the severity of punishment 
or likelihood of apprehension—we find no evidence to reject the null hypothesis of the 
no-treatment effect. It is possible that children may already have had the necessary tools 
to grasp the odds of getting caught or the punishment for cyber abuse, and therefore did 
not perceive these probabilities as more or less severe compared to no-treatment condi-
tions. In contrast, the programme had a far more significant positive effect on young 
participants’ stated likelihood of employing protective behaviours. This finding is con-
sistent with Walsh et al. (2018) and Zych et al. (2019), who identified the increased use 
of protective behaviours following interventions to prevent child sexual abuse.

Furthermore, the programme did not lead to changes in the likelihood of report-
ing or handling cyber abuse alone, except when reporting abuse to the police. It may 
be an artificial effect, as students may have been affected more by the presence of 
the police officers as part of the programme than the content of the training module. 
This measurement bias should be more tightly managed in future tests of similar 
programmes delivered by the police.

Finally, it is essential to ensure that the delivery of ThinkUKnow does not reduce 
perceptions of policy legitimacy. Legitimacy is crucial, serving as a critical gate-
way to the willingness of (young) people to engage with and report incidents to the 
police. In both blocks, ThinkUKnow created a slight increase in students’ percep-
tions of police legitimacy, especially among younger students. While we cannot 
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link reductions in actual cyber abuse to ThinkUKnow (as our instrument was not 
intended for this purpose), increased police legitimacy could indirectly lead to better 
cooperation with the police to prevent cyber abuse. This result would be consistent 
with findings from Mazerolle et al. (2021) that demonstrated how increased percep-
tions of police legitimacy reduce levels of self-reported anti-social behaviour.

Policy implications

Given the substantial gains in some but not other outcome measures, an overall con-
clusion is challenging to gauge. The least we can confidently say is that the pro-
gramme does not cause a clinically meaningful backfiring effect across nearly all 
comparisons. However, it may be that our approach to estimating the treatment 
effect was too onerous. For a police programme intended to expose students to cyber 
abuse in a 90-min session, obtaining significant gains in terms of perceptions, atti-
tudes, and behavioural aspects may be underpowered, especially for more mature 
students at years 7 − 8 levels. At the same time, the impact of ThinkUKnow on stu-
dents’ knowledge cannot be understated. Among year 7 − 8 students, the knowledge 
that cyberbullying is against the law increased by over 40%. If ThinkUKnow were 
delivered to the entire years 7 − 8 public school population in the area, more than 
1300 additional students in years 7 − 8 would be made aware of this fact.

It is, nevertheless, evident from this study that ThinkUKnow can benefit from 
some changes in content and style. The lack of treatment effect on reporting should 
be managed more closely, as feeling safe to report cyber abuse to an adult or the 
police is a critical consequence of the training in field settings. Furthermore, modifi-
cations should also be considered in terms of new or emerging risks. One area which 
illustrates the need to prioritise certain elements over others relates to online safety 
and protective behaviours as these were generally more effective than deterrent ele-
ments. To this extent, it is worthwhile to consider whether sections relating to perpe-
tration deterrence need to be reconsidered and overhauled.

Study limitations

As this study measured outcomes at a single point in time, it is not clear if any of the 
beneficial effects measured would be retained over time (see review in Sutherland 
et  al., 2017). Furthermore, the post-intervention measurement focuses on percep-
tions and intentions for behaviour rather than actual variations in behaviour resulting 
from the intervention. Were a change in intention to commit cyber-abuse reported in 
the post-tests, it is unclear whether this would translate into actual changes in behav-
iour (see Antrobus et al., 2018; Ariel et al., 2019). Measuring an actual change in 
behaviour would need to go beyond the survey instrument design to include a metric 
for reporting infractions, honeypot experiments, or other relevant approaches.

In addition, there were no controls put in place or information collected 
regarding schools having received other cyber-safety programmes, such as 
those delivered under the auspices of the Children’s e-Safety Commissioner 
(www. esafe ty. gov. au/). This issue was identified in the design stage, and an 

http://www.esafety.gov.au/
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active decision was taken to not employ any exclusion criterion for past expo-
sure to cyber-safety programmes other than ThinkUKnow in the current cal-
endar year. The RCT aimed to explore the effect of ThinkUKnow in as close 
to a real-world context as possible and estimate the treatment effect above and 
beyond any other existing programme. More attention should be considered in 
the future for interaction effects with other interventions.

Finally, our design could control for most of the known threats to internal 
validity, except history effects (see Campbell & Stanley 2015). Treatment par-
ticipants completed the survey after the intervention, while control participants 
completed the survey before the intervention (and not after). Given operational 
restrictions, this design was optimal. However, it does not account for any 
possible biases associated with the timing of the measurement for the control 
group. While we assume that approximately 90 min create minimal confound-
ing parameters on the validity of our causal estimates, this assumption is evi-
dence-free. Future research should consider a more robust design with two par-
allel groups with simultaneous post-only measures whenever possible.

Conclusions

This study provides experimental evidence supporting the hypothesis that the 
ThinkUKnow programme for school children in Australia improves knowledge on 
cyber abuse. However, we find no consistent evidence of enhancing students’ risk 
perceptions or decreasing the likelihood of involvement in risky behaviours online. 
Students exposed to the programme are more likely to report cyber abuse to the 
police, but not to other adults or friends. Participation in the programme increased 
perceptions of police legitimacy but primarily for younger rather than older stu-
dents. While this study examined two cohorts (years 5 − 6 and 7 − 8), the results did 
not differ significantly between these two groups. This is perhaps due to these stu-
dents being in the same age range. As such, future research should consider a more 
diverse age range. How the age of a student affects the efficacy of the treatment is a 
question that has not been answered by this research. More research, preferably with 
more diverse student populations, is needed.
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