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Abstract
The proliferation of high-performance personal devices and the widespread deployment of 
machine learning (ML) applications have led to two consequences: the volume of private 
data from individuals or groups has exploded over the past few years; and the traditional 
central servers for training ML models have experienced communication and performance 
bottlenecks in the face of massive amounts of data. However, this reality also provides the 
possibility of keeping data local for ML training and fusing models on a broader scale. As 
a new branch of ML application, Federated Learning (FL) aims to solve the problem of 
multi-party joint learning on the premise of protecting personal data privacy. However, due 
to the heterogeneity of devices, including network connection, network bandwidth, com-
puting resources, etc., it is unrealistic to train, update and aggregate models in all devices 
in parallel, while personal data is often not independent and identically distributed (Non-
IID) due to multiple reasons. This reality poses a challenge to the speed and convergence of 
FL. In this paper, we propose the pFedCAM algorithm, which aims to improve the robust-
ness of the FL system to device heterogeneity and Non-IID data, while achieving some 
degree of federation model personalization. pFedCAM is based on the idea of clustering 
and model interpolation by classifying heterogeneous clients and performing FedAvg 
algorithm in parallel, and then combining them into personalized federated global mod-
els by inter-cluster model interpolation. Experiments show that the accuracy of pFedCAM 
improves 10.3% on Fashion-MNIST and 11.3% on CIFAR-10 compared to the benchmark 
in the case of Non-IID data. In the end, we applied pFedCAM in HomeProtect, a smart 
home privacy protection framework we designed, and achieved good practical results in the 
case of flame recognition.
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1 Introduction

In the past few years, a large number of devices with different computing capabilities have 
been put into the market, such as mobile devices like smartphones, Internet of Things (IOT) 
devices, and smart cars. These devices have generated a large amount of data due to their 
extensive and long-term use. These data are very attractive for data-driven machine learn-
ing (ML), and will contribute to the training of ML models. However, the traditional way 
of centralized ML is to upload personal data to a central server for model training, which 
will compromise the privacy of individuals. The EU introduced the General Data Protec-
tion Regulation (GDPR) in 2018, which is a privacy protection regulation designed to set 
out the rules that companies should follow when collecting, processing and using users’ 
data. With the gradual implementation of privacy protection policies in various countries 
and the gradual awakening of people’s awareness of privacy protection, the method of col-
lecting data, uploading it to servers and training it no longer applies. Google provides us 
with an effective distributed ML paradigm. In 2016, Google [1] proposed the concept of 
Federated Learning (FL) and successfully applied it to Google keyboard [2], providing a 
powerful tool to break the barrier of data silos. With FL, instead of uploading data, the data 
owner will upload the ML models obtained using local computing resources to the server, 
which will aggregate the models. Because of the privacy-sensitive data protection feature, 
FL is widely used in the field of privacy-preserved ML, such as financial lending, medical 
diagnosis [3, 4], etc. If it is based on existing blockchain technologies and applications, 
such as data auditing [5] and energy dispatching [6], FL will have a broader application 
prospect and its privacy protection features will be strengthened.

However, unlike distributed ML based on server environment, FL is built on a more com-
plex device environment and it faces some fundamental challenges. Since the devices of indi-
viduals or groups participating in the FL system have different computing resources, network 
bandwidth and network connectivity, and the availability of these devices are not stable at all 
times due to non-hardware factors such as usage habits, it is very difficult to design synchro-
nous or semi-synchronous protocols as in the case of traditional distributed ML. For these 
reasons, it is a common strategy to select some clients but not all to participate in training in 
order to avoid the FL system from getting into long-time waiting due to Some devices being 
offline or unstable network conditions. McMahan et  al. [1] proposed FedAvg algorithm, 
which randomly selects a certain proportion of clients to upload model weights at the end of 
each round of local training, and then the server averages the weights. FedCS [7] selects the 
appropriate clients by measuring the client resources, and accommodates as many clients as 
possible to participate in the aggregation without entering a long wait.

In addition to the device heterogeneity challenge, FL also faces the statistical hetero-
geneity challenge. Most of the existing FL algorithms do not consider the statistical chal-
lenges posed by heterogeneous local datasets in a global sense. Due to the heterogeneity of 
devices and different user usage patterns, individual data may have attribute skew or label 
skew, that is, data from different clients may not come from the same global distribution, 
and the model trained by selecting from part of clients may not reflect the overall data dis-
tribution, leading to the introduction of unavoidable bias in the update of the global model. 
Device heterogeneity and statistical heterogeneity cause the problem of not independent 
and identically distributed (Non-IID) data in FL. Several studies [8–10] have shown that in 
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the case of Non-IID data, there is a significant decrease in model convergence speed and 
accuracy with the resulting increase in the number of communication rounds in FL. Con-
sidering the FedAvg algorithm under Non-IID data, since clients use Non-IID data in local 
training, the variation between models trained by different clients is too large, resulting in 
slowing down the global model convergence speed and significantly reducing the model 
accuracy in the model aggregation phase.

The generation of device heterogeneity and Non-IID data problems on the other hand 
reflects the need for personalized FL on the client side. Personalization of the global 
model to adapt it to the local data distribution of the client is one of the ways to solve 
the various heterogeneity problems. The personalized FL also has a real demand. As an 
information filtering model, recommendation system uses user portraits and habits of 
the whole community to recommend content that may be of interest or high relevance to 
specific users. However, the premise to enjoy personalized recommendation service is 
to hand over personal privacy data, such as historical browsing records, to content pro-
viders, which undoubtedly damages personal privacy. The combination of FL and rec-
ommendation system can provide users with accurate and personalized services on the 
premise of protecting users’ privacy and trade secrets. FL also shines in areas such as 
finance and medicine.

In this paper, we design a personalized Federated Learning algorithm with clustering 
and model interpolation (pFedCAM) for mitigating the impact of device heterogeneity and 
Non-IID data on the FL system, while adopting a personalization mechanism to ensure 
that the algorithm performs well on local Non-IID datasets. For the first time, we extend 
the model interpolation [11] from the global model and the local model to the client clus-
ters, and construct a personalized model for each cluster by setting parameters. The accu-
racy, stability and robustness of our algorithm on IID data and Non-IID data are better 
than FedAvg and FAVOR [12]. Due to the privacy protection principle, we cannot directly 
access the data on the clients located at the edge or analyze the data distribution directly, 
but we can analyze the potential connection between different clients from a more coarse-
grained perspective. Based on intuition and experience, the target data distribution learned 
by clients with similar computing resources and similar data ownership has some similar-
ity. Therefore, we first measure the computational resources of the clients as well as the 
data resources held, and use the clustering algorithm to divide the clients into several dif-
ferent clusters, and execute the original FedAvg algorithm within each client cluster as a 
way to enhance the prediction capability for similar targets and tasks. Then we combine 
the cluster-averaged models of different clusters in the central server using model interpo-
lation to form a globally integrated model, and the generalization capability of the model 
can be enhanced by this step. Finally, by assigning different weights to the base learners in 
the globally integrated model, we can obtain a personalized FL model that enhances the 
performance of the client model in the local environment. In order to prove the usability of 
pFedCAM in the real environment, we designed a smart home privacy protection frame-
work based on FL, HomeProtect [13], in which the FL algorithm uses pFedCAM and has 
achieved good performance in fire identification and early warning cases.

The rest of this paper is organized as follows. In the second part, we will specifically 
introduce the FL background, the specific impact of heterogeneous devices and Non-IID 
data on the FL system, as well as the related concepts of model interpolation. In the third 
part, we will explain the mechanism of pFedCAM. In the fourth part, we use PyTorch to 
conduct a number of experiments to illustrate the effectiveness of the work. In the fifth 
part, we will introduce HomeProtect and how pFedCAM is applied in it. In the end, we 
will briefly introduce the relevant work and make a summary of our work.
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2  Background and motivation

In this section we introduce how FL works in general, and describe how heterogeneous 
devices and Non-IID data pose challenges to existing FL systems, and how model interpola-
tion ideas and Bagging algorithms can be used for the purpose of mitigating heterogeneity and 
personalizing FL.

2.1  Federated learning

FL obtains the global ML model by aggregating the gradients or weights from the model locally 
trained by the client. FL can be divided into horizontal FL (HFL), vertical FL (VFL) and Federated 
Transfer Learning (FTL) according to the distribution of data in sample space and attribute space 
[14]. In HFL, the data owned by each participant has the same attribute space but different sample 
space, which is the most common FL method. In VFL, the data owned by each participant has 
overlapping sample space but the attribute space is not completely consistent. In FTL, the sample 
space and the attribute space overlap but are not completely consistent. According to different com-
munication architectures, FL can be divided into centralized FL with central parameter server and 
P2P architecture [15, 16] without central server. In this paper, we will focus on the centralized HFL.

The general process of FL is as follows: the clients check in with the FL server, and the 
server issues the initial model. After the client receives the model, it uses the local data for 
training and uploads the model parameters or gradients to the server, which will update the 
global model and issue the updated model to the clients again. After several rounds of commu-
nication, the global model will converge to the predetermined target.

As part of our proposed approach, we will formally describe the FL process as well as the 
FedAvg algorithm. Assuming that there are K participants, with k representing the kth cli-
ent, k ∈ [1,K] . Dk represents the dataset of the client k . Mv is the ML model obtained by single 
machine algorithm, Pv is its effectiveness, Mf is the model obtained by FL, Pf is its effectiveness, if

FL is said to be valid. Assume that the target function of the client k is

where w is the model parameter, nk ∶= ||Dk
|| is the number of samples owned by client k , 

n =
∑K

i=1
ni is the total number of samples of all clients, l(⋅) is the loss function, and (xi, yi) 

is the sample. The optimization objective is

Using the stochastic gradient descent algorithm (SGD), assuming that the initial param-
eter of the client k is wt , there is local training

where � is learning rate. After uploading the updated weight wk
t+1

 to the server, the server 
will average the weight of each client
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and the global average model is obtained.
The FedAvg algorithm based on the above idea is as follows, which we will use later.

Algorithm 1. FedAvg

2.2  Heterogeneous clients and non‑IID data

Device heterogeneity is one of the inevitable challenges for FL. The FL system is built on 
a large number of mobile devices, IOT devices, IOV devices, etc. These devices have dif-
ferences in hardware (CPU, memory, etc.), network conditions (4G, 5G, WiFi or Ethernet, 
etc.), power supply and available idle time, which will result in different computing, storage 
and communication capabilities. There is a problem that the training speed and training time 
between heterogeneous devices are too different. At the same time, due to unstable network 
conditions, some devices will often be offline. The FL system cannot apply a reasonable 
synchronous training protocol, and device heterogeneity simultaneously causes the vulner-
ability of the whole system, and the overall efficiency is lower compared to distributed ML.

The usage habits of individuals or organizations are as important as device heterogene-
ity in causing Non-IID data to arise. Although FedAvg’s performance on independent and 
identically distributed (IID) data has been proved to be similar to centralized model training, 
the data owned by different devices are Non-IID and a large number of studies have shown 

(5)wt+1 =
∑K

k=1

nk

n
wk
t+1



 World Wide Web

1 3

that FedAvg’s performance will inevitably decline [8] for Non-IID data. The main reason 
for the decline is that the local models trained by different clients on Non-IID data will con-
verge to different models, and the difference between the global model and the local model 
becomes larger by uploading the models and averaging them. And when the clients receive 
the global model, they will start retraining again from an unsatisfactory model, which leads 
to the decrease of the convergence speed of the entire FL system and the deterioration of the 
global model performance.

Consider supervised learning, for client k , remember that its local data distribution is 
pk(x, y) , x is the sample, y is the label, and Non-IID means that pk is different for differ-
ent clients. Non-IID data classification [17] has attribute skew (referring to the partial 
overlap or non-overlap between data attributes on different clients), label skew (referring 
to the different label distributions on different clients, with both label distribution bias 
and label preference bias), time skew and quantity skew, etc. Under FedAvg, the possible 
consequences of client drift [18] on model training are shown in Fig. 1a. When the data is 
IID, the average model wt+1 is close to the global optimal solution w∗ because it is equidis-
tant from the local optimal solutions w∗

1
 and w∗

2
 . However, when the data is Non-IID, the 

global optimal solution w∗ may be closer to a local optimal solution, resulting in a devia-
tion between the average model wt+1 and the global optimal solution w∗.

We have also proved through experiments that in the FedAvg algorithm, Non-IID data 
will slow down the convergence speed of FL. We used PyTorch to train a shallow convo-
lutional neural network (CNN) model on the Fashion-MNIST dataset. The experimental 
results are as shown in Fig. 1b. It can be clearly seen that compared with the IID setting, 
the accuracy under Non-IID data is lower. And the curve of global model accuracy with 
the gradual improvement of communication rounds is more unstable, there are violent 
fluctuations. We will discuss the impact of Non-IID data in more detail in Sect. 4.

2.3  Model interpolation

Model interpolation [11] is a very effective personalized FL method. It balances generali-
zation and personalization by combining the client local model Ml and the global model 

Fig. 1  Effects of IID and Non-IID data on FL
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Mc . As shown in the following formula, the degree of personalization can be determined 
by adjusting the parameter � . When � → 1 , the combined model is more biased towards the 
local model, and when � → 0 , the model is more biased towards the global model.

Model interpolation is proved [11] to have the same communication cost and security as 
training a single model.

We use the Bagging to realize the model interpolation in this paper. Bagging [19] (boot-
strap aggregating) algorithm is a parallel integrated learning method. Bagging reduces 
generalization error by combining several models. The main idea is to sample several sub-
datasets from the data set through bootstrap sampling, then train a basic learner on each sub-
dataset, and finally combine these basic learners. When predicting output, Bagging usually 
uses simple voting method for classification task and simple average method for regression 
task. Bagging has been proved to be effective in reducing variance [20], so it is more effec-
tive in neural networks and other learners that are easily disturbed by samples.

We will use the shallow neural network as our basic learner. The shallow neural net-
work does not need huge computing resources as the deep neural network. The deep 
neural network training is slow and bulky, while the shallow neural network training 
is fast and lightweight. It is more suitable for small devices such as mobile devices and 
IOT devices, and does not need to occupy a large amount of communication bandwidth.

Combined with Bagging algorithm, we extend model interpolation to basic learners, so as to real-
ize potential information transfer between different client clusters, and realize personalized FL by 
setting parameters �.

2.4  Risk of information leakage in smart home

In smart homes, almost all intelligent IoT devices are monitored and used through mobile 
phones [21] or web pages. Therefore, smart home systems generally include intelligent IOT 
devices, servers designated by manufacturers for cloud services, mobile phones and other 
terminal devices. All devices follow this working mode, the IOT device collects information 
(such as images, audio, etc.) from the home, uploads it to the manufacturer’s server, performs 
intelligent learning in the server, or transmits the data to the user’s terminal device for moni-
toring and use by the user [22]. However, the process of uploading data from smart home 
devices to the server is transparent to users, which may lead to privacy disclosure risk [23].

FL is one of the solutions to this kind of information leakage problem, but it also needs 
to face the problem of device heterogeneity of smart home and the problem of statistical 
heterogeneity of data generated by different families.

3  pFedCAM based on clustering and model interpolation

We design a server-client FL framework to execute pFedCAM. First, we will introduce the com-
ponents of the framework, which is the basis to ensure the good operation of the algorithm. 
According to the above description, clustering clients is good for improving the efficiency of 
FL system. We will give a simple client clustering protocol in the second part of this section to 
ensure that clients can be grouped by similarity. In the third part, we will put forward the key 
ideas of our personalized FL mechanism. In the end, we will elaborate on the whole workflow.

(6)� ⋅Ml + (1 − �) ⋅Mc
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3.1  Architecture design

We focus on the central HFL, so the framework includes a large number of clients (smart-
phones, IOT devices, etc.) and a server used to coordinate the training process of various 
participants. As shown in Fig. 2, on the left are the clients to participate in FL, and some 
clients have potential similarities. The right is the server responsible for managing the cli-
ents and model processing. We purpose two strategies: Simple Clustering Protocol and 
Integration Model Generation Strategy. They are respectively responsible for the clustering 
of clients and the generation of personalized models.

The client is an intelligent device, that is, there is a micro computing system, which 
needs hardware resources such as CPU, RAM, storage, network, and a software environ-
ment that can perform ML training and detecting.

Fig. 2  The Components of pFedCAM
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The server is the core of FL system. In our framework, the server executes two strategies: 
Simple Clustering Protocol and Integration Model Generation Strategy. In addition, a map-
ping table is saved and maintained. Simple Clustering Protocol is a basic protocol for server 
and clients to interact and schedule the clients. It clusters the clients reasonably according 
to the hardware resources of the clients and the data distribution information that does not 
involve privacy. The Integration Model Generation Strategy responsible for model personali-
zation, it integrates different models generated by various clusters into global models accord-
ing to the personalization mechanism below. We do not only generate one global model here, 
but generate global models with the same number of client clusters. The Integration Model 
Generation Strategy is also responsible for sending these models to the corresponding clients, 
and the clients will use these models to complete their own reasoning and prediction tasks. A 
Cluster-Clients-Cluster Model-Integration Model Mapping table is also saved and maintained 
in the server. It records the corresponding relationship between the clusters and the clients, 
and saves the model generated by each client cluster and the integration model processed by 
the personalized mechanism. Among them, the Simple Clustering Protocol is responsible for 
generating and maintaining the Cluster-Clients relationship in the table, and the Integration 
Model Generation Strategy is responsible for the Cluster Model-Integration Model part.

3.2  Simple clustering protocol

According to the above discussion, we will cluster the clients before training. We can think 
that the clients in the cluster are similar in data distribution and hardware resources, while 
the clients between clusters are more different. Clients in the same cluster can enhance 
each other’s processing ability for similar target tasks, which can be regarded as FL under 
IID data settings. The differences between different clusters can strengthen the generaliza-
tion ability. For example, the client of cluster A can learn other data distribution informa-
tion from the client of cluster B. This is why we cluster clients.

Protocol. Simple Clustering Protocol
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We have designed a Simple Clustering Protocol to ensure that clients are grouped 
by similarity. The pseudocode of the protocol is given below. First, clients who intend 
to participate in FL will register with the FL server. The server will send a message to 
the clients asking the clients to upload resource information. After receiving the mes-
sage, the client will send the statistical resource information to the server. The resource 
information to be uploaded by the client ci , i ∈ [1,K] includes the computing resource 
information and data distribution information. Our method is very flexible. The clients 
can only upload information about distribution (e. g. the proportion of the largest class 
in the local training data) to protect privacy, or upload sufficient hardware information 
and additional data information to make clustering more accurate. In this paper, we use 
the following information. The computing resource information includes the hardware 
information, like the CPU frequency, the estimated available CPU time, and the esti-
mated available RAM, etc. The data distribution information includes the total amount 
of data Di available for training, and the proportion of the class with the largest pro-
portion in the total quantity of samples, Bi . Finally, the server will calculate the time 
from sending the message to receiving the client information as the client response time 
TRe
i

 , which represents the network status of the client. The server calculates the score 
sequence Si of the client through the maximum and minimum standardization method. Si 
is used as the feature sequence for KMeans clustering, and the cluster number Ncluster is 
determined by the server.

Since the client resources change dynamically, we set a client redistribution time 
Treset , which is a fixed value, or arrive immediately after the number of clients in a client 
cluster is zero. After  Treset  passed, the server will perform the query-clustering process 
again. The server will save the information of the cluster to which each client belongs 
c
g

i
,i ∈ [1,K] , g ∈ [1,Ncluster] , that is, generate and maintain the Cluster-Clients Mapping 

table. If a new client cnew wants to join FL, the server divides it into the nearest cluster 
according to the Euclidean distance d(Snew,G∼) between the client’s resource informa-
tion Snew and each cluster center, and normally participates in FL until the next client 
redistribution time.

3.3  Integration model generation strategy

Considering the personalization mechanism, if customize the model for each client, 
we need to meticulously design the model structure and the cooperation mechanism 
between clients. The method is lack of scalability. Our idea is to generate a personaliza-
tion model for each client cluster, and the clients in each client cluster will use the per-
sonalization model of the cluster to which they belong. We use Bagging to implement 
the concept of model interpolation. pFedCAM extends the model interpolation method 
from the interpolation between the global model and the local model to the client clus-
ters, and generates a personalized model by combining Ncluster cluster models with dif-
ferent weights into integrated models.

Gg, g ∈ [1,Ncluster] are client clusters generated by the Simple Clustering Protocol. At 
the beginning, the server sends the basic ML model mbase to the clients. Here, we use 
the shallow neural network as the basic model of pFedCAM to better adapt to different 
software and hardware environments. Then execute the FedAvg algorithm in the cluster 
Gg to generate the cluster average model mg . In other words, in cluster Gg , after the cli-
ents are trained with mbase , the server randomly selects at least one client to participate 
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in cluster model aggregation. At this time, the server contains Ncluster cluster average 
models.

Then we generate a personalization model for each cluster, which will be applied to 
each client in the cluster. Next, we explain the personalization mechanism by establishing 
the relationship between Cluster Model and Integration Model in the mapping table in the 
FL server. For cluster Gg , the personalization integrated model Mg which really used by 
clients is constructed by model interpolation and Bagging,

where �g is the weight of sub-model mg . Taking Ncluster = 3 as an example, as shown in 
Fig. 3a, each personalized integration model consists of all cluster models. The server will 
maintain a Ncluster × Ncluster weight matrix W like Fig.  3b. The row vector is the weight 
sequence of each sub-model of mg , and the column vector is the weights of sub-model mg 
in different Mg . We define W = [wii] as a symmetric matrix with.

That is, in the personalized model mg of cluster Gg , the cluster average model mg of this 
cluster accounts for the largest weight. Here, we set wii to 0.5 according to experience to 
ensure that mg can play a leading role in Mg . Even if the clients are only divided into two 
clusters, it can be ensured that when the integrated model Mg is used, the reasoning result 
of mg will occupy a dominant position in the final result. For the weights of other sub-
models, for example, mk , in integrated model Mg , we use a distance dependent function to 
define the weight of  mk in Mg:

(7)Mg =
∑

g

�gmg, g ∈
[
1,Ncluster

]

(8)wii ≥

Ncluster∑

j=1,j≠i

wij,wii > 0, i = 1, 2, 3,… ,Ncluster

Fig. 3  Example of weight matrix
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where dk,i is the Euclidean distance between cluster i and cluster k computed by the infor-
mation using in clustering steps. That means, the client clusters closer to this cluster has a 
higher weight in the model Mg . Taking Ncluster = 3 as an example, Fig. 3c shows the spe-
cific value of the weight matrix settings in pFedCAM. Except for the models of this cluster, 
the average models of other clusters share a weight of 0.5.

The clients in cluster Gg will use the integrated model Mg for prediction or classifica-
tion tasks. We borrow the idea of Bagging algorithm, but we do not use the simple voting 
method, but use the weighted probability addition. As shown in Fig. 4, taking the n-Class 
classification task as an example, the clients in the cluster Gg use the integrated model Mg , 
assuming that the sample to be classified is x, the result predicted by the cluster model mg 
(sub-model ofMg ) isPg = [pg,1(x), pg,2(x), ..., pg,n(x)] , where pg,i(x) is the probability that the 
predicted category isi , then the final classification result is

We just need to choose the one with the highest probability.
The model used by the client for training is different from that used for tasks. The high 

proportion of the average model of this cluster in the integrated model ensures that the 
prediction with similar data distribution is strengthened, while the results of adding other 
clusters can strengthen its generalization ability. The reason why the cluster models are not 
merged into one model here is that we need additional information in the reasoning results 
of other cluster models.

In order to avoid the network pressure caused by the server pushing the integrated mod-
els Mg to all clients in each round of communication, we push the model only when we 
reach the client redistribution time  Treset in the Simple Clustering Protocol.

(9)wk,g,k≠g = 0.5 ×
1∕dk,g

∑N

i=1,i≠g

1

dk,i

=

∑N

i=1,i≠g

1

dk,i

2 ⋅ dk,g

(10)Mg(x) =
∑Ncluster

i
�iPi(x)

Fig. 4  The details of the personalized integration model used by the client



World Wide Web 

1 3

3.4  Workflow of pFedCAM

Figure 5 shows the process of pFedCAM in a FL training round. It follows the following 
steps:

Step 1: Clients interested in participating in FL check in with the FL server.
Step 2: The Simple Clustering Protocol in the FL server starts to work. The server 

and the clients follow the Simple Clustering Protocol for message interaction. The 
server divides the clients into Ncluster clusters G1,G2, ...,Gg, ...,GNcluster

  and marks each 
client as cg

i
 . The FL server will generate an maintain the Cluster-Clients mapping 

relationship.
Step 3: The FedAvg algorithm is executed in each client cluster. After receiving the basic 

model mbase from the server, the clients use local data for model training. When the cli-
ent model is generated, at least one client is randomly selected from each client cluster 
according to the set proportion to upload the model parameters to the server. The server 
will aggregate the models and obtains the cluster average model mg after receives the 
model from the client. If the time not achieve theTreset , the server will push the cluster 
average model to the clients in the corresponding client clusters and turn to Step 5. If 
time comes Treset , turn to Step 4.

Step 4: In this step, pFedCAM uses Integration Model Generation Strategy to generate 
the personalized global models. According to the personalization mechanism described 
above, the personalized model Mg is generated and distributed to the clients in the cor-
responding cluster before the next clustering.

Step 5: The clients will use mg as the basic model mbase for the next round of training. 
The clients in cluster Gg receives the model Mg and use it to perform classification or 
reasoning tasks after the Step 4.

Fig. 5  Workflow of pFedCAM
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Steps 3–5 will repeat until the preset target accuracy or communication rounds are 
reached. After the client redistribution time  Treset  is reached, Step 2 will be executed 
again. When a new client joins the FL system, it will continue to participate in Steps 
3–5 after executing the Simple Clustering Protocol. Finally, we give the pseudo code of 
pFedCAM algorithm. Our algorithm is proved to be efficient and feasible, especially in 
the case of Non-IID data in the following Sect. 4.

3.5  Analysis of generalization bound

Here we will give the generalization bound of the pFedCAM by using the same method in 
Reference [11]. First, we will give the notions and definitions to be used. Let’s take a multi-
class classification as an example. Let X  denote the input space and Y the output space. 
The hypotheses of the form h ∈ H ∶ X → Y , where H is a family of such hypotheses. We 
also denote the l as the loss function overX × Y , so the loss of  h ∈ H for a labeled sample 
(x, y) ∈ (X,Y) is given byl(h(x), y) . We will denote by LD(h) the expected loss of a hypoth-
eses h with respect to a distribution D over(X,Y):

and by hD its minimizer hD = ������h∈HLD(h) . Denote the Rademacher complexity of 
class H over the distribution D with m samples RD,m(H) . Let p be the number of clients 
and q be the number client clusters, client k ∈ [1, p] has mk samples, so the number of total 
samples is m =

∑p

k=1
mk.

For clients clustering steps, the optimization is

where hi, i ∈ [q] is a particular hypothesis associated with a client cluster. To sim-
plify the analysis and explain the scalability of our algorithm, we use the fraction 
of samples from each user mk∕m as �k instead of distance related parameters men-
tioned above. The conclusion can be extended to other forms of parameter settings. 
We use the empirical distributions D̂k replace the true distributionsDk . Let C1, ...,Cq 
be the clusters and let mCi

 be the number of samples from clusteri . Let Ci and Ĉi be 
the empirical and true distributions of clusterCi . Let d be the pseudo-dimension of 
H , then with probability at least1 − � , the generalization error of the client clustering 
steps has the bound

(11)LD(h) = �
(x,y)∼D

[
l(h(x), y)

]

(12)min
h1,…,hq
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√
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+

√
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Algorithm 2. pFedCAM

For the model interpolation among client clusters, the optimization is

Same as the assumption in client clustering steps, we use the fraction of samples 
from each user mk∕m as�k , and �k,i is the weight of cluster model hi in the final model 
of the clientk . Let the loss l is L Lipschitz, HCi

 be the hypotheses class for the model of 
clusterCi , and let �̂∗

k,i
,ĥ∗

i
 be the optimal values and�k,i

∗ , hi∗ be the optimal values for the 
empirical estimates. then with probability at least1 − � , the generalization error of the 
client clustering steps has the bound

(14)min
h1…,hq

p∑

k=1

mk

m
LDk

(∑q

i=1
�k,i ∙ hi

)
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where dq is the max pseudo-dimension of HCi
.

Two key steps in our algorithm ensure a certain generalization bound error.

4  Evaluation of pFedCAM

We use PyTorch to simulate and implement the pFedCAM algorithm. We evaluated our 
algorithm on two datasets: Fashion-MNIST [24] and CIFAR-10 [25], and used shallow 
CNN model as the basic models of the algorithm. The Fashion-MNIST dataset contains 
60,000 training samples and 10,000 test samples from 10 categories. The CIFAR-10 data-
set contains 50,000 training samples and 10,000 test samples from 10 categories. The CNN 
model has two 5 × 5 convolution layers and a 2 × 2 max pooling layer behind each con-
volution layer. In order to simulate the real scenario, we set some hyperparameters in the 
training process as the mapping of computing resources, such as epoch, batch size, samples 
quantity, etc., and randomize them within a certain range to reflect the heterogeneity of the 
clients. At the same time, we separately set IID data and Non-IID data of different Non-IID 
levels for each client in order to measure the effect of the algorithm from multiple angles. 
We will focus on comparing the efficiency of pFedCAM and FedAvg algorithms under 
Non-IID. We also discussed the impact of the number of clusters and clients on pFedCAM.

4.1  FedAvg with Different Levels of Non‑IID Data

We first tested our model and data settings with the FedAvg algorithm to ensure the 
effectiveness of the subsequent comparison tests, and showed the great impact of 
Non-IID data on the FL system. In this experiment, we simulated 50 clients partici-
pating in FL, each client’s epoch in local training was 3, the batch size was 512, and 
the number of samples was 3,000. A total of 100 rounds of communication are con-
ducted, and the probability that the client is involved in the selected aggregation in 
each round of communication is 40%. We simulate the scenario of Non-IID data by 
setting parameters � , which indicates the proportion of the category with the largest 
number of samples in the dataset to the total number of samples, while the remaining 
samples are evenly divided under other categories. For Fashion-MNIST and CIFAR-
10, IID means that the number of samples under each label is the same. � = 0.4 means 
that 40% of the samples belong to the same label, while the remaining samples belong 
to other labels uniformly. � = 1 means that all samples of this client belong to the 
same label. The size of � represents the level of data Non-IID. We set four levels of 
Non-IID and test the accuracy of FedAvg on IID data.

The results are shown in Fig.  6, it can be seen that with the increase of � , the 
accuracy of the model is declining. On Fashion-MNIST, the maximum performance 
decline is 17.5%, and on CIFAR-10, the maximum performance decline is 48.8%, and 
the training process becomes more unstable. This is one of the challenges FL faces 
and our algorithm will mitigate the impact of these challenges.

(15)
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⋅ ĥ∗

i

)

−

p∑

k=1

mk

m
LDk

(
q∑

i=1

�k,i
∗
⋅ hi

∗

)

≤ 2L

√
dqp

m
���

em

dq
+ 2

√
���

1

�

m



World Wide Web 

1 3

4.2  pFedCAM with Different Levels of Non‑IID Data

Next, we consider the generalization ability and personalization ability of the gen-
erated model of pFedCAM. For the measurement of generalization ability, we will 
test the model accuracy on a public IID dataset. For the personalization ability, we 
maintain a test set with the same data distribution as the training set on each client. 
We will measure the average accuracy of the test set on all clients to represent the 
personalization ability of the model. We set four levels of Non-IID: IID , � ∈ [0.1, 0.4] , 
� ∈ [0.4, 0.7],� ∈ [0.7, 1] . In addition to randomizing � in the interval, we also simu-
late the heterogeneity of the clients by setting epoch ∈ [1, 5] , batchsize ∈ [2, 1024] and 
the total amount of data Di ∈ [1000, 5000] , which increases the challenge of the exper-
iment. We set the number of clusters to 5 and the number of clients to 100.

On Fashion-MNIST, the experimental test results of the model on IID test dataset 
are shown in Fig. 7. It can be seen that under different levels of Non-IID data settings, 
the performance of pFedCAM is more stable, and the accuracy is higher than that of 
FedAvg, with an average increase of about 7.4%. The test results on Non-IID test data-
set, such as Fig.  8, note the slight difference between it and Fig.  7, can improve the 

Fig. 6  The influence of different levels of Non-IID data

Fig. 7  The accuracy of FedAvg and pFedCAM testing on IID data
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accuracy by about 10.3% compared with FedAvg. It shows that pFedCAM has better 
generalization ability and personalization ability than FedAvg.

We also tested the performance of pFedCAM after a long time of communication and 
interaction, as shown in Fig. 9. We set � to [0.1, 1] and conducted 300 rounds of commu-
nication. Compared with FedAvg, the accuracy of pFedCAM improved about 11.3% on 
CIFAR-10. We think that in FL, the stability of the training process is also very important, 
because the client is likely to use the model for prediction or classification during train-
ing time on each round. Ensuring the stability of FL will ensure that the performance of 
the client will not deviate greatly within a certain period of time. In this regard, our algo-
rithm is obviously superior to FedAvg. Two figures on the right in Fig. 9 is the difference 
sequence of accuracy two figures on the left, indicating the fluctuation range of accuracy 
with communication rounds. Compared with FedAvg, pFedCAM reduces the standard 
deviation from 9.89 to 0.80.

Compared with FAVOR [12], a framework for processing Non-IID data using rein-
forcement learning, shown in Table  1, pFedCAM has faster convergence speed and 
fewer communication rounds when reaching the predetermined accuracy on CIFAR-10.

Fig. 8  The accuracy of FedAvg and pFedCAM testing on Non-IID data

Fig. 9  The accuracy and difference sequence of accuracy of pFedCAM v.s. FedAvg

Table 1  The number of 
communication rounds to reach 
a target accuracy for pFedCAM 
v.s. FAVOR and K-Center on 
CIFAR-10

� Rounds Test accuracy

FAVOR[26] 0.5 50 55%
K-Center 0.5 52 55%
pFedCAM 0.5 13 55%
FAVOR 0.8 61 55%
K-Center 0.8 74 55%
pFedCAM 0.8 27 55%
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4.3  Impact of Different Quantities of Clusters

The number of client clusters also affects the effect of pFedCAM. When Ncluster → 1 , 
pFedCAM will degenerate into FedAvg. When Ncluster becomes too large, the algorithm 
will become meaningless. At this time, the client will download a large number of mod-
els in each round of communication, which is undoubtedly a challenge to the client net-
work performance. Therefore, the appropriate number of clusters is also very important for 
pFedCAM.

Figure 10 shows the impact of cluster number on pFedCAM. When the number of clus-
ters is 3, the effect of pFedCAM is better than that of clusters of 5 and 10. On CIFAR-10, 
when the test set is IID data, the model accuracy when the number of clusters is 3 is 4.1% 
higher than that when the number of clusters is 5, and 5.1% higher than that when the num-
ber of clusters is 10; when the test set is Non-IID data, the model accuracy when the num-
ber of clusters is 3 is 4.4% higher than that when the number of clusters is 5, and 11.0% 
higher than that when the number of clusters is 10.

4.4  Different Numbers of Clients

We also explored the impact of the number of clients K on pFedCAM. For example, in 
Fig.  11, the more the number of clients, the higher the accuracy of the algorithm. On 
CIFAR-10, the accuracy can be improved by 33.4% at most, and the learning process is 
more stable. We guess that more clients will weaken the impact of Non-IID data glob-
ally, that is, the more clients, the more the overall data distribution of all clients will 
favor IID.

Fig. 10  The influence of different numbers of clusters



 World Wide Web

1 3

5  Application in HomeProtect

FL has a very broad application scenario, especially in the face of ML in urgent need of 
large amounts of data, but the samples are scattered in different organizations with strict 
privacy protection regulations. We investigated the possibility of FL applying our algo-
rithm in the field of smart home, and elaborated the application prospect of pFedCAM 
through real environment.

5.1  The architecture of HomeProtect

HomeProtect [13] is a privacy protection framework for smart home proposed by us, 
mainly based on two methods: FL and PPTrans. The latter is a privacy protection commu-
nication protocol designed by us. Traditional smart home devices interact directly with the 
manufacturer’s cloud service. The PPTrans protocol is taken over by the smart gateway to 
interact with the manufacturer’s cloud, and the interactive data is privacy protected through 
the gateway. Figure 12 shows the architecture of HomeProtect.

HomeProtect is mainly composed of four types of physical components: smart home 
devices, smart gateways, manufacturer cloud services and personal cloud services. Smart 
home devices, including cameras and speakers, are responsible for capturing private envi-
ronmental information data. In addition to the function of managing the incoming and 
outgoing traffic of the general gateway, the intelligent gateway also has the edge comput-
ing capability, which can perform ML model training and detecting without leaking the 
original data. The smart gateway can also monitor and manage the behavior of smart home 
devices. The manufacturer cloud service is responsible for aggregation and distribution of 
ML models uploaded by different intelligent gateways, while maintaining different types 
of intelligent services. The manufacturer’s cloud service and smart gateways constitute the 
FL system. Personal cloud services store users’ data, which users can access and manage 
remotely. The separate storage and management of the model and the original data provide 
a certain degree of privacy protection capability.

PPTrans communication protocol distinguishes whether the device has intelligent ser-
vice capability and whether it has the request to participate in FL by modifying specific 
fields in DHCP message. For devices willing to participate in FL, the smart gateway will 
start a Docker containing FL training and reasoning services, accept the data collected by 
the device for training, and upload the model to the server. The server will execute the 
pFedCAM algorithm with the model uploaded by smart gateways from other smart homes, 
and finally send the generated personalized model to the smart gateway for detecting. 

Fig. 11  The influence of different numbers of clients
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The framework has strong compatibility and can accommodate various types of devices 
and perform different FL tasks at the same time. At the same time, it also has scalability, 
and can run different types and strengths of privacy protection technologies on the smart 
gateway.

5.2  The application of pFedCAM in HomeProtect

We designed a flame recognition case to verify the functionality of HomeProtect and pFed-
CAM. The main content of this case is that the smart gateway can collect video from cam-
eras in homes or factories, and then identify whether there is flame in the environment 
through ML detecting. If there is a fire hazard, it will warn users through cloud services to 
avoid serious consequences.

Our experimental devices, as shown in Fig. 13a, includes several intelligent gateways 
with the aforementioned functions and cameras belonging to them. These devices are not 
from the same manufacturer, so they are heterogeneous devices. The dataset we use is 
divided into two parts. One is the open-source flame dataset, which is used to initialize the 
model; the other part comes from the flame images obtained by the local smart gateway 

Fig. 12  The architecture of HomeProtect
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using the initialization model for real-time detecting, and the data has been confirmed 
by the user. The open-source dataset (https:// github. com/ gengy anlei/ fire- smoke- detect- 
yolov4) contains 2,059 pictures of flame, we choose 1800 pictures as the training data and 
use another 200 pictures to test the model. The addition of users’ local data will lead to 
the statistical heterogeneity of data from different smart homes, but it will also help to 
personalize the model, thus improving the reasoning accuracy of the local model. We use 
YOLOv5 (https:// github. com/ ultra lytics/ yolov5) as the basic model, which has few param-
eters, but has a fast detection speed and high detection accuracy in the target detection task.

The smart gateways and the manufacturer cloud service together used pFedCAM to exe-
cute the FL process. After the initial training, we created different types of flames in the 
front of the camera, and then added the screenshots contain flame with personal privacy 
to the training data set after the user’s confirmation. When we created an artificial flame in 
front of the camera again, the remote monitoring website marked the fire source and gave 
confidence, as shown in Fig. 13b, which proves that our HomeProtect privacy protection 
framework and pFedCAM algorithm have passed the functional test and performed well.

6  Related work

In this section, we will introduce some recent research progress of FL and personalized FL 
on Non-IID data and heterogeneous clients.

For Non-IID data and heterogeneous clients, we can generally deal with them from three 
aspects: data-based method, algorithm-based method and system design. The research on 
personalized FL is generally inseparable from the processing of Non-IID data. The method 
of personalized FL is generally based on global model personalization or direct learning of 
personalized FL model.

Data-based methods are generally realized through data sharing or data expansion. Zhao 
et  al. [8] improves the training of Non-IID data by creating a data subset of all classes 
shared by all clients and distributing it to clients, and forming a training set together with 
local data. Experiments show that if 5% of the shared data is distributed, the accuracy on 
CIFAR-10 dataset can be improved by 30%. Reference [26, 27] the same idea is to change 
the data distribution by sharing data. The disadvantage of data sharing is that it violates 

Fig. 13  The deployment of HomeProtect in the real environment in the case of flame recognition

https://github.com/gengyanlei/fire-smoke-detect-yolov4
https://github.com/gengyanlei/fire-smoke-detect-yolov4
https://github.com/ultralytics/yolov5
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the principle of data privacy protection to a certain extent. Data augmentation is a technol-
ogy to increase the diversity of training samples through random sample transformation or 
knowledge transfer, which can be used to alleviate the Non-IID data problem. Astraea [28] 
is a self-balance FL framework. The server collects the label sample quantity information 
of the clients before training, and generates samples for the clients based on this informa-
tion to alleviate the local Non-IID situation. There are also some methods to generate data 
or transfer knowledge by Generative Adversarial Networks (GAN) [29] and knowledge dis-
tillation [30].

Algorithm or model-based methods generally include local fine-tuning, personalization 
layer, multi task learning, etc. Wang et al. [31] adopted the strategy of local fine-tuning. 
After receiving the global model from the server, the client uses local data to make person-
alized fine-tuning of the model, thus alleviating the impact of Non-IID data and realizing a 
certain degree of personalization. It is also another feasible method to combine the global 
model with the local model. The gap between the local model and the global model can 
be reduced to the greatest extent through the regularization method. Hanzely et  al. [32] 
designed a new cost function with regularization term to balance the global model and 
the local model. The personalization layer, as the name suggests, is that the model of each 
client consists of two parts, the basic layer participating in the FL process and the per-
sonalization layer used for personalization. Only the basic layer will be uploaded to the 
server for aggregation of the global model. FedPer [33] is a typical FL algorithm added 
with personalization layer. Experiments show that the accuracy of FedPer on Non-IID data 
is higher than FedAvg, and even the accuracy on Non-IID data is higher than IID data. 
HeteroFL [34] generates models with different structures for heterogeneous clients, chal-
lenges the underlying assumption of existing work that local models have to share the same 
architecture as the global model and can enable the training of heterogeneous local models 
with varying computation complexities and still produce a single global inference model. 
MOCHA [35] is a federal multi task learning framework. It considers the communication 
cost, dropped line and fault tolerance in FL for the first time, and generates an independ-
ent but relevant model for each client. The results show that the FL process is significantly 
accelerated.

The system design-based method can mitigate the impact of Non-IID data and realize 
personalized FL by elaborately designing the overall FL architecture or customizing the 
model for each client. When it is known that there are significant differences in hardware or 
tasks between different clients, it is not the best practice to use the server client FL archi-
tecture to train the global model. It is natural to cluster clients and train models for homo-
geneous clients. FL + HC [36] algorithm clusters the clients after the first few rounds of FL, 
and the clustered client clusters are trained independently. This not only takes advantage of 
the rapid convergence of the global model due to the joint learning of a large number of 
clients at the beginning of FL, but also ensures the personalization of the internal model of 
each cluster in the later stage. FedAMP and HeurFedAMP [37] are novel attentive message 
passing mechanism to significantly facilitate the collaboration effectiveness between clients 
without infringing their data privacy which enables similar clients to have stronger collabo-
ration than clients with dissimilar models, and this mechanism significantly improves the 
learning performance. In framework FedProto [38], the clients and server communicate 
the abstract class prototypes instead of the gradients, and aggregates the local prototypes 
collected from different clients, and then sends the global prototypes back to all clients 
to regularize the training of local models. The training on each client aims to minimize 
the classification error on the local data while keeping the resulting local prototypes suffi-
ciently close to the corresponding global ones. FAVOR [12] is an experience driven control 
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framework, which implements a reward mechanism based on deep Q-learning, selects a 
subset of devices that can maximize the reward in each communication round, encourages 
the improvement of accuracy, offsets the deviation caused by Non-IID data, and accelerates 
the training speed.

7  Conclusion

In this paper, we introduce a personalized FL algorithm pFedCAM based on client cluster-
ing and model interpolation. pFedCAM extends the method of model interpolation in per-
sonalized FL from global model and local model to interpolation between client clusters, 
and realizes personalized FL to a certain extent by generating different models for clients in 
different clusters. Our experiments show that pFedCAM is better than FedAvg and FAVOR 
[12] in generalization ability and personalization ability, and has better stability and higher 
convergence rate in the training process. By using the pFedCAM algorithm in the case of 
flame recognition in HomeProtect, our smart home privacy protection framework, we have 
verified its practicality in the real environment.

Our future work will focus on reducing the traffic of FL using pFedCAM algorithm, and 
give a more flexible way to generate cluster weight matrix and cluster with as little clients’ 
information as possible.
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