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Abstract
In recent years, there have been concentrations on the Digital Twin from researchers and 
companies due to its advancement in IT, communication systems, Cloud Computing, Inter-
net-of-Things (IoT), and Blockchain. The main concept of the DT is to provide a com-
prehensive tangible, and operational explanation of any element, asset, or system. How-
ever, it is an extremely dynamic taxonomy developing in complication during the life cycle 
that produces an enormous quantity of the engendered data and information from them. 
Likewise, with the development of the Blockchain, the digital twins have the potential to 
redefine and could be a key strategy to support the IoT-based digital twin’s applications 
for transferring data and value onto the Internet with full transparency besides promising 
accessibility, trusted traceability, and immutability of transactions. Therefore, the integra-
tion of digital twins with the IoT and blockchain technologies has the potential to revolu-
tionize various industries by providing enhanced security, transparency, and data integrity. 
Thus, this work presents a survey on the innovative theme of digital twins with the integra-
tion of Blockchain for various applications. Also, provides challenges and future research 
directions on this subject. In addition, in this paper, we propose a concept and architec-
ture for integrating digital twins with IoT-based blockchain archives, which allows for real-
time monitoring and control of physical assets and processes in a secure and decentralized 
manner. We also discuss the challenges and limitations of this integration, including issues 
related to data privacy, scalability, and interoperability. Finally, we provide insights into the 
future scope of this technology and discuss potential research directions for further improv-
ing the integration of digital twins with IoT-based blockchain archives. Overall, this paper 
provides a comprehensive overview of the potential benefits and challenges of integrating 
digital twins with IoT-based blockchain and lays the foundation for future research in this 
area.
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1  Introduction

Recently, the evolution in information technologies such as the Internet of Things (IoT), 
Cloud Computing (CC), and Cyber-Physical System (CPS) besides development in com-
munication technologies, are revolutionizing the system approach to transmitting informa-
tion between various sources. Undoubtedly, the revolution in all aspects of life nowadays is 
due to digitalization. Because of this advance and rebellion in Information-communication 
technology (ICT), the Digital Twins (DT) has emerged as one of the talented ideas [1–8]. 
The DT is a digital representation of a real system from the perspective of (CPS). There-
fore, a virtual complement of a convinced system mimics its actual performance. During 
full lifecycle development, the digital data from the virtual system, coupled with a real 
system, characterizes the information from the physical system. Consequently, combining 
digital and its real counterparts creates an effective way to handle, control, and improve 
coordination when the system is operating [4]. Furthermore, the DT records all data col-
lected from physical sensors as well as the execution system response. As a result, the criti-
cal role of DT is to predict and diagnose the behavior of the physical system in order to 
foresee any malfunction or fault and feed data to the system in order to provide the best 
possible maintenance [6].

The virtual representation of the system is the major goal of DT to enhance productiv-
ity, increase the operation’s flexibility, and decrease maintenance prices and efforts. On 
the Other Hand, DT could be run depending on the requirement, either on a cloud-hosted 
system or at the edge layer, to address the issues of Industry 4.0, which arise from the pro-
duction of linked components. DT, on the other hand, supports both a clarification of the 
behavior of the actual system and the best possible solutions for the physical model. To 
improve the control action, foresee the system performance, and endorse decision-making, 
DT uses a fundamental modeling system, simulation procedures, and transparent simula-
tion [9–12].

The digital twins’ concept was first introduced by Grieves in 2002 [13], and then NASA 
was the first to apply it to constructing virtual space machine models. Existing DT works 
and implementations are still in their early stages, according to the literature, and require 
a lot of effort. However, It is well-integrated into a wide range of applications, such as 
biomedical systems, manufacturing, aerospace, agriculture, Smart Cities, and weather fore-
casting [1, 2]. In addition, many distinct specialist engineers and computer scientists are 
needed in this essential subject to design an efficient Digital twin system for any physical 
system. Their responsibilities will include building and designing the essential product pro-
totype as well as creating a detailed explanation of the virtual system.

With the advance of modern technologies currently, the digital twin is integrating with 
other technologies like cloud computing, Artificial Intelligence (AI), Big data, block-
chain, and IoT, and sensor data fusion to develop a dataset that will be reorganized and 
modified when its actual counterparts alter [7, 10, 14–16]. In recent years, IoT integration 
with DT has allowed for greater visibility of physical Twins and their current status. It 
also simplifies the system function’s connection and documentation so that the physical 
devices’ performance may be understood and clarified. Furthermore, Artificial Intelligence 
is continually improving DT’s abilities by processing data from its physical counterpart 
and surroundings. Data assessment and prediction results in the detection of patterns, clas-
sification of data, and identification of the model. Additionally, it provides the essential 
features necessary for producing the necessary action from the vast amounts of data and 
information generated by the DT, such as classification, regression, clustering, and pattern 
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recognition. The introduction of modern technologies, such as Blockchain, has recently 
made it easier to use Digital Twins in practical applications [14, 15]. Also, the deployment 
of digital twins and the developing AI technologies like deep learning with cyber-physical 
systems (CPS) is aimed at improving manufacturing output and productivity [15]. It pro-
poses a concept for smart manufacturing and Industry 4.0 through the use of conceptual 
schema and modern technology. In [23], they presented a novel scheme for fault detection 
and prognosis based on Deep learning and Digital Twins. The deep learning system may 
simply identify the malfunction in the system by observing the weakening of the actual 
part and making a comparison with its normal behavior. Digital Twins are used to creat-
ing a defect diagnosis for an electrical machine, which is proposed in [20]. A modified 
DT with the Industrial IOT system is introduced in [24] to improve the vision for smart 
production. It is believed that adopting DT is critical to developing the Industrial IoT, as it 
would enhance customer connection with the supply chain.

Digital twins are digital representations of physical objects or systems, which can be 
used to monitor and control their behavior in real-time. The Internet of Things (IoT) is 
a network of connected devices that can share data and communicate with each other. 
Together, digital twins and IoT can be used to create smart systems that can optimize per-
formance and predict potential issues. Artificial intelligence (AI) can be used to analyze 
data collected from digital twins and IoT devices, to identify patterns and make predictions. 
AI algorithms can be used to develop control systems that can optimize the behavior of 
complex systems, such as manufacturing processes or transportation networks. Blockchain 
technology can provide a secure and transparent way to store and share data between differ-
ent parties. This can be especially useful for digital twins and IoT devices, which can gen-
erate large amounts of data that need to be shared and verified in real-time. Blockchain can 
also be used to develop decentralized control systems, which can operate autonomously 
and provide a high level of security and resilience. In summary, digital twins, IoT, AI, con-
trol systems, and blockchain are all technologies that can work together to create smart and 
secure systems. By combining these technologies, it is possible to develop systems that can 
optimize performance, predict and prevent issues, and operate autonomously with a high 
level of security and transparency.

In this work, we will highlight the use of blockchain with the digital twins to benefit 
from their characteristics such as full transparency, promising availability, trusted trace-
ability, and immutableness of the transactions. In conclusion, the primary contributions of 
this work can condense as follows:

•	 Providing an outline of Digital Twins characteristics and applications and explore the 
digital Twins process.

•	 Presenting perceptions, concerns, and application of Blockchain technology.
•	 Highlighting the recent studies of the integration of blockchain with digital twins for 

various applications.
•	 Providing a framework for blockchain-based digital twins for IoT systems.
•	 Presenting opportunities and future research directions for this cutting-edge research 

subject.

Thus, the major contributions of this paper are:

•	 Conceptual Framework The paper provides a conceptual framework that integrates dig-
ital twins with blockchain technology for the Internet of Things (IoT). This framework 
is designed to improve the efficiency, security, and transparency of IoT systems by ena-
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bling the creation of secure, decentralized, and immutable digital replicas of physical 
assets.

•	 Architecture The paper proposes an architecture for integrating digital twins with 
blockchain technology that includes four layers: the device layer, the data layer, the 
blockchain layer, and the application layer. This architecture enables IoT devices to 
communicate with each other and share data securely and transparently, while also ena-
bling the creation of smart contracts and other blockchain-based applications.

•	 Challenges The paper discusses the challenges of integrating digital twins with block-
chain technology, including issues related to data privacy, security, scalability, inter-
operability, and governance. The paper proposes several solutions to these challenges, 
including the use of encryption, decentralized identity, and consensus algorithms.

•	 Future scope The paper highlights the potential future applications of integrating digital 
twins with blockchain technology, including in areas such as supply chain management, 
energy management, healthcare, and smart cities. The paper also identifies several 
areas for future research, including the development of new consensus algorithms, the 
integration of artificial intelligence and machine learning, and the exploration of new 
blockchain-based business models.

This paper is organized as follows. The concepts, characteristics, and applications of a 
digital twin are presented in Sect. 2, while the integration of digital twins with blockchain 
is provided in Sect. 3. The challenges and Future directions in research are introduced in 
Sect. 4. Finally, the conclusion of the paper is presented in Sect. 5.

2 � Digital Twins

2.1 � Taxonomy of Digital Twins

In the 1970s, the first Digital Twins technique is developed during NASA’s Apollo mis-
sion. In this technique, two identical spacecraft were released, one on Earth for flight train-
ing and the other to replicate the behaviour. In 2002, Grieves was the first to establish the 
essential digital twin paradigm for product life cycle management (PLM) [17]. The funda-
mental concepts are to develop the digital simulated model for a physical system where the 
simulation model’s information is twinned with the data from the real system throughout 
its entire life. Thus, the DT is incessantly analyzing the system’s behaviour and perfor-
mance in order to determine the location and the time of the fault is likely to occur and pro-
vide the best solution. As a result, digital Twin is known as an active paradigm capable of 
handling the variances in real-world systems. Appropriately, product lifecycle management 
is being digitalized (PLM) to increase the physical product’s efficiency and ensure consist-
ent and quick operation.

The three key elements of the DT are shown in Fig.  1 as the following: (1). The 
actual product, (2). The virtual model, and (3). The relationship between the digital 
model and the actual product transmits the data from the actual product to the virtual 
model and vice versa. A block diagram and a mathematical model are required to create 
such a digital twins system for a physical element. Later, a simulation is developed that 
is as close to the real thing as possible. Using a variety of communication and visualiza-
tion approaches, the digital replica is recognized as sensor information for the real-time 
system. Then, to increase performance and depict how the thing would behave in a real 
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model, this mimic model generates information and digital data that is fed back to its 
actual part. Consequently, a DT is believed to be an advanced system that can repli-
cate, monitor, examine, regulate, control, and improve the response and function of the 
system.

Digital Twin is a relatively recent idea in control systems. Control system aims to 
regulate other system based on the required performance and actual output and it plays 
a crucial role in both automation and industry. So DT with a control system work in 
managing the product and making an optimal decision on the performance of the whole 
system like a Model Predictive Control (MPC) is implemented in DT from operational 
and sensor data to provide insights into the state of the equipment and the possibility of 
various failure types.

The network of physical items, or "things," that are implanted with sensors, software, 
and other technologies to communicate and exchange data with other devices and sys-
tems through the internet is referred to as the Internet of Things (IoT). Moreover, digital 
twins can IoT data because Iot provides real-time monitoring that can help in analytics 
to improve the performance of the system and give actual details of the whole process.

Some characteristics are distinctive for DT, which set this technology apart from 
existing technologies. These characteristics are:

•	 The DT is a representation of the element’s or system’s real-time performance with 
a digital technique that renders it intelligent and fully programmable [7]. As the vir-
tual representation is evolving simultaneously with the actual system through the 
operating process, predictive analysis and synchronization of fresh data with the 
physical system improve the operation [18].

•	 Within Digital Twins, data is homogeneity. Data generated in several areas through-
out the physical ecology can interact with one another. Likewise, there is an interac-
tion between dynamic and historical data to give the necessary action. Due to the 
enormous amount of data, it must be a combination of DT with other techniques 
such as analysis methods, Big data procedures, and data fusion algorithms to deal 
with it that gives precise, meaningful data [6].

•	 A fault diagnosis and fault prognosis use digital traces [20]. Both gathered data and 
feature extraction are combined to verify the location of the fault and apply this 

Information

RealVirtual 

Data

Fig. 1   Model of digital twins
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diagnosis to enhance the system’s design so that the same error and trouble will 
arise less in the future.

•	 Self-adaptation and self-parametrization abilities [13], this allocates to adjust and 
enhance a physical model. Because of DT’s abilities, the modifications in a component 
will not disturb any components in the system, and it is simpler to change an unprofit-
able component with a superior one to enhance the overall behavior.

•	 Within DT technology, optimization algorithms are utilized to attain the highest pro-
ductivity by establishing a set of high-value alternative decisions based on a set of 
goals, criteria, and limitations.

2.2 � Structure of Digital Twins

As demonstrated in Fig. 2, the DT is regarded as an innovative technology thanks to its 
substantial effects on closing the gap between real assets, digital simulation, information, 
and services. Corresponding to Gartner Research [19], DT is likely to be employed by two-
thirds of firms using IoT in the coming future. Many organizations propose Digital Twins 
systems, including Microsoft Azure IoT, GE Predix, IBM, Cisco Systems, Oracle Cloud 
SAP Leonardo, and other industrial manufacturers. Figure  3 shows an example of SAP 
Leonardo.

The DT is a merging of various fields like computer science, control systems, and tel-
ecommunication scientist. The required DT system is created of key parts containing a 
digital model, data processing, and datasets [5]. The digital model is a digital reproduction 
of the real items and their elements, a model of the system’s performance and defects, and 
a telecommunication model. It describes the structure of subsystems, subassemblies, and 
modules and creates a simulated version of every component with the gained receiving 
measurements from production, actions, and operation. To improve the product’s reliability, 

Fig. 2   Vision of digital twins in PLM
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a replica of the sensors can be introduced inside the digital part of the system[20]. Also, 
the digital simulation could be a mirror image of the physical items by detecting and classi-
fying the key element of actual items. Furthermore, sensor networks, storage systems, and 
data transmission are critical for digitally modeling the system and analyzing the data in 
DT. For operation analysis and validation of the virtual model of the process, both numeri-
cal models and simulation are needed.

Data fusion is the second key component of DT, and it is used to diagnose, forecast, and 
prescribe the actual system’s behavior by preprocessing and optimizing data. It analyses 
the physical assets’ performance by processing a large amount of data and information. For 
diagnostic and prognostic, the faults in physical systems, the analyzing data is transferred 
through knowledge rule-based.

In general, data fusion involves combining data from multiple sources to create a more 
comprehensive and accurate picture of a system or environment. In the context of digital 
twins, data fusion algorithms can help to merge data from various sensors and sources to 
create a unified view of the physical system being modeled. Some specific data fusion tech-
niques that are commonly used in digital twins include:

•	 Kalman filtering A recursive algorithm that estimates the state of a system by combin-
ing noisy measurements with a dynamic model of the system.

•	 Bayesian networks A probabilistic model that uses graphical representations to model 
the relationships between variables and perform probabilistic inference.

•	 Dempster–Shafer theory A mathematical framework for combining evidence from mul-
tiple sources that uses belief functions to represent uncertainty.

•	 Fuzzy logic A technique that uses fuzzy sets to represent imprecise or uncertain infor-
mation and can be used to model complex relationships between variables.

•	 Neural networks A type of machine learning model that can be used to learn patterns in 
data and make predictions.

These are just a few examples of the many data fusion techniques that can be used in 
digital twins, and the specific technique chosen will depend on the nature of the system 
being modeled and the data available.

Fig. 3   Example of DT’s vendor [11]
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Connections and operations are the final component of DT for dealing with complex 
systems. A complex function that any single unit cannot perform can be accomplished by 
cooperating with the components to transmit critical information between components and 
continuously refining the digital model. With facility processes such as modelling, opera-
tion monitoring, and fault-tolerant, DT can define a real thing and recognize the malfunc-
tion data can be identified by DT technology and then suggest a fix that is appropriate 
for it. Because of the preceding, a crucial question arises.: Why will Digital Twins be the 
industry’s cornerstone in the coming years? The basic concept behind Digital Twins is to 
use information and data to replicate physical sources. Hence, DT’s main merit is to boost 
efficiency and decrease the expense of the operation. Self-adaptation and self-learning are 
two of DT’s characteristics. This aids in the modification of the system and provides an 
upcoming idea for the procedure to be done. As a result, while preparing to develop an 
advanced item, suggest a modification, or offer a new model, the knowledge and the data 
gathered from the Digital Twins would be employed to reduce problems experienced dur-
ing the operation or product life cycle.

Other pros of utilizing DT are decreasing the fixing time, upgrading the operation pro-
cedure, and expecting malfunction. As the data from sensors are collected and analyzed, 
DTs can diagnose the behavior of the actual model and determine the best course of action. 
Then the data is classified to diagnose and determine the field’s maintenance requirements. 
Besides, DT can analyze and conclude the object’s condition, the duration of the valuable 
cycle, and the operation’s ability. As a result, it will be able to detect and recognize the 
problem in the future, preventing both foreseen and unpredicted catastrophic operations, 
and the spare part will be simply estimated. Along with the data from the online measure-
ment, the Digital Twin’s simulated part and working history serve as the basis for more 
powerful service improvement. Stockholders can quickly access the real-time reports and 
relevant information because DT provides good interaction and records for the operation of 
the process.

2.3 � Digital Twins Applications

Nowadays, there are many fields in which Digital Twins are applied, such as manufac-
turing, biomedical engineering, smart constructions, smart cities, and electrical energy, as 
shown in Fig. 4 as follows:

•	 Smart manufacturing The primary sector in which Digital Twins are used in industry 
and manufacturing. DTs are mostly used in the area of product lifecycle systems in 
manufacturing. So, the DT’s strategy in a lifecycle process is to gather and examine the 
information of a full life cycle operation and use that information to improve the system 
or results [7, 23]. In [6], The utilization of DT in Big Data and Smart Manufacturing 
is described in depth. The differences between innovative trends and Digital Twins, as 
well as their significance, are presented for expanding the industries. In [5], the histori-
cal significance of DT in the production process and the life-cycle of the production are 
discussed. The main contributions of DT are provided for the creation and manufactur-
ing of the assets. The authors in [16] provide a solution to data management difficulties 
for a DT of a product using blockchain technology. The proposed data managing sys-
tem is built in a system that connects whole components implicated in the system, and 
later Blockchain is applied to guarantee that only permitted individuals have access to 
the database. A new framework in [24] is presented to providea data-driven framework 
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for creation of simulation models from smart factory data is proposed. It facilitates the 
production processes by directing entrepreneurs to build a DT system and utilize the 
information provided.

The DT is applied to the power plant in [25]. When DT is used to analyze a big power 
grid, the time necessary for assessment is decreased, and decision-making for operation is 
enhanced, resulting in a lower time–cost value when evaluated with another technology 
like as CPSs. Also, Digital Twins is working on the development of power electronics, 
as presented in [26]. The converter layer is modelled and viewed using FPGA in the DT 
for fault diagnosis. A comparative analysis with real-time intervention is given to discover 
irregularity in power electronics. In [27], an Experimental Digital Twins (EDT) is estab-
lished to achieve a direct integration between actual and digital models and develop a rep-
resenting domain. EDT is used to implement a controller technique, a smart approach, and 
a simulation-based procedure. Reference [28] presents the research approach for 3D print-
ing using DT, machine learning, and Big Data. The computationally expensive period for 
trial and error is cut in this paradigm, and the product’s time-to-market is reduced.

•	 Smart cities Digital twin innovations have proven to become smarter in presenting 
useful smart city features. As the Internet of Things (IoT) and communications have 
advanced, so has research in this subject, leading to increased interest in the digi-
talization of our life. The latest technology that can be used for DT in smart cities is 
presented in [31]. The suggested architecture uses a knowledge-based method with 
machine learning to provide classification and decision-making processes for managing 
the transportation and power in a major city [32] describes a framework for developing 
smart healthcare services for individuals in smart cities through Digital Twins. A prac-
tical study demonstrated the proposed method approach’s effectiveness by replicating 
the information collected and examining with retrieving the data.

•	 Energy management in smart cities through the use of Digital Twins. Benchmark 
based on smart meter data processing is developed in [33] to establish a daily energy-
building recommendation. The framework will determine what is the difference 
between the new expectations from conventional and annual energy assessment meth-

Fig. 4   Digital Twin’s Applica-
tions
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ods, as well as investigate how these processes can help power control close to real 
[34] gives us a glimpse of emergency management based on DT innovation. The para-
digm is constructed by the incorporation of Information and Communication technolo-
gies with Digital Twins to produce a robust promise for enhancing the performance 
of catastrophe administration actions. Using data from high-fidelity boiler simulations, 
historical process data, and machine learning to manage a complex, multivariate sys-
tem, a digital twin is developed for the Atikokan Generating Station in [35]. Dynamic 
predictions with uncertainty, comprising variables measured at the plant and variables 
required for constraining and optimising the digital twin, are among the outputs from 
the digital twin.

•	 Biomedical Health care is the most effective industry that has benefited from using 
Digital Twins principles. Emerging healthcare IoT, fitness bands, and E-health tech-
nologies have supported the use of Digital Twins in biomedical areas. DTs technologies 
are utilized in the health industry to estimate the operation of examination equipment, 
evaluate and recommend medication, recognize lifestyle changes, enhance hospital 
activities, provide remote surgery, and assist governments with patient healthcare. A 
DT virtualization biological approach will assist clinicians in developing in vitro ways 
for predicting how the real organ will operate in either specified condition [36] inves-
tigate the growth of Digital Twins in the biomedical concept affects therapy, diagnos-
tics, and well-being. In patient care, it stresses that the development of individual DT 
and information derived from it may be utilized in rehabilitation, augmentation, dietary 
behaviors, and illness prediction. In [11], the use of DT in the biomedical area is pre-
sented to aid in the analysis and detection of living things and nonliving objects, hence 
improving healthcare and welfare.

Saracco et  al. investigated the use of DT in the pandemic of Covid-19 in their white 
paper [35] and specified the concept of Personal Digital Twins (PDT). Various firms are 
entering this industry because of its tendency and value of pandemic management with its 
economic implications. Using PDT plays a critical part in the actual observation of bio-
logical signals, tracking the actual position of the end user, and identifying the recourses to 
infect persons. DT has been combined with trend technologies such as Industry 4.0, Virtual 
reality (VR), and IoT to create a model of telemedicine surgeries [36]. A robotic arm with 
VR is used in this prototype, and they are attached through a 4G mobile platform to per-
form remote surgery on patients. The intricacies and pitfalls of integrating Digital Twins 
with a paradigm are examined and assessed emerging technologies that can help alleviate 
these challenges. Integration of DT with ICT in view of cloud technology is presented in 
[37] to create a framework that allows for the observation, examination, and prediction of 
a patient’s state. With the usage of DT and Cloud technology, anticipating the disease and 
problems of older people can be done using IoT wearable sensors and in-home sensors.

3 � Blockchain‑Based Digital Twins

The advancements in current networking processing and storage technologies have resulted 
in the establishment of a new idea known as Digital Twins. The term "digital twins" 
refers to the interpretation of real-world tools, products, or components in our environ-
ment. It is used for physical component configuration, monitoring, diagnostics, and prog-
nostics throughout its life cycle. Most current techniques used to create DTs are typically 
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centralized, which has a disadvantage in terms of enabling audits, trustworthy data prov-
enance, and traceability. As a result, the idea of DT may be reformatted under the introduc-
tion of Blockchain technology. It could be a critical approach to assisting IoT-based digital 
twin applications in transmitting information and quantity into the Internet with full clarity 
while also suggesting secure and trusted traceability, accessibility, and transaction immuta-
bility. The paper describes a context for Blockchain-based Digital Twins.

3.1 � Overview

In recent times, Digital Twin (DT) is can be used for the creation, examination, diagnos-
tics, and expectation of the physical element in its life cycle. The DT is considered as the 
representation of a real-world physical asset, product, or component around us. The previ-
ous study utilized DT’s definitions that emphasized two essential features, which are as 
follows:

1.	  Every definition highlights the link between the physical model and its simulated form 
[38].

2.	 That link is developed by creating real-time data from measurements [39]. The DT 
model will be compared to other concepts, such as cross-reality environments or co-
spaces and replica models, which aim to synchronize with the actual system and its 
cyber model [40].

The DT of the product involves three modules: (1) the actual product, (2) the simulated 
model, and (3) The transmission link between the real component and the digital model. 
The DT for vehicle production is shown in Fig. 5. The interaction between the actual and 
the digital model component is crucial in maintaining the strength and performance of DT. 
The information transferred from the simulated model to the actual product could be used 
to monitor and empower its performance.

With the advent of Blockchain technology in recent years, it may now be utilized to 
redefine digital twins in a variety of Internet of Things applications. It may be used to 
securely and transparently transfer data and value across the Internet. To be conservative, 
a central intermediary capable of analytics and storing data is required to improve a digital 
twin system. The Blockchain may be used to produce and monitor digital twins safely and 
irreversibly. Similarly, a safe, trustworthy, robust, and dependable approach is required to 
track and trace the various steps in the development of DTs. Likewise, connecting digital 
twins and blockchain would help businesses and brands secure their products against coun-
terfeiting and avoid financial losses.

Physical Car Virtual Car

Data Transmission

Fig. 5   A digital twin of car product
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3.2 � Blockchain

In 2008, Nakamoto [41] created a blockchain to serve as the public transaction record for 
the cryptocurrency bitcoin. Blockchain is a growing collection of cryptographically con-
nected blocks. The Blockchain network is structured as an ordered list of blocks; as illus-
trated in Fig.  6, each block refers to the one before it, resulting in a blockchain. When 
a block is produced and uploaded to the blockchain, its transactions cannot be altered or 
reversed [42].

The blockchain core is the consensus mechanism that declares all consensus nodes in 
the system agree on the overall status of the blockchain. Data producers, consensus nodes, 
and a data pool comprise a blockchain network. Data producers must first submit their data 
to the data pool, as indicated in Fig. 7. Consensus nodes in the consensus network will then 
capture the data from the data pool. After confirming the seized data, the consensus node 
runs the consensus protocol and chooses the bookkeeping node. The bookkeeping node is 
responsible for writing data to the Blockchain [43].

The Blockchain system is a decentralized, distributed, and public digital ledger in which 
no record may be altered retrospectively without affecting all following blocks. Table  1 
summarizes the many kinds of Blockchain. Blockchain is now employed in a variety of 
industries, including transportation, healthcare, electronic voting, logistics, and so on.

Fig. 6   Blockchain connected network

Fig. 7   The Blockchain network’s operation
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There are different algorithms that can be used for features extraction in blockchain 
systems, depending on the specific use case and the type of data being analyzed. One 
commonly used algorithm for feature extraction in blockchain systems is the SHA-256 
algorithm.

The SHA-256 algorithm is a cryptographic hash function that takes input data and pro-
duces a fixed-length output, known as a hash. This hash is unique to the input data, and any 
changes to the input data will result in a different hash value. In blockchain systems, the 
SHA-256 algorithm is often used to create a digital fingerprint, or hash, of each transaction 
in the blockchain. This hash is then stored in the blockchain ledger, providing proof of the 
transaction and ensuring that the transaction cannot be altered or tampered with.

Other algorithms that may be used for feature extraction in blockchain systems include 
the Elliptic Curve Digital Signature Algorithm (ECDSA), the Secure Hash Algorithm 
(SHA-3), and the Advanced Encryption Standard (AES). The specific algorithm used 
will depend on the requirements of the use case, such as the need for security, speed, or 
efficiency.

Optimization algorithms are used to find the best solution to a problem by iteratively 
adjusting the values of parameters until a desired objective function is optimized or mini-
mized. The objective function is a measure of how well the system is performing, and the 
optimization algorithm seeks to find the values of the parameters that result in the best 
performance.

There are many types of optimization algorithms, including gradient descent, simulated 
annealing, genetic algorithms, and particle swarm optimization. Each algorithm works dif-
ferently and may be better suited for different types of problems. Gradient descent is one 
of the most commonly used optimization algorithms. It works by calculating the gradient, 
or rate of change, of the objective function with respect to the parameters. It then adjusts 
the parameters in the direction of the negative gradient to minimize the objective function.

Simulated annealing is another optimization algorithm that is based on a thermody-
namic process. It works by starting with a high energy state and iteratively cooling the sys-
tem until it reaches a low energy state, which corresponds to the optimal solution. Genetic 
algorithms are inspired by the process of natural selection. They work by creating a popula-
tion of potential solutions and iteratively applying selection, crossover, and mutation to the 
population to generate new solutions. Particle swarm optimization is a population-based 
optimization algorithm that is based on the behavior of a swarm of particles. It works by 
iteratively adjusting the velocity and position of the particles in the search space to find the 
optimal solution.

Table 1   Types of blockchain systems

Type Features

Access to 
data

Network 
expansion

Proof of trans-
action

Identifiability Transaction 
speed

Transaction 
maker

Private Authorized 
users

Very easy Central agency Possible to 
identify

Fast Only author-
ized users

Public Anyone Difficult Verification 
algorithm

Anonymity Slow Everybody

Consor-
tium

Authorized 
users

Easy Previously 
agreed rule

Possible to 
identify

Fast Only author-
ized users
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The parameters of an optimization algorithm depend on the specific algorithm and the 
problem being solved. Common parameters include the learning rate, which determines 
the step size of the parameter updates, and the stopping criteria, which determine when the 
algorithm should terminate. Other parameters may include population size, mutation rate, 
and crossover rate, depending on the algorithm being used. The values of these parameters 
can greatly affect the performance of the optimization algorithm, and may need to be care-
fully tuned to obtain the best results.

3.3 � Integrating Blockchain and Digital Twins

Blockchain with Digital twins is supposed to be used in tandem to improve security and 
help businesses prevent fraud and duplication of their components or/and model. Busi-
nesses have constantly been faking their items in recent years. Technology is available to 
everyone and is evolving at a rapid pace. As a result, it is considerably simpler for fraud-
sters to make duplicates than offer them to naïve buyers. These scammers not only cre-
ate cash damages to respectable businesses but can also produce long-term reputational 
damage. The integration of digital twins with blockchain technology has the opportunity 
to provide a solution for preventing fraud and assisting businesses in maintaining the legiti-
macy of their products.

The number of IoT devices will exceed 20 billion by 2020. Millions of digital twins 
will be supported by these gadgets. Digital twins will be one of the essential cornerstones 
of physical item digitalization. Alternatively, blockchain technology will offer transpar-
ency with its decentralized structure, further improving digital data security. The notion 
of merging digital twins and blockchain may be utilized in a variety of fields, including 
logistics and biomedical systems. Figure 8 depicts the advantages of utilizing Blockchain 
for Digital Twins.

Integrating digital twins into a blockchain system involves creating a digital representa-
tion of a physical object, asset or system (the "twin") on the blockchain. This twin can then 
be used to track the object’s performance, maintenance, and other data in real-time. This 
can be especially useful for industries like manufacturing, where the digital twin can be 
used to optimize production processes and identify potential issues before they occur.

However, there are several challenges associated with integrating digital twins into a 
blockchain system. These include:

•	 Data standardization In order for digital twins to be integrated into a blockchain sys-
tem, there must be a standardized format for the data associated with the twin. This can 
be difficult to achieve, especially in industries with complex systems and multiple data 
sources.

•	 Data security Digital twins can contain sensitive information about physical objects 
and systems, making them vulnerable to cyber attacks. Integrating them into a block-
chain system requires strong security measures to protect against unauthorized access.

•	 Integration with existing systems Many companies already have established systems for 
tracking and managing their physical assets. Integrating digital twins into these systems 
can be a complex and time-consuming process.

•	 Scalability As the number of digital twins in a system grows, the blockchain network 
must be able to handle the increased volume of data. This can be a challenge for some 
blockchain systems, which may not be designed to handle large amounts of data.
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So, integrating digital twins with IoT involves connecting physical devices to a network 
and collecting data from sensors and other sources. The data is then used to create digital 
twins, which are digital representations of the physical objects or systems. These digital 
twins can be used to monitor and control the behavior of the physical systems in real-time, 
optimizing performance and predicting potential issues.

Blockchain technology can be used to secure and manage the data collected from IoT 
devices and digital twins. By using blockchain, it is possible to create a decentralized and 
transparent system that can store and share data securely between different parties. This 
can be especially useful for digital twins and IoT devices, which generate large amounts of 
data that need to be shared and verified in real-time.

In an IoT-based blockchain study, researchers may use a combination of techniques such 
as data analytics, machine learning, and cryptography to develop a secure and efficient sys-
tem for managing data from IoT devices and digital twins. They may also develop new 
algorithms or protocols for optimizing the performance of the system and ensuring its scal-
ability and reliability.

In summary, while integrating digital twins into a blockchain system can offer many 
benefits, there are several challenges that must be overcome to make it a viable solution for 
businesses.

3.4 � Blockchain‑Based Digital Twins Framework

In this part, we provide the suggested Blockchain-based Digital Twins system, namely 
BlockTwins, to the immune DT model, to guarantee the security of every transaction in the 
twins’ system during the communication between the virtual and physical assets; transac-
tions would not need to rely on third-party verifications. Every transaction would instead 
be timestamped before being added to a chain of hash-based proofs of work. This could 
stop any unauthorized users and criminals from making harmful changes to the system 
from the outside (Fig. 9).

Product design, production, maintenance, and other aspects of the product lifetime are 
created in the industrial control system and manufacturing, and these data are referred to 
as product lifecycle data. It’s a difficult procedure with a lot of little aspects to consider at 
each stage. Product lifecycle management is necessary to ensure that all activities through-
out the product lifecycle are under control. The advent of the DT has provided a means 
for monitoring all product activities throughout its full lifespan and optimizing process 

Fig. 8   Benefits of using Blockchain for Digital Twins [39]
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efficiency based on the Digital Twin’s simulation outcomes., as shown in Fig.  5. Thus, 
blockchain can be used to handle the problems in the data management of digital twins 
within the product lifecycle securely and efficiently. That issues related to data exchange, 
storage, access, and data validity.

Product lifecycle management (PLM) and process lifecycle management (PLM) are 
both concepts related to the management of digital twins. A digital twin is a virtual repre-
sentation of a physical product, system, or process that can be used to monitor, analyze, and 
optimize its performance over its lifecycle. Product lifecycle management involves manag-
ing the entire lifecycle of a product, from concept and design to manufacturing, operation, 
and disposal. This includes managing product data, engineering changes, and collaboration 
between different teams and stakeholders.

Process lifecycle management, on the other hand, involves managing the entire lifecycle 
of a process, from process design to execution and monitoring. This includes managing 
process data, automation, and optimization. Both PLM and PLM are important for ensur-
ing that digital twins are designed, developed, and operated in the most efficient and effec-
tive manner possible. By managing the entire lifecycle of a product or process, organiza-
tions can identify areas for improvement, optimize performance, and reduce costs.

Blockchain can be used to balance the load in PLM and PLM by providing a secure and 
transparent platform for managing data and transactions. Blockchain technology allows for 
the creation of tamper-proof, distributed ledgers that can be used to track the entire lifecy-
cle of a digital twin, from its initial design to its end-of-life disposal. By using blockchain 
technology, organizations can ensure that all stakeholders have access to the same informa-
tion and can trust the data that is being shared. This can help to streamline communication 
and collaboration between different teams and stakeholders, reducing the risk of errors, 
delays, and misunderstandings.

Overall, the combination of PLM, PLM, and blockchain can help organizations to create 
and manage digital twins in a more efficient, effective, and secure manner, improving per-
formance and reducing costs over the entire lifecycle of a product or process.

To model the proposed scheme, it’s necessary to develop a Blockchain network to link 
every participant within the product lifecycle. The transaction records all activities of the 
DT for the object between competitors. The sensor’s readings between the real and virtual 

Fig. 9   Product lifecycle management based on Digital twin



2209Integrating Digital Twins with IoT‑Based Blockchain: Concept,…

1 3

models are also captured as part of the transaction. Using hashing algorithms along with 
timestamps, these transactions are saved in the blocks connected, require the whole proce-
dure, and are used to track the events. A blockchain-based product management network 
was created by these blocks interconnecting. Similarly, Blockchain is applied to manage 
primary stages engaged in the construction procedure of DTs, as shown in Fig.  10. The 
proposed product lifecycle management-based Blockchain is shown in Fig. 11.

Hashing algorithms are cryptographic functions that can be used to convert a piece of 
data into a fixed-size, unique digital fingerprint, or hash. In the context of digital twins, 
hashing algorithms can be used to provide a secure and tamper-proof way to store and ver-
ify data. We have provided hashing algorithms in the article for several reasons, including:

•	 Data integrity Hashing algorithms can be used to ensure that data has not been tam-
pered with or modified in any way. By generating a unique hash for each piece of data, 
any changes made to the data will result in a different hash value. This can help to 
ensure the integrity of the data stored in digital twins.

•	 Data security Hashing algorithms can also be used to provide data security. By stor-
ing hash values instead of the original data, organizations can ensure that sensitive 
information is not exposed to unauthorized parties.

•	 Efficient data comparison Hashing algorithms can also be used to compare large 
amounts of data efficiently. Instead of comparing the entire data set, organizations 
can compare hash values to quickly identify differences and anomalies.

•	 Blockchain integration Hashing algorithms are often used in blockchain technol-
ogy to create digital signatures, validate transactions, and ensure the integrity of the 
blockchain ledger.

Overall, hashing algorithms are an important tool for ensuring the security and integ-
rity of data stored in digital twins, and can help organizations to efficiently manage and 
analyze large amounts of data.

An optimization technique is a mathematical method that helps to find the best solution 
to a problem within given constraints. Optimization techniques are used in various fields, 
such as engineering, finance, economics, and science, to find the optimal solution to prob-
lems that involve maximizing or minimizing an objective function. Some common opti-
mization techniques are linear programming, quadratic programming, genetic algorithms, 
simulated annealing, and gradient descent. Blockchain for Digital Twins is a concept that 
uses blockchain technology to create digital twins, which are virtual replicas of physical 
objects or systems. The digital twin can store data about the physical object, such as its 
design, maintenance history, and current status. By using blockchain, the data stored in the 
digital twin is secure, immutable, and transparent.

Blockchain for Digital Twins is needed because it can provide many benefits, such as:

•	 Improved traceability and transparency By using blockchain technology, the data 
stored in the digital twin is immutable, meaning that it cannot be altered or deleted. 
This provides greater transparency and traceability for the physical object, which can 
be beneficial for various applications, such as supply chain management or asset track-
ing.

•	 Increased efficiency Digital twins can be used to optimize the performance and main-
tenance of physical objects. By analyzing data from the digital twin, it is possible to 
identify potential issues and take preventive actions, which can reduce downtime and 
maintenance costs.
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•	 Enhanced security Blockchain technology provides enhanced security for the data 
stored in the digital twin. Because the data is stored on a decentralized network, it is 
less vulnerable to cyber attacks or data breaches.

Overall, Blockchain for Digital Twins is a promising concept that can bring many ben-
efits to various industries.

4 � Challenges and Future Research Directions

The research community faces numerous difficulties and challenges in the integration of 
Digital Twins in several parts of our lives.

Fig. 10   Blockchain as controlling 
entity of DT design procedure

Fig. 11   Blockchain-based product lifecycle management
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•	 One of the key issues with the application is the high price for large enterprises due to 
the requirement of multiple software elements in addition to levels of hardware parts 
to make a DT. As a result, significant work has been carried out in order to construct a 
low-cost or establish a regular DT framework in the production and health sectors.

•	 Data privacy and security are two key issues with DT. Data and security privacy are two 
more key issues with DT. Because the process displays information or data, protecting 
this data from viruses and hacking is a significant problem in DT since it can destroy 
essential information in digital contexts. Despite emerging innovations such as Block-
chain having been used to provide a solution to the DT security challenge, this field is 
still in its early stages. Other issues include data collection and storage, as a massive 
volume of data and information flows between hardware components. Big data, cloud 
technology, artificial intelligence, and sensor data fusion are strategies utilized for creat-
ing a framework for the growth of technologies that would support this challenge.

•	 Technical issues include real-time communication and data delay. Working in physical 
environments may expose you to DT. New technologies, such as 5G communication, 
IoT technology, and data compression, are being used to address this issue. Another 
issue that occurs while implementing DT is the requirement for ongoing maintenance 
and modification of virtual conditions. Deep Learning algorithms, for example, could 
potentially enrich and improve Digital Twins technology in this regard. In Digital 
Twins, standardization and ethical issues are key concerns. The usage of DT in industry 
or healthcare is not currently standardized. Also, the ethical problem in studies is espe-
cially important in healthcare and science because there is access to high-fidelity data 
about the patient, and his lifestyle demands the use of ethical standards.

5 � Conclusions and Future Works

The Digital Twin is a dynamically changing notion that grows in functionality during its 
life cycle. This study explained the definition and design of DTs and the benefits of using 
them in numerous applications such as production, smart cities, and biomedical. Because 
of its major impacts on bridging the difference between the real, digital environment and 
information, the DT has recently become an emergent technology. Similarly, with the intro-
duction of Blockchain technology, the idea of digital twins may be reinterpreted. This led to 
powerful technology for empowering IoT-based digital twins to exchange information and 
benefits through the Internet with features such as visibility, trustworthiness, and tracking. 
Therefore, this work also presented a framework of Blockchain-based Digital Twins for IoT 
system. Finally, the challenges and opportunities in this innovative topic are discussed.

The integration of digital twins with IoT-based blockchain is an emerging field with 
numerous potential future works. Here are some possible avenues for future research:

•	 Performance optimization One area that requires attention is performance optimization. 
Currently, integrating digital twins with IoT-based blockchain can be computationally 
intensive, leading to latency and scalability issues. Future research can focus on devel-
oping optimized algorithms and architectures that can improve the efficiency and speed 
of the integration process.

•	 Enhancing security The integration of digital twins with IoT-based blockchain aims to 
enhance security and privacy. However, there is a need to address security challenges, 
such as data tampering and unauthorized access. Future research can focus on develop-
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ing more robust security protocols and architectures that can improve the security of 
the system.

•	 Interoperability Another area that requires attention is interoperability. Integrating digi-
tal twins with IoT-based blockchain can involve multiple technologies and platforms. 
Future research can focus on developing interoperability standards that can enable 
seamless integration of digital twins with IoT-based blockchain across different plat-
forms.

•	 Real-time monitoring and control Digital twins are known for their ability to simu-
late real-world scenarios. Future research can explore the potential of integrating digi-
tal twins with IoT-based blockchain for real-time monitoring and control of physical 
systems. This can be useful in a wide range of applications, including manufacturing, 
healthcare, and transportation.

•	 Sustainability Integrating digital twins with IoT-based blockchain can contribute to 
sustainability efforts by enabling more efficient use of resources and reducing waste. 
Future research can focus on exploring the potential of this integration to promote sus-
tainable practices across various industries.

•	 Data analytics and machine learning Integrating digital twins with IoT-based block-
chain can generate large amounts of data. Future research can focus on developing 
advanced data analytics and machine learning algorithms that can extract insights and 
patterns from this data.

•	 Application in various industries Finally, future research can explore the potential of 
integrating digital twins with IoT-based blockchain in various industries, including 
manufacturing, healthcare, transportation, and energy. This can help to identify specific 
use cases and applications where this integration can have the most significant impact.
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