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Abstract

New wireless IoT technology provides smart pseudo intelligent solutions that will have a
big impact on the infrastructures and the society in the future to come. In the last decade,
many new low power longrange wireless technologies have emerged to support these wire-
less IoT based solutions. One of the most promising and commonly accepted technologies
is LoRaWAN. Unfortunately, the introduction and deployment of a new wireless technol-
ogy provides new risks and new security challenges. Some of these challenges can be cat-
egorized as “critical”’, which means that if they fail, this will have major consequences for
the society’s critical infrastructure and the society as a hole. In this paper one of these criti-
cal challenges is analyzed in terms of wireless jamming attacks that cause fatale denial-
of-services on the LoRaWAN wireless infrastructure and connectivity. This analysis is
based on a mathematical simulation model which is described and elaborated. By using
this model on a selected societal critical service example, a sensitivity analysis in terms of
jamming and DoS attacks is performed, provided, and elaborated. Finally, some selected
prevention strategies to avoid and counter-fight these attacks are presented, discussed, and
elaborated.
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1 Introduction

In the last decade, many new low power long-range wireless technologies have emerged
to support the ongoing evolution of the internet in the form of the new Internet of Things
(IoT) area. One of the most well-known technologies is LoORaWAN which operates in the
unlicensed bands, in contrast to the cellular based (4G, 5G and 6G) technologies that use
licensed bands.

LoRaWAN offers high Quality of Service (QoS) capabilities, long-range capabilities,
and low power capabilities which makes it an ideal candidate for use in critical applications
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such as energy, health, transport, telecommunications, maritime and drinking water sup-
ply. In these safety critical applications reliability and security are essential parameters that
must be investigated in form of an impact assessment and an examination of the technical
and structural security challenges. Such an investigation will potentially save human lives
and reduce the huge economic impact a successful attack can cause.

From a future perspective LoORaWAN is expected to take one of the leading roles with
respect to long-range wireless IoT communication. Hence, it is expected that 43 percent of
the 500 billion IoT devices will be connected by LoRaWAN technology in the year 2030
[1]. Similarly, IoT Analytic expects billion LoORaWAN based IoT connections in 2023 [2],
see Fig. 1.

The most important LoORaWAN characteristics are:

e long range (several miles in urban environments, dozens of miles in rural environ-
ments).

deep penetration (especially compared to 5G).

very long battery life (10 + years).

low-cost modules.

low data rate (0.3 bps—50 kbps).

unlicensed radio frequency spectrum.

native geolocation.

bidirectional communication; and open standard.

This paper will further discuss DoS attacks in social critical applications and propose
prevention strategies.

2 LoRaWAN DoS Attacks: A Society Critical Service Example

LoRaWAN is becoming one of the key technologies as the COVID-19 outbreak happened
worldwide. This solution provides healthcare workers and private people with data and
insight into community health, allowing more optimized workflows for the distribution of
efficient healthcare services during the ongoing coronavirus (COVID-19) outbreak.

The task of monitoring and managing quarantined and isolated personnel remains a
critical challenge. Health services employees, including disease control and prevention
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teams, are increasingly leveraging smarter applications based on IoT to provide effi-
cient, high-quality care to their communities.

1. Medical gas valve monitoring With the increased demand for medical equipment, using
LoRaWAN, these valves will contain digital pressure gauges and are equipped with
LoRaWAN for data transmission, which allows hospital staff to remotely monitor and
control the amount of oxygen remaining in the cylinder.

2. Asset temperature monitoring While hospitals focus on treating crucial COVID-19
cases, monitors the temperatures of vaccines and blood in refrigerators as well is in
transportation. Maintaining proper temperature is critical to ensure vaccines, medicine,
and blood do not spoil, while also helping to relieve the staff from manually having to
record temperature readings.

3. Infection risk reduction in hospitals and healthcare With the coronavirus outbreak,
hospitals are confronted with the challenge of treating patients while preventing the
spread of infection. Using LoRaWAN to reduce infection risk through the deployment
of sensors that provide a predictive view into cleaning needs, occupancy patterns, air
and water quality and more.

4. Infrared temperature sensor Using LoRa devices, Polysemes has developed a series of
smart human body temperature monitoring products. Real-time data from the tempera-
ture sensors enables healthcare workers to efficiently screen individuals with a high
temperature. The solution has recently shipped to Italy to help with its coronavirus
(COVID-19) response efforts.

5. Proximity detection and contact tracing for Covid-19 Enhance work-place safety by
enforcing social distancing policies! Compact wearable proximity sensors enable easy
monitoring of interactions between people in all shared facilities and allow to ensure that
people are keeping the safe distance between each other, to avoid temporary shutdowns
of operating factories with enhanced safety measures, and to track all the interactions
between the infected and healthy people to identify a contamination cluster. The solu-
tion allows proximity alert and monitoring, zoning policy enforcement, density policy
enforcement, sanitization of shared assets and nurse-call bedside buttons in hospitals.

6. Nurse call systems for temporary hospitals With an influx of patients due to COVID-19,
temporary hospitals are being set up around the world, but the infrastructure does not
exist in temporary locations. LoRa Alliance members are working to provide wireless
nurse calling solution that sets up in minutes so patients can push a button to summon
the Nurse staff.

7. Self-service facilities sanitization This IoT solution helps you to optimize the sanitization
of your self-service dispensers, machines, and kiosks so that you can prevent the spread
of germs as well as maintain a positive experience with your customers. Thanks to the
Switzer cloud, you always know when and how many movements are detected, so that
you can react and efficiently plan when to sanitize.

8. Back to work on premises solution for site managers Lockdown lift has come and work-
ers are about to get back to work on site be it industrial, commercial or tertiary. To
prevent a second COVID-19 wave, a 3 flaps IoT solution to make this process secure
and reassuring for people are being brought in place. 3 key issues related to COVID-19
spread are treated: people’s temperature, social distancing, and ambient conditions.

9. Private proximity monitoring A private proximity monitoring solution is being fast-
tracked for use across different industries due to its potential to help workers and com-

@ Springer



3666 N. Prasad, P. Lynggaard

munity members maintain social distancing and reduce the spread of the virus without
compromising personal privacy.

2.1 Impact of DoS on LoRaWAN Usecases

LoRaWAN usecases are using very low data rate (0.3-50 kbps depending on the frequency
band) enabling LoRa to cover long-range communication (1-2 miles). However, it also
increases the on-air transmission time in the order of 3 s (depending on the payload). This
is a unique feature of LoRa network when the security risks of the nodes in the network are
not the same even when these nodes use single hop for communication. Therefore, it makes
LoRa network susceptible to different kinds of denial of service (DoS) attacks, including
jamming, replay attacks, and eavesdropping and in different variability depending on the
distance of the LoRa nodes from the gateway.

DoS attacks are launched to destroy the availability of one or multiple nodes. For exam-
ple, an adversary may physically tamper an end device to disable its duty or make it trans-
mit interference signals, or it can sniff the packets in wireless channels and selectively
jam a particular portion of end devices. DoS attacks disrupt legitimate transmissions and
increase the energy consumption of end devices by more re-transmissions.

LoRa can be considered as the WiMAX (IEEE 802.16) of the IoT technology. Several
attacks (Distributed Denial of Service and Water Torture attacks) against WiMAX have
shown to be dreadful.

In a jamming attack, an example of DoS attack, a high-power transmitter can transmit
small packets either continuously or randomly and interfere with legitimate packet trans-
missions, disrupting the regular network operation [3]. Experiments done with vehicular
communication have shown that RF jamming can lead to large communication-blind areas
[4]. Not much can be done to mitigate jammers with unlimited resources in terms of trans-
mission power and spectrum efficiency [5]. LoRa works in the frequency band of 26 MHz
in the USA (902 to 928 MHz). Such a narrow band is not immune to such kind of wide-
band jamming attacks. It is, therefore, essential to seek the support of law enforcement to
capture the attacker physically. However, a continuous or wide-frequency-band jamming
attack is easy to detect. Usually, an attacker would not reveal its presence but only listens to
the channel passively.

It selectively jams packets by reading the physical header and go to sleep or in listening
mode after jamming the packet [6]. This attack mode is hard to detect and deter. In LoRa,
since the on-air time of packets is high, the reaction time of the selective jamming attacker
to jam the packet after the header is read is also high. Therefore, this kind of attack is a sig-
nificant threat to the security of the LoRa network. On the top, LoRa end-devices use ran-
dom time slots to transmit packets. Therefore, LoRa network cannot distinguish between
packet losses due to regular congestion and a jamming attack.

Another unique characteristic of LoRa networks is that the difference between the low-
est and highest data rates is vast, resulting in a significant difference between the on-the-air
transmission time. The nodes that are close to the gateways can use a high data rate and a
short on-the-air transmission time; on the contrary, the nodes that are far away from the
gateways have to use a low data rate and a long on-the-air An attacker can make use of the
long on-air time to launch a selective jamming attack [7] when the attacker can read the
physical message header (which is not encrypted) and jammed based on the jamming pol-
icy. Selective jamming not only reads through the preamble but also the message header.
Thus, attackers can listen on the channels, target a particular device or traffic class and then
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jam selected messages [8]. In order to selectively jam LoRaWAN messages, an attacker
has to perform the following steps. It first detects a LoRaWAN packet. It aborts receiving
if the received content triggers the jamming policy (usually first 5 bytes). If no, it imme-
diately jams the channel. Therefore, the jamming window is smaller than the general trig-
gered jamming. However, selective jamming can prevent critical messages from reaching
the gateway, especially for those sensor devices that only transmit when the sensor state
change happens (event-driven sensors). Selective jamming is implemented on a real test-
bed with cheap hardware [9].

3 LoRaWAN—Sensitivity to Wireless DoS Attacks

In general, LoRa is sensitive to wireless jamming attacks where a received uncorrelated
signal with a high field strength can degrade the signal-to-noise ratio to a non-decodable
level [10]. However, LoRa has a “build in” prevention strategy in the form of using spread
spectrum at its physical layer [11].

LoRa uses a proprietary spread-spectrum modulation technique which is based on exist-
ing spread-spectrum technologies with a fixed channel-bandwidth (125/500 kHz) and an
orthogonal spreading factor. By varying the spreading-factor it is possible to trade bitrate
for radio sensitivity and robustness of the transmission channel in relation to interferences
and jamming attacks. This robustness is implicitly given by the processing-gain (PG)
which is a function of the spreading factor as stated in Eq. (1) [12].

25F

PG ="
SF

ey

The processing-gain enables the receiver to recover a signal, even if it is buried in noise,
i.e., the signal-to-noise-ratio (SNR) can be negative. Another important feature of the PG
is its ability to suppress interferences and jammers. To elaborate this, the different jamming
types will be discussed in the following.

In theory, many jamming-types exist [12]; however, spot-jamming and full-band-noise-
jamming represents the two main groups. In the first group (spot-jamming), the attacker
attempts to force a DoS attack with one or a collection of unmodulated carrier waves,
which LoRa-radio counteracts by spreading these. This counteracting process takes place
in the correlation processing step which is performed to de-spread the (wanted) received
signal. Hence, the signal from the jammer is reduced by the PG (1). The second group
(full-band-noise-jamming) uses a noise form which can be modelled as an uncorrelated
wideband Gaussian noise source with a flat power spectral density. This noise source has
an impact on the (wanted) received signal because it decreases the receiver’s input SNR
and thereby reduces the receiver’s probability to correctly interpret the received symbol.
However, as previously stated the PG needs to be overcome, which means that the noise
floor must be larger than the signal needed multiplied by the PG. It is noted that the neces-
sary wideband noise power level requires a considerable amount of energy which the jam-
mer must provide to successfully accomplish a Dos attack. This energy limitation reduces
the chances for making successful wireless DoS attacks.

Without loss of generality, a mathematical model has been developed to research,
explore, and elaborate the radio-channel conditions needed by a jammer to successfully
perform a DoS attack. One of the model’s key components is a mathematical descrip-
tion of the pathloss from a (wanted) transmitter or a jammer to the receiver. Such a
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pathloss model needs to be selected as a function of the context it describes, which in
this paper is assumed to be an urban radio channel. One of the better fitting models to
urban areas is the Okumura-Hata model [13] (2). In addition, this model covers a fre-
quency range from 150 MHz to 1.5 GHz, which means that the used LoRa communica-
tion frequencies fit inside this range.

L = 69.55 + 26.16 10g,(f) — 13.8210g,,(ht) — ahr + (44.9 — 6.55 log,,(h)) 10g,,(R)

Where ahr = 3.2(log (1 1.75hr)* — 4.97)

@)

The model calculates the pathloss (L) in dB based on the parameters ht (transmit
antenna height), hr (receiver antenna height), f the frequency in MHz and R the distance
from the transmitter to the receiver.

After the signal has passed the channel-model the known signal at the receiver can be
found. By combining this signal with an additive white Gaussian noise floor (AWGN)
given by Boltzmann’s constant, the absolute temperature (in kelvin) and the channel
bandwidth the signal to noise ratio (SNR) can be calculated. By using this SNR, the
probability for a bit error can be found. A good approximation for the receiver bit-error-
rate (BER) can be calculated by using an approximated formula (3) given by Tallal et al.
[14].

P, ~ O.SQ(I.ZS\/)/ZSF+1 — V1.386SF + 1.154) 3)

where y is SNR, SF is spreading factor and Q(*) is the Q-function. Based on the BER it is
possible to calculate the Package-Error-Rate (PER) if the package size is known (4).

PER =1— (1 — BER)™*® @)

where N is the number of bytes in a LoRaWAN package.

By implementing the discussed formulas ((1) to (4)) in a mathematical program and
using the data from Table 1, the PER can be found for different input signals at the
LoRaWAN gateway antenna. Nevertheless, it is noted that the model is based on gen-
eral equations without any dependency to Table 1, i.e., it can be used without loss of
generality.

Table 1 Simulation-data used in

the mathematical model LoRaWAN parameters Value
Noise factor for gateway receiver 6 dB
Transmit frequency 870 MHz
Transmit power 14 dBm
Height gateway antenna 8 m
Height LoRaWAN-node antenna 2m
Antenna gains 2dB
Coding rate (CR) 1
Bandwidth 125 kHz
Package length 32 bytes
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By using the simulation data (Table 1) the PER as a function of input power can be
calculated ( Fig. 2). It is noted that the values given by these curves is in good agree-
ment with the results presented in a design note by Semtech Corporation [15].

It can be observed (Fig. 2) that a typical LoORaWAN gateway-receiver is able to receive
packages with a very low error rate even if the signal is buried in noise. As an example, it
can be observed that using an input signal of -136 dBm with a spreading factor of 12 yields
a PER of approximately 10~ (dash-dot curve in Fig. 2). However, the absolute thermal
noise floor is approximately at -116 dBm in the used bandwidth, which means that the
noise floor is approximately 20 dB larger than the signal. This means that the LoRaWAN
signal is submerged 20 dB (100 times) under the surface of the thermal noise floor which
makes the signal almost indetectable with radiometer based devices etc. This almost
errorfree reception is possible because the frequency components in the spread-spectrum
modulation is correlated with the reception key, whereas the noise spectral components
are uncorrelated. This gain of 20 dB is provided by the processing gain (1), where it is
noted that the processing gain is a function of the spreading factor as stated in Eq. (1). As

observed, a low spreading factor (e.g., SF=7) provides less processing gain, which means
that the received input power needs to be higher for a fixed PER compared to a higher
spreading factor e.g., SF=12; nevertheless, the benefit of using a lower processing gain is
a higher bitrate, i.e., a SF of 12 yields a bit rate of 293 bps, whereas a SF of 7 yields 5468
bps [16] (Fig. 3).

Focusing on the transmitted distance between the LoRaWAN gateway-receiver and the
local LoRaWAN device it turns out that a large spreading factor is required to transmit a
package with a small package error rate over a large distance. The reason for this is the pro-
cessing gain increases with the spreading factor as previously discussed. However, the cost
of a large spreading factor is a low bitrate. This clearly illustrates that most parameters in
a radio system is based on compromises and trade-offs where package reliability, transmit
distance, transmit power, and bitrate need to be negotiated and prioritized.

In relation to intentionally jamming, it is assumed that the jammer uses an additive
white gaussian noise-source, which is the worst-case jamming method as discussed previ-
ously. By using this jamming method in a service-scenario the received package error rate
can be derived as a function of different jamming parameters. One of these parameters is
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the jamming-power needed to overcome the wanted signal in decibel (dB). This parameter
is a function of the distance between the wanted transmitting node (TN) and the gateway;
and the distance between the transmitting jammer (TJ) and the gateway. By combining
these parameters with the parameters in Table 1 an equation that describes the connection
between jammer signal to noise ratio, PER and the distance between the jammer and the
wanted transmitting node can be established. This equation is plotted in Fig. 4.

Focusing on the left most curve (solid line, Fig. 4) it presents the package error rate
given that the distance between the jammer and the gateway is 500 m and the distance
between the wanted transmitting node and the gateway is 2000 m (Fig. 5). This packet error
rate will be used in the following example.

Assume a service scenario (Fig. 5) where a high PER (larger than 107") is considered
unacceptable. This could e.g., be a scenario where the streetlight in a smart city is con-
trolled by a LoRa based system. Similarly, it is assumed that the jammers is positioned
500 m from the gateway (see Fig. 5).

Fig.4 Package error rate is
given as a function of jamming
to signal power (J/S) in dB. The
three curves illustrate the pack- 1071 F ! ] ]
age error rate as a function of J/S ‘

and the distance from jammer to (
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2000 m (authors figure) g 107 F 3
104 F ! ;
Jam. dist 500m
5 Jam. dist. 1000m
10°F Jam. dist. 2000m
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By using the graph in Fig. 4 a J/S ratio of approximately -4 dB can be found. This means
that the jammer only needs 40% (equal to -4 dB) of the power used by the wanted node. If it
is assumed that the wanted node transmits with 14 dBm or approximately 25 mW the jammer
only needs to transmit with 40 percent of this or approximately 10 dBm (10 mW). Similarly, it
is noted that a jammer positioned at the same distance as the wanted node (right most dash-dot
curve, Fig. 4) needs 21 dB more power compared to the wanted node. If it is assumed that the
wanted node uses 14 dBm (approximately 25 mW) the jammer needs 35 dBm (approximately
3.2 W) to enforce a package error loss of more than 107!, This amount of power can easily be
generated from e.g., a car battery, which means that the jammer can be mobile and thereby
have the ability to shift position over time; however, the risk of being detected by an energy-
based detector is considerable in this scenario, because the jammer needs to use a pretty high
output power (3.2 W).

Another example scenario could be a service which requires a very low PER (less than
107%). Such a scenario could be a LoRaWAN based fire-alarm system. By using the dis-
tance parameters provided in Fig. 5 (jammer and wanted node distance is 2000 m from the
LoRaWAN gateway node) it is possible to calculate the jammers probability for having a suc-
cessful jamming scenario. Assuming that the wanted node transmits with 20 dBm (100mW)
the jammer needs 18 dB (Fig. 4, right most curve) more power to jam the wanted node. Thus,
the jammer needs 20 dBm+ 18 dB which yields 38 dBm (approximately 6.3 W). Still, it is
possible to feed the jamming transmitter from a car battery and thereby be able to move the
jammer transmitter over time. However, this huge amount of power is easily detectable by an
energy based jamming detector.

Without loss of generality, these formulas and figures, which has been derived from a
mathematical model can be used to design new LoRaWAN based services which include
security requirements such as acceptable package error rates, acceptable distances, and accept-
able jamming prevention methods.
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4 LoRaWAN—Proposed Prevention Strategies

As previously discussed, it is possible for a jammer with commercial-off-the-shelf (COTS)
hardware to perform different types of DoS attacks such as continuous jamming, triggered
jamming, and selective jamming [17, 18]. Continuous jamming means that the jammer
transmits continuously with sufficient power to jam most of the IoT sensor nodes. This
jamming type is easy to detect, spatially locate and prevent by changing the used frequency
range or reallocate the gateways. Hence this jamming type will not be discussed further in
this paper. Contrary to this, the two other jamming types are more sophisticated and chal-
lenging to deal with. The triggered jamming type detects the pre-ample in a frame trans-
mitted from an [oT sensor node and then starts jamming that node. Similarly, selective jam-
ming selects a particular [oT sensor node to be jammed, i.e., by watching the address in the
frame transmitted from that IoT sensor node it can start jamming selectively]. This makes
it much more difficult to decide if a technical problem has occurred or a jamming session is
in play. It is noted that other jamming forms are possible by combining the discussed jam-
ming principles.

Basically, the jammer must consider three elements to have success. These are window
of opportunity, jammer signal strength, and channel hopping [19]. Regarding the window
of opportunity, the airtime for a LoRa message is long compared with other similar radio
systems. This makes the reaction time for the jammer longer, especially when it needs to
detect a particular IoT sensor node address and start jamming that one. However, this jam-
ming method leaves a trace, because it starts jamming after the address of the IoT sensor
node has been received, i.e., the address is received correctly but the rest of the message is
unreadable.

With respect to the jammer signal strength a certain amount of power is needed to over-
come and mask the power used by the sending IoT sensor node. A clarification of this chal-
lenge is discussed in the previous chapter.

Finally, the jammer needs to overcome the frequency hopping used in the LoRa physical
layer. This requires a multi-channel receiver like the ones used in the LoRa gateways. Nev-
ertheless, this type of hardware is COTS and inexpensive, why this is a minor challenge for
the jammer to overcome.

To be able to define some prevention strategies in relation to the jamming types dis-
cussed tomorrow’s technologies need to come into play. One promising technology [14]
is an intrusion, detection, and prevention system (IDPS) based on machine learning [20].
The difficulties in implementing such a system are extracting good usable features and get-
ting sufficient training data. Extracting good features requires the LoRa gateways to be
equipped with mechanisms/indicators that can provide these. Examples of good features
are indicators that signal if:

Part of a frame is received correctly, but the rest of the frame is unreadable.
The field strength is abnormally high without any valid demodulation taking place.
The field strength is above a certain threshold and the radio synchronization circuit is
unable to unlock the framing.

¢ An invalid frame is received.

By using these features in combination with machine learning algorithms like a Neu-

ral Network (NN) abnormal situation can be detected with some probability. Another
challenge is getting good training data which is a difficult task, however, it is possible to
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pre-train the NN algorithm by using simulators, where it is noted that the results achieved
by pre-training can be improved by using reinforcement learning in the form of online
learning.

5 Conclusion

The focus in this paper is on wireless jamming attacks that cause fatale Denial-of-Services
on the LoORaWAN wireless infrastructure and connectivity. To set the scene, a highly rel-
evant scenario is presented together with a discussion of the cost and impact of a DoS
attack in this setting. In relation to this scenario, a simulation model has been designed
and implemented to research and reveal the needed equipment to perform such an attack.
Without loss of generality, the simulations performed on this model reveal that a success-
fully jamming attack can be performed by using cheap-of-the-shell hardware if the distance
between the jammer and the LoRa-gateway is limited. Finally, it is concluded that the most
optimal countermeasures involve tomorrow’s technologies in the form of machine learning
algorithms like neural networks. However, it is additionally stressed that this technology
has downsides and challenges in the form of providing enough training data. More research
is needed to research the optimal training procedure for this type of machine learning algo-
rithm deployed in the settings of detecting jamming attacks.
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