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Abstract
Interference channel, in which multiple user pairs communicate over shared resources, is a building block of communi-

cations networks. Here, the K-user interference channel (IC) aided by J instantaneous relays (IRs), i.e. relays without delay,

is considered. For KICJR networks, where K[ 2 and J[ 1, the DoF performance and achievable schemes have not been

investigated in literature. Here, we devise a novel achievable scheme, called restricted interference alignment (RIA), which

restricts the received interference from each source at each destination in a limited sub-space, and then, aligns the restricted

interferences. Furthermore, we develop an analytical tool for finding a tight upper bound on DoF of KICJR networks by

analyzing the properness of the interference alignment equations. Moreover, we develop linear beamforming design for

sources and relays based on the mean square error (MSE) minimization, as an achievable scheme. The performance

evaluation results show that the achievable sum DoF by using the proposed RIA scheme and the MSE-based beamforming

design match well with the derived upper bounds. Furthermore, the results confirm that the achieved sum DoF using the RIA

scheme outperforms the existing achievable schemes. Motivated by these promising results, we further investigate impact of

IRs in providing physical layer security, i.e. achieving secure DoF in interference networks. Specifically, we derive a lower

bound on the achievable secure DoF by devising an achievable scheme, called transmission in the null space (TNS). This

scheme makes the cross channels rank deficient and enables sources to select their transmit filters in the constructed null

spaces. Performance evaluation shows that by leveraging IRs, the secure DoF performance of interference networks could be

increased significantly. The proposed analytical framework in this work for rank deficiency-powered DoF analysis is

expected to also attract attention from other research areas, e.g. beamforming design for millimeter wave communications.

Keywords Degrees of freedom � Secure degrees of freedom � Interference alignment � Interference channel �
Instantaneous relay � Physical layer security

1 Introduction

Interference, a consequence of the broadcast nature of

wireless channels is a limiting factor for the capacity of

wireless networks. The K-user interference channel (IC), in

which K pairs communicate over a shared wireless med-

ium, has profound attention for modeling communication

in cellular and ad-hoc networks, e.g. the wireless back-

hauling of base stations (Fig. 1) [1], or BS-assisted device-

to-device/vehicle-to-vehicle communications [2]. In this

setting, source i transmits data for destination j, but this

data is also received by other destinations, and hence,

transmission from each user pair results in interference for

other user pairs, as depicted in Fig. 2. In lack of informa-

tion about other users of a K-user IC, interference-avoiding

resource access schemes result in an achieved sum data rate

equal to the case of one user pair communications. In other

words, the pre-log factor of the sum data rate at high signal

to noise ratio (SNR), also known as degrees of freedom

(DoF),1 is 1. When global channel state information (CSI)

is available at each transmitter, they can employ an
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1 DoF of a network approximates the network capacity as C(SNR) =

D log(SNR) ? O(log(SNR)), where C and D represent the capacity

and sum DoF respectively. Then, it characterizes the network capacity

as a function of interference in the high SNR regime [3].
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advanced linear precoding technique, called interference

alignment (IA), in order to align the interfering signals in

time, frequency, or spatial domain [3, 4]. In K-user IC with

generic channel coefficients, IA can allocate approximately

one-half of the available dimensions to the desired signals

(by using infinite time extensions) and the other one to the

interfering signals, i.e. asymptotically K / 2 degrees of

freedom are achievable [5]. Then, all the interfering sour-

ces could be treated as a single interfering source, the

degrees of freedom increase linearly with the number of

users, and the interference channel becomes noise limited.

For interference channels with generic channel matrices

and without time extensions, feasibility of the interference

alignment has been investigated in [6]. By deriving the IA

equation system and investigating its properness, the

authors of [6] found upper bounds on the achievable DoF

in the K-user interference channel with finite channel

extensions. Later in [7], the general conditions which must

be satisfied by any feasible DoF in the K-user interference

channel with finite channel extensions were found. Using

this condition, it was shown that 2K
Kþ1

degrees of freedom

are achievable in the K-user interference channel. Further

analyses on the DoF performance of KIC with limited and

delayed CSI have been presented in [8–11]. In lower SNR

regimes, when the power of noise is not negligible, the

achieved sum rate of an IA-based network could be much

less than the theoretical maximum [12]. To address this

issue, several solutions, including adaptive power alloca-

tion and opportunistic communication, have been intro-

duced in literature [13, 14].

While IA can increase the achievable DoF of the KIC

from 1 to 2K
Kþ1

(without time extension), the system is still

interference limited and by increasing the number of users

K, the achievable DoF approaches 2. Then, many efforts

have been carried out to further increase the achievable

DoF, i.e. to let the DoF increase linearly with an increase in

K. Motivated by the benefits of applying interference

alignment for ICs, in [15, 16] interference alignment has

been employed for achieving secure DoF2 (SDoF) in a K-

user IC. The authors of [16] have shown that for a K-user

interference channel with confidential messages (KIC-

CM), a network in which each undesired destination is a

potential eavesdropper, K�2
2K�2

SDoF are achievable by using

secrecy and IA precoders. In [17], it has been shown that
KðK�1Þ
2K�1

SDoF are achievable in the K-user interference

channel, when each node is equipped with one antenna.

Recently in [18], the authors have shown that instead of

mitigating interference in interference networks, one may

benefit from cognitive interference of other users for

masking its confidential messages, and hence, increasing

its security. Motivated by the benefits achieved in using

relays in wireless communications, the effect of relaying on

the achievable DoF in interference networks has been

investigated, and it has been shown that in general, relays

cannot improve the achievable DoF [19]. However, in

some special cases such as networks with cognitive relays,

networks without power constraints at the relays, or net-

works with limited CSI available at transmitters, relaying

can increase the achievable DoF [3]. In networks where

relays cannot increase the DoF, relaying can simplify the

achievable DoF scheme by enabling linear alignment

schemes where nonlinear alignments are otherwise needed

[3, 20].

Fig. 1 An illustrative example of the K-user interference channel in

wireless backhauling (K ¼ 4). The red-colored lines represent wired

connections

Fig. 2 K-user interference channel with J instantaneous relays

2 In this paper, we denote by SDoF the scenario in which the

messages of source i are only decodable at destination i. We also

denote by strongly secure DoF (SDoF) the scenario in which

destination j, for j 6¼ i, doesn’t receive any signal from source i.
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Instantaneous memoryless relaying, in which the relay’s

retransmitted signal depends on the presently received

signals, has been introduced in [21]. In [22], practical

motivations for instantaneous relay-aided IC have been

presented, and it has been shown that a linear memoryless

instantaneous relay (IR) can increase the achievable DoF of

2-user IC by 50%, i.e. 3M / 2 DoF are achievable, where

M denotes the number of antennas at each node. These DoF

are achieved using a new scheme called aligned interfer-

ence neutralization (AIN). In the AIN scheme, source

nodes select their transmit beamforming matrices to align

some of the received signals at the relays to each other.

Immediately, the relays scale the received signals and

retransmit them such that these signals neutralize some of

the interferences which are received directly from the

sources. Let us denote by KICJR the K-user IC aided by

J linear memoryless instantaneous relays. In [10, 23], the

feasibility of interference alignment for 2IC1R with dif-

ferent numbers of antennas at sources, relay, and destina-

tions has been investigated. The authors of [10] have

shown that 3M/2 DoF are achievable in 2IC1R, where the

number of relay’s antennas is less than M. DoF perfor-

mance of 2-user interference channel aided by an instan-

taneous bidirectional relay has been investigated in [24]. In

[25], performance of 3IC1R has been investigated.

1.1 Motivation and contribution

One sees while performance of KICJR has been investi-

gated for up to K � 3 and J� 1, the DoF region in the

general form, i.e. for any K and J values, has not been

investigated before, and is the focus of the present work.

Our main aim is shedding light into the bound up to which,

adding an extra instantaneous relay can increase the

achievable DoF of a K-user IC. As a potential application

of this work, one may consider the future 5G wireless

networks, in which an ultra-dense access point deployment

is envisioned in hot spots [26]. In this case, our proposed

scheme can leverage the dormant access points in the

service area as helper nodes to increase DoF of commu-

nications at the cost of extra energy consumption in the

radio access network. Our approaches for dealing with such

a complex network consists in providing lower- and upper

bounds on the achievable DoF by devising achievable

schemes and investigating the properness of interference

alignment equation system, respectively. Motivated by the

promising results of adding IRs to interference networks,

and due to lack of previous art on the potential impact of

IRs in providing physical layer security, we further inves-

tigate the achievable secure DoF leveraging IRs. We dis-

tinguish our work from the state-of-the-art works on SDoF

of interference channels by considering a strong security

constraint, which requires neutralization of the confidential

signals on the air before arriving at the unintended desti-

nations, and hence, we don’t put any constraint on the

computation capability of the eavesdroppers. Then, we

further shed light into the achievable strongly secure DoF

(SDoF) of KICJR-CM3 network. Towards this end, we

derive a lower bound on the achievable S DoF by devising

an achievable scheme called transmission in the null space

of the channel (TNS). This scheme makes the cross chan-

nels, i.e. channels between unintended pairs, rank deficient

leveraging instantaneous relays. Then, it is possible for

sources to select their transmit filters in the null spaces of

cross channels. We further provide upper bounds on the

achievable SDoF by analyzing the necessary conditions for

achieving rank deficiency in the cross channels. The per-

formance evaluation results show that by leveraging

instantaneous relaying, the SDoF performance of inter-

ference networks could be improved significantly.

The major contributions of this work are as follows.

1.1.1 Lower bound on the DoF performance of KICJR
network

At first, we present the restricted interference alignment

(RIA) scheme as an achievable scheme for interference

channels aided by instantaneous relays. We further shed

light into the DoF performance of the network by lever-

aging another achievable scheme, called MSE-based

beamforming design.

1.1.2 Upper bound on the DoF performance of KICJR
network

We derive upper bounds on the DoF performance of the

KICJR by investigating the properness of the interference

alignment equations. These bounds are validated by com-

paring against lower bounds from the RIA scheme and

MSE-based beamforming.

1.1.3 Lower bound on the secure DoF performance
of KICJR network

We present a SDOF achievable scheme for K-user inter-

ference channel aided by instantaneous relays, i.e. the TNS

scheme, which outperforms the state-of-the-art SDoF

achievable schemes.

3 The K-user interference channel with J instantaneous relays and

confidential messages.
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1.1.4 Upper bound on the secure DoF performance
of KICJR network

We derive upper bounds on the achievable SDoF by

investigating the necessary conditions for making the cross

channels rank deficient.

1.1.5 Novel analytical framework for rank deficiency
analysis of matrices

We present a rigorous novel mathematical analysis on

necessary conditions for rank deficiency of matrices. This

analysis is expected to be of interest also for researchers in

other research areas, e.g. beamforming design for mil-

limeter wave communications.

1.2 Paper organization

The rest of this paper is organized as follows. In the next

section, the system model and problem formulation are

introduced. In Sect. 3, lower bounds on the achievable DoF

using two achievable schemes, i.e. the RIA and MSE-

minimization schemes, are presented. In Sect. 4, upper

bounds on the DoF performance of the KICJR are pre-

sented. In Sect. 5, lower and upper bounds on the achiev-

able secure DoF are presented. Performance evaluation

results are presented in Sect. 6. The concluding Remarks

are given in Sect. 7.

2 System model and problem formulation

2.1 System model

The K-user interference channel aided by J linear memo-

ryless instantaneous relays is considered in this work

(Fig. 1). Denote the set of users by K,f1; . . .;Kg. In this

system, source Si; i 2 K sends its independent message to

its paired destination Di. The relays instantaneously

amplify and forward the currently received data symbols

from the sources to the destinations.4 All nodes in the

system have been equipped with M antennas. The channel

coefficients between the nth source node and mth destina-

tion node, the nth source node and jth relay and the jth

relay and mth destination node are denoted by Hds
mn, H

rs
jn and

Hdr
mj, respectively. Furthermore, all elements of the channel

matrices are drawn independently from a Gaussian distri-

bution with unit variance and zero mean.

2.2 Problem formulation

At source Si, i 2 K, message Wi is split into di submes-

sages, where di is the DoF for source i and D ¼
PK

i¼1 di is
the sum DoF. Submessage Wi;j; j 2 f1; . . .; dig is encoded

using a Gaussian codebook with codewords of length n

denoted as xi;j. Source Si sends symbol xi;j with the M � 1

beamforming vector vi;j. Then the transmit beamforming

matrix, transmitted data stream, and transmitted signal for

source i are as follows:

Vi ¼ ½vi;1; . . .; vi;di �; xi ¼ ½xi;1; . . .; xi;di �
T ; zi ¼

Xdi

j¼1

vi;jxi;j:

Now, one can write the received signal at relay j and

destination k as

yrj ¼
XK

i¼1

Hrs
ji zi þ nrj and ð1Þ

yk ¼
XK

i¼1

Hds
ki zi þ

XJ

j¼1

Hdr
kj z

r
j þ nk; ð2Þ

respectively. In this expression, zrj is the retransmitted

signal from relay j, nk is the noise vector at the destination

k, and nrj is the noise vector at the jth relay. The noise

vector components are independent random variables

which follow a Gaussian complex distribution with zero

mean and unit variance. Then, one can write the received

signal at destination k as follows:

yk ¼
XK

i¼1

Hds
ki zi þ

XJ

j¼1

Hdr
kjWj

XK

i¼1

Hrs
ji zi þ nrj

" #

þ nk

¼
XK

i¼1

Hds
ki þ

XJ

j¼1

Hdr
kjWjH

rs
j;i

" #

zi þ ntk

¼
XK

i¼1

UkiVixi þ ntk:

ð3Þ

In this expression, ntk is the equivalent noise at destination

k, Wj is the beamforming matrix at relay j, and Uki is the

equivalent channel matrix between source i and destination

k, i.e. sum of direct and relay links. Using a linear receive

beamforming matrix Rk at destination k, one can write the

received data vector at the destination k as:

x̂k ¼ Rkyk ¼
XK

i¼1

RkUkiVixi þ Rkn
t
k: ð4Þ

The DoF tuple (d1; . . .; dK) is feasible if the beamforming

matrices at users and relays can be designed such that the

following conditions are satisfied:
4 Practical motivations for instantaneous relays could be found in

[27].
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RkUkiVi ¼ 0; 8k 6¼ i ð5Þ

rankðRkUkkVkÞ¼ dk; 8k: ð6Þ

This system of equations aims at aligning all the received

interferences at destination k in an M � dk dimensional

subspace and tries to guarantee dk interference-free

dimensions for the desired data streams. Solvability of this

interference alignment system of equations, as well as the

achievable schemes, is investigated in this work.

3 Lower bound on the achievable DoF:
the proposed achievable schemes

In order to shed light into the DoF region of KICJR net-

works, in the following, we present two achievable

schemes. These achievable schemes provide lower bounds

on the achievable DoF in a KICJR network.

3.1 The RIA scheme

Interference alignment has been shown to be a promising

technique for interference management. In essence, this

scheme limits the number of dimensions which are occu-

pied by interfering streams [3]. By deploying instantaneous

relays between sources and destinations in an interference

channel, destination nodes receive multiple copies of the

desired and the interfering signals. Then, one can design

the beamforming matrices at the sources and the relays to

cancel out as much interfering streams as possible. Here,

we present an achievable scheme, called RIA, which ben-

efits from instantaneous relays for decreasing the occupied

dimensions by interfering streams at the destinations. In the

following, the RIA scheme is presented in three steps:

Restricting, Aligning, and Zero forcing.

3.1.1 First step: restricting dimension of received
interference from each source at each destination

Denote the DoF of user i by di. The received interference

from source i at destination k is expressed as UkiVi, in

which the rank of Vi is di to guarantee di DoF for user i.

Then, the maximum number of dimensions which can be

occupied by interfering streams at destination i is M � di.
In the first step of the RIA scheme, we decrease the

dimension of the received interference from source i at

destination k from di to M � dk, where i; k 2 K; i 6¼ k. To

this end, we need ½di þ dk �M�þ alignments for interfering

streams of source i at destination k, such that these di
streams span over M � dk dimensions, where

½x�þ ¼ maxðx; 0Þ.

3.1.2 Second step: aligning the restricted interferences
at each destination

Up to now, the available space at destination k has been

spanned by K � 1 interference subspaces, where each of

them has M � dk dimensions. As the maximum number of

dimensions which can be spanned by interference sub-

spaces at destination k is M � dk, these K � 1 interference

subspaces must be aligned to each other. Denote the

(M � dk)-dimensional subspace reserved for interference at

destination k by Wk. Then, the following must hold:

spanðUkiViÞ � Wk; i and k 2 K; i 6¼ k: ð7Þ

This alignment can be done by adapting the transmit

beamforming matrices at the sources, i.e. Vi, or by adapting

the beamforming matrices at the relays which construct the

equivalent channel, Uki.

3.1.3 Third step: zero forcing at destinations

Applying step 1 and 2, the dimension of the received

interference at destination k will become at most M � dk.
As each destination has been equipped with M antennas,

one can use zero-forcing beamforming at destination k to

extract dk desired streams from the M � dk interfering

streams.

One observes that the RIA scheme aims at converting

the relay-aided interference channel to a conventional

interference channel with low-rank, i.e. rank deficient,

cross channels. Using instantaneous relays, the RIA

scheme at first decreases the rank of the cross channels as

much as possible while keeping the rank of the direct

channels unchanged. Then, it applies a conventional

interference alignment scheme to the equivalent interfer-

ence channel.

3.2 The MSE-minimization scheme

In this section, we investigate an iterative algorithm for

designing beamforming matrices at source, relay, and

destination nodes such that the maximum degrees of free-

dom can be achieved. In this algorithm, the sum MSE of

users is considered as the objective function to be

minimized.

3.2.1 MSE-based beamforming algorithm

Using the definitions in Sect. 2, one can define the MSE at

destination k as presented at the top of the next page. Also,

as the messages from different users are independent from

each other and from the noises, one can simplify the

expression in (8) as follows:

Wireless Networks (2020) 26:1921–1936 1925
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MSEk ¼ E jjx̂k � xkjj2
n o

¼ E tr½ðx̂k � xkÞHðx̂k � xkÞ�
� �

¼ E tr
XK

i¼1
i 6¼k

RkUkiVixi þ Rkn
t
k þ ðRkUkkVk � IÞxk

2

4

3

5

H0

@

8
<

:

XK

i¼1
i6¼k

RkUkiVixi þ Rkn
t
k þ ðRkUkkVk � IÞxk

2

4

3

5

1

A

9
=

;

ð8Þ

MSEk ¼ tr

�

Rk

XK

i¼1

UkiViV
H
i U

H
ki

 !

RH
k þ I

� RkUkiVk � VH
k U

H
kkR

H
k þ Rkr

2RH
k

þ Rk

XJ

j¼1

Hdr
kjWjr

2
rW

H
j H

dr
kj

H

 !

RH
k

�

;

ð9Þ

where

E xixi
H

� �
¼ I;E ntiðntiÞ

H
n o

¼ r2;E nri nrj

� �H
� 	

¼ r2r :

By minimizing the MSEk; 8k, one may find the optimal set

of beamforming matrices, but solving this problem is very

hard, if not impossible. We use the sum MSE at the des-

tinations as the objective function to be minimized and

develop the optimization problem as follows:

min
fVkgfRkgfWjg

8k;j

PK

k¼1

MSEk;

s:t: : trðVkV
H
k Þ�Pk

T ; trðWjW
H
j Þ�P

j
R:

ð10Þ

in which, Pk
R and P

j
R are the power constraint at source k and

relay j respectively. One can see that sum-MSE minimiza-

tion over each set of beamforming matrices at the sources,

relays, and destinations is convex, but it is not jointly con-

vex. Then, an iterative algorithm for beamforming design is

developed to minimize the sum MSE of the users. The pro-

cedure of this algorithm is as follows: (1) choose two sets of

beamforming matrices as constants (e.g. beamforming

matrices at the sources and the destinations); (2) derive the

optimal filters for the third set (e.g. beamforming matrices at

the relays); and (3) update the two constant sets. Then, we

repeat this algorithm for the other combinations of beam-

formingmatrices. One can write the Lagrangian function for

the optimization problem in (10) as follows:

LðVk;Rk;Wj;kk;cjÞ¼
XK

k¼1

MSEkþ
XK

k¼1

kk trðVH
k VkÞ�Pk

T


 �

þ
XJ

j¼1

cj trðWH
j WjÞ�P

j
R

h i
;

where kk and cj are Lagrange multipliers for satisfying the

power constraint at source k and relay j. Using the K.K.T.5

conditions, the optimal transmit beamforming matrix (the

other two set of beamforming matrices are treated as

constants) is written as follows:

Vk ¼
XK

i¼1

UH
ikR

H
k RkUik þ kkI

 !�1

UH
kkR

H
k : ð11Þ

By considering beamforming matrices at sources and

relays as constants, one can optimize the beamforming at

the destinations as

Rk ¼ VH
k U

H
kk

�XK

i¼1

UkiViV
H
i U

H
ki þ r2I

þ
XJ

j¼1

Hdr
kjWjr

2
rW

H
j H

drH

kj

��1

:

ð12Þ

Finally the beamforming matrices at the relays are opti-

mized as follows:

oL

oWl

¼
XK

k¼1

�XK

i¼1

�

HdrH

kl RH
k RkH

ds
kiViVi

HHrsH

li

þ
XJ

j¼1

HdrH

kl RH
k RkH

dr
kjWjH

rs
jiViV

H
i H

rsH

li



� HdrH

kl RH
k V

H
k H

H
lk þHdrH

kl RH
k RkH

dr
klWlr

2
r

�

þ clWl ¼ 0:

ð13Þ

In Table 1, the iterative algorithm for the MSE-based

beamforming is presented.

3.2.2 Convergence of MSE-based beamforming design

The presented iterative algorithm is guaranteed to con-

verge, because the iterative process between the beam-

forming matrices is a monotonically decreasing function of

the sum-MSE. As the sum-MSE is lower bounded at least

by zero, this iterative algorithm always converges. How-

ever, the convergence to the global minimum is not guar-

anteed because the sum-MSE objective function is jointly

non-convex over the beamforminng matrices at the sour-

ces, relays, and destinations. In numerical results, it is

shown that the MSE-based beamforming provides a tight

lower bound on the maximum achievable DoF in a KICJR

network.

5 Karush–Kuhn–Tucker.
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4 Upper bound on the achievable DoF:
a rank deficiency analysis

In this section, upper bounds on the maximum achievable

DoF in the K-user interference channel aided by J instan-

taneous relays are presented. These bounds are derived by

investigating the solvability of the interference alignment

system of equations in (5), (6). In the sequel, we present the

prerequisites that will be used in the subsequent sections.

Lemma 1 Denote by Uki the equivalent channel between

source i and destination k, where i; k 2 K; i 6¼ k. Then

rki,½dk þ di �M�þ singular values of Uki are zero, where

di is the DoF for user i.

Proof For guaranteeing dk interference-free dimensions at

destination k, the interference space from source i at des-

tination k, UkiVi, must span up to M � dk dimensions. As

the rank of the transmit beamforming matrix at source i is

di, the rank of Uki must not exceed

M � di � ðM � dkÞð Þ ¼ 2M � di � dk. Then, ½di þ dk �
M�þ singular values of the equivalent channel matrix

between source i and destination k have to be zero. h

Lemma 2 Denote by C an m� n matrix where its ele-

ments are drawn randomly from a continuous probability

distribution and its rank is minðm; nÞ with probability one.

To reduce the rank of C from minðm; nÞ to d, at least

ðm� dÞðn� dÞ elements of C are to be designed.

Proof Denote by ci the ith row of C. Then one can derive

the necessary conditions for C to have rank d, as follows:

ci ¼
Pd

j¼1

kj;icm�jþ1; i 2 f1; . . .;m� dg; ð14Þ

in which kj;i is a free variable. Using Remark 1, the

properness of the polynomial system of equations in (14) is

necessary for the solvability of (14). As each of the m� d

equation sets in (14) has n equations (because each row of

C consists of n elements), the total number of equations is

nðm� dÞ. Also, by counting the ki;js in (14), one can see

that the total number of free variables is dðm� dÞ. Then for
solvability of (14), at least ðn� dÞðm� dÞ elements of C

are subject to change for rank reduction. h

4.1 Necessary conditions on a DoF tuple to be
feasible

A system of polynomial equations which is improper

(overdetermined) may have solutions if some equations are

interconnected. In our system, the elements of channel

matrices are drawn from a continuous probability distri-

bution, and hence, such a situation rarely occurs. Then, we

proceed our analysis on solvability of equation system in

(5)-(6) for a given DoF tuple by assuming improperness

implies infeasibility, and hence, investigate properness of

the equation system. Later in Sect. 6, we will examine

tightness of this assumption by comparing it against the

lower-bound from the proposed achievable scheme. In the

following, we develop the necessary conditions which must

be satisfied by any feasible DoF tuple in a KICJR, by

analyzing properness of the equation system in (5), (6).

4.1.1 The first necessary condition

The first necessary condition comes from the limited

number of dimensions at each user, as follows:

dk �M for k 2 K: ð15Þ

4.1.2 The second necessary condition

Using Lemma 1, all interferences at destination k must be

encapsulated in a subspace with M � dk dimensions. The

total number of received signals at destination k is D, where
D� dk of them are interfering signals. The interfering

streams can be shown in an M-by-ð
P

i2K;i 6¼k dkÞ matrix as

follows:

Table 1 Iterative algorithm for the MSE-based beamforming

1) Randomly initialize beamforming matrices at sources fVkgKk¼1 and relays fWjgJj¼1.

2) Design receive beamforming matrices at destinations fRkgKk¼1 using (12), and update beamforming matrices at sources fVkgKk¼1 and relays

fWjgJj¼1, using (11) and (13), respectively.

3) Design transmit beamforming matrices at sources fVkgKk¼1 using (11), and update beamforming matrices at the relays fWjgJj¼1 and

destinations fRkgKk¼1, using (13) and (12), respectively.

4) Design beamforming matrices at relays fWjgJj¼1 using (13), and update beamforming matrices at sources fVkgKk¼1 and destinations

fRkgKk¼1, using (11) and (12), respectively.

5) Repeat steps 2–4 up to the convergence or predetermined number of iterations.
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Xk ¼ Uk1V1; . . .;Ukðk�1ÞVk�1;Ukðkþ1ÞVkþ1;� � � ;UkKVK


 �
:

Then, the rank of Xk must be less than or equal to M � dk.
Using lemma 2, for decreasing the rank of Xk to M � dk,
one needs at least

ðD� dk �M þ dkÞðM �M þ dkÞ ¼ ðD�MÞdk

free variables. Then for all destinations together, ðD�MÞD
free variables are required. Now we count the number of

free variables in the beamforming matrices at the sources

and the relays, to check the properness of the rank reduc-

tion problem. The transmit beamforming matrix at source i,

Vi, is anM � di matrix and its rank is di. Then, d
2
i elements

of Vi are used for satisfying the rank constraint, and hence,

there are diðM � diÞ free variables at Vi. Considering the

transmit beamforming matrices at all sources, there are
PK

i¼1 diðM � diÞ free variables at the sources. Also, there

are at most JM2 free variables at the relays. Then, the

following condition must be held for properness of rank

reduction in Xk:

XK

k¼1

dkðM � dkÞ þ JM2 � D�Mð ÞD: ð16Þ

4.1.3 The third necessary condition

As mentioned in the above, the rank of Xk must be less

than or equal to M � dk. Then the rank of UkiVi has to be

less than or equal to M � dk, where i; k 2 K; i 6¼ k. Fur-

thermore, as the transmit beamforming matrix at source k is

of full rank, the channel matrix Uki must be rank deficient,

and this can happen by using appropriate beamforming

design at the relays. Using lemma 2, for Uki to have rki ¼
dk þ di �M½ �þ zero singular values, we need at least r2ki
free variables at the relays. By considering all cross

channels, Uki; i 6¼ k; one can write the third necessary

condition on feasible DoF tuples as follows:

XK

k¼1

XK

i¼1;i6¼k

r2ki � JM2: ð17Þ

4.1.4 The fourth necessary condition

Here, we present a strong necessary condition for the fea-

sibility of a DoF tuple in the KIC1R, and verify its

necessity. In other words, this necessary condition does not

come just from the properness analysis of the equation

system.

Proposition 1 Denote by A and B two M �M full rank

matrices. A necessary condition on the existence of matrix

W which satisfies

rankðAþWÞ ¼ M � rA

andrankðBþWÞ ¼ M � rB;
ð18Þ

is described as rA þ rB �M.

Proof Consider the following system of equations:

AþW ¼ FT
1F2 ð19Þ

and BþW ¼ GT
1G2; ð20Þ

where F1 and F2 have M � rA rows and M columns; G1

and G2 have M � rB rows and M columns. The elements of

these four matrices and W are to be designed such that the

equations in (46), (47) could be satisfied. Also, the rank of

Fi and Gi matrices must be M � rA and M � rB, respec-

tively for i ¼ 1; 2. One can write the difference of (47) and

(46) as follows:

A� B ¼ FT
1F2 �GT

1G2: ð21Þ

As A and B are full rank matrices, their difference is full

rank with probability one. Then, for consistency of (46),

(47), the right hand of (48) must be of full rank. But as the

ranks of FT
1F2 and GT

1G2 are M � rA and M � rB, respec-

tively, the rank of their sum is less than or equal to

minð2M � rA � rB;MÞ. Hence, one can derive the neces-

sary condition on the solvability of (46), (47) as follows:

2M � rA � rB �M �! rA þ rB �M; ð22Þ

and the proof is completed. h

Now, in a KIC1R network, for the channel matrices Uki

and Uik to have rki and rik zero singular values, the fol-

lowing equations should be held:

Uki ¼ Hds
ki þHdr

k1W1H
rs
1i ¼ FTG ð23Þ

and Uik ¼ Hds
ik þHdr

i1W1H
rs
1k ¼ YTZ; ð24Þ

in which W1 is the beamforming matrix at the relay, and

the channel matrices are M �M dimensional. The matrices

F and G have M � rki rows and M columns, and the

matrices Y and Z have M � rik rows and M columns,

respectively. We design matrices W1, F, G, Y, and Z such

that the system of equations in (50), (51) is satisfied, and

the four latter matrices become full rank. As the elements

of the channel matrices are drawn from continuous prob-

ability distributions, the channel matrices are full rank with

probability one, and they are invertible. Then it is

straightforward to rewrite (50), (51) as follows:

CþW1 ¼ YT
1Y2;DþW1 ¼ ZT

1Z2; ð25Þ

in which
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YT
1Y2 ¼ Hdr

k1

�1
FTGHrs

1i
�1; ð26Þ

ZT
1Z2 ¼ Hdr

i1

�1
YTZHrs

1k
�1; ð27Þ

C ¼ Hdr
k1

�1
Hds

kiH
rs
1i
�1;D ¼ Hdr

i1

�1
Hds

ikH
rs
1k

�1: ð28Þ

Using the condition in (49) for solvability of (25), we

conclude that rki þ rik �M must hold, which means:

rki þ rik ¼ 2ðdi þ dj �MÞ�M �!
di þ dk � 1:5M for i 6¼ k; i; k 2 K

ð29Þ

Now, we can summarize all investigated necessary condi-

tions on feasible DoF tuples as follows:

Proposition 2 The ðd1; . . .; dkÞ DoF tuple is feasible in the

KICJR if it satisfies the following conditions:

a : 2MDþ JM2 �D2 þ
XK

k¼1

d2k ; ð30Þ

b :
XK

k¼1

XK

i¼1;i 6¼k

ð½di þ dj �M�þÞ2 � JM2; ð31Þ

c : dk �M; ð32Þ

d : di þ dk �
3M

2
8i; k; i 6¼ k ifJ ¼ 1: ð33Þ

4.2 Using upper bounds for DoF performance
evaluation

One can leverage the derived necessary conditions in (30)–

(33) to analyze the DoF performance of different interfer-

ence networks. In the following, we analyze the maximum

achievable DoF in 2IC1R, KIC0R, and KICK(K-1)R

networks.

Proposition 3 The maximum achievable degrees of free-

dom in a 2IC1R network is 1:5Mb c:

Proof Based on the necessary condition in (33), the fol-

lowing bound is held in a 2IC1R network: d1 þ d2 ¼
D� 1:5Mb c: Also, in [22] it has been shown that 1:5Mb c
degrees of freedom are achievable in a 2IC1R network

using the AIN scheme. Then, the maximum achievable

DoF in this network is 1:5Mb c. h

As the DoF performance of a K-user interference

channel is known from [7], one can use the derived bounds

for the KICJR in (30)–(33) for the case in which J ¼ 0, and

compare the results for cross validation, as follows.

Proposition 4 For the ðd1; . . .; dKÞ DoF tuple to be fea-

sible in a KIC0R, the following conditions must be met:

a : dk �M for k 2 f1; . . .;Kg; ð34Þ

b :
XK

k¼1

dkðM � dkÞ þ � D�Mð ÞD; ð35Þ

c : di þ dj �M 8i; k 2 1; . . .;K; i 6¼ k: ð36Þ

Proof Here, we prove that the results in (34)–(36) are

consistent with the results of [7]. The condition in (34)

comes from the limited number of antennas at each node,

and is the same as (4) in [7]. The equation in (35) is the

extension of (30) when there is no instantaneous relays, and

counts the number of equations and unknowns as follows:

XK

k¼1

dkðM � dkÞ þMD�D2: ð37Þ

By subtracting
PK

k¼1 d
2
k from both sides of (37), we have:

XK

k¼1

dkðM � dkÞ þ
XK

k¼1

dkðM � dkÞ�
XK

k¼1

XK

i¼1;i 6¼k

dkdi;

which is in accordance with (6) in [7]. Also, in lemma 1, it

has been shown that the equivalent channel matrix Uki

between source i and destination k, must have

di þ dk �M½ �þ zero singular values. The beamforming

matrices at the relays make the cross channels rank defi-

cient and provide zero singular values. In a KIC0R net-

work, as there is no instantaneous relays, the number of

zero singular values must be zero. Then, the following

condition must be held: di þ dj �M. This conditions is in

accordance with (5) in [7], and the proof is completed. h

In the following, we investigate the required number of

instantaneous relays for achieving the full DoF of the K-

user interference channel.

Proposition 5 Consider the K-user IC. Using KðK � 1Þ
instantaneous relays, KM degrees of freedom are

achievable.

Proof As there are K � ðK � 1Þ interfering channels in a

K-user interference channel, the relays must provide M

zero singular values at each cross channel matrix. The

channel matrices are M-by-M and the only rank zero M-by-

M matrix is the all-zero matrix. Then, KðK � 1Þ linear

system of equations must satisfied, where in each of them,

there are M2 zero forcing equations. The system of equa-

tions for removing the interfering channel between source i

and destination k could be written as

Hds
ki þ

Xf

j¼1

Hdr
kjWjH

rs
ji ¼ 0½ �M�M; ð38Þ

in which, f ¼ KðK�1Þ. Using the Kronecker product, one

can rewrite (38) as:
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Hrs
1i
T 	Hdr

k1;H
rs
2i
T 	Hdr

k2; . . .;H
rs
fi
T 	Hdr

kf

h i
w1

..

.

wf

2

6
6
4

3

7
7
5

¼ vecð�Hds
ki Þ;

ð39Þ

where wk ¼ vecðWkÞ and vecðAÞ is the column vector

built from the columns of A. Now, we can reshape the

K � ðK�1Þ systems of equations, required for removing all

the interfering channels, in a matrix form, and rewrite the

overall problem as shown on top of the next page, in which

hxyki ¼ vecðHxy
ki Þ. As the channel matrices are full rank with

probability one, and the rank of the Kronecker product of

two matrices is equal to the product of their ranks, the

coefficient matrix in (40) is of full rank, and the system of

equations in (40) has a unique solution. This unique solu-

tion gives the beamforming matrices at the relays for

removing interfering channels between undesired users,

and achieves KM degrees of freedom. h

In Sect. 6, we will investigate the DoF performance of

the proposed RIA scheme, and will show that the achieved

DoF performance by this scheme well matches the derived

upper bounds in this section.

Hrs
12

T 	Hdr
11; Hrs

22
T 	Hdr

12; � � � ; Hrs
f2
T 	Hdr

1f

..

.

Hrs
1ðK�1Þ

T 	Hdr
K1; Hrs

2ðK�1Þ
T 	Hdr

K2; . . .; Hrs
f ðK�1Þ

T 	Hdr
Kf

2

6
6
6
4

3

7
7
7
5

�

w1

..

.

wf

2

6
6
4

3

7
7
5 ¼

�hds12

..

.

�hdsKðK�1Þ

2

6
6
4

3

7
7
5

ð40Þ

5 Physical layer security using
instantaneous relays

In this section, we investigate the impact of instantaneous

relays in providing physical layer security, i.e. achieving

secure DoF in interference networks. Towards this end, we

investigate lower and upper bounds on the achievable

SDoF in presence and lack of instantaneous relays, and

compare them later in Sect. 6.

5.1 Lower bound on the achievable SDoF:
the TNS scheme

Here, we investigate the proposed SDoF achieving

scheme for the KICJR network. Based on the strong

security constraint, described in the previous section, the

transmitted signals to all unintended destinations should be

removed on the air. This scheme, called TNS, is presented

in the following two steps.

5.1.1 Step 1: blocking one unintended destination
by transmitting data in the artificial null space
of the respective cross channel

In this step, we neutralize the interference from source i,

8i 2 K, at one unintended destination, l 2 K; l 6¼ i. With-

out loss of generality, let us assume l ¼ iþ 1 for i 2 K n K;
and l ¼ 1 for i ¼ K. We design r2li elements of the transmit

filters at relays such that the null space of Uli becomes di
dimensional. In other words, we design the equivalent cross

channel Uli such that it has rki rank deficiencies.6 This

problem could be expressed as follows,

Hds
ki þ

XJ

j¼1

Hdr
kjWjH

rs
ji ¼ YT

kiZki; ð41Þ

in which, Yki and Zki have M � rki rows and M columns,

and the equality is achieved by designing Yki, Zki, and Wj

matrices. Then, the transmit filter at source i is designed to

be in the null space of the respective cross channel, i.e. Uli,

8i 2 K. This guarantees that the confidential message of

source i will not be received at destination l, and hence, the

strong notion of secrecy is satisfied [28]. Up to now, the

interference from each source has been removed in one

unintended destination. For the 2-user interference channel,

the proposed achievable scheme is terminated in the step

because there is only one potential eavesdropper in the

network. For K� 3, we have the following step as well.

5.1.2 Step 2: blocking the K -- 2 remaining unintended
destinations by making the respective cross channels
rank deficient

In this step, the interferences from source i; 8i 2 K at

destination k; k 2 K n fi; lg are removed. As the transmit

filter at source i has been already designed, we leverage the

processing filters of relays to design the null space of cross

channel Uki; k 2 K; k 6¼ i; k 6¼ l, according to the previ-

ously designed transmit filter of user i, i.e. Vi. Then, in

destination k, only signals from source k will arrive, and the

confidential messages of other sources will be removed on

the air, before arriving at the kth destination.

This achievable scheme provides a lower bound on the

achievable SDoF in K-user interference channels aided by

instantaneous relays. In Sect. 6, we evaluate performance

of this achievable scheme, and compare it against the upper

bounds derived in the next section.

6 Denote by A an m� n matrix. Matrix A has rA rank deficiencies if

its rank is minðm; nÞ � rA.
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5.2 Upper bound on the achievable SDoF:
the rank deficiency analysis

In this subsection, we aim at investigating achievability of

a SDoF tuple of type ðd1; . . .; dKÞ, where
P

i di ¼ D. We

further assume here that the ith source, relay, and desti-

nation have been equipped with Msi , Mri , and Mdi antennas,

respectively. Finding bounds on the achievable D in a

KICJR network is equivalent to investigating solvability of

the following equation system:

UkiVi ¼ ½0�Mdk
�di

; 8i; k 2 K; i 6¼ k: ð42Þ

A system of polynomial equations which is improper

(overdetermined) may have solutions if some equations are

interconnected. In our system, the elements of channel

matrices are drawn from a continuous probability distri-

bution, and hence, such a situation rarely occurs. Then, we

proceed the analysis by assuming improperness implies

infeasibility, and hence, investigate properness of the

equation system. Later in Sect. 6, we will examine tight-

ness of this assumption by comparing it against the lower-

bound from the proposed achievable scheme.

5.2.1 Deriving necessary conditions for solvability of Eq. 2

5.2.2 The first necessary condition

Recall the security-preserving equation system for the K-

user interference channel in (42). In order to check

properness of this equation system, we count the number of

equations and unknowns in this equation system. From the

right-hand side of (42), one observes that Mdk � di equa-
tions should be satisfied. Also, there are M2

rj
free variables

at jth relay (i.e. all of its elements), and diðMsi � diÞ free

variables at the ith source.7 Then the necessary condition

on properness of (42) will be as:

XK

k¼1

dkðMsk � dkÞ þ
XJ

j¼1

M2
rj
�
XK

k¼1

XK

i¼1;i6¼k

Mdkdi: ð43Þ

In the first necessary condition, we counted the overall

numbers of constraints and free variables in the transmit

filters of sources and processing filters of relays in order to

determine the proneness of the equation system in (42).

However, some of the constraints could be only satisfied by

leveraging free variables at instantaneous relays. Then,

summing up the free variables at sources and relays could

result in a loose upper bound. The second and third nec-

essary conditions, which are presented in the sequel, focus

on the required rank deficiency constraint in equivalent

cross channels (i.e. Uki; i 6¼ k). This constraint could be

only satisfied by the free variables at processing filters of

relays, which are part of the equivalent channel. Before

going into the details of these necessary conditions, we first

extend lemma 1 to the asymmetric case in which, source,

relay, and destination nodes have been equipped with dif-

ferent number of antennas.

Lemma 3 Denote by Uki the equivalent channel between

source i and destination k in a KICJR, where

i; k 2 K; i 6¼ k. In order to provide di SDoF for user i, Uki

should have rki,½di � ½Msi �Mdk �
þ�þ rank deficiencies,

where ½x�þ ¼ maxðx; 0Þ.

Proof For guaranteeing di SDoF in source i, the inter-

ferences from source i at destination k,

UkiVi; 8k 2 K; k 6¼ i, should be removed. As the rank of

transmit filter at source i is di, then the null space of Uki

matrix should be at least di dimensional. As the null space

of a randomly generated matrix is ½Msi �Mdi �
þ
-dimen-

sional (with probability one), then Uki should have rki ¼
½di � ½Msi �Mdk �

þ�þ rank deficiencies. h

5.2.3 The second necessary condition

Using Lemma 1, the processing filters of relays are to be

designed such that the equivalent cross channel matrices,

i.e. Uki, i; k 2 K, i 6¼ k, have rki rank deficiencies. Now, we

count the number of constraints and free variables in order

to find the necessary condition on the achievability of such

rank deficiencies. In order to count the number of con-

straints, we present the following useful lemma. Using

lemma 2, decreasing the rank of Uki to rki requires r
2
ki free

variables in processing filters of relays. As there are M2
rj

free variables in the jth relay, one can drive the second

condition on achievability of SDoF as

XK

k¼1

XK

i¼1;i6¼k

ðMdk � mþ rkiÞðMsi � mþ rkiÞ�
XJ

j¼1

M2
rj
;

ð44Þ

where m ¼ minðMsi ;MdkÞ.

5.2.4 The third necessary condition

The third necessary condition is presented only for the

symmetric case, i.e. when all nodes have been equipped

with M antennas. By applying the lemma 3 to the KICJR

with M antennas at each node, one can write the third

necessary condition on the achievability of SDoF as

follows:

di þ dk �M 8i; k; i 6¼ k: ð45Þ7 The transmit filter of the ith source should have a rank of di, and
hence, d2i elements of transmit filter of source i are not free variables.
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In the following, we aim at proving that (45) must be held

for any feasible SDoF, i.e. it is not just com from

properness analysis of (42). Towards this end, we first need

some preliminaries,a s presented in the sequel.

Proposition 6 Denote by A and B two full-rank square

matrices with M rows and columns. A necessary condition

for existence of a square matrix like W with M rows and

columns such that AþW and BþW have rA and rB rank

deficiencies, is rA þ rB �M.

Proof consider the following equation system:

AþW ¼ FT
1F2; ð46Þ

BþW ¼ GT
1G2; ð47Þ

where F1 and F2 have M � rA rows and M columns; G1

and G2 have M � rB rows and M columns. The elements of

these four matrices and W should be designed such that the

equations in (46), (47) are satisfied. By subtracting (47)

from (46), one has

A� B ¼ FT
1F2 �GT

1G2: ð48Þ

As A and B are full rank matrices, their subtraction will be

of full rank with probability one. Then for consistency of

(46), (47), the right-hand side of (48) should be a full rank

matrix. But as the ranks of FT
1F2 and GT

1G2 are M � rA and

M � rB, respectively, the rank of their sum will be less than

equal to minð2M � rA � rB;MÞ. Hence, one can write the

necessary condition on solvability of (46), (47) as follows,

2M � rA � rB �M �! rA þ rB �M; ð49Þ

and the proof is completed. h

Now, for Uki and Uik to have rki and rik rank deficien-

cies, the following equations should be satisfied:

Uki ¼ Hds
ki þHdr

k1W1H
rs
1i ¼ FTG; ð50Þ

Uik ¼ Hds
ik þHdr

i1W1H
rs
1k ¼ YTZ; ð51Þ

in which W1 is the processing matrix at relay, and the

channel matrices have M rows and columns. The F and G

matrices have M � rki rows and M columns, and Y and Z

matrices have M � rik rows and M columns. We need to

design W1, F, G, Y, and Z matrices such that the equations

in (50), (51) are satisfied. As the elements of channel

matrices are drawn from a continuous probability distri-

bution, these matrices are of full rank with probability one,

and hence, they will be invertible. By multiplying the

invert of channel matrices between relay and sources to the

both sides of (50), (51), one can rewrite them as follows:

Hdr
k1

�1
Hds

kiH
rs
1i
�1 þW1 ¼ Hdr

k1

�1
FTGHrs

1i
�1; ð52Þ

Hdr
i1

�1
Hds

ikH
rs
1k

�1 þW1 ¼ Hdr
i1

�1
YTZHrs

1k
�1: ð53Þ

The Hdr
k1

�1
Hds

kiH
rs
1i
�1 and Hdr

i1

�1
Hds

ikH
rs
1k

�1 matrices have M

rows and columns, and they will be of full rank with

probability one. Also, Hdr
k1

�1
FTGHrs

1i
�1 and

Hdr
i1

�1
YTZHrs

1k
�1 matrices will have M � rki and M � rik

ranks, respectively. Then, one can rewrite the (52), (53) as

follows:

CþW1 ¼ YT
1Y2; DþW1 ¼ ZT

1Z2; ð54Þ

in which,

YT
1Y2 ¼ Hdr

k1

�1
FTGHrs

1i
�1; ð55Þ

ZT
1Z2 ¼ Hdr

i1

�1
YTZHrs

1k
�1; ð56Þ

C ¼ Hdr
k1

�1
Hds

kiH
rs
1i
�1; ð57Þ

D ¼ Hdr
i1

�1
Hds

ikH
rs
1k

�1: ð58Þ

The dimensions of Y1 and Y2 are the same as F and G, and

the dimensions of Z1 and Z2 are the same as Y and Z. For

solvability of (54), one can leverage the results of propo-

sition 1 and conclude that the rki þ rik �M should be hold.

We rewrite this necessary condition as follows

rki þ rik �M �! di þ dk �M 8i; k; i 6¼ k; ð59Þ

and the poof is completed.

5.2.5 The fourth necessary condition

Finally, the limited number of spatial dimensions at each

node must be considered. Then, one can derive the fourth

necessary condition on feasibility of SDoF as follows:

dk � minðMsk ;MdkÞ; 8k 2 f1; . . .;Kg: ð60Þ

5.2.6 Utilizing the derived bounds for investigating SDoF
performance of wireless networks

The provided necessary conditions in this work could be

used in evaluating SDoF performance of different ICs. In

the following, we present some results on the K-user IC and

the wiretap channel aided by instantaneous relay(s).

Proposition 7 Consider the K-user interference channel,

where each node is equipped with M antennas. For

achieving KM SDoF, K(K-1) instantaneous relays are

needed.

Proof In Proposition 7, we have proved that using K(K-1)

instantaneous relays the cross channels could be blocked,

and hence, KM DoF could be achieved. This on the other
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hand means that the unintended receivers will not receive

confidential messages, and hence, SDoF=DoF=KM. h

Finally, we consider the point to point data transmission

with one eavesdropper, and aided by one instantaneous

relay, as depicted in Fig. 3. We further assume that each

node has been equipped with M antennas. In the following,

we show that using linear transmit/receive filters, M SDoF

for this system are achievable. Towards this end, we need

to remove the transmitter-eavesdropper channel, and

hence, we need to solve the following equation system as

Hes
11 þHer

11W1H
rs
11 ¼ ½0�M�M where e denotes the eaves-

dropper. One can rearrange this equation as Her
11 	

Hrs
11vecðW1Þ ¼ �Hes

11: As the elements of channel matrix

are drawn from a continues probability distribution, the

channel matrix will be of full rank with probability one,

and hence, the equation system has a unique solution.

Then, by solving this equation system, we can derive the

relay’s processing filter. One must note that full CSI at the

relay and no CSI at the transmitter side are required.

6 Performance evaluation

6.1 The DoF performance

In this section, the lower bound on the DoF performance of

the KICJR network using the RIA scheme, and the upper

bound on the DoF performance using the analysis on the

properness of the interference alignment equations are

evaluated. For the benchmark, we also present simulation

results from MSE-based beamforming design, and analyt-

ical results from analysis of the AIN scheme [22], the pure

IA scheme [7], and the time division multiple access

(TDMA) scheme (in a KIC0R setting). The simulator has

been built in Matlab,8 and includes a fully-connected

homogeneous K-user interference channel, where data

transmissions experience Rayleigh fading9 and a distance-

dependent path-loss, with a path-loss exponent of 2. In the

legend of following figures, the suffix u denotes the upper

bound on the maximum achievable DoF in the KICJR,

which have been derived from analysis of (30)–(33). For a

3IC1R network, one observes in Fig. 4 that the lower

bounds from the MSE-based beamforming and the RIA

scheme well match the derived DoF upper bounds. For a

3IC2R network, we observe that the lower bounds from the

RIA scheme and the MSE-based beamforming are in close

match with the DoF upper bounds, but there is a gap

between them, especially when the number of antennas at

each node becomes higher than 5. This gap is due to the

fact that in this work we have found 4 necessary conditions

on solvability of the IA system of equations, while there

might also exist other necessary conditions, which have not

been discovered here. Then, this gap represents a future

direction of research for DoF analysis of interference

channels. In both cases, the proposed RIA scheme signifi-

cantly outperforms the AIN scheme. This gap is mainly due

to the fact that the proposed RIA scheme gets the most

benefit of instantaneous relays for making the cross chan-

nels rank deficient instead of just using them for aligning

the interferences. The DoF performances of the 2IC1R and

2IC2R networks have been presented in Fig. 5. One can see

that the DoF performances of the RIA, MSE, and AIN

schemes in a 2IC1R network are the same and match the

upper bounds on the DoF performance. Also, the achieved

DoF are in accordance with the proposition 3 in this work,

i.e. the maximum achievable DoF in 2IC1R is 3M=2b c. For
a 2IC2R network, one can see that the DoF performances

from the RIA and the MSE schemes are the same and

Fig. 3 An illustrative example of the interference channel with

security requirement (2IC1R with confidential messages)
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Fig. 4 DoF performance of a 3ICJR network

8 The codes are available online in the supporting repository of the

paper: www.github.com/AminAzari/DoF-Simulator.
9 By the homogeneous model, we mean that the communications

parameters like transmit power are the same across nodes, and hence,

are canceled out in DoF performance analysis in high SNR regime.
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match quite well the DoF upper bounds, while the DoF

performance of the AIN scheme is worse than the maxi-

mum achievable DoF in this network. Also, the DoF per-

formance in a 2IC2R network is in accordance with the

proposition 7, i.e. the maximum achievable DoF in the

2-user interference channel are achieved using two

instantaneous relays. One must note that while the achieved

DoF in the interference channel using IA techniques,

including our proposed instantaneous relay-aided IA, is

high, in practical scenarios with uncontrolled out of clus-

ter10 interference, the performance will be highly affected.

The level of degradation, and respective compensating

schemes are out of the scope of this paper, and the inter-

ested reader may refer to [5] for more information.

6.2 The SDoF performance

In this subsection, the SDoF performance of the proposed

achievable scheme is compared against the derived upper

bounds in Sect. 5.2. Figure 6 shows the upper and lower

bounds on the sum SDoF performance for the 2-user

interference channel by changing the number of antennas at

each node. The 2ICJR-l curves (for J ¼ 1; 2) represent the

lower bounds, and have been derived by applying the

proposed achievable scheme to the system. The 2ICJR-u

curves (for J=1,2) represent the upper bounds, and have

been derived by considering the necessary conditions in

Sect. 5.2. For the benchmark, the SDoF results of artificial

noise alignment (ANA) [29] and interference alignment for

secrecy (IAS) have been presented [16]. One observes that

instantaneous relays can significantly increase the SDoF.

Figure 7 shows the upper bounds on SDoF performance of

KICJR, for different numbers of instantaneous relays by

changing the number of users, i.e. K. In this figure, the

KICJR-labeled curves, for different values of J, have been

generated using the necessary conditions derived in

Sect. 5.2. Also, the SDoF performance of the K-user

interference channel, derived from [17], has also been

depicted in this figure, denoted by IAS. One observes that

using an appropriate number of instantaneous relays in the

K-user interference channel, the full SDoF, i.e. KM, could

be achieved. It is also interesting to see that for each J

value, i.e. number of relays, there is a respective K-user IC

in which, the highest sum SDoF is achieved. More

investigation of the simulation results and analysis of the K

which maximizes the achieved SDoF in an interference

network are left for the future works.

7 Conclusions

The DoF performance of the K-user interference channel

with J instantaneous relays has been investigated in this

work. Previously, it has been shown that one instantaneous

relay can increase the DoF of a 2-user interference channel
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by fifty percent using the AIN scheme. In this work,

restricted interference alignment for the KICJR network

has been proposed. In this scheme, the interferences from

each source are restricted at each destination, and the

received restricted interferences at each destination are

aligned. We have further presented upper bounds on the

DoF performance of the KICJR network by investigating

properness of the interference alignment’s system of

equations. Numerical and simulation results have con-

firmed the superior performance of the proposed RIA

scheme in comparison with the state-of-the-art achievable

schemes. We have further shown that the achieved DoF

using RIA is close to the derived upper bounds from the

properness of the interference alignment equations and the

DoF performance of the MSE-based beamforming design.

Furthermore, in order to enable physical layer security, we

have presented an SDoF achieving scheme for K-user

interference channel with confidential messages by lever-

aging instantaneous relaying for maching cross channels

rank deficient. The achieved SDoF is secure against any

cooperation among eavesdroppers. By investigating the

necessary conditions for achieving the required rank defi-

ciency in the cross channels, the SDoF performance of this

K-user interference channel has been investigated. The

performance evaluation results have confirmed that

instantaneous relaying can significantly increase the SDoF

performance of the system. The proposed analytical

framework sheds light into the DoF region of the general

KIC network aided by instantaneous relays, which is

missing in literature, and could be of interest in other

research areas, e.g. the rank deficiency results are of

interest in beamforming design for millimeter wave

communications.
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