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Abstract
Drinking water insecurity in small and rural, remote, or otherwise marginalized commu-
nities in Canada is pervasive and complex with multiple dimensions and impacts. These 
communities face challenges such as variable source water quality, lack of resources, inap-
propriate treatment technologies, lack of access to training, difficulties retaining qualified 
personnel, and ineffective governance structures. Currently, there is a gap in the academic 
literature with respect to drinking water security assessment frameworks or tools for small 
and rural, remote, or otherwise marginalized communities, particularly in high income 
countries. Thus, the objective of this study is to introduce a framework for assessing drink-
ing water security, from headwater to consumer, in the context of small and rural, remote, 
or otherwise marginalized communities.
An indicator-based framework has been developed to evaluate drinking water security, pri-
oritize actions and investments, and support decision-making. The framework builds on 
expert knowledge and a critical review of security, sustainability, and performance indices 
of water supply and treatment processes obtained from the literature. The framework is 
organised into four dimensions of drinking water security from headwaters to consumer: 
upstream watershed security; source water security; community needs and engagement; 
and treatment and distribution infrastructure. A list of relevant indicators for each dimen-
sion has been compiled to support framework application in a format that is accessible to 
decision-makers in small and rural, remote, or otherwise marginalized communities.

Keywords  Local water security · Drinking water security framework · Small systems · 
Rural remote or otherwise marginalized (RRM) communities · Assessment indicators and 
indices

Highlights
• Few rural drinking water security assessment tools exist for high-income countries
• Proposed framework recognizes system from headwater to consumer not just treatment and  
   distribution
• Comprehensive set of indicators developed to account for specific rural water security challenges
• Critical non-traditional elements are community needs and engagement and environmental footprint
• Flexible weighting allows for broad application or comparisons
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1  Introduction

1.1 � Significance

Potable drinking water is universally recognized as a critical component of public 
health. In 2020, approximately 25% of the global population lacked safely managed 
drinking water services, with 80% of these living in rural areas (WHO and UNICEF 
2021). In addition to the attention paid to access in low- and middle-income countries, 
provision of potable drinking water to small and rural, remote, or otherwise margin-
alized (RRM) communities in high-income countries has been the subject of increas-
ing concern and investment over the last 30 years (McFarlane and Harris 2018). Small 
drinking water treatment systems in high-income countries, particularly those in RRM 
communities, face significant challenges (McFarlane and Harris 2018). For exam-
ple, drinking water-related outbreaks affecting hundreds to thousands of people have 
occurred in high-income countries including Canada, (), the United States, and the 
United Kingdom (Hrudey and Hrudey 2007; Moreira and Bondelind 2017) in the last 
few decades. Despite significant progress in recent decades, small drinking water sys-
tems are still vulnerable to contamination and subject to frequent failure (Kot et  al. 
2015), and high risk systems still exist (Black and McBean 2017). As a result, drinking 
water advisories are frequently issued among small and RRM communities in Canada, 
especially in First Nation communities (Government of Canada 2021).

1.2 � Literature Review

Assessment frameworks or guidelines can be effective tools in these contexts to fully 
understand the issues and develop appropriate solutions. A range of indicators have been 
proposed for different parts of the drinking water system as well as for water security more 
broadly across different community sizes and economic contexts (e.g., Dickson et al. 2016; 
Domínguez et  al. 2019). In high-income contexts, drinking water indicators have typi-
cally been developed for urban or larger community contexts (e.g. Alegre et al. 2016; Van  
Engelenburg et al. 2019). However, needs and priorities are different in smaller communi-
ties due to their small customer base, geographic isolation, and limited available resources. 
Thus while rural communities are unlikely to fit into urban framings of drinking water 
security, very few studies have proposed water treatment performance indicators for small 
systems or rural settings. Existing indicators are site and scenario specific. For example, 
Coulibaly and Rodriguez (2004) identified performance indicators based on agricultural 
land use, raw water quality, treatment, infrastructure and maintenance, and finished water 
quality for drinking water utilities in Québec. Vieira et  al. (2008) used slightly different 
indicators and added by-products management, safety, and human, economic, and finan-
cial resources. Molinos-Senante et  al. (2019) moved away from physical treatment pro-
cesses to identify quality indicators for service delivery and management, while Jones  
et al. (2019) took a broader view, considering affordability, global pollution, human health, 
and operational challenges. However, these are arguably not sufficiently comprehensive to 
reflect the ongoing complexity of challenges faced by these small and RRM communities. 
Large communities and urban centers typically have many resources available while the 
necessary tools to support understanding and assessment of local water security in small 
and RRM communities are scarce (Latchmore et al. 2018). Furthermore, values and uses 
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of water differ between locations and cultures. For example, many Indigenous Peoples have 
spiritual connections to and rely on water for ceremonial purposes (Latchmore et al. 2018).

1.3 � Novelty and Contribution

Unlike the more general definitions of water security that focus on safeguarding water for 
people and ecosystems now and in the future (e.g., WWAP 2015), drinking water security 
refers specifically to the uninterrupted provision of safely managed drinking water for all 
(Dunn et al. 2012). It moves beyond a traditional focus on the treatment and distribution 
infrastructure towards a recognition that drinking water security depends on the state and 
services of the broader system from headwater to consumer. This definition requires a new 
framing for drinking water system assessments as it sets baseline requirements for water 
resources management at the watershed scale and recognises the role of ecosystem services  
in drinking water provision. Using this novel framing and given diversity of RRM com-
munities as well as a lack of indicators specific to RRM communities in high-income coun-
tries, the synthesis and development of a comprehensive and flexible set of drinking water 
security indicators is needed. The contribution of this study is a conceptual framework for 
drinking water security in high-income RRM community contexts together with a compre-
hensive and flexible set of metrics that can be used to develop a community-specific suite of 
indicators to assess drinking water security to inform drinking water security improvements.

2 � Conceptual Framework for Drinking Water Security

The drinking water security system is conceptualised as consisting of the following ele-
ments (Fig. 1), situated within the broader context of budgets, legislation, and regulations: 
upstream watershed security; source water security; community needs and engagement; 
and treatment and distribution infrastructure.

Watershed Security  Sustainable supply of drinking water depends largely on the upstream 
catchment or watershed, which is often neglected in drinking water studies yet is important 
for safe and sustainable water supplies. Watersheds provide several ecosystem services that 

Local drinking
water security

Policy, legislation & regulation

Budget, costs & economics

Quality & quantity

Treatment & distribution
infrastructure

Environmental
footprint

Socio-cultural
demands

Watershed
Security

Source Water
Security

Community
engagement

Fig. 1   A conceptual framing of the drinking water security system, with a focus on small and RRM com-
munities
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ameliorate impacts from extreme and high impact weather-related events and improve water 
quality. This is more critical than ever given current and predicted impacts of climate change. 
Collectively, forests, natural vegetation, and wetlands stabilize and protect soils, increase 
infiltration, filter water, regulate pathogenic organisms, attenuate floods, sustain base flows, 
and generally buffer hydrologic extremes (Blumenfeld et  al. 2009; Gartner et  al. 2017). 
Together, these contribute to reduced drinking water treatment costs (Lopes et al. 2019).

Source Water Security  Source water refers to the water bodies (including aquifers) used 
directly for drinking water production (Minnes and Vodden 2017). Type and performance 
of treatment infrastructure depends largely on the source (i.e., quantity, quality, and vari-
ability) (Edzwald 2011). It should be noted that climate change makes it difficult to antici-
pate future source water quantity and quality as it challenges the assumption of stationarity 
(Milly et al. 2008). This is of particular concern for small and RRM communities, which 
are less able to respond to significant source water variability.

Community Needs and Engagement  There is no universal solution that will guarantee 
sustainability, but a better understanding of the socio-cultural context can help to develop 
more efficient and acceptable tools to make contextually appropriate decisions (Marshall 
2015). Communities represent a critical element of drinking water security that are often 
neglected in current drinking water assessments. Plans for (economic) growth and other 
water uses that may not be typically considered (e.g., ceremonial) are essential for estab-
lishing current and future community needs. In many instances, focusing on what people 
actually need and want, rather than focusing on external determinations of their needs, 
leads to more appropriate, and therefore sustainable, designs (Marshall 2015). Many small 
communities have values or cultural beliefs that have implications for the type of treatment 
that is chosen. People have been known to use alternate sources that may not be as safe 
when treatment process or the finished water quality do not align with these values and 
beliefs (Latchmore et  al. 2018). It is extremely difficult to identify these values, beliefs, 
resources, and needs without community participation, which also enhances engagement 
and stewardship (Forlee et al. 2014) as well as more sustainable solutions (Evans 2019), 
thereby reducing drinking water insecurity.

Governance, Regulation, and Oversight  Due to their complex ownership and governance 
structures and frequent exemption from regulations and oversight, small systems may be sub-
ject to greater jurisdictional challenges than larger or publicly owned systems (Gunnarsdottir  
et al. 2015). These governance constraints may increase vulnerability to contamination events 
(Edwards et al. 2012), especially given that most drinking water regulation violations in small 
systems are a result of failing to meet monitoring and reporting requirements rather than water  
quality standards (Job 2011; Rubin 2013). Inadequate or overly prescriptive legislation and regu-
lations can further restrict system efficiency and improvements, while fragmented, inconsistent,  
and partial regulation will perpetuate existing inequalities (Balazs et al. 2012). It is important 
to note that the scope of this theme, and therefore this framework, does not consider specific 
governance structures for water, which is an essential element of equitable water management,  
particularly for Indigenous Peoples (Irvine et al. 2020).

Treatment and Distribution Infrastructure  The presence of water treatment and distri-
bution infrastructure cannot guarantee drinking water security in rural and remote settings 
(Molinos-Senante et al. 2019). Sustainable infrastructure must: be appropriate for the social,  
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economic, and regulatory contexts; meet performance criteria; fit within local fiscal, human, 
technical, and supply chain capacities; maximize energy efficiency; and, minimize the envi-
ronmental footprint. Accordingly, the drinking water security system must be represented 
by a comprehensive watershed to consumer approach rather than just the treatment train 
and distribution system. Further, governments and decision-makers normally use technical 
and economic criteria to select and implement treatment facilities (e.g., Farmer et al., 2012; 
United States Environmental Protection Agency 2012). Yet, drinking water security encom-
passes social and ecological elements in addition to the technical elements of drinking water 
treatment that cannot always be distilled to the lowest dollar amount. These elements need 
to be prioritised differently in the decision process used to choose appropriate infrastruc-
ture solutions (Fig. 2). Of paramount importance is the protection of public health, which 
requires sufficient technical performance to deliver potable water. Socio-cultural appropri-
ateness should help to ensure consumption of provisioned water, which is also critical to the 
protection of public health. Once these have been established, solutions must be narrowed 
to adhere to applicable legislation and regulations and then through consideration of local 
resources, environmental impacts, and sustainability. Costs should be the final consideration 
rather than the primary factor, inverting current approaches.

Technical performance

Socio-cultural appropriateness

Policy, legislation & regulation

Environmental impacts & resources

Economics

Available Treatment Alternatives

Feasible Treatment Alternatives

Fig. 2   A new prioritisation of elements in the decision-making process for the selection of a drinking water 
solution
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3 � Methodology

Documented indicators, sustainability issues, and approaches used within or emerging 
from research networks, projects, and methods were identified and collated as a founda-
tion for developing a concrete assessment framework for drinking water security and sus-
tainability assessment. Relevant peer-reviewed journal and conference articles published in 
English between 2002 and 2020 were identified through a keyword search of all databases 
within Engineering Village (Supplementary Information S1, Table  1). Title and abstract 
were reviewed and articles included if they identified performance, sustainability, or secu-
rity indicators for watershed, water sources, community engagement, water supply, treat-
ment, or distribution infrastructure. Duplicates were removed and any additional references 
mined from full articles reviewed.

A total of 141 articles were initially identified with an additional 13 articles included 
from reference mining (see SI references). Relevant indicators to assess drinking water 
security and sustainability status were extracted into an Excel© spreadsheet based on the 
thematic elements in the conceptual framework (Figs. 1 and S1). Indicators were chosen 
based on their simplicity and applicability for drinking water security assessment of small 
and RRM communities (Haider et al. 2014). Expert opinion and research experience of the 
authors were used to fill remaining gaps in the assessment framework.

4 � Results

Based on previous studies, most indicators identified assess the technical, socio-cultural, 
environmental impacts, or economic sustainability of the system. Conversely, very few 
studies identified indicators for watershed security, source water security, or community 
engagement (Fig. 3).
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Fig. 3   Water security assessment indicators and the frequency of their occurrence in the literature for a) 
watershed and  source water; b) community characteristics & engagement; c) technical performance (treat-
ment & distribution); d) technical performance (operation & maintenance); e)socio-cultural aspects; f) pol-
icy, legislation, regulations & institutions; g) budget, costs, & equity; and, h) environmental footprint
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5 � A Drinking Water Security Assessment Framework

A comprehensive set of drinking water security system assessment indicators and possi-
ble data variables appropriate for small communities in high-income country contexts have 
been synthesised from the literature and augmented through expert opinion and research 
experience (Table 1). The indicators are grouped into four themes, namely watershed secu-
rity, source water security, community engagement, and water treatment and distribution 
system according to the conceptual framework (Fig. 1). Each theme is further subdivided 
into categories and sub-categories with associated indicators (Fig. S1).

Watershed Security  Upstream ecosystem services can be assessed in terms of the extent 
and changing extent of forests [SI25] and wetlands and associated management strategies 
(Ontario Ministry of Natural Resources and Forestry 2017). Natural disturbances, such as 
floods, wildfires, and other extreme events, pose significant threats to water quality (Khan 
et al. 2015) and therefore their risk of occurrence and magnitude must be assessed. Other 
threats to water quality, such as pesticide use to reduce the impacts of invasive species must 
also be assessed (CIPM 2020). Upstream threats to water quantity can be assessed in terms 
of water abstraction and construction or existence of dams in the upstream. Construction 
of dams into the upstream can affect the hydrologic cycle as well as the flow pattern of the 
watershed (Pokhrel et al. 2018). Potential abstractions can be assessed for the industry use 
and exports or the volume of water that is already committed under licences or permits. 
The absence of landslides has also been used to assess the sustainability of rural water 
supply [SI33] as landslides can significantly increase sediment and pollution loads and 
block water courses under extreme circumstances (Geertsema et al. 2009). Industrial activ-
ity, agriculture, and impermeable landscapes (natural or anthropogenic) will also impact 
water quality and quantity depending on their areal extent. These are assessed under source 
water security as this is where more proximal impacts will occur. Adoption of watershed 
or aquifer protection and restoration strategies and use of green infrastructure can maintain 
and improve the quality and health of the ecosystem. Although these management strat-
egies facilitate high quality and reliable water sources [SI110,24], they have rarely been 
accounted for in the context of drinking water security to date. Indigenous water steward-
ship strategies and Traditional Knowledge (McGregor 2012) must also be accounted for.

Source Water Security  Source water security is typically assessed using indicators of 
water quantity, quality, and reliability, as well as potential threats and the existence of 
protection plans and incentives [SI10,52,55,63,127] which vary depending on the type of 
source (i.e., groundwater, surface water). Though the presence of a plan is the most com-
mon indicator, availability of technical, institutional, financial, and social capacity as well 
as proper legislation and regulation built on local knowledge and experience are important 
considerations for implementation and effectiveness [SI10] (Hirokawa 2012; Minnes and 
Vodden 2017). The availability of sufficient water for abstraction can be assessed by meas-
uring the storage and change in storage of the water sources. Reliability can be assessed 
through seasonal variation in water storage as well as long-term variability (i.e., interan-
nual change).

The amount of treatment required to meet drinking water standards or objectives is 
determined by the quality of the source water (Kloosterman et  al. 2021). Hence, source 
water quality (i.e., treatability) as well as the degree of potential threats, such as local 
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geology, industry, and agriculture [SI26,63] must be assessed. However, the existence and 
oversight of best management practices (BMPs) (e.g., stormwater management, low impact 
development infrastructure, and manure management), regulations, and legislation must 
also be considered as they can mitigate these threats.

Community Engagement  The awareness, participation, and responsibility of water con-
sumers has impacts on water stewardship and conservation, which makes them impor-
tant indicators of local community engagement, and therefore drinking water security 
[SI10,33]. Level of education, social capital, and socio-economic status and equity among 
different groups including people with different gender, age, wealth, ability, ethnicity are 
important for sustaining and deepening engagement (OECD. 2015; Case and Zeglen 2018). 
Successful community involvement further depends on the existing cultural and politi-
cal environments (White et  al. 2012). Research with Indigenous communities in Canada 
demonstrates that differences in perceptions of water quality may be the result of different 
worldviews and understandings of water health (White et al. 2012; Yates et al. 2017). Polit-
ical party ideology with respect to water, environment, and associated health is another 
essential indicator to evaluate the political influence on drinking water decision making 
(Bullock and Bowman 2018).

Water Treatment and Distribution System  Performance indicators for the water treat-
ment and distribution systems are categorized into accessibility; socio-cultural appropriate-
ness; treatment and distribution infrastructure; existing policy, legislation, regulations, and 
institutions; and environmental footprint. Indicators are identified for both centralized and 
decentralized systems (Table 1). Despite the fact that a majority of the population in high-
income countries have continuous access to potable water in their homes, access is not uni-
versal. For example, a study in Nunatsiavut, Labrador, identified that many residents only 
had restricted access to municipal water and relied on bottled water and natural surface 
water sources (Goldhar et al. 2013).

Some studies have used accessibility as a metric to assess the sociocultural sustaina-
bility of the treatment and distribution infrastructure [SI18, 134], which itself is assessed 
in terms of the distance, effort, ability, barriers and dangers, and time required to access 
the service [SI7] (Dickson et al. 2016; Hanrahan and Mercer 2019). Sustainability of the 
infrastructure can be assessed through quantity of produced water [SI34], safety consid-
erations (Hanrahan and Mercer 2019), service disruptions [SI88], cost of water [SI107], 
equity [SI10], and socio-economic status [SI138]. Pro-poor strategies are important even 
in high-income countries to ensure that access is not interrupted due to lack of finances 
(Minnes and Vodden 2017; McFarlane and Harris 2018). Recently, many US states and 
cities placed a moratorium on water shutoffs during the COVID-19 pandemic (Warner 
et al. 2020). Social equity is also important as access can be insufficient for marginalized or 
oppressed groups (Schuster-Wallace and Dickson 2017) and can be demonstrated through 
many examples globally from Indigenous communities to inner city populations (e.g., 
Flint MI 2014).Acceptability is another important indicator affects whether people use the 
treated drinking water or choose alternative sources [SI120] (Minnes and Vodden 2017). 
Public perceptions and acceptability of water quality tend to rely on aesthetic properties—
such as colour, smell, and taste—that may not be good indicators of the parameters that 
pose potential health risks (Kot et al. 2015). Existence of proper mechanisms to collect and 
solve user complaints are not used as metrics in the current literature for drinking water 
security problem analysis, despite the potential to enhance the acceptability of centralized 
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systems. User engagement more broadly should be considered as part of the solution 
towards redressing Indigenous water inequities. Indigenous cultural beliefs and values may 
align better with certain treatment technologies, but when there is insufficient consulta-
tion disconnects occur (Schuster-Wallace and Dickson 2017; Latchmore et al. 2018). For 
example, chemical water treatment is believed to kill the spirit of water in some Indig-
enous cultures (Lawless et al. 2015) and adds an unnatural taste to water, particularly in 
sub-standard systems where residual chlorine levels may be high and cause adverse health 
effects (Minnes and Vodden 2017). These values need to be understood as they can rein-
force collection and consumption from natural, untreated sources [SI7] (Daley et al. 2015; 
Latchmore et al. 2018). Finally, it is important to consider population size and growth rates 
as well as community development opportunities in order to project expected demands for 
water within technology service lifetimes. This is critical in small and RRM communities 
where treatment systems are often capacity-limited (McFarlane and Harris 2018).

Technical performance and sustainability of the treatment and distribution infrastructure 
depends on numerous factors including the efficacy, reliability, resilience, operation and 
maintenance, capacity, and personnel (Table 1). Drinking water provision is decentralised 
when supplied at the site of the demand, whether at the individual or small local level. 
Performance indices of decentralized treatment infrastructure include availability and effi-
cacy, reliability, operation and maintenance burden, and proximity to large market centres 
(e.g., supply chains). Efficacy of the treatment infrastructure evaluates the ability to pro-
duce water of desirable quantity and quality whereas reliability measures the ability of the 
technology to perform steadily under stated conditions [SI45]. Occurrence of diarrhoea or 
waterborne diseases can be used to identify failures in efficacy. Reliability is affected by 
durability and service life, but many studies use one or the other [SI69]. In this framework, 
both are integrated into service reliability in addition to year-round efficacy. Treatment per-
formance depends largely on operation and maintenance status, which in turn depend on 
affordability and availability of the required materials and spare parts, and stewardship, 
training, and awareness programmes. For advanced and sophisticated technology, absence 
of skilled users can reduce performance significantly. Proximity to larger market centres 
can be a source of skilled labour as well as materials and spare parts, a consideration that 
has yet to be included in the literature. Operation and maintenance schedules should be 
followed accordingly to reduce risk of recontamination and avoid off-line periods. For 
larger, centralized systems, performance indices for treatment and distribution infrastruc-
ture include efficiency, reliability, resilience, risk of recontamination, operation and main-
tenance, and personnel. The efficiency can be assessed by evaluating treated water against 
regulatory standards (quality) and plant capacity (quantity) [SI7] (Kokkinos et al. 2019). 
Disinfection by-product (DBP) occurrence is one of the common issues in small commu-
nities (Minnes and Vodden 2017). As such, risk of exposure to DBPs, assessed using a 
Relative Health Indicator (RHI) model [SI64] (Alfredo et al. 2017), can be another met-
ric for efficiency. Drinking water advisories are frequently issued for small communities 
due to the lack of sufficient and reliable water supply, which can also be used. Given that 
the efficiency of the treatment and distribution systems depend largely on operating condi-
tions, evaluation of both technical and operating capacity can be used to identify potential 
capacity improvement. Reliability can be assessed through water quality monitoring and 
exceedances of drinking water standards [SI7,20]. The sufficient and continuous supply 
of drinking water in centralized systems depends on various factors including water use 
restriction, water access restriction, service disruptions, and age (even though this is some-
times included as a separate indicator [SI92]). Risks of recontamination in the distribution 
system include cross connections, pipe materials [SI111], and secondary disinfection [SI7]. 
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Resilience, defined as the ability to maintain performance in the face of short- and long-
term variability in water quality and quantity [SI138], such as sea level rise (e.g. SI57), 
has been assessed through resilience in the treatment train [SI64], robustness, flexibility, 
and adaptive capacity (e.g. SI47), but can also utilise the presence of a multiple barrier 
approach to drinking water (O’Connor 2002). Performance of the treatment and distribu-
tion infrastructure in centralized systems depends largely on the operation and maintenance 
of the system. Monitoring facilitates early problem identification that enables timely action, 
mitigating threats to public health (e.g., Hrudey and Hrudey 2007). Monitoring and report-
ing further provide information about changes in the water source and assurance that the 
treatment system is working properly (Ministry of Health 2013). Operator capacity reflects 
the ability of the operational personnel to operate and maintain the system effectively. 
This includes the operational and maintenance requirements [SI7], availability of quali-
fied staff [SI52], and access to necessary equipment (and supply chains) [SI17], training 
facilities, and external supports [SI33]. Previous studies have used indices such as required 
skills [SI69] and time effort [SI59]. In this framework operator burden is introduced to 
assess workload, time, and skill requirements against operator capacity. Use of automated 
[SI18] and supervisory control and data acquisition (SCADA) systems can reduce work 
load and chances of human error. Asset management can help to ensure appropriate human 
and financial resources are available for maintenance, rehabilitation, and replacement over 
the infrastructure life cycle [SI106]. The reliability of the energy supply system [SI132], 
rate of outage [SI16], and existence of back up systems [SI59] are also critical for system 
performance. Work environment for personnel is strongly aligned with operational perfor-
mance, despite little attention in the literature [SI52]. Salary [SI100], and working condi-
tions, including satisfaction and stress levels [SI101], as well as occupational health and 
safety measures, risks, and injuries [SI132, 17, 99], are important elements of the work 
environment to be evaluated. Emergency preparedness is another important indicator; 
the ability of water utility operators to respond rapidly in an emergency will help prevent 
unnecessary complications and protect the health and safety of consumers (Health Protec-
tion Branch 2016). Effective and transparent institutions, along with legislation, regula-
tion, and oversight, governance and administration, and financial management are impor-
tant for ensuring reliable operation and maintenance and protecting public health [SI42,59] 
(McFarlane and Harris 2018). Additionally, proper utilization and management of funds 
underpin long-term sustainability and confidence. Accountability and transparency further 
enhance trust between operators and managers and their communities, including proper 
documentation and accessible information which also improve consumer drinking water 
literacy and confidence. Thus, it is important to assess the accountability and transparency 
status for small systems.

Environmental footprint is a critical consideration, especially with many countries 
pledging carbon neutrality as part of climate action plans in response to the Paris Accord 
(United Nations Climate Change 2019). Drinking water treatment technologies can have 
negative impacts on the environment, particularly local landscapes and ecosystems. These 
are caused by concentrated effluents, treatment by-products, solid waste, emissions (includ-
ing greenhouse gasses), noise, energy demand, materials and chemical consumption, and 
overall carbon [SI56,52,83,5]. Energy requirements are particularly important to consider 
and depend on several factors including the location of the demand with respect to the 
source, raw water quality, technology, and age of the infrastructure (Pichel et  al. 2019). 
The total energy required informs operating costs [SI132, 120]. However, the propor-
tion of non- renewable energy use [SI4] can be used to assess the environmental resource 
depletion and provide insight to renewable energy offsets and opportunities. Excessive 
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resource consumption is associated with the depletion of resources. Some studies empha-
size resource availability rather than consumption (e.g., SI59, 98) while others emphasize 
resource utilization (e.g., SI22). Consumption of resources should be assessed in terms 
of chemical use [SI132, 120], and raw [SI132] and manufactured material requirements. 
Lastly, impacts on the environment can be assessed in terms of the ecological footprint 
[SI5] and reduction of forest coverage resulting from construction, operation, and mainte-
nance of the system. Life cycle impact assessment methods, such as IMPACT 2002+ (Jol-
liet et al. 2003), can be used to assess the ecological footprint [SI64].

6 � Implementation of the Framework

In order to support decision-making processes, indicators need to be assessed to ensure that 
all indicators chosen are relevant and appropriate to the local context. Subsequent weight-
ing and aggregating of the indicators are needed to support prioritization and decision 
making (Molinos-Senante et al. 2019; Octavianti and Staddon 2021). However, assigning 
weights is one of the most challenging steps in multiple-criteria decision analysis (MCDA).

Several weighting processes exist including statistical methods, literature-based, expert 
opinion, and user opinion. The framework put forward in this paper utilises a source to 
consumer approach to drinking water security that is not prevalent in the literature to date. 
As such, the number of references to a specific indicator (literature-based weighting) is 
not a useful weighting system. In expert-based weightings, members are usually selected 
from internal decision makers or water providers (Bouchard et al. 2010) and can include 
technical, operational, administrative, social, and economic expertise (Schuster-Wallace 
et  al. 2018; Molinos-Senante et  al. 2019), but this fails from a community engagement 
perspective.

Despite the relative ease of connecting with end users, very few studies allocate weights 
based on user opinions. For this reason, even the weighting process can exclude peoples’ 
needs and voices. However citizen science surveys and stakeholder feedback systems can 
be facilitated through social media and the internet, for example using the internet of things 
(IoT) platform to express preferences for qualitative and quantitative criteria (Pallavi et al. 
2021). Given a call for prioritisation of, for example, socio-cultural appropriateness and 
environmental impacts and resources over economic costs (Fig.  2), the proposed frame-
work includes indicators that require either quantitative or qualitative assessment as well as 
variables with different units of measurement. This presents challenges in terms of weight-
ing schemes and must be considered. Several solutions are available in the literature for 
weighting and aggregating variables in decision-making processes, such as normaliza-
tion (Octavianti and Staddon 2021), fuzzy clustering analysis, multilevel fuzzy methods, 
and system dynamics (e.g., Zarghami et al. 2018; Goyal et al. 2020), a coupled TOPSIS/
Entropy multi-attribute decision-making framework (Zolghadr-Asli et al. 2021), and ana-
lytic hierarchy process to combine scientific and expert information (Pagano et al. 2021).

Individual communities can develop their own weighting schemes, but if an inter-com-
munity comparison is required, both the variable inclusion and weighting scheme must be 
developed at the regional/multi-community level. Once weightings have been established, 
benchmarks must be set towards the goal of achieving drinking water security within the 
local context. This is an iterative process that should be used to inform watershed and 
source water planning and management, treatment technology investments, and ‘greening’ 
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operational efficiencies. However, it should be noted that this approach also requires water-
shed-based planning units that often conflict with political boundaries.

7 � Conclusion

A framework for drinking water security in small and RRM communities has been pre-
sented along with indicators and metrics. Not only does this framework recognize the 
importance of the broad upstream context, but also emphasises the importance of com-
munity engagement in visioning and goal setting to ensure that values and needs are recog-
nised. Integration of the essential elements of the framework (upstream watershed security; 
source water security; community needs and engagement; and treatment and distribution 
infrastructure) and a shift away from economics as the primary priority, collectively con-
tribute to long-term sustainability and enhanced local drinking water security.

Various agencies and organizations around the world have developed detailed perfor-
mance evaluation frameworks and indicators that in most cases are limited to the treatment 
and distribution systems. Expanding the framework, and therefore increasing the breadth of 
literature scoped, along with expert opinion and research experience, culminated in a com-
prehensive and flexible list of indicators for assessing drinking water security from head-
water to consumer. The resulting framework has multiple applications towards enhancing 
drinking water security, including risk awareness and mitigation, selecting appropriate 
technologies, prioritizing investments, and performance assessment. This is particularly 
important for small and RRM communities in high-income contexts given changing envi-
ronmental conditions, small populations, human and financial resource challenges, and less 
autonomy in watershed management and planning.
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