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Abstract
Today’s modern enterprises are adjusting to new realities of connectivity. As companies become more distributed and
autonomous, emerging applications demand more bandwidth, low latency, more spectrum, and higher reliability. 5G technol-
ogy can aid many industries or enterprises to make quicker and better business decisions. Private 5G networks, also called 5G
Non-Public Networks (5G-NPN), is a 3GPP-based standalone 5G network positioned for a particular enterprise or use case
that delivers dedicated network access. It sets to transform industry landscapes with networks capable of rapidly deploying
modern use cases and the scalability to meet constantly increasing demands of data capacity and speed. They help generate
more revenue for operators who can partner with enterprises to build and manage networks on-premise or in the cloud. The
objective of this work is to offer a thorough summary of private 5G networks to assist academicians, researchers, and network
developers to quickly grasp their functionalities without needing to go through the standards, specifications, or documentation.
This paper discusses various key private 5G network design goals and requirements, examines its deployment scenarios, and
explores spectrum considerations and security aspects. The paper presents several enterprise use cases to illuminate how
the networks can deliver the demands and services expected by the industries. It also provides an overview of some of the
open-source projects considered by various organizations for private network deployment. Finally, several research directions
are introduced, emphasizing enterprise challenges to deploying 5G networks.

Keywords Private 5G networks · Spectrum · Industry 4.0 · Internet of things ·Massive MIMO ·Millimeter wave · Small cells

1 Introduction

Globally, the mobile data traffic approximately doubling up
every year, the average smartphone usage exceeds 10GB [1],
the demand for high-speed internet connectivity increases
every second and that’s where 5G comes in. 5G technology
provides the capability for high-speed connections, massive
data growth, streaming, fast and uninterrupted sharing, and
browsing for everyone. In 2019, the cellular phone carriers
introduced the 5th generationwireless infrastructure standard
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for broadband wireless networks. It is future replacement
to the 4G mobile networks that link most existing cell
phones. 5G applications signify incredible opportunities for
businesses, homes, consumers, and communities by deliv-
ering key functional drivers including Ultra-Reliable and
Low-Latency Communication (URLLC), enhanced Mobile
Broadband (eMBB), and Massive Machine-Type Commu-
nication (mMTC) [2]. 5G networks are driving the next
generation of applications such as Industrial Internet of
Things (IIoT), autonomous vehicles, Augmented Reality
(AR) gaming, etc [3]. It supports use cases across a wide
range of entities likemanufacturing, utilities, agriculture, and
municipalities helping organizations reduce costs, increase
efficiencies, and improve customer experience.

Thefirst 5Gnetwork design goal by ITU-R is the increased
bandwidth with support for 20 and 10Gb/s for download and
upload speed respectively. The latency in the Radio Access
Network (RAN) has been reduced to under 1ms to support
very latency sensitive applications. [4,5] The network cover-
age has been improved in a cell to 10Mb/s/m2 withminimum
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date rate of 100 and 50Mb/s for download and upload speed
respectively [5]. The device density has been improved to a
1,000,000 devices per km2. The mobility has been improved
and hence the coverage is reliable at speeds of up to 120km/h
and possible at up to 500km/h [4,5]. All these enhancements
in 5G allow for the creation of three newmajor service types,
eMBB, URLLC and mMTC.

A private 5G network [6] is a standalone dedicated
network for private use by an organization with different
components as shown in Fig. 1. As a critical component of
digital transformation, private 5G delivers the same tech-
nology benefits as public 5G but gives you more control
over your network including the policies, security, services,
and data. It also offers more flexibility than traditional 5G
networks such as better coverage options for remote applica-
tions, fewer technical challenges for large indoor spaces, and
access to more shared spectrum. As demand from mission-
critical businesses drives initial investment, International
Data Corporation (IDC) forecasts that the worldwide pri-
vate 5G network infrastructure market to achieve $5.7 billion
in 2024 [7]. According to a survey, the private 5G net-
work market size is projected to attain $14.28 billion by
2028, reaching a Compound Annual Growth Rate (CAGR)
of 39.7% between 2021 and 2028 [8].

This survey paper on private 5G networks is structured as
follows: Sect. 2 presents an introduction to private 5G net-
works. Section 3 discusses the requirements and key enablers
for private 5G networks with respect to enterprises to real-
ize the best of benefits of 5G. Sections 4 and 5 discusses
the deployment and enabling technologies for the private
networks and different spectrum considerations available
currently. A comparison overview of 5G vs Wi-Fi 6 wire-
less technologies and network slicing vs private 5G networks
are discussed in Sects. 6 and 7 respectively. Next two sec-
tions present the private 5G networks related use cases for
industrial transformation. Section 11 explores the security
aspects of enterprise concerns that address a reliable and
secure private network. The last section provides a research
recommendation for private networks followed by conclu-
sion.

2 Private 5G networks

Digital transformation is accelerating the need for advanced
network technology that enterprises want to take benefit of
the high performance and low latency of 5G networks [9].
Business critical data and network access must be secured
and not impacted by outages in public networks. This need
is driving the rise of private networks. A private network
gives a means to share data securely and autonomously
and it never touches the public internet [6]. The compa-
nies connect to this, members only network more access

points are available for a company to share information eas-
ily and securely. As a result, private network deployments
are growing exponentially, and they unleash the power of
the network to deliver secure, reliable, and scalable solutions
[10]. Enterprises also have added control over private than
public networks including service levels, data access, resi-
dency, and security. Technologies like ethernet, Wi-Fi and
more recently LTE are widely deployed as private network
technology solutions and now 5G has been added to that
mix now with respect to a private 5G network in the termi-
nology of the 3GPP which is called a Non-Public Network
(NPN) [11]. So, the public network would be the network
that typical subscribers would be using, and they would have
a subscription to a Mobile Service Provider (MSP).

Private 5G networks (also called NPNs), represent a vir-
tual or physical cellular systems installed for private use by
governments, enterprises, and other institutions. They com-
prise coverage areas of any size, from indoor or outdoor,
small to wide, by mixing and matching different types of
radios. It suits all enterprise or business site types and traffic
circumstances, even as their networks grow in complexity
and scale. Private 5G networks or NPNs can be deployed
both in entirely privatemode (i.e., on-premises) and in hybrid
mode (i.e., integrated with MSP network) to permit MSPs
to control their current network and spectrum assets [12]. It
controls localized small cells,micro towers, andMulti-access
Edge Computing (MEC) to deliver 5G network coverage and
connectivity, like a scaled-down version of a public cellular
network. This is illustrated in the Fig. 2. It delivers critical
voice, data, and video communication in the form of Push
to Talk (PTT) and Voice over LTE (VoLTE). The private
5G network solution employ 5G cellular technology and 4G
LTE and lets theMSP to deploy an exclusive private network
subscription for their marketplaces based on their network
features and enterprise strategy. The key enabling specifi-
cations of 5G networks, such as high network availability,
ultra-low latency, large volume data aggregation and high
device density capabilities, merge seamlessly with the grow-
ing requirements of Industry 4.0 [13].

3 Potential requirements and enablers of
private 5G networks

3.1 Requirements of private 5G networks

Networking and telecommunications giant Ericsson define
5 key requirements for private 5G networks. Industries are
digitalizing their processes and modernizing their private
networks. The networks need to be resilient, secure, high
performing and future proof for enabling business-critical
and mission critical operations [14]. A private 5G network
should have full control of coverage, users, devices, Quality
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Fig. 1 Components of a Private
5G Network
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Fig. 2 Private 5G Network Architecture

of Service (QoS), improved security, flexible deployments
for all situations [10]. The main business and mission criti-
cal capability requirements are illustrated in the Table 1.

3.2 Key enablers of private 5G networks

5G technology as a private 5G network is an exciting sugges-
tionwith benefits of 5G such as latency of sub 1ms, reliability
exceeding 99.999% and high data transmission rates in the
range of Gbps [15]. The latest 3GPP’s 5G global standard
outperforms Wi-Fi and 4G LTE but also offers advantages
beyond [2]. For example, the connection density of devices
has enhanced tenfold over 4G LTE, making 5G attractive
and potential for Massive IoT deployments. Therefore, 5G
is ideal for private network deployments with high numbers
of end devices for industry, healthcare, and other enterprises.
Besides, 5G can support for network slicing to make net-

work operation and control easier for the private network
operator. Private 5G networks have novel features (as listed
in Table 2) that condense into direct profits for the digital
enterprises [16].

4 Deployment and enabling technologies

Private 5G mobile networks is a 5G system personalized for
specific enterprise or industrial use cases like Healthcare,
Industrial Internet of Things (IIoT), where definite require-
ments like latency, security, QoS, etc. play an important role.
With the use of current mobile radio systems like 5G or LTE,
private networks are built for dedicated resident applications
such as a factory, hospital, airport, or agriculture field. The
implementations of private networks based on the LTE sys-
tem [17] and initial deployments of 5G technology [18] are
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Table 1 Requirements for private 5G networks

Requirements Description

Reliability Must provide Ultra Reliable Low Latency Communication (URLLC), capacity, adequate
network coverage, and robust handover functionality to improve reliability in
transmitting data traffic in terms of fixed duration, volume, and the probability of
success

High availability Must promise maximum availability to the end user through robust solutions. Downtime
can be zero by constructing redundant critical elements and control system
maintenance

Security Must allow complete end-to-end security and privacy for infrastructure, data, and
personnel from threats. Should comply with the security principles of CIA triad,
namely, confidentiality, integrity, and availability

Interworking/interoperability Integration with public 5G networks to ensure service continuity for mission-critical
applications (autonomous vehicles) that may require to hop networks from a private to
public network

Table 2 Key enablers of private 5G networks

Drivers Description

Guaranteed
coverage

Usage in remote and underserved areas, indoor/in-building, seamless mobility

Network control Control over resources, operations, and network management

Performance Profiles that will support demanding applications and QoS guarantees

End user data
protection
traffic
prioritization

Identity and Access Management (IAM), privacy and data integrity prioritize
applications based on the traffic, isolate traffic based on business and technical needs

Customization Ensure the enterprise meets its business needs

Ultra-low latency Sub 1ms latency

already existing. Private 5G networks are intended for busi-
ness markets and will deliver a transformation in the method
of providing mobile services. The customers and recipients
are an industry or enterprise which are associated with a spe-
cific applications, requirements, and location. Privacy is an
important feature of these networks where communication
ends within the institution or enterprise and do not depend
on the involvement of operator’s public mobile network. For
example, the enterprise implements the infrastructure and a
Mobile Network Operator (MNO) with a spectrum license
leases the band to the enterprise. The enterprise uses the
resulting private network to provide service.

4.1 Deployment models

The implementation of a dedicated private 5G network
for an enterprise can be done using several options. It
can be owned by an enterprise itself or managed by an
MNO, and can utilize licensed, unlicensed with schemes like
New Radio Unlicensed (NR-U), Licensed-Assisted Access
(LAA), or License-shared using schemes like Citizens
Broadband Radio Service (CBRS) spectrum, and Licensed

Shared Access (LSA) [19]. The various high-level private
5G network deployment choices are illustrated in the upcom-
ing section. As demonstrated in Fig. 3, they can range from
entirely standalone, combined with the public network of an
MNO, network slicing specific to 5Gup toRadioAccessNet-
work (RAN) sharing [10]. In the later section of the paper, the
importance of network slicing [20] is discussed. The deploy-
ment choice with respect to an enterprise is decided based on
the following characteristics:

• Spectrum owner and management (Transport/radio/core
network)-MNO/enterprise/third party/venue owner.

• Licensed or unlicensed or shared spectrum.
• Capability/QoS requirements or any other dedicated
resources.

• Single premise or Multiple premises.

4.2 3GPP characteristics for private 5G

The features defined by 3GPP [19] to enable the private 5G
networks is illustrated in theFig. 4.These features consent the
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private 5G to be considered as a good substitute toWi-Fi 6 or
wired solutions in the private/vertical sector. 5G technology
being 3GPPdefined, scalable, flexible, and future-proof,with
high-performing radio, augmented for local services. The
following aspects are suitable of private 5G networks.

• Security features and well-defined mobility which suit
specific requirements for a given application (e.g., indus-
try automation).

• Features such as the software-based core, centralized
management, Control Plane (CP) - User Plane (UP) split,
virtualization, Self-Organizing Networks (SON) allows
it to stand out.

• Flexibility by spectrum access methods, high perfor-
mance characteristics defined for URLLC class. For IIoT
requirements, private 5G will offer high precision posi-
tioning [21].

4.3 5G Non-public network (NPN)

5G technology provides another feature called a Non-Public
Network (NPN), i.e., the 3GPP defined name for a private
5G network. It allows deployment of dedicated 5G net-
work for private use. From 3GPP’s perspective, there are
two deployment versions of NPN exists, namely, Standalone
NPN (SNPN) and Public Network Integrated NPN (PNI-
NPN) [22] as illustrated in Fig. 5. The difference between
them is discussed in Table 3.

4.4 Private 5G deployment options

The architectural aspects of private 5G networks are intro-
duced by 3GPP. As discussed in previous section, Private
5G networks can be deployed in two ways, viz., an indepen-
dent private network (SNPN) and integrated private network
(PNI-NPN). In the first option, a physically isolated 5G island
(private 5G network) is deployed without the involvement of
network operator. This 5G island can be constructed by enter-
prise themselves or by an operator. The latter is deployed
by sharing the MNO’s public network supplies across enter-
prises using approaches such as RAN sharing, RAN and
Control Plane sharing, RAN and core sharing, network slic-
ing etc. In this option, the MNOs will construct the private
5G networks for enterprises. The different types of extended
deployment options are listed below and illustrated in the
Fig. 6.

• Independent private 5G LAN by enterprise (full private,
local 5G frequency, no sharing).

• Independent private 5G LAN by MNO (full private,
licensed Frequency, no sharing).
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Fig. 5 Integrated vs Independent Private 5G Networks

Table 3 Standalone NPN Vs public network integrated NPN

Features Standalone NPN (SNPN) Public network integrated NPN (PNI-NPN)

Type Individual Integrated

Deployment and
operation

Deployed and operated by an NPN operator, hence
no interaction with an MNO/SP (service provider).

Deployed with the support of an MNO/SP

Spectrum Own, unlicensed, shared MNO spectrum, unlicensed, shared

Devices/SIMs/Subscriptions Own responsibility (One or more NPN subscriptions
per User Equipment (UE))

Different approaches such as RAN sharing, RAN
and core sharing (based on dedicated spectrum,
network slicing, etc.)

Roaming No roaming Standard roaming

Investment High Capex & Low Opex Low Capex & High Opex

Security Own responsibility End-to-end security provided by MNO

• RAN and signalling shared.
• Network slicing (RAN and core sharing).
• RAN and control plane sharing.

Independent private 5G LAN by enterprise Private net-
work deployed by enterprise (includes UDM, 5G Core CP,
UPF, gNB) within its premises (building) and entirely iso-
lated from the MNO’s public network [19]. The frequency
employed is local 5G frequency and notMNO’s licensed fre-
quency. The subscription and user information will be stored
locally by the enterprises. The enterprise also handles the
control of the network and data services, and hence the net-
work functions on a dedicated spectrum.

Independent private 5G LAN byMNOThis network archi-
tecture is like that of previous model. The only difference is

the 5G LAN in the enterprise is built and operated by an
MNO with their individual licensed 5G frequency spectrum.

RAN and signaling shared Here, UDM, 5G Core CP and
UPF are installed within the enterprise and hence the net-
work services are handled locally [22]. 5G Next generation
Base stations (gNB) and the spectrum are shared between
the public and private network (called RAN sharing). MNO
will handle the network and user control. Private network
(private slice) and public network traffic are distributed to
private UPF in the enterprise and UPF in the MNO’s edge
cloud respectively.

Network slicing (RAN and core sharing) In this option
[23], UDM, CP and UPF are deployed in the MNO’s edge
cloud and only gNB is implemented inside the enterprise. Pri-
vate and public network share “logically detached 5G Core
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Fig. 6 Extended deployment choices for private 5G networks

and RAN” (UDM,UPF, 5GCore CP and gNB). This concept
is used to understand a virtual network for a definite appli-
cation is logically disconnected from other virtual networks
called End-to-End (E2E) Network Slicing.

RAN and control plane sharing Inside the enterprise, there
are dedicated UPF and gNBs built in. UDM and 5G Core CP
maintained at MNO’s edge cloud are shared between public
and private networks [22]. The UDM, 5G Core CP and gNB
are logically divided and the UPF is physically separated.
Private network (private slice) and public network traffic are
delivered to private UPF in the enterprise and UPF in the
MNO’s edge cloud respectively. The investigation of pros and
cons of themost important deployment options are illustrated
in the Table 4.

4.5 Private 5G deployment challenges

The demand for network bandwidth is increasing rapidly.
According to Cisco’s report [24], mobile data traffic is antic-
ipated to reach a rate of 930 exabytes per year by 2022. In
2017, the average traffic permobile user permonthwas about
2.3GB, and it’s estimated to be around 13.3GB permonth by
2022. To solve this problem, a new era of 5G has commenced
and MNOs are accelerating 5G network deployment. Glob-
ally, private 5G networks are a relatively new technology
and real-life deployments are out there. However, the chal-
lenges related to spectrum usage, cost, lack of knowledge are
potentially going to be limiting factors. In this section, the

key limitations or challenges associated with the private 5G
deployment are discussed.

Regulatory challenges More RF spectrum is essential for
5G networks, and it is not an easily accessible resource.Most
of it depends on ‘licensed spectrum’. The complete range of
effective spectrum usage need to be addressed [25]. With
invent of 5G NR-U, unlicensed spectrum, the deployment
of private 5G networks will become easy for enterprises to
manage.

Technical challenges The higher frequency range (5 GHz
and higher) adoption leads to higher data transmission rates.
This higher data rates could bring overall network latency to
1 millisecond (theoretical) for 5G networks. The coverage
range of these higher frequencies are much smaller which
is another major challenge. Increase in cell tower count will
solve the challenge.

Integration challenges The integration between spectrum
assets, technological components, requirements, use case,
applications, and nomenclature is one other major challenge.
Private 5G mobile network integrators are required to build
a case-specific network.

Lack of skilled network professionalsMNOs have planned
to rollout 5G as fast as possible and hence this would require
skilled network engineers to implement this new age tech-
nology. Most enterprises don’t have skilled professionals in
their current workforce and search for talented personnel or
train the current workforce.
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Table 4 Private 5G network options

Deployment models Pros Cons

Independent Private
5G LAN by
enterprise

• Privacy and security: data traffic, subscription and
operation information, etc.

• High Capex for deployment

• Autonomous QoS assurance • Need for skilled operational personnel (Enterprises
should own skilled engineers)

• Ultra-low latency (all components nearby) • High spectrum/licence cost

• No subscription charges for users

RAN and signaling
shared

• Lower Capex • Subscription information stored at MNO

• Privacy and security: data traffic • Need for skilled staff (troubleshooting)

• Ultra-low latency • Subscription charges for users

• Licenced spectrum from MNO • Dependency on MNO’s network for signalling

Network Slicing
(RAN and Core
sharing)

• Logical isolation from the public network • Dependency on MNO for QoS and no physical
separation

• Lower Capex • Higher latency

• Licenced spectrum from MNO • Subscription information stored at MNO

• SLA maintained for network by MNO • Subscription charges for users

Government regulatory standards and policies Due to
government regulations and policies, 5G deployment will
happen at a varied pace with certain mixed and common
features across different countries. This signifies that every
country and/or continent have their own set of regulatory
standards and norms, even though the technical parameters
are quite common. This incremental nature of 5G deploy-
ment poses another significant deployment challenge.MNOs
need to comply with the government regulatory standards
established for delivering 5G mobile network services to the
customers.

5 Spectrum considerations

Most wireless network systems depend on radio waves that
can transmit signals back and forth between customer’s
devices and a mobile network service provider. To run these
systems, firms like Sprint or Vodafone must buy space in the
radio frequency spectrum. Frequency (number of cycles per
second) for 5G is measured in hertz (Hz) and stated in kilo-
hertz (kHz, which is 1000 Hz), megahertz (MHz, 1 million
Hz), or gigahertz (GHz, 1 billionHz).RadioFrequencyvaries
from 3 kHz to amaximum of 3000GHz. The radio frequency
spectrum is normally divided into three groupings: high-band
(between 24 and 100 GHz), low-band (below 1 GHz) and
mid-band (between 1 and 7 GHz). Most countries consider
spectrum as a natural resource and their usage is measured
by respective national authorities which distribute resources
according to the country’s requirements. Traditionally, the

wireless industry focused on licensed spectrum but there are
three categories of spectrum (as shown in the Fig. 7, licensed
spectrum, shared spectrum, and unlicensed spectrum in 5G
[26–29]. Unlicensed spectrum is an important one and it can
be used by anyone, anytime. This section of the paper outlines
the key private 5G spectrum positions, which focus on the
areas where regulators, governments, and the mobile indus-
try must cooperate to realize high-performance private 5G
networks.

5.1 Shared spectrum for 5G networks

The worldwide allocation of 5G spectrum covers a wide
range from 410 to 52,600 MHz [26]. The spectrum’s high-
end falls in the millimeter range, which is unique to 5G
technology. It typically enables ultra-low-latency and high-
throughput for applications based on its high bandwidth.
Private 5G networks need and utilize spectrum across a range
of frequencies, subject to different license terms. Enterprises
manages their network in licensed spectrum and requires a
license from a license holder, usually an MNO) or from the
national regulator. This model based on licensed spectrum
will persist in private 5G networks. However, a scale of new
spectrum choices is budding that will facilitate the private
network implementation level rapidly. The global snapshot
of allocated 5G spectrum [27] which includes the different
spectrum, spectrum range for private 5G networks and their
status as of December 2020 is illustrated in the Table 5.
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Fig. 7 5G Spectrum types
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Table 5 Snapshot of allocated 5G spectrum

Country 5G Spectrum allotment Private 5G Spectrum range Availability [27,28]

Global NR-U (unlicensed)—license assisted and standalone 5GHz Available

USA NSA Sub-6 GHz, mmWave, Sub-6 FDD, standalone 5.9–7.1GHz Available

India NSA Sub-6 GHz, mmWave, standalone 5.2–5.5; 5.7–5.9GHz Approved; available 2022 and beyond

Japan NSA Sub-6 GHz, mmWave, Sub-6 FDD, standalone 5.2–5.7GHz Available

China NSA Sub-6 GHz, Sub-6 FDD 5.2–5.3; 5.7–5.8GHz Available

Europe NSA Sub-6 GHz, Sub-6 FDD, mmWave, standalone 5.9–6.4GHz Approved; under study/review

Australia NSA Sub-6 GHz, Sub-6 FDD, standalone 5.2–5.8GHz Approved; available 2021 and beyond

Korea NSA Sub-6 GHz, mmWave, standalone 5.9–7.1GHz Approved; under study/review

Latin America NSA Sub-6 GHz, Sub-6 FDD, standalone 5.2–5.8GHz Approved; available 2021 and beyond

5.2 5G NR-unlicensed spectrum

5G New Radio Unlicensed (NR-U) is a new standard and
major milestone to realize its foresight for high-performance
5Gmobile networking in unlicensed spectrum [28] and elimi-
nates the dependencyon licensedMNOs. It can deliver higher
data speeds, more reliability, ultra-low latency, increased
availability, and massive network capacity. NR-U can help
developprivate networkswith the power of 5Gand lighten the
spectrum constraints to deliver high-performance 5G expe-
riences. In 5G NR Release 16 specifications [29], 5G NR-U
is defined as the primary global cellular standard with both
standalone and anchored use of unlicensed spectrum. This
specification allows mobile devices to access up to 400MHz
(as shown in the Fig. 8) of unlicensed bandwidth in the down-
link and 100 MHz of unlicensed spectrum bandwidth in the
upload link. 3GPP Release 16 [30] starts with 5G NR-U
in the 5 GHz unlicensed band. The 5G NR-U standard is
pitching up to support the new unlicensed 6 GHz greenfield
spectrum, tailed by the 60 GHz millimeter wave spectrum
band which is developed as part of Release 17. 6 GHz unli-
censed spectrum band brings new bandwidth for 5G and

Wi-Fi and flexible ways to be used in outdoor and indoor
environments. The chart of prospective 6 GHz unlicensed
spectrum for 3GPP release is represented in Figure. With
standalone NR-U, the private 5G networks can be deployed
easily. This standaloneNR-Uhas been designed and intended
to collaborate with other unlicensed technologies such as
Wi-Fi and extend simple installation procedures that Wi-Fi
is valued [30]. It empowers support of mobility offload and
neutral host networks use cases.With these benefits, the stan-
dalone NR-U incorporates the ability of high-performance
5G to private networks for enterprises without demanding
any licensed spectrum.

6 Private 5G networks vsWi-Fi 6

In this section, we explore the technical and implementation
aspects of different technologies such as Wi-Fi 6, public and
private 5G networks. Wi-Fi 6 and 5G are the next generation
major stacks available to us for access into the internet net-
work [31,32]. These technologies are very complementary
and decide the amount of bandwidth you receive, the con-
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sistency of the bandwidth and how reliable the connection
is. Wi-Fi 6 (also called IEEE 802.11ax) is the next genera-
tion enhanced Wi-Fi standard [31] which is one of the most
advanced technologies that meets today’s demands for digi-
tal transformation. Compared with private cellular networks,
Wi-Fi deployment is faster, easier, and cheaper [32]. Wi-Fi
6 can deliver all the promises that 5G makes including ultra-
low latency, multi gigabit connectivity and high connection
density. 5G is largely for outdoors and pervasive as a cellular
today [34]. For indoors or inside a building, Wi-Fi will have
great coverage and Wi-Fi 6 will dominate. It’s more seam-
less since the work on the handoffs between these two is a
significant characteristic. With more cell towers beaming out
5G and Wi-Fi 6 enabled routers getting added, the internet
speed at home and on the go will become much faster with
lower latency. Table 6 provides the comparison of various
features of wireless access technologies such as 5G, Wi-Fi 6
and private 5G networks which includes frequency coverage,
speed, latency and much more [31–35].

7 Network slicing and private 5G

MNOs are driven to start deploying network slicing solutions
now to tap into the business-to-business opportunities created
by 5G [36–40]. A key success factor is the ability to quickly
answer customer needs in an economical way. However, the
complexity ofmanagingmany slices and customers threatens

thewhole 5Gbusinessmodel.Automating the entire lifecycle
management of a core network slice enables you to overcome
that challenge. Network slicing considers taking one physi-
cal network end-to-end and dicing it up into virtual network
slices with each slice being able to be controlled indepen-
dently [37]. Each slice may have dedicated resources (core,
access, and transport) that are not used in other slices and
therefore they can be optimized to meet diverse performance
requirements that are part of 5G ecosystem [38]. These net-
work slices are an end-to-end concept required by customers
for their multiple end-to-end individuals, independent, log-
ical networks [39–41]. Each of these networks are called
network slices and an operator can create several numbers of
slices such as RAN, core and transport slices. Each individ-
ual domain has a controller, RAN controller, core controller,
transport controller, and an end-to-end orchestrator.

There are three usage scenarios developed by the Inter-
national Telecommunications Union (ITU) and have subse-
quently been adopted by 3rd Generation Partnership Project
(3GPP) as three standardized network slices [37]. Private
5G networks will produce set of network slices for each of
these usage scenarios as exhibited in the Fig. 9. The first one
called enhanced Mobile Broadband (eMBB) is intended to
provide the types of services that would typically use 4G
for web browsing, video streaming, the type of traffic for
email applications and the applications that often requires
very high peak data rates [37,38]. Maybe is not too sensitive
to latency, but very bursty in nature. The second category of
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Table 6 Summary of features of private 5G networks and Wi-Fi 6

Features 5G Private 5G Wi-Fi 6 (802.11ax)

Data rate Up to 10 Gbps Up to 1 Gbps Maximum
speed of 9.6 Gbps

Frequency
Ranges

• Licensed, unlicensed spectrum. • Licensed, lightly licensed,
unlicensed, or shared
spectrum.

• Unlicensed spectrum

• Low bands (for blanket coverage) 1 GHz • NR-Unlicensed spectrum
(5–6 GHz and above) as
per 3GPP

• 2.4 and 5 GHz, extending
to 1 and 6 GHz

• Mid bands (coverage and capacity)
1–6GHz

• High bands/millimetre wave (mmWave)
for super fast speed over short
distances—above 24 GHz

Latency and
Reliability

• Ultra-Reliable Low-Latency
Communication (URLLC)

40–50 ms, when maintained
privately

100 ms, as load increases,
can’t guarantee high
reliability or low latency

• 99.9999% reliability (six nines)

Mobility Roaming from private to public networks,
handover at high speed (500km/h
relative)

Roaming from public to
private networks,
handover at high speed
(350 km/h relative)

Fixed locations

Interference Licensed, unlicensed and no interference Licensed, unlicensed and no
interference

Unlicensed, interference
may occur

Density 1 million devices per square kilometer
(km2)

1 hundred thousand devices
per square kilometer

4× improvement in dense
environment (1000 per
Access Point)

Coverage
Scenario

Outdoor WAN Enterprise campus Indoor super high density

Virtualization Network slicing (serving multiple types of
networks IIOT, Data, Video, etc.)

Passpoint (multiple public
networks on same
infrastructure)

Battery life mMTC targets up to 10 years or longer
battery life of sensors

up to 10 years battery life of
sensors

Suited for mobile phones

Environment • Working remotely • Factory • Office environments

• Driving • Smart building • Shopping mall

• Commercial street • Construction • E-classroom
• Community • Hospital • Hospital

Deployment
period

Long (WAN: 1–1.5 years) Medium (LAN: 3–6
months)

Less (days to months)

Network security Security edge protection proxy (SEPP),
security anchor function (SEAF)

Security anchor function
(SEAF), subscription
permanent identifier

Wi-Fi protected access
(WPA3)

Security High Very high Weak (WPA 2/3 vulnerable
to hacking)

Availability Commercial availability from 2020 Available Wi-Fi 6E certified

Use case
examples

• Mobile backhauls • Industry 4.0 • UHD video streaming

• Autonomous vehicle • Mining •Mobile AR/VR

• Fixed wireless access • Healthcare • High speed tethering
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Fig. 9 5G Wireless network slicing for eMBB, URLLC, and mMTC

different slicing is called Ultra-Reliable Low Latency Com-
munications (URLLC)which includes a class of applications
such as self-driving car, virtual reality or augmented reality
which have very stringent round-trip delay times (RTT) for
them to operate efficiently. Some of those applications are
mission-critical and need a high degree of reliability. The
next slice is called massive Machine Type Communications
(mMTC) which includes a category of services like Inter-
net of Things (IoT) where we need to connect an enormous
number of devices [38]. These devices may not essentially
require extremely high data rates or low latency. They may
be short bursty low bandwidth type devices that can do not
have specific characteristics of a lot of them, but not neces-
sarily high data rates smart cities smart home wearables are
all example of those now.

The logical flow of an end-to-end network slice for info-
tainment part of a customer (say Honda) is illustrated in
the Fig. 10. The budget for the network slice Service Level
Agreement (SLA) is 10 Mb/s. The customer portal sends
a request to the operator. And the operator uses its network
slice blueprints, or templates, to generate a network slice pro-
file. And after that it goes through various decompositions,
triggering various actions in the network. The first thing it
does is, it sends a request to network function virtualization
Orchestrator (NFVO), which is creating the virtual RAN, vir-
tual core, or both, if it is needed. The second portion is, it
send out a request to the RAN controller to create the RAN
slice and give the personality to the RAN equipment. By the
same token, it sends a request to the 5G core controller to cre-

ate the core slice which is a personality in the core. Lastly,
it directs a request to the transport slice controller to create
the connectivity between this, RAN and core. At this point,
it’s stitching all these slices, creating a single end-to-end net-
work slice for a specific customer which is from the service
type that is explained before.

Network slicing can be utilized by business customers
for their specific requirements by having access to highly
customized networks. SLAs can be used for governance of
the services in an efficient, timely and cost effective and
timelymanner [38]. The industry sectors such as automotive,
logistic, health and wellness, financial, smart cities, indus-
try 5.0 etc., will have high potential for the application of
network slicing [36–42]. However, enterprises prefer private
5G networks over network slicing because of potential secu-
rity risks involved when slices are procured from a MNO’s
public 5G networks. Also, private 5G networks can be built
and controlled by enterprises using their own spectrum [43].
The enterprise decision on whether to opt network slicing
or private 5G will largely depend on the technology’s cost,
maturity, and trust.

8 Private 5G network-as-a-service

Developing and deploying network services the traditional
way using dedicated infrastructure is slow and costly and it
is increasingly out of sync with a business world that wants
agility and flexibility. High connectivity cost and its’s com-
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plex maintenance due to proprietary solution are the key
challenges faced by industry in their digital transformation.
The enterprises can manage its end-to-end connectivity with
a dedicated infrastructure by deploying a 5G private network
[6].

Private 5G network-as-a-service (5G-NaaS) is an Appli-
cation Programming Interface (API) on top of the network
orchestrator which lets third party clients with appropriate
IT skills to demand definite network services tuned to their
business needs. It develops customized templates accessible
for the business clients to specify various requirements in
termsof location, duration,QoS, supplementary services, etc.
5G-NaaS model by a provider could be a “Zero Capex”, its
subscription can be a key enabler for customers in their dig-
ital transformation with constrained budget. It is a complete
managed solution that empowersMNOs andMSPs to deliver
private 5Gnetwork services quickly and securely to the enter-
prise as shown in Fig. 11. It can free up the customers from
any type of vendor lock-in, provide more flexibility, com-
petitive pricing, cost-effective scaling, and faster innovation
which could significantly lower cost. 5G-NaaS providers can
help enterprises experience a carrier-grade private 5G net-
work to operate their mission-critical applications with low
latency, high bandwidth, end-to-end security, and enhanced
coverage. They can also deliver secure and fast mobility
across several enterprise sites. The benefits of 5G-NaaS to
the MNO includes [14]:

• Simplified operation and management.
• Flexible deployment models.
• MNO integrated mobility.
• Deep business insights.
• Lowest cost of entry.
• Powerful, scalable, and flexible.
• Data privacy.

NTT, an international business solutions and technology
provider have unveiled private 5G network-as-a-service (5G-
NaaS) platform, named NTT P5G in August 2021 [44]. It
will deliver private network delivering performance, security,
control, and complete coverage.

9 MNO’s roles in private 5G networks

As discussed in previous section, a private 5G network
deployment can generally fit into one of the two cate-
gories, an independent physically isolated or integrating the
MNO’s public 5G network resources. In both instances, a
complete private 5G network can be deployed by an enter-
prise with gNB, 5GC CP, UDM, MEC and UPF within its
premises. MNOs offer the network resources (and licensed
spectrum) necessary for these private 5G projects with other
services such as network management, hardware assistance
and planning. However, MNOs play slight or no role in the
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Fig. 11 Private 5G network as a service (5G-NaaS)

deployment of private 5G networks for enterprises, which
are instead guided by proven 5G vendors such as Nokia,
Ericsson, Huawei, Qualcomm etc. [45]. In this section, the
different services and capabilities provided by MNOs are
discussed.

Network slicing This can be utilized to create partitions
or slices of MNO networks for different use cases or appli-
cations, enterprises, or customer profiles [39]. For a local
break-out, countrywide slices can be considered and the
next-generation MVNOs have potential for geographic slic-
ing, with various network configurations and external control
given to third parties.

Spectrum leasing Few MNOs have domestic spectrum
licenses can be used to deploy private 5G networks in partic-
ular remote areas such as ports, pipelines, agriculture fields,
mines, etc. [27]. Spectrum can be assigned to a business or
enterprise through a lease or local resale.

Campus networks A dedicated onsite network infrastruc-
ture can be provided for major enterprises such as airports,
hospitals, and manufacturers. Both outdoor and indoor areas
canbe covered, a dedicated additional radio equipment canbe
added for ubiquitous coverage. An independent on-premises
core network or a distinct virtual cloud instance can be
offered to enterprise for better administrative control and
rights. If an MNO is involved, it will be simpler to inter-
operate the onsite 5G connectivity with WAN.

Shared in-building systemsMNOs will collaborate to cre-
ate, fund, and share indoor wireless solutions for the benefit
of the customers. In the UK, Joint Operator Technical Spec-
ification (JOTS) Forum facilitate MNOs and their partners
to implement high-quality shared wireless private 5G net-
works [46].

Deployment and operational servicesMNOs provide a set
of network service components to deploy private 5G. They
can design and deploy the network systems, but let their tech-
nical staff own, manage, and operate them. Various other
managed services such as subscriber management, security,
RF planning can be provided by MNOs [47].

Cloud-based functions A private 5G network can be built
using numerous operational systems, software components,
5G core, radio infrastructure, interconnection with other net-
works, regulatory compliance and so on. Several vendors
are trying to offer cloud-native components directly to the
enterprises. MNOs deal with their own multi-tenant cloud
resources, possibly hosted in their own EC infrastructure
[48].

10 Transforming industry with private 5G
networks: use cases

5G has the potential to be a game changer for business
enabling innovation efficiency and transformation across
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industries. 5G private networks are built to help you grab
the possibilities in different sectors [53] such as manufactur-
ing [6], logistics and supply chain [49], retail [10], healthcare
[50], transportation [18] andmuchmore.Driving innovations
such as improved automation, better visibility into supply
chain management and new ways to deliver enhanced cus-
tomer experiences, private 5G networks could make all the
difference to a large business. Private 5G can be thought of as
a next-gen network service for business driving operational
and cost, efficiencies, and elevating business functions from
mobile workforces to remote operations and supply chains
for manufacturing. This section will give a quick overview
of major private 5G use cases in 5 different industries.

10.1 Healthcare innovation

Healthcare is one of the largest addressable markets among
the 10 industrial sectors that were analyzed [51]. A critical
feature of healthcare IT infrastructure is network connec-
tivity. 5G helps to deliver safe, reliable, efficient, and
high-quality healthcare services to all. Transformation of
hospital networks through private 5G is essential to improve
reliability, maximize coverage and preserve robust secu-
rity. Private 5G networks offer a self-contained, connected
campus of secure, ultra-reliable wireless environment that
enables sensors and IoT devices to communicate with each
other. For example, a hospital inWuhan, China, the epicenter
of the Covid-19 global outbreak, deployed a fleet of robots
to assist healthcare workers and patients by leveraging the
features of 5G technology such as reliability, speed, and qual-
ity [53]. Malaysian police involved 5G-assisted drones with
heat-sensing technology over large crowds for contactless
body temperature screening. The world’s first medical pri-
vate 5G network was launched by the China Telecom and
West China SecondUniversity Hospital, Sichuan Province in
2019 [52]. It would enable high speed and low latency trans-
mission of massive amounts of data and doctors can consult
with their colleagues in 27 other locations. With the gamut
of 5G-enabled possibilities, private 5G networks would tar-
get several distinct use cases such as remote consultation,
mobile ward rounds, remote surgery, emergency response,
wireless specialist diagnosis, intra-hospital monitoring, etc.
in the healthcare space [52]. It will play a critical part in
revealing new solutions in diagnostic, preventive, and thera-
peutic care.

10.2 Public transportation-airports

Industrial-grade private wireless solutions are driving indus-
try 4.0 today and the 5G digital revolution tomorrow. The
competition of deploying private 5G in airports have begun
[54,55]. Today’s digital airport demands to maintain things
moving and secure for all kinds of passengers, airlines,

customers, retail tenants, ground and baggage handling sys-
tem companies, and guests. Private 5G wireless networks
provides ultra-reliable, secure connectivity that ensures Air-
port Operations Centre (APOC) operational and situational
awareness to enhance efficiency, automation, and responses
[54]. Ericsson will deploy a private 5G mobile network at
Paris airport for Air France, Hub One and Groupe ADP
which covers Paris-Orly, Paris-Charles de Gaulle, and Paris-
Le Bourget airports [55]. Nokia partnered with Swedish
telecommunications company Telia will bring up the world’s
first private network at Finland’s Helsinki airport to improve
airport operations as well as passenger experience [54]. A 5G
ready network will be launched at Brussels airport teamed
up with Nokia and operator Citymesh. Private 5G networks
helps airports minimize the dependency on third-partyMSPs
and the opportunity to design a reliable and secure infrastruc-
ture to achieve digital transformation [55].

10.3 Industry 4.0

5G is the critical catalyst for Industry 4.0. According to
GSMAresearch [10], 5Gnetwork technology combinedwith
IoT, Artificial Intelligence (AI), Big data and Edge com-
puting is expected to be a key enabler of Industry 4.0. 5G
networks will empower businesses beyond the factory floor,
including distribution, supply chain, warehousing, and cus-
tomer service. An integrated 5G solution can provide reliable
and secure end-to-end connectivity to enhance the produc-
tivities across the enterprise. Enterprises started opting for
private domestic 5G wireless networks over MNOs. The
private model offers numerous substantial benefits such as
controlling and securing the information, the capacity to
optimize networks for their exclusive requirements, the flexi-
bility to upgrade/reconfigure together with growing business
objectives. Ericsson, the Swedishmanufacturer launched pri-
vate 5G to target industry 4.0 agreements [56]. It has teamed
up with Russia’s Mobile TeleSystems (MTS) to deploy its
first 5G-ready private network [57] to be used by the world’s
largest gold producer, Polymetal. A private 5G is deployed
for BMW plant at China’s Liaoning province by Nokia and
China Unicom for smart manufacturing services [58]. This
will enable low latency communications for video surveil-
lance, multi-access edge computing to process and analyze
data closer to the place where it is used.

10.4 Precision agriculture

Farming is going digital, and the future of the farm will
employ more data and less chemicals. New technologies
such as 5G and the IoT are allowing practical applications
to achieve greater efficiency, environmental protection, and
sustainability [59–61]. The possibilities of 5G and real-time
data processing will lead to a revolution in the agriculture
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sector. Sensor data from fields can help farmers identify the
need forwater in specific areas, have a disease, or require pest
management [59]. 5G technologymakes it easier to scale net-
works containing large numbers of IoT devices, autonomous
robots, drones, and hence can change agriculture and farming
forever [60]. Private 5G networks will bring various benefit
such as datamanagement in farming, quality control of crops,
cost management, business efficiency and so on [61].

10.5 Dedicated private 5G network deployments

The business enterprises must decide the ways of provision-
ing different private 5G use cases that deliver real-world
Return on Investment (ROI). Several enterprises have already
started exploring and, in some cases, deployed them. This
benefits each industry with 5G’s improved coverage, speed,
and capacity. While not every business enterprise requires
5G, almost all large business environments that demand
reliable and consistence performance, high availability will
benefit from private 5G. The Table 7 summarizes the details
of dedicated private network solutions and deployments
relating industrial end users.

11 Security aspects of private 5G networks

Many enterprises assume that having a private 5G network
keeps them safe. However, the attack surface can be exagger-
ated by goingwireless due to various reasons such as physical
movement of devices on the network, enlarged IIoT expo-
sure, IoT manufacturers, MNOs/MSPs, suppliers, vendors
and so on [72,74]. 5G private networks become a significant
part of an enterprise’s mission-critical infrastructure and its
daily operations, hence making security aspects much more
important.A robust layer of security is crucial. Security of 5G
private networks can be handled in a two-part approach, (1)
public network integrity and availability must be preserved
[73], (2) value-added security services are desirable to guard
5G capabilities-based ecosystems.

Security application is also based on the underlying net-
work architecture [78]. The principal components of a private
5G network includes the 5G core’s Control and User Planes
(CP and UP), Radio Access Network (RAN), and Multi-
access Edge Compute (MEC). As discussed in deployment
scenarios section, deploying an MNO-independent network
is one of the best architectural choices for a private 5G net-
work. It has all four components (RAN, 5G Core, MEC)
physically isolated from an MNO’s public 5G network. The
other option includes deployment of a logically isolated
MNO-dependent network where some or all the components
may be on the public 5G network. The former option is more
secure, but the latter is more cost-effective. Each deployment
choice can be viewed from an enterprise vsMNOperspective Ta
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since profiles such as control, customization, complexity, and
agility will differ for each type. The key zones of cyberse-
curity to address in 5G networks are described in the Table
8.

When compared with enterprise Wi-Fi applications, pri-
vate 5G networks offer more advantages. It is easy to deploy,
less vulnerable to interference, harder to eavesdrop and more
reliable. 5G industry experts predict that Wi-Fi and private
5G could provide benefits altogether. The telcos have an
opportunity to offer Security-as-a-Service (SecaaS) as a com-
panion to the private 5G network [81].

12 Open-source projects for private 5G
networks

Today 5G is rolling out around the world with wide adoption
much faster than previous generations. A lot of new capabil-
ities and enablers for fundamentally new use cases that were
never possible before in previous generations. Hundreds of
millions of devices already shipped andbillions coming in the
next few years and hence this is a significant progress at a rate
that exceeds any other previous generation that we have seen.
At the same time, theRANarchitecture anddeploymentmod-
els are evolving equally and rapidly. Today most of the world
is based on traditional RAN architectures where there are
basically closed systems that include a core network thatmay
have a somewhat open interface via the backhaul to the RAN,
but the entire RAN is implemented by typically a single ven-
dor or a small number of vendors working closely with many
proprietary interfaces. As the sprint towards 5G have begun,
there is advent of open-source projects such as Magma core
[82], srsRAN [86], Aether [84], particularly in telecommu-
nication world. In this section, various open-source projects
that are offered for building open-source RAN targeting the
user equipment (UE) are discussed.

12.1 Magma core

Magma is an open-source packet core project supported by
leading open-source foundations. The magma project is the
open infrastructure foundation collaborating with the Open
Core Network (OCN) project group and the OpenAirInter-
face software alliance to bring magma to an independent
open-source project and foster its development as the lead-
ing open-source wireless data core. The internet has become
a crucial tool for improving livelihoods and magma strives
to facilitate bringing connectivity to places where it has
not generally been available in the form of private 5G net-
works. Magma’s mission is to bring more people online
by facilitating MNOs/MSPs with open flexible and exten-
sible carrier-grade networks. It is a distributed and scalable
wireless data core, and it delivers converged core supporting

the major components of a 4G Evolved Packet Core (EPC)
and managed Wi-Fi service support for 5G with using the
services-based architecture. The software is free for any-
one to download, and it will run on most generic computer
hardware or on the Cloud. It can also connect to any 3GPP
compliant equipment so that any end user can mix and match
equipment from different vendors and use different technolo-
gies from Wi-Fi to 4G LTE, 5G and beyond.

Magma also has rich APIs to easily connect to end user’s
existing infrastructures and they can manage them all from a
single pane of glass. The enterprises needn’t invest in expen-
sive hard to use packet cores and avoid vendor lock-in forever
since Magma is supported by a rich open-source commu-
nity [89]. It is easy to add new features and capabilities.
The developer community is organized by leading open-
source foundations and is adding new features to Magma
every day. An enterprise or end user can request for help
from community if they have an idea for a new feature or
new requirements. Finally, the enterprise has the technol-
ogy to extend their network with any equipment vendor they
want, at a super low cost and without disrupting their current
operations. Enterprises can join the community of service
providers around the world that are bringing a faster internet
to people everywhere.

12.2 5G OpenRAN

Open radio access networks (OpenRAN), also called Open
disaggregated RAN uses open, interoperable interfaces and
protocols to deploy private 5G mobile networks [83]. It
provides improved flexibility over traditional RAN and an
alternativewayof deploying networks that guarantees vendor
competition, multi-vendor interoperability, reduced operat-
ing costs, security across RAN. OpenRAN emphases mainly
on vendor-neutral software and hardware using community-
developed standards and open interfaces, providing MSPs
the capability to use radios of one provider with another
provider’s RAN applications. With 5G mobile network
deployment happens in full-swing, MSPs around the world
are utilizing the opportunity to transform their private mobile
networks. The deployment of private 5G networks have
unique requirements with respect to available spectrum,
processing hardware, space, environment, etc. OpenRAN
solution offers flexibility, multi-vendor hardware and soft-
ware choices as per the enterprise use cases and deployment
circumstances. It includes three primary elements, namely,
the Radio Unit (RU) integrated into active antenna, the
Distributed Unit (DU) centralized or at cell site and the Cen-
tralized Unit (CU) where packet processing takes place. The
interfaces among these elements are the main emphasis of
OpenRAN.

The increase in demand for private 5G network provides
new business openings for MNOs to monetize their invest-
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Table 8 Threat landscape in private 5G networks

Key zones of 5G networks Threats/attacks

RAN to core risks Man-in-the-middle (MITM) attacks [76]

Rogue gNBs [74]

Internal threats and malware [75]

IoT signalling storms [77]

5G Core and automation Network slice security [78]

Improper access control [80]

Application programming interface (API) exposure risks Data exposure [79]

Denial of service (DoS)/distributed DoS attacks [73–75]

Authentication hijacking [73]

Injection attacks [78]

Service platforms and applications risks Malware [78]

OWASP top 10 vulnerabilities [79]

Air Interface threats MITM [76]

Jamming [81]

Passive attacks Mobile identity capture [72]

Uplink/downlink impersonation [78]

Connected device threats Bidding Down (service degradation) [78]

Malware [80]

Device tampering [81]

Intercepting communication [81]

Sensor vulnerability [78]

ment in network infrastructure and spectrumallocation.Open
RAN can enable different services and enterprise use cases
with energy-efficient installation and minimum equipment.
Especially in fifth generation, it can act as a future-proof,
cost-efficient solution for MNOs to maximize the annual
Return on Investment (ROI). The 5G industry’s first 3GPP
Release 16 5GOpen RAN platformwas announced by Qual-
comm which is its second-generation 5G RAN Platform
for Small Cells [90]. It supports a lot of features such as
URLLC to provide link reliability (up to 99.9999%) and low
latency desirable for industrial automation and mission criti-
cal infrastructure, the demands of private 5G networks, sub-6
GHz deployments.

12.3 ONF’s Aether platform

Open networking foundation (ONF) unveiled “Aether”,
the first open-source platform for enterprise 5G connected
Edge-Cloud-as-a-Service, optimized for unlicensed, lightly
licensed (CBRS) and licensed spectrum [84]. It provides
three fundamental services, namely, the private 5G connec-
tivity service with an on-premises local breakout and enables
low-latency mission-critical applications, keep the backhaul
requirements at bay and enables programmatic traffic local-
ization and privacy building. On this service is the connected
edge cloud service, a service that natively allows 5G con-

nectivity to edge cloud applications. The next is network
end-to-end slicing, the capability for the enterprise to easily
assemble and execute policies for different flows, flow types
and subscribers. Aether is cloud managed and easy to deploy
operationalize configure observe and controlled by the enter-
prise. All aether services are programmable by the enterprise
with easy-to-use interfaces. The private 5G connectivity ser-
vice enables QoS differentiation which ranges from low
latency mission critical services to best effort services. Pro-
grammatic network slicing brings another dimension for such
differentiation coupled with programmatic access control.
The connectivity service also brings cellular network-grade
sim-based encryption to the enterprise network as a con-
nected edge cloud platform. Aether is uniquely built on
a Software Defined Networking (SDN) infrastructure that
enables programmable forwarding and it supports Artificial
Intelligence (AI) or Machine Learning (ML) driven IoT and
Operational Technology (OT) driven applications.

12.4 ETSI OSM

Open-source MANO (OSM) is an European Telecommuni-
cations Standards Institute (ETSI) held project to build an
Open-source Network Function Virtualization (NFV) Man-
agement andOrchestration (MANO) software stack affiliated
with ETSI NFV [85]. NFV suggests an architecture that lets
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MNOs to virtualize network functions in an automated, high-
performing, and elastic manner. The use cases are associated
with 5G private mobile networks and OpenStack acts as
a Virtualization Infrastructure Manager (VIM) for most of
the implementations. Open-source projects such as Open-
Source MANO (OSM) and Open Networking Automation
Platform (ONAP) assists the private network service across
the various sites connected through high bandwidth, high
capacity and ultra-low latency delivered over 5G networks.
5G-Transformer is an open-source project based on OSM
which brings network slicing into transport networks by pro-
viding orchestration and slicing for business verticals such
as healthcare, automotive, media, etc. [88]. These projects
based on OSM demonstrates the real-life business use cases
of 5G technology overNFVand indicates effective 5G imple-
mentations by industry verticals.

12.5 srsRAN

srsRAN developed by Software Radio Systems (SRS) is
an open source 4G/5G software radio suite [86]. It can be
employed with third-party core network solutions to develop
entire end-to-end LTE wireless networks. It includes a full
stack 5G-Non-standalone (NSA) software radio UE (User
Equipment) application for deploying private 5G networks.
It runs as an application on a Linux-based operating system
and offers a standard LTE network interface with high-speed
performance and mobile connectivity. The basic architecture
of srsUE includes layer 1, 2 and 3, where physical layer is at
the bottomandMediaAccessControl (MAC) andRadioLink
Control (RLC) exists on the layer 2.At layer 3,we haveRadio
Resource Control, Non-Access Stratum (NAS) and Gate-
way (GW). srsRAN helps to attain high performance in 5G
without the help of dedicated hardware accelerators. srsUE
works fine with network equipment from Nokia, Huawei,
Amarisoft, etc.

12.6 OpenAirInterface UE

OpenAirInterface’s (OAI) role in establishing a 5G refer-
ence architecture for the emerging 5G industry is very crucial
[87]. It is an open-source implementation of User Equipment
(UE) that operates on platforms such as ARM/Intel target-
ing towards the forthcoming 3GPP Releases. It serves as a
standard for 3GPP Release13/14 development towards 5G.
Some of the important proposals include massive MIMO,
LTE-LAA, NarrowBand-IoT, etc. OAI 5G stack is divided
into three use cases, namely, OAI-CN (OAI Core Network),
OAI-RAN (OAI Radio Access Network), MOSAIC5G and
these are distributed under independent licenses. It supports
NSA gNB software stack which is essential for private 5G
networks.

13 Research directions in private 5G
networks

5G rollout is ongoing and experts predict that 5G network
deployments will gain momentum from 2020 and beyond.
The public across the world are waiting for 5G compatible
devices and this new technology is continuing to mature.
Organizations are discovering research areas and challenges
in 5G technology, serving to produce breakthroughs in this
technology, its applications, and consequences. 5G technol-
ogy delivers a transformative experience with its benefits
including faster connectivity, higher data rates, possibly
lower power consumption, potential to benefit enterprises,
end users and consumers, and everybody in between. This
section emphasizes on the major research challenges and
directions surrounding the deployment of private 5G tech-
nology.

13.1 Spectrum harmonization andmassive MIMO

Wave spectrum challenges are generated due to 5G global
advancements and changes. The prospective goal for 5G
technology is to deliver the necessary bandwidth to every
user with a compatible device. Private 5G networks can offer
this bandwidth by means of a frequency spectrum above
6 GHz. Researchers are discovering the new opportunities
of spectrum and high frequency channels for private 5G
communications. The 5G NR-U unlicensed spectrum range
between 5GHz and 6 GHz which is very short range. Signal
obstruction can be caused by objects such as building, trees
which necessitates several cell towers to evade signal path
loss. Researchers are entering into multiple-input, multiple-
output (MIMO) technology which proves to be an effective
and simple solution for 5G connectivity expansion and sig-
nal path issues [91]. An immense MIMO network is more
resistant to jamming and signal interference.

13.2 Network optimization usingmachine learning

The private 5G systems can use novel and existing Machine
Learning (ML) algorithms to optimize its operations. Arti-
ficial Intelligence (AI) or ML techniques are applied in 5G
automation, network slicing, network planning, reduce oper-
ating costs, etc. [92,93]. It can also be used across all layers
such as 5GCore,RANandmore. There are three key research
directions with respect to this. (1) Enhancing 5G system
usage by the end devices: As demanded by the end users
and the markets, the end devices in a 5G network will not
be equally treated. ML can be used to control and optimize
the user mobility patterns, network congestion prediction at
definite locations. This will result in an improved scheduling
of the CP procedures, allocation of the resources, eventu-
ally, a better network service is provided. (2) Optimizing
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the network management [94]: ML can also provide insights
about the functioning of the private network which leads
to effective performance, fault, and security management.
Many parameters can be monitored for an extended dura-
tion of time which could help in optimization of anomaly
detection, performance degradation, fault discovery, secu-
rity, scaling, network elasticity and mitigation solutions in
5G private network systems. (3) Slighter human interaction:
Network operations can be executed without vastly educated
experts with lesser human interaction required to look the
network and to set the governance policies.

13.3 Enterprise use case customization

Customized 5G private deployments for different use cases
ought to be enabled by considering the probable sizes and
communication environment. The following operations have
to be accomplished for each use case customization includ-
ing (1) integration with 5G RAN equipment from many
radio providers. (2) End-user equipment-based integration
by retrofitting the use case devices to the 5G modems. (3)
Use case specific applications integration which covers the
expected communication data paths for the use cases.

13.4 Security and robustness

Security is rapidly becoming a key area of research focus dur-
ing global 5G network rollout [72–75]. Private 5G networks
can be trusted if it can be protected from failures, attacks,
defects, or misconfigurations. Scaling and flexibility bring a
new set of challenges in terms of robustness of the overall
private networks. The research challenges include:

• Automation of fault management for dynamic 5G envi-
ronment can be achieved by monitoring components.

• High availability and load balancing of CP and data path.
• Mission-critical infrastructure robustness of private 5G
environments.

• Sharing state information between components of private
network for high availability.

13.5 Battery and storage technologies for 5G
equipment

Longer battery life and improved energy storage technolo-
gies are essential for end users to relish the full potential of
5G technology. Research on lithium-ion battery technology
is carried out to enhance the battery life and 5G equipment
optimization for user prospects [94]. A 5G network with
local gNB will intensely increase computation speeds and
empower the transfer of data from smartphone to the cloud.
Present 5G based smartphones want to preserve a connection
to multiple networks such as 5G, Wi-Fi which contributes

to mobile battery drain. The existing limited infrastructure
of 5G worsens this problem. As 5G technology remains to
increase worldwide, enhancing the battery life and energy
density will be vital.

13.6 5G NR small cell research

5G NR small cells are low-powered radio access points that
supports ultra-low latency,massive 5Gnetwork speed, cover-
age and capacity which are essential features of a 5G network
[95]. The telecom industry is anticipated to rely on small
cells as building blocks to efficiently scale 5G NR networks.
These small cells can deliver uniform 5G experiences, par-
ticularly indoor environment where most data are consumed.
As MNOs look to provide better 5G experience to the users,
small cell research is gaining momentum [96]. The faster
small cell research progress, the consumers will have 5G
devices sooner connected to 5G-only internet.

13.7 Network slicing for private 5G

Network slicingmakes things simpler, and it is still challeng-
ing to share resources to different slices [23]. This is because
the private 5G networks will be complex, and it’ll be chang-
ing constantly. The usual method of sharing out resources
can’t easily adapt to a constantly changing network it’s time-
consuming and not very effective. As an evolving technology
with several advantages for private network deployment, net-
work slicing has increased many research challenges for the
networking industry and the enterprises [97–99].

14 Conclusion

3GPP-based private 5G networks are dedicated networks
which offers irresistible benefits to the enterprises. It is gain-
ing momentum as regulators allocate additional spectrum
including NR-U to help enterprises build and maintain their
own private 5G networks. It is a game-changer for critical
enterprise applications such as industry 4.0, healthcare, smart
cities, etc. which expects digital transformation. The current
deployment scenarios indicate that most of the dedicated pri-
vate 5G network deployments will involve the presence of
MNOs in some way. This survey paper presents an overview
of the private 5G networks, its enabling technologies, spec-
trum allotment, use cases, and the latest research issues
addressing different facets of the private 5G deployment.
This, in turn, should deliver a great foundation for 5G net-
work practitioners, academicians, and researchers who are
interested to receive an insight into the private 5G technolo-
gies and to understand the complete architecture. Moreover,
the interplaybetween thedifferentwireless technologies such
as 5G, private 5G, andWi-Fi 6, has been discussed. Through
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critical 5G wireless private networks, enterprises can more
rapidly realize and realize digital transformation.
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