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Abstract
Quantum technology has the potential to revolutionize sensors and the Internet of Things 
(IoT). Efficient and secure data transfer among sensors and IoT devices is a major chal-
lenge. To address this, the manuscript presents coherent manipulation of the scattering 
cross section and its sensitivity based on subluminal propagation and rotary photon drag, 
using an atomic medium with two levels coupled with a cavity. The group index of the 
proposed atomic medium is measured in the range of −0.1 ≤ ng ≤ 150 and group veloc-
ity in the range of 2 × 106 m∕s ≤ vg ≤ ±2 × 109 m/s. The maximum delay time is reported 
to tg = 0.3 �s and rotary photon drag to �d = ±5 micro radian. This effect of photon drag 
is used in sensing, energy harvesting, and optical switching in IoT. The scattering cross-
section of 0.1 × 1021 m2 is reported. The scattering cross-section impacts the efficiency and 
reliability of quantum-based communication for IoT. The maximum cross-sectional sen-
sitivity is measured to S� = 0.4 × 10−19m2∕nr . The cross-sectional sensitivity potentially 
impacts secure communication and highly precise detection in sensors and IoT.

keywords Quantum Technology · Quantum-based Sensors · Quantum for Internet of 
Things · Quantum Effects

1 Introduction

Recently, Quantum technology has the potential to revolutionize sensors and the Internet of 
Things (IoT). Different quantum techniques are used to integrate quantum sensors, quan-
tum devices, algorithms, and protocols into IoT systems to enhance their capabilities and 
address certain communications challenges (Chawla and Mehra 2023). The light (electro-
magnetic waves) is used as a medium in these quantum techniques for signal processing 
and data transfer among sensors, IoT devices, and end users (Karim et al. 2023). Still, it 
raises many challenges, such as efficient single processing, security, precision, energy har-
vesting, streaming, sensing, and real-time communications. The rapid invention of these 
quantum-based IoT devices and communication, requires an advanced quantum model that 
effectively addresses the mentioned challenges (Ageed et al. 2022). Many effects such as 
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photon drag, scattering cross-section, and cross-sectional sensitivity of atoms under the 
quantum-based model, are used to solve these challenges.

Photon drag is a phenomenon where a lateral displacement (drag) is experiences in the 
direction of propagating light beam through a moving medium. In photon drag, a force 
is exerted on a particle when it is subjected to a light gradient or a laser beam (Saushin 
et al. 2021). For quantum-based IoT, photon drag is practical in IoT applications, sensing 
and detection, energy harvesting, and optical switching. In IoT devices, photon drag can 
be utilized by exploiting the force exerted on particles due to the light gradient; it detects 
and senses many parameters (Butt et al. 2023). This property can be harnessed to create 
susceptible and compact sensors for various IoT applications, including environmental 
monitoring, healthcare, or industrial automation. Photon drag has potential applications in 
energy harvesting purposes for IoT devices. A particle experiences an induced force due 
to an external field (light) gradient, creating mechanical motion. The mechanical motion 
is then converted into electrical energy, generating energy from an ambient light source. 
The generated energy is used in low-power IoT devices and sensors. In optical switching, 
an external field (mostly a laser beam) exerts a force on the atoms which is used for the 
manipulation of the position as well as the movement of these atoms. Based on this prop-
erty, optical switches (re-configurable optics) are made for IoT devices and used for the 
control and modulation of signals dynamically.

The scattering cross-section is a concept commonly used in quantum to describe the 
interaction of electromagnetic waves with particles or objects. In quantum-based IoT, there 
are instances where electromagnetic waves interact with objects or structures, resulting in 
various phenomena such as signal attenuation, reflection, or interference. These interac-
tions impact the efficiency and reliability of wireless communication systems and quan-
tum-based IoT devices (Chawla and Mehra 2023; Costa et al. 2020).

The cross-sectional sensitivity of atoms in the context of quantum-based IoT refers to 
the ability of atoms or other quantum systems to detect and respond to external influences 
with high precision. In quantum-based IoT (Li et al. 2023), atoms are often utilized as the 
building blocks for quantum sensors that can measure physical quantities such as mag-
netic fields, electric fields, temperature, and pressure at the quantum level, by carefully 
controlling and manipulating the quantum states of atoms. Furthermore, quantum systems 
like atoms can also enable secure communication in quantum-based IoT. Quantum cryp-
tography techniques, such as quantum key distribution (QKD) (Xu et al. 2023) utilize the 
quantum properties of atoms or other quantum systems to establish secure communication 
channels highly resistant to eavesdropping.

Motivated from the forth-mentioned discussion, sensitivity of atom based on slow light 
propagation and rotary photon drag: an efficient and secure model for quantum-based sen-
sors in IoT. The major contributions of the proposed research work are as follows;

• We used an atomic medium, having two levels coupled with a cavity, to manipulate the 
scattering cross-section and its sensitivity.

• We provided a detailed network and quantum atomic model.
• In our proposed model, the value of the group index is measured in the range of −0.1 . 

to 150
• We modified the group velocity, having a value of 2 × 106 m/s to ±2 × 109 m/s, which 

enhances the speed of information transfer in IoT under a quantum-based communica-
tion.

• We found that the proposed medium had a delay time of td = 0.3 �s , which increased 
the storage capacity of information related to the IoT.
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• The rotary photon drag of �d = ±5 micro radian is obtained and used in highly sensitive 
and compact sensing, energy harvesting, and proper optical switching in IoT.

• We reported the scattering cross-section of 0.1 × 1021 m2 having an impact on the effi-
ciency and reliability of quantum-based communication for IoT.

• We were able to attain a maximum cross-sectional sensitivity of S� = 0.4 × 10−19 
m2∕nr , which has the potential to have an impact on secure communication as well as 
high precision detection in sensors and the IoT.

• We provided deployment and workflow for the proposed model in sensors and IoT.

2  Network and atomic models

This section discusses the following sensors and IoT-based network models and the Quan-
tum atomic model.

2.1  Network model

In Fig. 1, the proposed sensors and network model are shown. The proposed model has 
entities: Quantum-based sensors, sender-side quantum-based IoT devices, Receiver-side 
quantum-based IoT devices, quantum security providers, quantum keys and state detectors, 
and quantum towers. The detail and work process of every entity is explained as follow:

• Quantum-based Sensors These are tiny devices that sense and detect environmental 
changes, healthcare, infrastructure management, industries, and many more IoT ecosys-
tems by using quantum techniques.

• Sender Side Quantum Based IoT Devices These devices transmit information collected 
from sensors using our proposed quantum-based model. The proposed model and tech-
niques ensure secure and efficient data transfer in IoT devices.

Fig. 1  Sensors and IoT-based network model



 S. Sajid Ullah et al.

1 3

1268 Page 4 of 16

• Receiver Side Quantum Based IoT Devices These devices receive the information trans-
ferred by Sender Side Quantum Based IoT Devices.

• Quantum Security Provider A trustable third party that is responsible for secure communi-
cation among participating entities in the IoT network. For security, it generates quantum 
keys and states using quantum cryptography.

• Quantum Keys and State Detector This detector is used to verify quantum keys and 
states for sensors and IoT devices.

• Quantum Tower For long-distance communication, it transfers information and signals 
among entities based on quantum techniques.

All the above-mentioned entities are to be used case of our designed scheme. At first, the 
quantum-based sensors use our photon drag investigation by exploiting the force exerted 
on particles due to the light gradient to efficiently sense and monitor the environment. This 
sensing data then transfers to the receiver-side quantum-based IoT devices, this transfer 
will be possible through a quantum tower and optical switching. To make this transfer effi-
cient, the proposed photon drag technique is a very efficient solution to boost the perfor-
mance of optical switching. Our photon drag exerts a force on the atoms that are used to 
manipulate the position and move the atoms, which provides higher bandwidth compared 
to traditional ones, enables the transfer of bulk data, makes possible HD-streaming, and 
can handle data from multiple sources, at the same time.

For long-distance communications, an intermediate quantum tower is used to transfer 
data. Our technique the scattering cross-section is an efficient solution for efficient and 
reliable long-distance communications. The scattering cross-section refers to the phenom-
enon describing the interaction between electromagnetic waves and particles/atoms, that 
reduces the blockage of signals, increases its propagation, handles multi-path fading, and 
reduces to avoid conjunction. Strong security is a highlighted issue in any quantum-based 
communication, a quantum security provider is used to manage the security. The quantum 
security provider provides keys for secure communication. These keys will be a combina-
tion of the photons, to verify and validate keys through quantum states, quantum keys and 
state detectors are used. Our proposed cross-sectional sensitivity investigation is utilized to 
increase security. The cross-sectional sensitivity of atoms in the context of quantum-based 
IoT refers to the ability of atoms to detect and respond to external influences with high pre-
cision that boosts up security and makes efficient quantum key distribution and detection 
process.

2.2  Atomic model

As illustrated in Fig. 2, our suggested model consists of a two-level atomic medium cou-
pled with a single-mode cavity. Dielectric slabs of a thickness d

1
 and an inter-slab space of 

d
2
 make up the walls. The ground state of the two-level atoms is labelled as �1⟩ while the 

excited state as �2⟩ . A probe field having Rabi frequency Ωp , that makes an angle ���ε with 
the normal is shined from one side of the cavity. Strong control field having Rabi frequency 
Ωc is driven normally from a single side of the cavity. Considering the ground state at zero 
energy level, the Hamiltonian under dipole and rotatory wave approximation is then given 
by Arif et al. (2021)

(1)

H =ℏ�
21
�2⟩⟨2� + ℏ�a†a + ℏG(a†�

12
+ a�

21
) −

ℏ

2
(Ωce

−i�ct�
21
+ Ωpe

−i�pt�
21
+ H.C)
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The control field is detuned from the probe field, and atomic transition frequency �
21

 by 
an amount � = �

21
− �c and Δa = �p − �c , respectively. Similarly, the detuning of cav-

ity mode � and probe field from atomic transition frequency is given by Δc = −(�
21
− �) 

and Δp = �
21
− �p , respectively. Whereas, �c and �p are the angular frequencies of the 

control and probe fields, respectively. In the above equation, G is the coupling strength 
between the system and cavity mode, a†(a) are the creation and annihilation operators for 
the cavity mode. The a is the lowering operator for the atomic decays between states of the 
proposed atomic model while a† is the raising operator for these decays. Furthermore, �ij is 
the operator for atomic transition while Ωc,p are the Rabi frequencies of the driving fields. 
The parameter � having the dimensions of frequency is the strength of the atom cavity cou-
pling, given in explicit form as � = �

21
�V∕ℏ , where �

21
 is the transition dipole moment and 

�V = [(ℏ�)∕2ℏ�
0
V]1∕2 is the strength of vacuum field over the volume ��Vε of the cavity. To 

study the dynamics and equation of motion for the proposed system, we use the following 
master equation (Arif et al. 2021).

Where ℏ is reduced plank constant, � is the density matrix operator and � is the damp-
ing rate. Using Eqs. (1) and (2), we obtained the following equations which describe the 
dynamics of the population, as well as polarization.

(2)�̇� = −
i

�
[H, 𝜌] −

1

2
𝛾(𝛼†𝛼𝜌 + 𝜌𝛼†𝛼 − 2𝛼𝜌𝛼†)

(3)
⋅

�
22

=iG
√
1 + n +

1

2
(Ωc + Ωpe

−i�t)�
12
− iG

√
1 + n +

1

2
(Ω∗

c
+ Ω∗

p
e−iΔt)�

21
− ��

22

(4)
⋅

�
12

=i(Δa + Δc − �∕2)�
12
− iG

√
1 + n +

1

2
(Ω∗

c
+ Ω∗

p
e−iΔt)(�

11
− �

12
)

Fig. 2  a-I The cavity containing a two-level atomic medium where the red arrows indicate the control field 
while green arrows show the probe field. a-II The energy level diagram with control and probe fields as well 
as detunning
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Where, ⋅�
21

=
⋅

�
∗

12

 , ⋅�
11

= −
⋅

�
22

 and n is the number of photons in the cavity mode. The exact 

steady-state solutions of the above equations are obtained by applying the following pos-

sible solutions to each of them.

We have used the rotating wave approximation, assuming that the detuning between the 
atomic transition frequency � and the cavity frequency is much larger than the decay rate 
� of the atomic states. In the above equation, �0

uv
 is the steady state solution under atom 

coupling with Ωc and � . The preceding two terms describe the steady-state solution in the 
presence of coupled probe field. Utilizing this equation and comparing constants and coef-
ficients of the exponential yields twelve coupled equations; the first order coherence �−

21
 in 

Ωp is given by:

The terms in the above equations are given below.

Where

To access the susceptibility in terms of position-dependent Rabi frequency of the control 
driving field Ωc(kx, ky) , we define the induced polarization in terms of susceptibility and 
electric probe field of amplitude Ep as p = �

0
�eEp and in terms of the probe field coherence 

�
21

 , it is given by p = 2N�
21
�
21

 , where N is the atomic density. Comparing these relations, 
while assuming �−

21
= �

21
 the susceptibility of the intra-cavity medium becomes:

where � =
2N|�21|2

�0ℏ
 . The refractive index is calculated by nr = 1 + 2�Re(�).

The group index is written as:
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The velocity at which, information is transferred along a wave is the group velocity. The 
group velocity in terms of group index is written as:

The delay time is the difference of time taken by a light beam in a medium to the time 
taken in vacuum for the same length L, i-e td = tm − tv . In context of group index, it can be 
written as:

The rotary photo drag is written as:

The cross-sectional area of a particle is written as:

Here, d is the diameter of a spherical particle, while � is wavelength of light denoted by 
� = 2�c∕�.

The scattering cross-sectional sensitivity is written as:

3  Results and discussions

To address the issues of IoT devices and communication that were discussed in the previ-
ous sections, this portion provides an explanation of the graphical results for subluminal/
superluminal propagation, rotating photon drag, scattering cross-section, and its sensitivity 
in the atomic medium. It is decided that the decay rate, denoted by “ �”,” will be 2� GHz, 
and then other frequency-dependent parameters will be evaluated in relation to this decay 
rate. Other parameters are; the light speed in free space c = 3 × 108 m/s, the plank constant 
in reduced form ℏ = 1.05 × 10−34 Js, the free space permittivity �

0
= 8.85 × 10−12 F/m and 

atomic density N = 1023 atom∕cm3 . The formula for determining the wavelength is as fol-
lows: � = 2�c∕� , with the assumption that the angular frequency is � = 1000� . In this 
manuscript, we show that the absorption, dispersion, group index, delay time, photon drag, 
scattering cross-section, and scattering cross-sectional sensitivity are interrelated to each 
other. For large values of absorption, amplification, and gain, these parameters are large 
and for small values of absorption, amplification, and gain, these parameters have small 
values.

Plots for the electric susceptibility of the medium versus the detuning of the cavity 
mode from an atomic transition denoted by Δa∕� and the Rabi frequency of the control 

(9)vg =
c

ng

(10)tg =
L

c

(
ng − 1

)

(11)�d =
L�s

c

(
ng −

1

nr

)

(12)�scr =
2�5d6

3�4

(
nr − 1

nr + 2

)2

(13)S� =
�

�nr
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field denoted by |Ωc|∕� are presented in Fig. 3. While the real part of the electric suscep-
tibility, denoted by Im(�) , is related to the dispersion spectrum, the imaginary part of the 
electric susceptibility, denoted by Re(�) , is associated with the absorption spectrum in the 
atomic medium. The absorption is very close to zero when Δa = 0� , but it shifts to a nega-
tive value as the control field Rabi frequency |Ωc|∕� . is increased in value. The absorption 
has a negative value of -0.00035aru at the place where Δa = ±5� is located. The phenom-
enon known as amplification results from negative absorption and may have some use in 
the development of superconducting devices.

We can control the absorption of the probe field through the detuning, control field Rabi 
frequency, and photon number density. The low absorption minimizes the losses in the 
medium and enhances the system’s efficiency. The negative absorption or amplification is 
reduced with n = 5 to n = 10, 15, 20 and then to n = 25 as given by Fig. 3a. The dispersion 
spectrum is flat at Δa = 0� and the group index is equal to the refractive index at that point 
Δa = 0� . The dispersion is normal at the points Δa = ±5� and decreases its anomalous 
behavior with the Rabi frequency of the control field, as well as photon number density 
n = s, 10, 15, 20, 25 as shown in Fig.  3b. The graphs that represent the group index and 
the delay time of the medium are plotted against the detuning of the cavity mode result-
ing from the atomic transition Δa∕� and the Rabi frequency of the control field |Ωc|∕� in 
Fig. 4. The group index is also connected to the group velocity “ vg ”, which is measured 

Fig. 3  Absorption and disper-
sion versus Δ

a
∕� and |Ω

c
|∕� 

such as Δ
c
= 0� , � = 0� , � = 0 , 

G = 1.3� , n = 5 , 10, 15, 20,25
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in the medium vg = c∕ng . When the group index is positive, the velocity of the group will 
be low, indicating subluminal propagation. In this case, the value of the group index is 
almost identical to the value of the refractive index, as indicated by the equation ng = nr 
when Δa = 0� is satisfied. As a result of their being zero dispersion, the group velocity 
of the pulse is the same as the phase velocity in this scenario. At the parameter setting of 
Δa = ±5� , the group index is improved to a positive value of ng = 150 . When Δa = ±20� 
and 10� ≤ |Ωc| ≤ 20� are reached, the value of the group index falls below the value of the 
unit value. In Fig. 4a, the group index will drop as the photon number density increases 
from n = 5, 10, 15, 20, 25 , respectively. A quantum effect known as delay time is imple-
mented in chips and other small IoT devices in order to boost their capacity for data stor-
age. In addition, the amount of delay time plays a role in determining the pace at which 
data is transferred between IoT devices. The delay time is calculated by subtracting the 
amount of time required for a pulse to travel through a medium from the amount of time 
required for the same pulse to travel through free space for the same length L. At the region 
of significant amplification, which occurs at Δa = ±5� and low control field Rabi fre-
quency |Ωc| < 5𝛾 , the delay time is positive. The maximum amount of delay time happens 
when Δa = ±5� and the low control field Rabi frequency |Ωc| = 3.5� , the value of which 
is equivalent to tg = 0.3�s . The minimal amount of delay time happens when Δa = 0� , 
and the low control field Rabi frequency |Ωc| < 5𝛾 , whose value gets closer and closer to 
tg ∼ 0 . As can be seen in Fig. 4b, the delay time gets shorter as the photon number density 
gets higher n = 5, 10, 15, 20, 25 and as the control field Rabi frequency gets higher|Ωc|∕�.

Fig. 4  Group index and the delay 
time, versus Δ

a
∕� and |Ω

c
|∕� 

such as Δ
c
= 0� , � = 0� , � = 0 , 

G = 1.3� , n = 5 , 10, 15, 20,25
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In Fig. 5, the plots are depicted for the group velocity and rotary photon drag versus 
detuning of the cavity mode from atomic transition Δa∕� and the Rabi frequency of the 
control field |Ωc|∕� . The group velocity is the speed at which data transfer takes place in 
an IoT device. The group velocity is nearly equal to the vacuum velocity of light vg = c 
at Δa = 0� . The group reduced to the value of c∕ng = 2 × 106m∕s at Δa = ±5� . The 
value of group velocity enhanced to the value of c∕ng = ±2 × 109m∕s at Δa = ±20� and 
10� ≤ |Ωc| ≤ 20� . This is a superluminal effect that indicates highly efficient data trans-
mission and signal processing. Further, the group velocity increases with the photon 
number density of n = 5, 10, 15, 20, 25 as by Fig. 5a. When a light beam enters to a rota-
tory medium along its axis, it is dragged in the same or opposite direction of the spin-
ning velocity of the medium. This phenomenon is called photon drag. Here, the photon is 
dragged in the same direction as that of the spinning velocity, in the region of Δa = ±5� . 
When the spinning velocity is positive such as �s = 20rad∕s (mean clockwise), the drag 
is positive such as �d = 5 microradian(clockwise). But when the spinning velocity is 
negative such as �s = −20rad∕s(anticlockwise), the drag is positive such as �d = −5 
microradian(anticlockwise). This means that, for slow light, the pulse is dragged in the 
same direction as the spinning velocity of the medium. In the region of Δa = ±20� and 
10� ≤ |Ωc| ≤ 20� , the group velocity is more than the vacuum speed of light. In this 
case, the spinning velocity is positive such as �s = 20rad∕s (mean clockwise), the drag 
is negative(anticlockwise) and the spinning velocity is negative such as �s = −20rad∕s 

Fig. 5  Group velocity and rotary 
photon Drag versus Δ

a
∕� and 

|Ω
c
|∕� such as Δ

c
= 0� , � = 0� , 

� = 0 , G = 1.3� , n = 5 , 10, 15, 
20,25
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(anticlockwise), the drag is negative(clockwise). Further, the photon drag is reduced with 
increasing photon number density in a cavity as shown in Fig. 5b.

In Fig. 6, the plots are given for scattering cross section of atomic particles. The scat-
tering cross-section of small particles is a function of detuning of the cavity mode from 
atomic transition Δa∕� and the Rabi frequency of the control field |Ωc|∕� . The scattering 
is negligible at Δa = 0� and low value of |Ωc| < 5𝛾 . The cross-section has a high value 
of at Δa = ±10� and low control field Rabi frequency |Ωc| < 5𝛾 . The value of cross-
section at this point is Δa = 0� and low control field Rabi frequency 0.1 × 10−21m2 . 
The cross-section decreases with both the increase of photon number density as well 
as the Rabi frequency of the control field, as illustrated in Fig.  6a. In quantum-based 
IoT, there are instances where electromagnetic waves interact with objects or structures, 
resulting in various phenomena such as signal attenuation, reflection, or interference. 
These interactions impact the efficiency and reliability of wireless communication sys-
tems and quantum-based IoT devices. The cross-section per unit refractive index in 
the medium is called cross-sectional interrogation of sensitivity. The cross-sectional 
interrogation of sensitivity is also a function of detuning the cavity mode from atomic 
transition Δa∕� and control field Rabi frequency |Ωc|∕� . The cross-sectional interroga-
tion of sensitivity is minimum at Δa = 0� at low control field having Rabi frequency 

Fig. 6  Scattering cross-section 
area and sensitivity cross section 
area with respect to refractive 
index versus Δ

a
∕� and |Ω

c
|∕� 

such as Δ
c
= 0� , � = 0� , � = 0 , 

G = 1.3� , n = 5 , 10, 15, 20,25
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of |Ωc| < 5𝛾 . The cross-sectional interrogation of sensitivity is the maximum value of 
S� = 0.4 × 10−19m2∕nr at Δa = ±10� and |Ωc| = 3.5∕� . The cross-sectional interrogation 
of sensitivity decreases with both the photon number density n = 5, 10, 15, 20, 25 and 
the control field having a Rabi frequency of |Ωc|∕� as given by Fig. 6b. In the case of 
quantum-based IoT, the atoms are considered as the building blocks for sensors that can 
measure physical quantities like temperature, magnetic fields, electric fields, and pres-
sure at the quantum level, by precisely manipulating and controlling the quantum states 
of these atoms.

4  Deployment and work of proposed model in sensors and IoT

Here, we detail how the suggested quantum-based approach can be implemented in IoT 
sensors. The following three subsections explain the employment of our scheme.

4.1  Applications and use of photon drag in IoT

We investigated the rotary photon drag to �d = ±5 micro radian. This effect of photon drag 
is used in sensing, energy harvesting, and optical switching in IoT. In optical switching, 
an external field (mostly a laser beam) exerts a force on the atoms, which is used for the 
manipulation of the position as well as the movement of these atoms. On the basis of this 
property, optical switches (re-configurable optics) are made for the IoT devices used for the 
control and modulation of signals dynamically. The use of photon drag in optical switch-
ing, and its work process in IoT is illustrated in Fig. 7.

In wired/wireless communication for IoT, optical switching provides higher bandwidth, 
compared to traditional ones. This enables the transfer of bulk data among IoT devices. It 
also makes possible HD-streaming as well as can handle data from multiple sources, at 
the same time. Further, the delay time is also minimized and the communication in IoT is 
made real-time.

Fig. 7  Optical switching and its work process in IoT
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4.2  Applications of scattering cross section in IoT

The scattering cross-section of 0.1 × 1021 m2 is measured. In quantum, the scattering cross-
section refers to the phenomenon describing the interaction between electromagnetic waves 
and particles/atoms. As a result of this interaction, many phenomena occur such as interfer-
ence of signals, reflection, or signal attenuation. Hence, this phenomenon greatly affects 
the efficiency as well as the reliability of communication in IoT, based on quantum. To 
counter the problem of signal interference, this effect is used as shown in Fig. 8. It reduces 
the blockage of signals and increases its propagation. Using the diversity technique of scat-
tering cross-section, the effect of multi-path fading is reduced to avoid conjunction.

4.3  Applications of scattering cross sectional sensitivity in IoT and sensors

We measured the maximum cross-sectional sensitivity of S� = 0.4 × 10−19m2∕nr . For the 
communication in IoT to be secure, the cross-sectional sensitivity of atoms plays a major 
role as it enables the sensors to detect with high precision. In quantum-based IoT, it is 
the ability of atoms/quantum systems to precisely detect external influences and respond 
to them. The atoms are considered as the basis for quantum sensors for the measurement 
of temperature, pressure, magnetic as well as electric field at the quantum level which 
manipulate the atom’s quantum states. Further, quantum-based cryptography, like quantum 
key distribution (QKD) enables secure communication channels, having high resistance to 
eavesdroppers, as provided by Fig. 9.

Fig. 8  Scattering cross section in IoT
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5  Conclusion

In this paper, a two-level atom-cavity coupling system is employed for the purpose of mod-
ifying optical responses as well as the scattering cross-section and related scattering sensi-
tivity. In a two-level atomic medium connected with a cavity, it is possible to regulate and 
modify the subluminal/superluminal propagation of light, as well as rotating photon drag, 
scattering cross-section, and the system’s sensitivity. For the purpose of deriving optical 
susceptibility and the related formulas of refractive and group index, group velocity, pho-
ton drag, and scattering cross-section of the particle, as well as scattering cross-sectional 
sensitivity with regard to refractive index, the density matrix formalism is utilized. In the 
region of substantial amplification, it has been reported that the sensitivity of the group 
index, delay time, photon drag, and scattering cross-sectional area is large, and the contrast 
behavior has been seen in this region. The range of values that are reported for the group 
index is between −0.1 ≤ ng ≤ 150 , and the range of values that are reported for the group 
velocity is between 2 × 106 m∕s ≤ vg ≤ ±2 × 109 m/s. It has been stated that the greatest 
delay time is tg = 0.3 �s , and the rotary photon drag is claimed to be thetad = pm5 micro 
radian. The Internet of Things takes advantage of a phenomenon known as photon drag for 
sensing, energy harvesting, and optical switching. It has been determined that the scatter-
ing cross-section is 0.1 × 1021 m2 . The scattering cross-section can affect the effectiveness 
and reliability of quantum-based communication for the IoT. The greatest sensitivity of the 
cross-section was measured to be S� = 0.4 × 10−19m2∕nr . The cross-sectional sensitivity 
may affect the secure transmission and extremely accurate detection capabilities of sensors 
and the IoT. Within the atom-cavity coupling concept framework, the subluminal propaga-
tion, rotational photon drag, and cross-sectional sensitivity of particles all decrease with an 
increase in the number of photons.
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