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Abstract

In this paper, group consensus is investigated for a class of nonlinear multi-agent systems suf-
fered from the DoS attacks. Firstly, a first-order nonlinear multi-agent system is constructed,
which is divided into M subsystems and each subsystem has an unique leader. Then a pro-
tocol is proposed and a Lyapunov function candidate is chosen. By means of the stability
theory, a sufficient criterion, which involves the duration of DoS attacks, coupling strength
and control gain, is obtained for achieving group consensus in first-order system. That is, the
nodes in each subsystem can track the leader of that group. Furthermore, the result is extended
to nonlinear second-order multi-agent systems and the controller is also improved to obtain
sufficient conditions for group consensus. Additionally, the lower bounds of the coupling
strength and average interval of DoS attacks can be determined from the obtained sufficient
conditions. Finally, several numerical simulations are presented to explain the effectiveness
of the proposed controllers and the derived theoretical results.

Keywords Multi-agent system - Group consensus - DoS attack - Lyapunov function

1 Introduction

With the rapid development of information technology and network science, multi-agent
systems (MASs) are gradually applied in numerous aspects, such as autonomous unmanned
vehicles [1], unmanned aerial vehicle formation [2], factory automation management [3],
etc. Due to the large scale of the MASs, however, it is more difficult for such systems to
return to normal state timely when they suffer from network attacks. At this time, each node
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of a networked system urgently needs to deal with the impact of the attacks to guarantee
synchronization or consensus. Synchronization focuses on whether the nodes in the coupled
network can achieve the same state, while consensus focuses on designing distributed control
protocols for MASs to make the states of agents in the systems tend to be identical. In most
cases, consensus is little different to synchronization. They are just for different networked
systems. In [4] and [5], synchronization is studied for two kinds of neural networks. Specially,
the sufficient conditions for ensuring secure synchronization are derived for the Markov jump
neural networks in [4], where the mixed cyber-attack forms of deception attack and denial
of service attack are considered.

Common network attacks include denial of service (DoS) attacks [6], distributed denial
of service (DDoS) attacks [7], false data injection (FDI) attacks [8], etc. Among them,
DoS attacks are relatively destructive. The working principle of DoS attacks is to compel the
networked system too busy to process necessary instructions and occupy the key communi-
cation resources. DoS attacks will use packets to overwhelm the local system to disturb or
intensely stop the corresponding local services answering the reasonable external demand,
and sometimes will crumble the local system so that it doesn’t work properly. For example,
In [9] and [10], security controls of signed MASs and switching MASs under DoS attacks
are studied. In [11], based on the distributed control, group consensus of first-order MAS
is achieved under DoS attacks and switching topologies. It can be seen that it is of great
significance to further explore the impact of DoS attacks on achieving consensus of a MAS.
In particular, the different characteristics of DoS attacks need to be further discussed.

Usually, DoS attacks include periodic DoS attacks, intermittent DoS attacks and random
DoS attacks. The attack intervals of periodic DoS attacks are fixed, so it is easy to be imple-
mented. However, long-term periodic DoS attacks are easy to be monitored and defended. In
contrast, short-term and uncertain DoS attacks are more covert and not easy to be detected,
such as intermittent DoS attacks [12]. In addition, the attack time and other characteristics
of random DoS attacks have certain randomness, which will lead to random packet loss. The
existing results usually regard random DoS attacks as Markov attacks [13], and apply this
perspective to establish a model. This paper adopts the aperiodic DoS attack model, where
the duration of DoS attack only needs to satisfy an assumption.

To deal with such attacks, the system needs to have the ability to recover within a limited
time after being attacked to ensure that the system achieves the required collective dynamics.
Consensus is a typical collective dynamics and a basic research topic in the distributed coop-
erative coordination of MASs. This means that all agents exchange information based on the
local information interaction, therefore, an appropriate distributed consensus protocol (such
as event-triggered control [14]) needs to be designed so that all states of agents eventually
converge to acommon value. Various studies are conducted on coordination of MASs without
or with DoS attacks. Specifically, in [15], the finite-horizon robust event-triggered control
is studied for nonlinear MASs with state delay, and consensus of nonlinear MASs is further
discussed. In [16], due to the different network environment, the states of agents are different,
and the consensus convergence state is also different from [15], that is, the finite mean square
consensus criterion of second-order nonlinear MAS is established. In some cases, due to
the different control strategies, the conditions for reaching consensus are also different. For
example, in [17], consensus of MASs is realized via the proposed event-triggered control
strategy without collecting global information. For example, in [18], a second-order MAS in
directed networks is studied, and practical consensus is reached in a fixed time. Nowadays,
the research on the convergence problem of second-order MASs is not rich, so we also choose
such systems as the research direction.
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When there is a cooperative relationship among agents in a MAS, the MAS is able to
achieve consensus. In [19], the event-triggered communication (ETC), self-triggered com-
munication (STC) scheme and the corresponding resilient control protocol are designed, and
the sufficient conditions for the system to achieve consensus under DoS attacks are obtained.
Both references [19] and [20] apply the event-triggered scheme, however, the MAS in [20]
has both cooperative relationship and competitive relationship, so that the system tends to
achieve bipartite consensus. In [21], the time factor on the basis of event-triggered control is
considered and the leader selection scheme is given, and the sufficient conditions for achiev-
ing bipartite consensus are finally obtained. In [22], bipartite consensus of MASs is addressed
by dealing with the influence of noise. By designing a time-varying stochastic bipartite con-
sensus protocol to reduce the harmful effects of noise, the necessary and sufficient conditions
for the proposed protocol are derived to guarantee mean square bipartite consensus.

With the expansion of the scale of MASs, achieving consensus in the whole system
becomes more and more restrictive. Therefore, it is necessary to study group consensus,
that is, the system is divided into several subgroups, and consensus can be reached for
the agents in the same subgroup. In [23], group consensus of heterogeneous MASs under
Markov transformation is considered. Similarly, in [24] and [25], heterogeneous MASs are
also studied, and sufficient conditions for achieving group consensus are given. The difference
is that [24] considers a system with input time delay and [25] considers a heterogeneous
MAS with unknown parameters. In [26], a distributed dynamic event-triggered scheme is
designed for MASs with input saturation. At the same time, an algorithm for estimating initial
conditions is introduced. Based on the stability theory, the conditions of mean square local
group consensus are derived.

Up to now, studies on group consensus of MASs suffered from DoS attacks are relatively
rare. Especially under DoS attacks, the problem of group consensus of the MASs with multiple
isolated leaders deserves further study.

Enlightened by the above discussions, this article mainly focuses on group consensus of
the MAS with multiple isolated leaders. Main contribution of this article are highlighted
below.

(1) For a class of nonlinear MASs with multiple isolated leaders, group consensus of the
nonlinear MASs is analyzed, and sufficient criteria for ensuring group consensus are
derived.

(2) DoS attacks, which can be conducted aperiodically or randomly, are considered in infor-
mation interaction among agents. The effect of attack durations on consensus is clearly
given.

(3) The group consensus problem for a first-order nonlinear MAS is first studied under
DoS attacks, and then the theoretical results are further generalized to the second-order
nonlinear MAS.

(4) Distributed cooperative controllers are designed for both first-order and second-order
MASs. In addition, both the information interaction within the group and the information
interaction between groups are considered in the controllers.

2 Preliminaries
We suppose that the MASs have M leader agents and N follower agents. These followers

can be divided into M groups, and each group has an unique leader, N = Z?’!: | Nj, where
N; denotes the total number of follower nodes in group j, j =1,2,..., M.
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Define the set In = (N+1,....N+M}, I, = {,2,....N1}, Ik =
[ v+ LSty v DN M k=23, Moand I = UL U
...UIy.Thenodesetis V; = {n; | i € I;}, j =0,1,2,..., M, where Vj is the node set
of the leaders, and the rest sets are the follower nodes.

The triple G = (V, E, A) represents a weighted directed graph and also indicates the
relationship among those followers. The set of followers is V, which has a partition V =
ViUV, U...UVy. The edge set is E C V x V. In addition, the adjacency matrix is
A= [ai j] N Where aij # O if there is a directed edge from node j to node i, otherwise
ajj = 0.

The set of neighbours for node n; is defined as:

Nk.,-:{njerl(n,-,nj)eE}, k=1,2,..., M.

Observing the information interaction between two agents in the same subsystem and
also between two agents in the different subsystems, this paper divides the agents as fol-

lows [27]: V,f" = {ni e Vi | Ul#k N;j=Wandn; ¢ UmeI\Ik Nk,m} is the k-th node
set that does not exchange information with the nodes in other subsystems, and Vk"“’ =
{ni e Vi | U,#k Ni; #W@orn; € Ume[\]k Nk,m} is the k-th node set that exchanges infor-
mation with the nodes in the k-th subsystem and other subsystems. According to the above
definition, we can obtain V; = V" U V" and V" N V"' = (. Define V" = Uz, 7%
and VO = U,iwzl v,

Furthermore, let L = [l;j],  be the Laplacian matrix of G with ;; = Z;V ajj and
lij = —a;j fori # j.

Assumption 1 The subgraph of each group exists a spanning tree with one leader agent as
its root.

DoS attack is one of the most common ways of the network attack, which compels
the MASs too busy to process necessary instructions and occupies the key communica-
tion resources. Therefore, when the MASs are subjected to the DoS attack, the MASs cannot
execute the designed control instructions, in other words, the control fails during the attack
period. In this paper, an aperiodic DoS attack model is established. For the sake of storing
energy for the next attack, the DoS attack needs to retain in a dormant state for a while after
each attack. The specific description of the DoS attack of this paper is introduced below.

Let the DoS attack sequence be {tg},0 € N*, N* = {0, 1,2, ...}. Then the DoS attack
interval can be expressed as Sy = [tg, t9 + 19), where 1 is the duration of the DoS attack. The
intersection of all intervals where DoS attacks occur is an empty set, thatis, there is no overlap,
which can be expressed as tp + 19 < tp41, 6 € N*. For all given bounded time interval
[to,t], to < t, it is impossible to transmit information during the DoS attack time. These
time intervals that cannot transmit information can be expressed as Tp = | Sy (] [t0, 7]. In
that case, the corresponding time interval for information transmission can be expressed as
Ts = [10, 11\ U Se-

Definition 1 [28] The DoS attack frequency is defined as F; (fo, ) = Nj%(t’(’)'), where N; (¢, t)
is the number of attacks during the interval [z, ¢].

Assumption 2 With regard to the duration of DoS attack, there exist T > 1 and ¢ > 0 such
that |Tp| < ¢ + % where T and ¢ are both constants, and | Tp | represents the time length
of TD.

@ Springer



Pinning Group Consensus of Multi-agent Systems... Page50f17 171

Remark 1 In the DoS attack interval, the communications between two adjacent agents will
fail properly. This paper aims to study group consensus of the MASs suffered from DoS
attacks and design a suitable controller so that followers in each subgroup can still approach
the state information of the corresponding leader in that subgroup.

3 Main Results on Group Consensus

In this section, group consensus of first-order MASs is first analyzed, and then the result is
further extended to the second-order MASs. Several sufficient conditions are obtained.

3.1 Group Consensus of First-Order MASs Under Do$S Attacks

The leaders are modeled as

@O = f (5 @.1), kel o)
and the follower agents are represented as
xi(0) = f(xi@),0) +pi@), i €1, (@)

where x; (1) € R" are the position states of leaders, x;(t) € R" are the position states of
follower agents, f (x;: ), t), f (xi(t), 1) € R" are nonlinear functions satisfying Lipschitz
condition, and p; (t) € R" are external controllers to be designed.

Definition 2 If first-order nonlinear MASs (1)-(2) are in accord with
lim;_, o ||x,~ @) —x; (@) || =0, i € I under any initial conditions, then the group consensus
of MASs (1)-(2) under DoS attacks is said to be realized.

Assumption 3 For arbitrary variables wy, wy € R", there is a non-negative real number p
such that the nonlinear function satisfies

If (wi, ) = f (w2, ) < pllwr —wall.
The following rules are made for information interaction.

(i) When n; € Vi*(i € I) are the nodes whose leader’s state of the subsystem is known,
and the information interaction in this subsystem is transmitted by the position state
x; (1), and the error state is expressed as e; (1) = x;(¢) — x](t), where x(¢) = x}(¢) for
ielh, k=1,2,....,M.

(ii) When n; € V(i € I) are the nodes whose leader’s state of the subsystem is known,
the states of the out-group neighbors are known and the leader’s state of those out-group
neighbors is unknown, the information interaction in this subsystem is transmitted by the
position state x; () and the out-group information exchange is transmitted by the error of
the position state ¢; (f) = x; (t) —x; (¢), where x(t) = x/(¢t) fori € Iy, k=1,2,..., M.

Next, based on the information interaction of the above two rules, that is, the information
interaction within the group and the information interaction between groups, we design the
external controller for first-order MASs as

ui(t) = ac [ > aij (k) — xi (1) + by (x{ (1) — xi (D))
JE€Vk

3

+ X aij(e —ei(t))] i€V,
Je(V\Vp)
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where ¢ > 0 represents the controller gain and & > 0 indicates the coupling strength. When
the MASs suffer from DoS attacks, ¢ = 0. Accordingly, when there is no attack, ¢ > 0.
a;;j refers to the weight for the edge between the ith node and the jth node. Additionally,
b; refers to pinning coupling strength of the ith node and its leader. We define matrix B =

diag (b1, ba, ..., by}, H = [hij]y o H =L+ B, H = 2
Based on the properties of the Laplacian matrix, the external controller (3) can also be

transformed to

wit) =ac| Y aij (xj(1) — x; @) — ( > aij +bi> (xi (1) — x{ (D))

| J€Vk jeVk

+ > aijej()— Y aijei(l):|

JEVAV JEVAV

=ac Zaijej(t)—<2aij+ > aij+bi>ei(t)+ > aijej(t):|

iaz JeVe jeV\v, JEV\V,

=ac| Y —ljej)—li+b)e)— lijej(f)}
| jEVi i) JEV/Vi

Jjev
= —ac Z hijej(t),
jev

= —ac |:Z lijej() +biei(t)]

therefore, for ¢t € [l‘g + 19, t941), 0 € N*, DoS attack is dormant and the error system of
the MASs can be expressed as

éi(1) = (1) — (1)
=—ac ) hijjej(t) + [f (xi(0), 1) = f (xi(0),1)], 4
jev
where e; () = x; (¢) — x](¢). Reformulate the error systems (4) into a compact form

ét) =—ac(L+B)® Ie(t) + F (x,t) = —acH ® Le(t) + F(1), 5

where e(t) = [el (1), el (1), ..., el 0] and F (1) = [FT @), FT @), ..., FF®)]" with
Fi(t)= fxi(0),t)— f(xf@).1), i=12,...,N.

When t € [tg, 19 + 19), 6 € N*, DoS attack is active and the external control is failing,
that is ¢ = 0. Then, the error system of the MASs can be expressed as

ét) = F(1). (6)

In fact, system (6) can be written uniformly to system (5), which becomes system (6)
if ¢ = 0. Next, we present the theoretical result on guaranteeing group consensus of the
first-order MASs (1) and (2) suffered from the DoS attacks via the distributed cooperative
controller (3).

Theorem 1 When the assumptions 1 and 3 are true, the first-order MASs (1) and (2) under
the DoS attacks can achieve group consensus via the distributed cooperative controller (3)

if the following conditions hold:

2
Pl
(@) € > Fahmnay’

20cAmin (H')
O T > =1
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Proof Lyapunov function is designed as
lr
V) = ¢ ®)e(?).

Then, computing the derivative of V (¢) derives

V() = el (1)é(r)
=el (t) (—acH ® Le(t)) + el (1)F (1)
<el(t) (—acH ® Lie()) + sel (e(t) + SFT () F (1)
< T (0) (—achmin (H') e(®)) + 3¢ (De(t) + 307" (D)e(®)
=T (1) (~achmin (H') + 5 + 307) e(1)
=2 (—acimin (H') + % + l,02) V(1)
= (—2achmin (H') + 1+ p%) V().
When t € [tg, ty + 19), DOS attacks occur, that is, ¢ = 0, therefore,
V)< (1+pY) V), 1 €ltg, 1o+ T0) .

When 1 € [ty + 19, t9+1), ¢ > 0, hence,

V(6) < (—2achmin (H') + 14 p%) V1), 1 € [ts + 7o, l941) -
Therefore,

V(t) < V (tg) e 20Ckmin(H)+1407) (1=10)+ Qatchmin (H') 0+ )

20Chmin (H')
T

= ezaC)Lmin (H/)‘Pe(fz‘)‘c}\min(H/)+1+Pz+ )(t—to) .

According to conditions (aj) and (by),

20(CAmin (H ! )
T
consequently, it follows from Lyapunov stability theory that lim;—. V(#) = 0, that is
lim;— [le(?)]| = 0.
In a word, group consensus of the MASs (1) and (2) is reached, and the theorem is proved.
O

—20chmin (H') +1+ 0>+ <0,

Remark 2 According to Theorem 1, one knows that group consensus has a requirement on
the duration of the DoS attacks. In addition, when the controller gain and the attack duration
satisfy the conditions (a;) and (b1) respectively, group consensus of the MASs (1) and (2)
can still be reached based on distributed protocol (3).

3.2 Grouping Consensus of Second-Order MASs Under DoS Attacks

The leaders dynamics are given as

) = i),

V() = f (xf vp 1),
and the followers dynamics are modeled as

{Xi(t) = v; (1),
v (t) = f (i (@), vi(2), 1) + i (1),

k € Io, )

iel, ®)

@ Springer



171 Page8of17 Q.Langetal.

where x;/(t) € R" are the position states of leaders, x; (¢) are the position states of follower
agents, v{(t) € R" are the velocity states of the leaders, v; () are the velocity states of
follower agents, (x,’(k 0, i), t), f (xi(¢), vi(t), t) € R"are nonlinear functions satisfying
Lipschitz condition, and p;(t) € R" are external controllers to be designed.

Definition 3 If second-order nonlinear MASs (7) and (8) are in accord with the formulation
lim;_ o0 ||x,~ @) —x; @) || = Oandlim;_, o H v (1) — v (1) ” = Ounder any initial conditions
for any i € I, then group consensus of MASs (7) and (8) under DoS attacks is said to be
realized.

Assumption 4 For any variables z1, z2, w, wy € R", there are real numbers p; > 0 and
p2 > 0 such that

1 f(z1,22,8) — f(wi, wa, )| < p1llz1 — will + p2 llz2 — w2l

The following rules are made for information interaction.

(i) When n; € V(i € I) are the nodes whose leader’s state of the subsystem is known,
and the information interaction in this subsystem is transmitted by the position state x; (¢) and
the velocity state v; (). Additionally, the error states are expressed as ef D () =xi () —x7(1)
and e (1) = v; (1) — v (1), where x* (1) = x} (1) and v¥ (1) = v¥(1),i € I,k =1,2,..., M.

(ii) Whenn; € V" (i € I) are the nodes whose leader’s state of the subsystem is known,
the states of the out-group neighbors are known and the leader’s state of those out-group
neighbors is unknown, the information interaction in this subsystem is transmitted by the
position state x; () and the velocity state v;(¢) and the out-group information exchange is
transmitted by the errors of the position state ei(l)(t) = x;(t) — xi* (t) and the velocity state
e (1) = vi (1) — v} (1), where x}(t) = x} (1) and v¥ (1) = v} (1), i € I, k=1,2,..., M.

Based on the information interaction of the above two rules, which consider the infor-
mation interaction within the group and the information interaction between groups, the
second-order cooperative controller is proposed as

i) = o [y, aij (50 = xi0) + by (570 = (1) +
1 1
e ai (6@ =V 0)]
B [ jev, i (050 = vi(®) + b (1O = v ) +
2 2
Zje(V\Vk) ajj (e(/ )(t) - ei( )(t)>:| ;
where c refers to the control gain, and « and § signify the positive coupling strengths. ¢ = 0
when the MASs are under DoS attack, and ¢ > 0 when no attack occurs. a;; means the
weight for the edge of the ith node and the jth node. Furthermore, b; denotes the pinning

coupling strength of the ith node and its leader.
Represent the cooperative controller as follows:

wi(t) = —ac Y hije;l)(t) —Bc Y h,-jef)(t).
jev jev

(€))

Let
T
1 1 1
D" =[O 0T,

T
2 2 2
W =[P LW L0
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and

m
&) = [Z@)g;] . (10)

Then error systems of systems (7) and (8) can further be reexpressed as the following
matrix equation

=0 | Onv  In . Onnxi1
0= [—acH —ﬂcH] @ e+ [[f (6 (0).1) = f (37 (), t)]NXJ - b
Let M = [ Oy In ] ®1I,,and F(r) = [O”N x1 ] the system is transformed into
—acH —BcH m F@t) [

e(t) = Me(r) + F(1). (12)

Similar to Subsect. 3.1, system (12) can represent both an error system that is not affected
by the DoS attacks and an error system that is affected by the DoS attacks. In other words, if
¢ = 0in matrix M, then system (12) represents error system that is not affected by the DoS
attacks; if ¢ # 0 in matrix M, then system (12) represents error system that is affected by
the DoS attacks.

Theorem 2 Under assumptions 2 and 4, and DoS attacks in the communication, the second-
order MASs composed of (7) and (8) can reach group consensus, with the distributed
cooperative controller (9) if:

« oz+2a,012+ﬁp12 2a+ﬂ+2txp%+2ﬂp%}
2820 min(H')” 202 hmin(H') > 2B min(H')
b)) T > %

’

(a2) ¢ > max

2cH’ 41y
Ly Lr
B N ¢IN
Q > 0is equivalent to 2cH’ — %IN > (. From condition(a,), we have ¢ >
That is, 2cAmin (H') > ;‘—2 Hence, 2cH' —
Select following Lyapunov function

Proof Define Q = |: ® I,. From él ~ > 0 and Schur Complement Lemma that

o
2/32)Ln1in (H")"

& Iy > 0. Furthermore, Q2 is positive definite.

B

Vv = &l Qe. (13)
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Taking the derivative of V gets

v=elqe
el (HQMe®t) + F(x, 1))
el () (3aM + IMTQT)e(r) +eT (HQF (1)

—Qac /
mT 0] e on V()
[ @), @] P -7 A R
On EIN - ;H/ el )(t)

— LW 0 F @) = Le® (1) F (1)

% omin (H') e 0V 0 + (§Ix = Eohamin (H)) €@ (0P ()

IA

+ 3¢ e (@) + 6@ 0@ ) + (ﬁ + i) FOTF()
< =% Amin (H)) eV 0V @) + (51 = Eodmin (H')) ¢ (0@ 1)
+5eM (e (1) + 5@ 1@ (1)
+ (54 1) (0D eV @) + p3e@ (e 1))
= (=% min (H)) + 35 + ot + Lob) eV 0V ()
(=B min () + § + o + 503 + £03) e (0e@00)

mil 0
- —'T(r)[ o ]®Iné(t) < —rV(@).
Oy moly

where my = % Amin (H') — i - %plz — éplz,mz = %)\min (H') - 5% 8P

2 min{m1,m7}

andr = =505

When DoS attack occurs, ¢ = 0 for ¢t € [tg,t9 +19), then m; =

1 1 1 1 1 1

3'0% — &pf, my = —F = 33 — Ep% — a,o% and r < 0, set rp

2 : 1 1.2 1.2 _1_ 1 _ 12 12
Amux(ﬂ)mm{_ﬁ_ﬁpl_5’01’_5_@_5'02_5'02]'

When the DoS attack stops, ¢ > 0 for € [tg + 79, to+1), then m; = %Amin (H')

1 1 1 1 1

57 — 7,012 - éplz, mp; = %Amin (H’) 5~ — E'O% - ép% and r > 0, set rg

26 B

1 1 1 1 1

(14)

72 1 . 2 1 2 Bc . 2 1 2
gy min | % o (H') = o5 = 507 — 3%, Boanin (H') = § — 3 — 03 — 03},

Therefore,

V < —rpV, whent € [tg, 19 + 1),
V < —rgV, whent € [ty + 19, to41).

Thus,
V(t) < e STV (19 + 19)

< e TP TS Y7 (1)

< V(1) e(VS*I‘D)(l*to)%*rz)(ﬂ*rs(l*loﬂp)‘
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According to conditions (az) and (b)

1
—rp) = —rs < 0.
(rs —rp) T IS <

In summary, if conditions (a2) and (b,) in Theorem 2 are satisfied, the system can achieve
group consensus, so Theorem 2 is proved. O

Remark 3 According to Definition 3, we know that the implementation of group consensus
has a requirement on the duration of DoS attack. When the controller gain and the attack
duration satisfy (a») and (by), respectively, group consensus of systems (7) and (8) can be
reached with the distributed controller (9).

Remark 4 According to the conditions (a;) and (ay) of theorems 1 and 2 respectively, both
first-order and second-order MASs subjected to DoS attacks need a certain amount of coupling
strength to achieve group consensus. Meanwhile, ¢ > 0 also implies that it is crucial for
the external controls to achieve group consensus for the MASs subjected to DoS attacks.
Base on the conditions (b1) and (b;) of theorems 1 and 2 respectively, 7' should be greater
than a certain value when the first-order or second-order MASs subjected to DoS attacks
achieve group consensus. In other words, in order to achieve group consensus for the MASs
subjected to DoS attacks, the average interval of DoS attacks should be greater than one value.
Additionally, the lower bounds of both coupling strength and constant 7' can be derived from
theorems 1 and 2, respectively.

Remark 5 The existence of four assumptions is necessary. Assumption 1 ensures that the
entire network has the basis for information interaction; Assumption 2 limits the duration
of the DoS attack interval and ensures that the duration of the attack interval is less than
an average; Assumptions 3 and 4 give the corresponding Lipschitz conditions. According
to theorems 1 and 2, satisfying these assumptions can ensure group consensus of nonlinear
MAS:s.

4 Simulation Results
In this section, numerical examples are presented to explain the effectiveness of the designed

controllers and the obtained theoretical results. Simulations for both first-order MASs and
second-order MASs are given.

4.1 Simulations for First-Order MASs

A MAS consisting of three leaders and three groups of ten followers is considered, and their
dynamics are described by systems (1) and (2). The adjacency matrix of follower agents is

@ Springer



171 Page 120f 17 Q.Langetal.

Fig.1 The topology graph of
followers

as follows:

0100011000
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1001001010
0010010001
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0010100010
1001010000
1001000010
0100001000
0100000100

Based on the adjacency matrix, the topology of MASs, where the followers in the same
group are represented by the same color, is shown in Fig. 1. Ten follower agents are divided
into three subgroups. Especially, agents 1, 2 and 3 are chosen as the followers of the first
subgroup, agents 4, 5 and 6 are chosen as the followers of the second subgroup, and agents
7, 8,9 and 10 are chosen as the followers of the third subgroup.

TManmmﬂmamnmf@):% x2 + 5. Obviously, function f (x) is in accord with
Assumption 3 with p = 1/5. In addition, set B =[1, 0, 0, 0, 1, 0, 0, 0, 0, 2], implying
that the first follower, fifth follower and tenth follower are pinned by the first leader, second
leader and third leader, respectively. Only one agent is pinned in each subgroup.

The initial value of all followers is set in the following vector xo =
[100,200,300,400,500,600,700,800,900,1000],andthehﬁﬁalvdueofﬂneelead—
ers x* is set as x§ = [20, 30, 1()] . By calculating, Amin(H") = 0.2049. Seta = 1,¢ = 3
and T = 7. Therefore, conditions of Theorem 1 are satisfied. The trajectories of position
states of both ten followers and three leaders are depicted in Fig.2, where three thick lines
in red, black and blue indicate the trajectories of three leaders. Figure2 shows that group
consensus is reached. All the followers in each subgroup track the corresponding leader of
that subgroup.

In addition, the trajectories of controllers are drawn in Fig. 3, where the MASs are affected
by a series of DoS attacks. As can be seen from Fig. 3, when the MASs are affected by the DoS
attack, the external control fails and the corresponding external control becomes zero; When
a period of DoS attack ends, the communication of the MASs is restored and the external
control continues to be effective. Furthermore, the controllers of ten followers gradually tend
to 0 as group consensus is asymptotically realized.
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Fig.2 The evolutions of position states of agents
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Fig.3 The evolutions of u; (t),i =1,2,---,10

Remark 6 Simulation results of first-order MASs show that when three groups of followers of
the MAS:s are controlled via the controller (3), all the follower agents can asymptotically track
the corresponding leaders. This also shows that the controller (3) designed in Subsect. 3.1 is
effective for the first-order MASs (1)-(2).
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Fig.4 The evolutions of position states of all agents

4.2 Simulations for Second-Order MASs

In this subsection, a MAS consisting of three leaders and three groups of followers is
considered, and their dynamics are described by systems (7) and (8), where f(x) =
3+v/x2+v2+5 with p1 = 1/20 and py = 1/20. The topology of second-order MASs
is the same as Fig. 1.

Select B = [1, 0,0,0,1,0,0,0,0, 2].The initial values of positions and velocities of
followers are selected as xop = [100, 200, 300, 400, 500, 600, 700, 800, 900, 1000], and
vy = [50, 100, 150, 200, 250, 300, 350, 400, 450, 500], respectively. The initial values
of positions and velocities of leaders are set as xg = [20, 40, 10 ], and v(’)‘ = [ 15, 25, 30],
respectively.

Nodes 1, 2 and 3 are chosen as the first group of followers; Nodes 4, 5 and 6 are chosen
as the second group of followers; Nodes 7, 8, 9 and 10 are chosen as the third group of
followers. By calculating, rs = 0.0029, rp = —0.0327. Sete = 1,8 = 1, ¢ = 8 and
T = 15. Therefore, conditions of Theorem 2 are satisfied. The evolutions of position states
and velocity states of all agents are depicted in Figs.4 and 5, respectively.

Furthermore, the trajectories of controllers are drawn in Fig.6. where the MASs are
affected by a series of DoS attacks.

Remark 7 Simulation results of the second-order MASs show that when three groups of
followers of the MASs are controlled via the controller (9), all the follower agents can
asymptotically track the corresponding leaders. Therefore, the controller (9) is effective for
the second-order MASs (7)—(8).

5 Conclusions

In this article, group consensus of both first-order MASs and second-order MASs under
DoS attacks was investigated. According to the method of grouping, the controllers for both
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Fig.6 The evolutions of u;(¢),i =1,2,---,10

first-order nonlinear MASs and second-order nonlinear MASs were designed. By means
of the Lyapunov function method, group consensus could be achieved when control gain
and durations of DoS attacks satisfied the derived conditions. The designed controller and
theoretical results were explained by simulation results. In the future, group consensus of the
heterogeneous MASs with switching topology and DoS attacks will be further investigated.
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