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Abstract  Rapidly growing interest in using nano-
particles (NPs) for biomedical applications has 
increased concerns about their safety and toxicity. 
In comparison with bulk materials, NPs are more 
chemically active and toxic due to the greater surface 
area and small size. Understanding the NPs’ mecha-
nism of toxicity, together with the factors influencing 
their behavior in biological environments, can help 
researchers to design NPs with reduced side effects 
and improved performance. After overviewing the 
classification and properties of NPs, this review arti-
cle discusses their biomedical applications in molec-
ular imaging and cell therapy, gene transfer, tissue 
engineering, targeted drug delivery, Anti-SARS-
CoV-2 vaccines, cancer treatment, wound healing, 
and anti-bacterial applications. There are different 
mechanisms of toxicity of NPs, and their toxicity 
and behaviors depend on various factors, which are 
elaborated on in this article. More specifically, the 

mechanism of toxicity and their interactions with 
living components are discussed by considering the 
impact of different physiochemical parameters such 
as size, shape, structure, agglomeration state, surface 
charge, wettability, dose, and substance type. The 
toxicity of polymeric, silica-based, carbon-based, 
and metallic-based NPs (including plasmonic alloy 
NPs) have been considered separately.
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Introduction

Nanomaterials have leveraged technological advances 
due to their enhanced performance and tunable prop-
erties compared to their bulkier counterparts. Various 
revolutionary developments have been made in the 
medical field since “nanotechnology” was presented 
[1–3]. NPs can be classified into carbon, inorganic, 
organic (excluding inorganic-based or carbon-based 
NMs), composite, and bio-based particles on a nano-
metric scale, and they can be produced in different 
morphologies with different methods.

Throughout the tremendous progress obtained in 
nanotechnology during the last decades, as a result of 
an extensive range of applications in medical fields, 
NPs have attracted a large amount of interest. Medical 
applications of NPs include molecular imaging and 
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cell therapy, tissue engineering, targeted drug deliv-
ery, cancer treatment, wound healing, gene transfer, 
anti-bacterial applications, and most recently, as a 
treatment for COVID-19 [3–7]. Currently, hundreds 
of thousands of tons of nanomaterials are fabricated 
worldwide. For instance, it has been estimated that 
AgNPs will increase from 360–450 tons annually to 
800 tons by 2025 [8, 9]. The enlarged fabrication and 
application of NPs have enhanced the possibility of 
their potential for unintended adverse health effects.

NPs provide enhanced properties of the original 
material, including high surface area, reactivity, and 
sensitivity [10]. However, due to their tiny size and 
high chemical reactivity, the probability of their cell 
uptake and interactions with biomolecules and tis-
sues has increased [11]. Considering the interactions 
of NPs with cellular elements such as the plasma 
membrane, macromolecules, or organelles, distinc-
tive biological responses can be triggered by differ-
ent NPs [12]. Nevertheless, for NPs to move into 
biomedical applications, it is essential that their unde-
sirable properties and toxicity can be avoided [13]. 
NPs can directly damage cells and organelles and 
induce unregulated cell signaling, which can lead to 
DNA damage by releasing toxic ions and generating 
reactive oxygen species (ROS). Cytotoxicity of NPs 
is directly related to their physiochemical character-
istics, including size, structure, shape, agglomeration 
state, surface charge, chemistry, dose, and substance 
type.

Because of the prominence of NPs and their 
medicinal applications, multiple review papers 
have been written on the subject. Wang et  al. thor-
oughly reviewed many synthesis methodologies for 
metal NCs that use distinct biomolecules as stabiliz-
ers for detecting several biological analytes. They 
also emphasized on the fluorescence quenching and 
enhancement processes of biosensors for various 
analytes. Additionally, they highlighted the obsta-
cles and possibilities for prospective biological sens-
ing applications [14]. Recently, research has favored 
using lipid or polymer-based nanoparticles as robust 
and adaptable delivery vehicles. Lipid nanoparticles 
(LNPs) have appeared as one of the most attractive 
and widely utilized mRNA carriers, particularly in 
mRNA vaccines. Pardi et  al. concentrated further 
on this application of NPs. They present a complete 
summary of mRNA vaccines and address upcoming 
opportunities and obstacles in moving this highly 

potential field to an extensive therapeutic application 
using the lipid nanoparticles [15].

The recent COVID-19 pandemic proved the 
importance of mRNA vaccines. In discussing the 
technology behind mRNA vaccines, Chaudhary et al. 
focused mainly on LNPs and other delivery carri-
ers. They also discussed critical topics for the future 
implementation of this groundbreaking vaccine tech-
nology and provided an overview of mRNA vaccines 
against numerous infectious viruses [16].

The first aim of this review is to overview NPs’ 
classification, morphology, manufacturing, charac-
terization, and properties. Then, their biomedical 
engineering application, including molecular imag-
ing and cell therapy, tissue engineering, targeted 
drug delivery, cancer treatment and wound heal-
ing, gene transfer, anti-bacterial applications, and 
anti-SARS-CoV-2 vaccines, are comprehensively 
reviewed. Later, the mechanism of cytotoxicity in 
NPs and the critical parameters affecting the toxic-
ity of NPs will be highlighted.

Nanostructured materials

NPs and their fabrication, characterization, and appli-
cations have attracted attention during the last dec-
ades through the tremendous progress in nanotech-
nology. This phenomenon is because the physical, 
chemical, and mechanical properties of the materials 
[17, 18], such as melting point, chemical reactivity 
of materials, optical properties, and thermal conduc-
tivity, change in this scale. According to the typical 
definition of a nanoscale, nanomaterials (NMs) are 
“materials with small dimensions with building units 
sized between 1 and 1000 nm in at least one dimen-
sion” [19]. The European Commission described 
the term “nanomaterial” as “a natural, incidental or 
manufactured material containing particles where at 
least 50% of the particles have one or more dimen-
sions in size range of 1–100  nm” [20]. In  ISO/TS 
80,004,  the nanomaterial is outlined as a “mate-
rial with any external dimension in the nanoscale or 
having an internal structure or surface structure in 
the nanoscale,” with  nanoscale  being described as 
the “length range approximately from 1 to 100 nm” 
[21] To have a better idea about the size of objects 
in nanoscale, Fig. 1 shows multiple natural micro and 
nanostructures in different size scales.
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Because of their exceptional physicochemical fea-
tures, engineered nanomaterials (ENMs) have also 
been produced for imaging, drug delivery, diagnos-
tics, and medical treatment applications. Compre-
hension of nanomaterial interaction with nanomedi-
cine has kept nanomedicines’ function and ultimate 
efficiency from being suitable for clinical use. Thus, 
recent advances in investigating the aforementioned 
interaction of nanomedicines were described by Wang 
et al., who emphasized on the driving force and redox 
reaction at the nano-bio interface as the significant 
parameters governing the functionalities and toxici-
ties of nanomaterials for diagnosis and treatment [22].

Moreover, nanoparticles have been used to 
detect and treat different viruses, such as COVID-
19. An antiviral nanoparticle with long, malleable 
linkers that imitate heparan sulfate proteoglycans 
has been produced. The nanoparticles’ high forces 
(190 pN) permanently distort the virus. Gold nan-
oparticles (AuNPs) are another nanoparticle with 
several uses in antiviral medications and improved 
virus detection [23].

Classification

In the past two decades, different classifications of NMs 
have been introduced [20, 24–27]. One approach is to 
organize the NMs based on their origin or whether they are 
natural or synthetic (engineered) [26]. Another method is 
classifying NMs based on their dimensions, including 3D, 
2D, 1D, and 0D NMs [19, 27]. However, the most prac-
tical classification of NMs was introduced by Tuominen 
et  al. [24], who categorized the NMs into five groups: 
metal-based materials, carbon-based materials, polymeric 
particles, dendrimers, and composites. This classification 
has been modified to the following five categories [25, 28]:

(1)	 Carbon-based NMs like carbon nanotubes 
(CNT), graphene, and carbon nanofibers. These 
NMs are composed of carbon and can have dif-
ferent morphologies, such as spheres, hollow 
tubes, and ellipsoids.

(2)	 Inorganic-based NMs include non-carbon NPs, 
nanostructured materials like metals (Cu, Ag, and 
Au NPs), and metal oxides.

Fig. 1   Comparing the size of NMs (in a logarithmical length scale) to biological objects and “nano” and “micro” sizes definitions 
(the concept of this figure is adapted from [19], which is distributed under the Creative Commons Attribution)
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(3)	 Organic-based NMs are mainly made from 
organic matter, excepting inorganic-based or car-
bon-based NMs. This category includes polymer 
NPs, nanocellulose, and nanostarch.

(4)	 Composite-based NMs include multiphase mate-
rials which have one phase on the nanoscale 
dimension. This category can range from simple 
systems like NPs combined with large bulk-type 
materials (e.g., composite nanofibers) to more 
complex structures like mixed metal oxides. Any 
carbon-based, inorganic-based, or organic-based 
NMs combined with bulk materials like polymer, 
metal, or ceramic can form a composite.

(5)	 Bio-based NMs are mainly comprised of bioma-
terials like nanobacteria and enzymes.

Morphology

Controlling the shape and morphology of NPs is a 
critical factor in exploiting their properties for their 
use in novel technologies. NPs with various mor-
phologies and dimensions can be synthesized using 
different methods, depending on the required proper-
ties. Nonporous (0D), nanorods and nanofibers (1D), 
graphene nanosheets and carbon nanotubes (2D), and 
nanowires and nanowire networks (3D) are the most 
common nanomaterial morphologies [28].

Due to the widespread of COVID-19, mRNA vac-
cines have become a hot topic in the biotechnology 
and pharmaceutical sectors. The mRNA LNP’s nano-
structural properties, when coupled with an LNP 
delivery method, resemble those of viral systems 
and moving endogenic, chylomicrons contain lipids 
regarding size, lipid envelope, and, for viral systems, 
the interior genomic material that relates to their 
application as delivery carriers for vaccines and other 
medicative [29, 30].

Manufacturing

Nanoparticle (NP) and nanomaterial manufactur-
ing methods can be generally divided into two main 
categories, i.e., (1) bottom-up and (2) top-down 
approaches, as summarized in Fig.  2 [31–33]. The 
top-down synthesis method is relying on a destruc-
tive approach involving decomposing a larger 
molecule into smaller units, which are then trans-
formed into proper NPs. Methods like grinding and 

milling, chemical etching, electro-explosion, and 
other decomposition techniques are based on the 
top-down approach. In the bottom-up synthesis or 
building-up approach, NPs are built from moderately 
simpler substances. Sedimentation and reduction 
techniques are examples of this method. Biochemi-
cal synthesis, sol–gel, green synthesis, and spinning 
are all included in the bottom-up synthesis approach. 
As a recent example of this category, intense green 
fluorescence was seen in papain-encapsulated plati-
num nanoclusters generated by Chang et al. through 
a biomineralization method, with maximal excitation 
and emission wavelengths of 380 and 490 nm, corre-
spondingly. The novel family of fluorophores known 
as fluorescent metal nanoclusters has a widespread 
use in fields as diverse as biosensors, bioimaging, 
catalysis, and cutting-edge medicine [34].

In contrast, Gram-negative bacteria, such as E. 
coli, did not show an optical emission when stained 
with papain-Pt NCs. In contrast, cells of Gram-posi-
tive bacteria, such as Bacillus subtilis, could generate 
detectable green fluorescence. These findings suggest 
that papain-Pt NCs may help recognize Gram-posi-
tive bacteria as fluorescent label-free nanoparticles 
[34].

Total synthesis, in which favorite organic biomol-
ecules might be synthesized from primary precur-
sors with atomic accuracy and with known stepwise 
processes, is another example that fits this descrip-
tion. Recent advancements in the introduction and 
development of complete synthesis pathways and 
strategies for atomically accurate metal nanoclusters 
(NCs) were highlighted by Yao et al. Total synthesis 
of metal NCs is necessary for reliably achieving their 
practical uses since their molecular-like characteris-
tics are strongly regulated by their size and composi-
tion [35].

Characterization

The major challenge in research on nanostructured 
materials is the characterization of nano-scale rein-
forcement materials. To control the parameters that 
contribute to, or inhibit the NMs’ efficiency, facilitate 
the fabrication, production, and design of the next 
generation of nanostructured materials and enhance 
their procedures and properties, the development of 
methodologies, techniques, and tools for nanomate-
rial characterization is a critical step. Quantifying 
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the compositions and variations in the physical form 
of NPs and having access to the proper techniques to 
describe size and size distribution, the chemical charac-
teristics, shape, and specific surface area are of critical 
importance in the field of NMs [24, 36–38]. The com-
monly used analytical methods in nanomaterial charac-
terization, along with their abbreviations and control-
ling parameters, have been reviewed elsewhere [24].

Properties

The high aspect ratio (surface to volume) and quan-
tum effects are the main features that result in the 
NP’s different or enhanced performance or proper-
ties over their bulky counterparts [36, 37, 39]. The 
importance of a high aspect ratio, and its significant 
effect on the properties of NPs, makes the surface 

of NPs a critical element. A high aspect ratio means 
NMs feature a higher proportion of surface atoms to 
interior atoms [39]. Consequently, even the simplest 
NPs will have a surface chemistry different from 
their core. NPs feature high surface energy and reac-
tivity due to their high aspect ratio. Accordingly, 
NPs are much more reactive than larger particles 
with the same mass because of their larger surface 
area, which is where growth and catalytic chemical 
reactions occur [39]. If the active surface of the NP 
is not protected by using other components (capping 
agents), the interconnection between molecules will 
reduce the surface energy. Aggregation is a direct 
outcome of these interactions [39]. The capping 
agents are employed explicitly in synthesizing col-
loidal NPs to control NP aggregation, growth, and 
structural properties. They usually affect the process 

Fig. 2   Typical synthetic methods for NPs for the a top-down and b bottom-up approaches (adapted from reference [32] with permis-
sion)
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by stabilizing either charge or steric. The presence 
of these agents as the essential component of most 
NPs can bring extra complexity to the system, and 
they need to be carefully reviewed when studying 
the properties of the NPs [39–41].

Quantum effects control electrical, magnetic, and 
optical properties at the nanoscale level. This is particu-
larly important in quantum dots to accurately obtain the 
predetermined properties. This unique feature can ben-
efit various applications, including quantum computing, 
solar cells, and medical imaging [39, 42].

It is also shown that for bioactive components, 
better bioavailability, greater uptake, and higher con-
centration in the body can be obtained by nanosiz-
ing, compared to the larger ingredients [43]. This will 
have implications for environmental and health effects 
and can bring a revolutionary change in producing 
novel biomaterials with tailored characteristics and 
functions for targeted biomedical applications.

The unusual physiochemical properties of the engi-
neered NPs, which happen at the lower end of the 
nanoscale (1–10 nm), raise many concerns. It may not be 
possible to use average assumptions about NPs, and more 
importantly, the unique chemical reactivity and behavior 
of NPs can lead to the exhibition of toxic effects.

Biomedical applications of NPs

In recent years, the biomedical applications of NPs 
(Fig. 3) have attracted a tremendous amount of interest 
due to the unique characteristics and properties of NPs 
compared to their bulky counterparts (as described 
in detail in the previous parts). This section discusses 
the main biomedical applications of NPs, including 
molecular imaging and cell therapy, tissue engineer-
ing, biosensing, targeted drug delivery, magnetic NP-
based hyperthermia cancer treatment, wound healing, 

Fig. 3   Biomedical applications of nanoparticles (created with BioRender.com)
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gene therapy, anti-bacterial treatments, and COVID-19 
treatments that will be reviewed.

Molecular imaging and cell therapy

NP-based imaging technologies are considered non-
invasive methods for real-time observation for a wide 
range of applications, including drug improvement, 
assessing efficacy treatment, diagnosis, and therapy. 
For in  vivo cell tracking, cells need to be surface 
labeled with particular markers or used as imaging 
agents to monitor physiological or pathological devel-
opment at the molecular or cellular level within a liv-
ing organism [44–46]. Different imaging modalities 
are available to visualize the labeled cells, including 
magnetic resonance imaging (MRI), bioluminescent 
imaging (BLI), positron emission tomography (PET), 
and single photon emission tomography (SPECT) 
[45–47]. The NP-based imaging modalities have 
different applications based on the resolution, pen-
etration depth, quantitative, longitudinal tracking, and 
cost [44].

One of the critical usages of NP-based imaging 
techniques is in exogenous cell treatment to inter-
change, fix, or enrich the biological functions of dam-
aged tissue or a diseased organ. The main challenges 
in developing an effective cell therapy are to evaluate 
the exact location, analyze the distribution, and study 
the long-term perseverance of transplanted cells. Tra-
ditionally, histological analysis has been performed 
to monitor therapeutic cells, but this method is inva-
sive and requires multiple tissue biopsies [45]. NP-
based imaging technologies are noninvasive methods 
to track and visualize the fate and function of trans-
planted cells [44, 45, 48, 49]. In stem cell transplan-
tation, to monitor the survival, location, migration, 
and differentiation of the cells in therapeutic pro-
cesses, NP-based labeling agents can be employed to 
understand their fates in  vivo fully. Using magnetic 
NPs, Kim et al. [50] studied the influence of human 
adipose-derived stem cells (hASCs) transplanta-
tion on Parkinson’s disease. For in  vivo tracking of 
the NP-loaded hASCs, they used a maestro imaging 
system and magnetic resonance imaging (MRI) [50]. 
This study demonstrated strong hASCs signals in the 
brains of Parkinson’s disease model mice with MRI 
[50]. To promote ultrasound imaging in tracking ther-
apeutic cells by making the injected therapeutic cells 
more noticeable, Chen et  al. employed Stöber silica 

contrast agents for mesenchymal stem cell labeling. 
This labeling can enhance the ultrasound intensity of 
therapeutic cells with NPs [49]. In another study, they 
also proposed the application of exosome-like silica 
NPs for labeling stem cells for regenerative medicine 
imaging due to their ultrasound impedance mismatch.

Gene transfer

The research on nonviral gene transfer NPs is increas-
ing, and a recent review discussed the current chal-
lenges, opportunities, and clinical applications [7]. 
The FDA has recently approved multiple formula-
tions of these NPs for various purposes. They have 
the following advantages: safety, flexible cargo-car-
rying capacity, tissue- and cell-specific targeting, and 
ease of manufacturing. There have been clinical suc-
cesses with NPs containing RNA, and more studies 
are looking at NPs containing DNA.

Previously, the primary approach for gene editing 
was using viral vectors, including retroviruses, adeno-
viruses, and adeno-associated viruses (AAVs). These 
methods have been successful; however, concerns 
over transfection, safety, and immunogenicity have 
increased the interest in NPs in gene editing. Nonvi-
ral delivery, or delivery with NPs, appears to address 
these concerns. To encapsulate DNA or RNA into 
the NPs, the NPs must have positively charged amine 
groups to interact with the negatively charged DNA 
or RNA. In addition, different types of NPs are bet-
ter for different types of cargo. For example, natural 
material polysaccharides can be used with 50–100 nm 
DNA or RNA, whereas lipids (or lipid NPs) can be 
used with 30–200 nm DNA, RNA, or ribonucleopro-
teins (RNPs) [7].

The physical properties of the NPs can be modi-
fied to target specific organ systems. Still, intravenous 
delivery can also be used if the NP is to be used to 
target many organs. One study looked at the different 
surface properties of various NPs and found that NPs 
could be delivered to specific targets (lung, spleen, or 
liver) based on the surface properties [51].

CRISPR-Cas9 has been studied widely in recent 
literature and has the ability for gene editing, but 
there have been some potential setbacks, such as 
delivery and off-target effects. Since the delivery of 
NPs can be controlled, NPs can be used to counter-
act the setbacks encountered with the CRISPR-Cas9 
technology [7].
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Tissue engineering

Apart from NP-based cell targeting and labeling, as 
addressed in the previous section, NPs have a wide 
range of tissue engineering applications. NPs can 
enable the design and fabrication of biocompatible 
scaffolds that mimic tissue-specific microenviron-
ments by providing appropriate tensile strength, 
releasing biological factors, and ultimately promoting 
the creation of implantable tissues [52, 53].

For both substrate and support roles, it is required 
to have a porous scaffold for tissue growth. This 
porous structure creates the virtual spatial configura-
tion, which allows cells to grow into proper anatomi-
cal form. The main requirements for such platforms 
are biocompatibility and biodegradability to prevent 
growth inhibition and to enable ultimate replacement 
with functional tissue. Conventional biodegradable 
polymeric or ceramic scaffolds are limited in many 
terms, such as lacking desired mechanical strength. 
Instead, we can use NP-modified composite plat-
forms, offering enhanced properties for a smooth tis-
sue rejuvenation [53].

To increase the cellular survival rate of implanted 
constructs, the physicochemical interactions between 
the natural in  vivo environment and the embedded 
structure can be improved using NPs. Moreover, 
nano-composite-based scaffolds are promising mate-
rials to aid bone regeneration by enhancing biocom-
patibility and mechanical stability. For instance, the 
scaffolds made of 45S5 bioactive glass, gelatin, and 
manganese-doped mesoporous bioactive glass NPs 
have shown promising potential for bone regenera-
tion. Another study showed that nano-biocomposite 
scaffolds containing silver NPs could be employed 
for bone tissue engineering applications [54]. The 
polymeric scaffolds containing nanoscale organic 
and inorganic materials can improve the surface and 
mechanical properties required to promote musculo-
skeletal tissue regeneration [53, 55].

Cell attachment, differentiation, integration, sur-
vival, and many other aspects of tissue engineering 
depend on the properties of nanostructures that are 
used as scaffolds. The NP-based scaffolds can show 
different features depending on the applications. For 
example, electrical conductivity is an essential func-
tionality for neural tissues, while solid mechani-
cal properties are crucial in bone and cartilage cells. 
CNTs (carbon nanotubes) are electrically conductive 

and have excellent chemical stability and mechani-
cal strength. Hence, they are ideal candidates to be 
used as scaffolds in tissue engineering. Nanocompos-
ites of PLA-based scaffolds with CNTs and micro-
hydroxyapatite (HA) particles show improved differ-
entiation and attachment of mesenchymal stromal cells 
(MSCs) to osteoprogenitors in the bone engineering 
[56]. Scaffolds containing metallic NPs have shown 
increased mechanical strength, improved tissue forma-
tion capacity, and cell attachment [53]. It is also shown 
that we can significantly increase tensile strength using 
various NPs based on iron, aluminoxane, and titanium. 
They will improve the alkaline phosphatase activity, 
collagen synthesis, and calcium deposition by osteo-
blasts [57–59]. Researchers recently designed cellulose 
nanofibers by incorporating hydroxyapatite (HAp) and 
silver (Ag) NPs and using cellulose acetate. It has been 
shown that these scaffolds, aside from their antibacte-
rial properties, possess significant potential in both soft 
and hard tissue engineering [60]. Conductive carbon-
ized nanofibers loaded with gold NPs have been syn-
thesized and proven to be used for bone tissue engi-
neering applications [61].

NP-based delivery systems also are the leading 
players in tissue engineering to deliver genetic com-
ponents, bioactive molecules, and growth factors. For 
instance, biological signaling molecules instruct the 
fate of cells in cardiac tissue regeneration and stimu-
late neovascularization in the myocardial infarction 
area; the delivery control of these molecules can be 
significantly improved using rate-program NPs [62, 
63]. Accordingly, significant attention has been drawn 
to the growth factor (GF)-loaded polymeric NPs [64]. 
In bone tissue engineering, nanomaterial carriers are 
used to overcome the limitations of contemporary 
biomaterials; low cell membrane permeability, weak 
pharmacokinetics, low physiological stability, and 
non-explicit targeting are some limitations. Nanoma-
terial carriers can stabilize bioactive components via 
surface adhesion and encapsulation. These carriers 
can also aid cell entry, targeted and controlled drug 
delivery, and release [53]. Figure  4 summarizes the 
application of NPs for regenerative medicine and tis-
sue engineering.

Targeted drug delivery

Recently, a significant amount of interest has been 
placed on using nanosized carriers like polymeric 
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NPs, nanocrystals, and liposomes in the controlled 
delivery of various drugs and biocomponents 
[65–70]. The goal is to use these NMs to obtain 
higher therapeutic efficacy and weaker side effects by 
delivering drugs in the optimum dosage range. NPs 
either encapsulate the medications (in the case of 
mesoporous, hollow, or polymeric NPs), or the drugs 
are grafted on their surface [44, 71, 72].

Ideal NPs in drug delivery applications have low 
cytotoxicity, long-standing physical stabilities, and 
high loading capacity. Again, the goal is to minimize 
or avoid the therapeutic agents’ side effects by tar-
geted delivery to pathologic tissues [72, 73]. Today, 
there are several kinds of NPs used for this purpose. 
The most common ones are polymeric nanoparticles, 

solid lipid nanoparticles, liposomes, dendrimers, 
inorganic nanoparticles, and nanotubules [72].

Using NPs in drug delivery started with lipid NPs. 
Solid lipid NPs (SLNs), nanostructured lipid car-
riers (NLCs), liposomes, and micelles are placed in 
this category. SLNs contain lipids in the solid state, 
while NLCs, the second-generation SLNs, control 
solid lipids and liquid lipids with a higher drug load-
ing capacity [73]. In ocular drug delivery, SLNs load 
the antibiotic tobramycin for bacterial infection treat-
ment [74]. SLNs are also suitable for peptide deliv-
ery; the presence of the lipid matrix in SLNs results 
in higher stability, prevents proteolytic degradation, 
and can improve the controlled release [75]. In SLNs, 
the lipid component, concentration of surfactant, 

Fig. 4   NPs Applications in tissue engineering (AC represents “alternating current,” QDs mean “quantum dots,” and PEG is polyeth-
ylene glycol). Adapted from reference [52] distributed under the Creative Commons Attribution
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homogenization factors, and final sizes of particles 
can be used to control drug release. There are some 
concerns and disadvantages to using SLNs in drug 
delivery. The hydrophilic drugs can potentially get 
partitioned in the aqueous phase in the preparation 
step, and that is one of the main disadvantages of 
these NPs, which may weaken the drug loading and 
may cause the drugs to be expulsed from the matrix 
after the polymorphic transition during storage [73].

A study was managed to study the likelihood of 
improving brain targeting affinity and temazepam-
loaded nanostructured lipid carriers (NLCs) bioavail-
ability. According to the results, for brain-mediated 
drug delivery, temazepam-NLCs are successful carri-
ers. Due to their sustained release, they can be used in 
the outpatient management of insomnia [76].

Liposomes are also Lipid-based NPs containing 
a central aqueous core plus one or more concentric 
phospholipid bilayers. Liposome vesicles, which can 
be unilamellar or multilamellar, feature advantages 
like biocompatibility, biodegradability, and low tox-
icity. Moreover, hydrophobic and hydrophilic com-
pounds can be entrapped in liposomes to prevent the 
compound’s decomposition, resulting in compounds 
being released to the targeted areas [72, 73]. The 
functionality of liposomes to carry small molecules 
and biologically relevant macromolecules has been 
widely investigated [77, 78]. Several examples of 
liposome-based drug delivery systems currently pre-
sent in clinical trials include Daunoxome and Doxil, 
which are encapsulated versions of the anti-cancer 
chemotherapy drug doxorubicin in liposomes [71]. 
Recently, to enhance the stability of actively loaded 
liposomal doxorubicin (DOX), researchers designed a 
method as nanobowl stabilization of liposomes [79].

After the promising results obtained using these 
lipid-based drug delivery NPs, an increasing attrac-
tion has drawn towards polymeric NPs and led to the 
development of many different compositions, includ-
ing polysaccharide- and polypeptide-based NPs, den-
drimers, and drug conjugates [71]. Polymeric NPs, 
such as polymeric micelle, solid polymeric NPs, pol-
ymersome, nanoshell, polymer-drug conjugates, and 
dendrimer, are extensively used for controlled drug 
delivery [71, 72, 80] and have different structures and 
morphologies in the core and corona. For example, 
polymeric micelles with dimensions between 10 and 
100 nm are diblock copolymers containing amphiphi-
lic hydrophilic-hydrophobic blocks [81]. They have 

a corona-core structure comprising a central hydro-
phobic core plus a hydrophilic corona in an aqueous 
medium [81]. Hydrophobic drugs can be accom-
modated in the hydrophobic core of the polymeric 
micelle via physical entrapping (solubilization). At 
the same time, the exterior hydrophilic surface con-
tributes to the stability and protection of the therapy 
[81–83]. It has been proved that encapsulation of 
tamoxifen citrate (TMX) into micelles increased cyto-
toxicity in MCF-7 cancer cells by facilitating cellular 
uptake.

The targeted delivery system can be designed by 
encapsulating/protecting the therapeutic molecules 
within the core or by conjugating them to the NP’s 
surface. Different methods can be utilized for corona 
formation to functionalize the NP’s surface. Func-
tionalizing the surface of NPs can lead to higher 
residual time within the blood and lower nontargeted 
distribution. The functionalization can also target spe-
cific tissues or antigens with a targeting ligand such 
as aptamer, peptide, and fragments of antibody [71]. 
Targeted polymeric therapeutic NPs can be used in 
improving the drug efficacy in cancer therapy or facil-
itating drug penetration in a group of diseases such as 
neurodegenerative disorders (NDs) [80, 84], cardio-
vascular diseases [61, 64], and osteoporosis and viral 
infections.

Inorganic NPs are another group of NMs primar-
ily investigated and employed in drug delivery. In 
magnetic NPs, drugs can be carried either by con-
jugating to the NP surface or encapsulating inside 
the NP. Hence, these NPs need to be functionalized 
and coated with a biocompatible layer, such as gold 
or polymer. The drug/NP complex will be directed 
to specific sites by applying an external magnetic 
field. The release process is controlled through 
the activity of enzymes or by altering osmolal-
ity, pH, or temperature [5, 85]. Iron oxide NPs are 
the most common inorganic magnetic NPs used for 
targeted delivery, mainly because of their excep-
tional characteristics, including chemical stability, 
non-toxicity, biocompatibility, high saturation mag-
netization, and high magnetic susceptibility [5, 86]. 
Cu0.3Zn0.5Mg0.2Fe2O4 magnetic NPs as drug delivery 
agents for ibuprofen have been studied and showed 
sustained drug release up to 72 h [87]. Recently, mag-
netic iron oxide NP-hollow mesoporous silica spheres 
were designed to deliver anti-cancer drugs triggered 
by pH changes [88]. Metallic NPs such as gold (Au) 
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exhibit unique properties such as exceptional elec-
tronic and optical properties, chemical inertness, and 
the ability for surface functionalization, which results 
from the presence of negative surface charges. These 
features allow NPs to be functionalized with organic 
molecules and conjugated with ligands, antibodies, 
or drug molecules for active or passive drug delivery 
[89]. The chemical inertness also provides good bio-
compatibility in  vitro and in  vivo [5, 89]. Sulaiman 
et  al. loaded hesperidin anti-cancer drugs on gold 
NPs and proved that they inhibit the secretion of 
IL-1β, IL-6, and TNF [90]. In another study, folic 
acid-modified methotrexate-conjugated gold NPs 
showed high cytotoxicity to folate receptor-positive 
tumor cells [91].

Dendrimers are hyper-branched, 3D globular mac-
romolecules comprising a well-defined central core 
surrounded by many arms attached to it. The dendritic 
molecular architecture is characterized by unique fea-
tures, such as functional groups on the surface, that 
make them a promising candidate for targeted deliv-
ery applications [92, 93]. The functionality of den-
drimers can be enhanced by modifying these termi-
nal groups on the surface. The drug is either grafted 
on the branched interior or attached to the dendrimer 
surface. Different studies have shown the application 
of dendrimers for delivering macromolecules, DNA, 
and hydrophobic drugs [73, 94, 95]. Chanphaia et al. 
studied folic acid-dendrimer NPs containing doxoru-
bicin (Dox), tetracycline (Tet), and tamoxifen (Tam) 
and demonstrated that the order of drug stability was 
doxorubicin > tetracycline > tamoxifen [96]. In 2021, 
based on amphiphilic peptide dendrimers, safe and 
effective cancer drug-delivery nanosystems were 
established to encapsulate doxorubicin (the anti-can-
cer drug) efficiently. Compared to free doxorubicin, 
the dendrimer-based drug delivery system increased 
intracellular uptake of the drug in drug-resistant 
breast cancer cells [97].

Carbon nanotubes (CNTs), due to their distinct 
characteristics, have gained tremendous attention as 
promising drug carriers. Their unique physicochemi-
cal properties, such as enhanced cellular uptake and 
easy surface functionalization with drugs, bioactive 
peptides, nucleic acids, and proteins, display superior 
efficacy and low toxicity [98, 99]. CNTs are widely 
used in designing anticancer drug delivery systems 
as they can selectively direct the treatment towards 
the tumors and overcome the lack of selectivity as 

one of the limitations of anticancer therapies [100]. 
Recently, single-walled carbon nanotubes, capable of 
releasing Doxorubicin in a controlled manner through 
pH changes, have been designed and enhance the 
pharmacological efficacy of drugs [101]. In another 
study, researchers demonstrated that chitosan-silica-
coated carbon nanotubes are efficient for oral breast 
cancer therapy as a pH-based drug delivery [102]. 
However, unlike other nanocarriers such as micelles 
and liposomes, CNTs have recently emerged, and 
more examinations are needed to confirm their safety 
[72, 73, 103].

Recently, NPs have been used to mimic cellular 
membranes and thus further improve drug delivery. 
The NPs can be coated with red blood cell mem-
branes, white blood cell membranes, platelet mem-
branes, cancer cell membranes, bacterial membrane 
vesicles, and mesenchymal stem cell membranes 
[104].

Anti‑SARS‑CoV‑2 vaccines

Over the past two years, vaccines have been rapidly 
developed against the SARS-CoV-2 virus. There 
have been approximately 150 vaccines produced 
since the start of the pandemic. Various techniques 
have been used, such as protein subunit vaccines 
(Novavax), inactivated virus vaccines (Sinovac), 
viral vector (adenovirus) vaccines (Astra-Zeneca, 
Johnson & Johnson, Reithera and Sputnik), and 
mRNA vaccines (Pfizer-BioNTech and Moderna) 
[3, 105]. The Pfizer-BioNTech and Moderna vac-
cines utilize a lipid nanoparticle that encapsulates 
an mRNA sequence translated into a full-length 
spike protein [3]. These vaccines have a low cost 
and have been able to be rapidly developed with an 
efficacy of 87.5–95% and 94.5–100% for Pfizer and 
Moderna, respectively. These vaccines can be rapidly 
developed because they are synthetically produced, 
unlike other vaccines. One issue with mRNA vac-
cines is the instability of the mRNA, which requires 
it to be stored at shallow temperatures. Despite this 
drawback, mRNA has been successfully used within 
a lipid nanoparticle that keeps it stable and allows 
delivery of the mRNA intramuscularly. After injec-
tion, the mRNA is transported into the cytoplasm 
and is translated into a spike protein. This spike pro-
tein induces T-helper cells to produce cytokines that 
cause plasma cells in the body to produce antibodies 
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to these viral spike proteins. These antibodies are 
responsible for the immunity the virus provides, and 
it has been suggested that immunity should last from 
six to nine months [3]. The ionizable lipids used in 
these vaccines are heptadecan-9-yl 8-((2-hydroxy-
ethyl) (6-oxo-6-(undecyloxy) hexyl) amino) octanoate 
(Lipid H (SM-102)) and ((4-hydroxybutyl) azanediyl) 
bis(hexane-6,1-diyl) bis (2-hexyldecanoate) (ALC-
0315) for the Moderna and Pfizer-BioNTech vac-
cines, respectively. These two vaccines also contain 
1,2-stearoyl-sn-glycerol-3-phosp (DSPC), which is a 
lipid that helps improve the stability of the lipid nano-
particle due to its geometry and melting temperature 
[106].

Magnetic NP‑based hyperthermia cancer treatment

Hyperthermia, or a slight increase in a tumor’s tem-
perature, has been used during the last decades com-
bined with radiotherapy to increase the susceptibility 
of cancer cells to chemotherapy and radiation. How-
ever, this treatment method has certain drawbacks. 
For instance, other healthy tissues can also be dam-
aged as tumor temperature cannot often uniformly 
increase to 42–45 °C, which is required for the direct 
cytotoxicity [107, 108]. NPs are promising candi-
dates, and they provide a uniform and less invasive 
tumor-concentrated hyperthermia method with maxi-
mum damage to cancer cells and minimal injury to 
normal cells.

Magnetic NPs, especially iron oxide and gold NPs 
[109] are the most common NPs utilized in hyperther-
mia. In magnetic hyperthermia treatment, the activa-
tion of magnetic NPs by AMFs (alternating magnetic 
field) will remotely induce local heat, stimulating a 
temperature rise in the location of tumoral cells in tar-
geted organs and tissues. To increase this technique’s 
efficiency, the magnetic NPs have to be systematically 
coated and functionalized to specifically target the 
desired area inside the body [110].

Arriortua et  al. [111] used a peptide of arginine-
glycine-aspartate (RGD) and functionalized Fe3O4 
NPs to target αvβ3 integrin receptors in angiogenic 
cancer cells. It has been demonstrated that the selec-
tivity of magnetic NPs has been enhanced for tumor 
treatment with a hyperthermia [111]. Recently, 
researchers observed that through surface function-
alization and coatings with different biopolymers, 
such as chitosan and dextran, the temperature of 

Fe3O4 NPs can be adjusted to the desired therapeu-
tic (hyperthermia) [112]. This temperature change is 
possible through surface functionalization and coat-
ings with different biopolymers such as chitosan and 
dextran [112]. Gold NPs and carbon nanotubes have 
been primarily investigated to be used for hyperther-
mia cancer treatments, where near-infrared (NIR) and 
radiofrequency fields have been utilized to generate 
hyperthermia [5, 72, 113–117].

Wound healing

Metal NPs, including selenium, silver, platinum, 
gold, aurum, copper, and palladium NPs, along with 
their oxide compounds like iron oxide, zinc oxide, 
titanium dioxide, and tantalum oxide NPs, potentially 
have some therapeutic effects on accelerating wound 
healing [118–120]. Apart from being ideal candidates 
for drug and gene delivery (as discussed previously), 
metal NPs provide outstanding properties for wound 
healing, such as antibacterial activity and healing 
stimulation.

For instance, silver NPs prevent scar growth by 
stimulating rapid wound closure and epidermal re-
epithelization via the proliferation of keratinocytes. 
Moreover, silver NPs, due to their anti-inflammatory 
features, are capable of accelerating wound healing 
by protecting cells from the negative influence of 
elevated ROS [121]. However, recently, it has been 
proved that a time-frame inflammation should be pre-
sent for optimum wound healing since early inflam-
mation is beneficial and continued inflammation is 
unfavorable to burn wound healing. Hence, a short 
delay in silver NPs application provides optimal burn 
wound healing because topical silver NPs treatment 
immediately after burn injury significantly suppresses 
early inflammation [122].

Zinc oxide and gold NPs can also promote wound 
healing due to their antimicrobial activity [121, 
123–125]. Vedhanayagam et  al. studied the influ-
ence of different shapes of zinc oxide NPs, including 
sphere, needle, rod, hexagonal, star, flower, dough-
nut, circular disk, and cube, on wound healing. They 
reported that the spherical shape of zinc dioxide 
(ZnO) in a cross-linked collagen scaffold provides 
enhanced re-epithelization and a faster collagen depo-
sition [126]. Gold NPs can enhance epithelialization, 
vascularization, and collagen deposition [127]. It has 
been proved that topical gold NPs could accelerate 
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wound healing on mouse skin through anti-inflam-
matory and antioxidation effects [128]. Mahmoud 
et al. investigated the effect of different shapes (rods 
and spheres) and surface modifications (neutral, cati-
onic, and anionic-charged polymers) of gold NPs on 
wound healing by loading them into a thermosensi-
tive hydrogel. They reported that gold nanorods with 
cationic poly allyl amine hydrochloride provide a bet-
ter environment for optical wound healing [129].

Polymeric NPs based on cellulose, hyaluronic acid, 
chitosan, and alginate can also exhibit good re-epithe-
lialization and antibacterial properties for improved 
wound-healing applications [130–133].

Anti‑bacterial applications

Antimicrobial drugs, nanosized inorganic antimicro-
bial agents, in particular, have been more popular in 
recent years owing to their lack of side effects, toler-
ance to heat, and low rate of drug resistance [134]. 
It has also been reported that silver, gold, copper, 
and platinum nanoparticles, as well as those made of 
a variety of metal oxides, such as silver oxide, cop-
per oxide, and zinc oxide, are effective anti-bacterial 
[135, 136].

Polymeric NPs using chitosan have become 
increasingly popular due to their high biocompat-
ibility and biodegradability. Chitosan is derived from 
chitin, found in the cell wall of fungi, and prepared 
via deacetylation. It is approved by the FDA for 
various applications and has been reviewed recently 
for multiple applications, including anti-bacterial 
capabilities [137]. The preparation process and the 
molecular weight of chitosan play an essential role in 
reducing its toxicity of chitosan. Since the preparation 
process does not require any toxic solvents, the final 
products are more biocompatible. The toxicity can 
further be reduced by reducing the molecular weight 
of chitosan.

Common target microorganisms for chitosan (and 
combinations of chitosan) are Staphylococcus aureus, 
Escherichia coli, Salmonella typhi, and Pseudomonas 
aeruginosa [137]. The exact mechanism of the anti-
bacterial effects of chitosan has been debated, but 
several theories have been proposed. It has been 
suggested that the amine groups (when positively 
charged) cause increased cell permeability and, thus, 
cell death. This theory is substantiated by the fact 
that antimicrobial activity decreases when the pH is 

not favorable for the protonation of the amine group. 
Another proposed approach is that chitosan can sup-
press the activity of mRNA by binding to DNA.

Chitosan can be used alone for anti-bacterial prop-
erties, or it can be used with higher effectiveness 
when combined with specific metal oxides [137]. 
One such application is the use of hydrogels for skin 
wounds and the prevention of bacterial infections. 
These are biodegradable, biocompatible, and less 
toxic than previous treatments.

An additional important use of chitosan NPs is 
with antimicrobial peptides (AMPs). Antimicro-
bial resistance is a widespread problem, and AMPs 
could help solve this issue. Unfortunately, there 
are problems with AMPs, such as low stability and 
adverse interactions with other molecules. NPs could 
help with these two issues and thus have become an 
important area of study. One study specifically looked 
at temporin B, a small, cationic AMP with antibac-
terial, antiviral, and antifungal properties. Temporin 
B was encapsulated using chitosan nanoparticles, and 
the results showed that temporin B was released line-
arly and had continuous anti-bacterial activity against 
Staphylococcus epidermidis [138].

Biosensing applications

A biosensor is described via its bioreceptor element 
specified to related analytes. These analytes are fre-
quently of biological origins, like bacteria or viruses’ 
DNAs or proteins formed by a diseased or contami-
nated live immune system (antibody, antigen). Sim-
ple compounds like glucose or pollutants may also be 
analytes when a bioreceptor with exceptional sensi-
tivity is present. One of the significant issues in devel-
oping biosensors is the effective signal collection 
of biorecognition (transduction). Such transducers 
transfer the bio interaction into measurable signals. 
To raise sensitivity and decrease the limit of detec-
tion to single molecules, nanomaterials are intrigu-
ing options owing to the potential to immobilize an 
expanded amount of bioreceptors at concentrated 
quantities and also to operate as transducers. Among 
such nanomaterials, AuNPs, semiconductor quantum 
dots, polymer NPs, carbon nanotubes, nanodiamonds, 
and graphene are actively investigated [139].

Recent advances in multidisciplinary sciences have 
developed a new kind of fluorescent NPs: biomole-
cule-assisted fluorescent metal nanoclusters (NCs). 
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The advantages of these NCs as a biosensor over 
other fluorescent materials are their simple manu-
facturing, ultrasmall size, tunability of fluorescence 
characteristics, and high biocompatibility [14].

Proteins, DNA, and targeted cells may all be 
detected via fluorescence thanks to hybrid bi-layer 
nanostructures that integrate distinct fluorescent inor-
ganic compounds. Combinatorial characteristics and 
synergistic effects are present in the resulting nano-
particles, allowing for combination therapies with 
precise targeting, biomedical imaging, and amplified 
diagnostic and catalytic effects [140].

Even though NPs have found widespread use, 
there are still some significant problems that must 
be solved. In the pre-clinical, clinical, and produc-
tion stages of new product management, the FDA has 
prioritized determining the dispersion of NPs carriers 
in the body after systemic administration via differ-
ent methods. The evolution of imaging techniques 
that can track biodistribution over time is related to 
a second worry. The third problem is how mass is 
transferred between different body parts. For this rea-
son, the fourth and fifth priority highlight the need to 
create new mathematical and computer-based simu-
lations that will add to a “periodic table” of NPs for 
estimating danger and reward. The development of 
criteria or reference materials and agreement analysis 
methodologies that may serve as baselines for creat-
ing innovative class materials ranks as a close sixth. 
An analytical toolset for nanopharmaceuticals pro-
duction, complete with a specification sheet of toxi-
cologic, safety, and biodistribution qualities generated 
by standard, established methodologies, will be given 
as the end aim [141].

Mechanism of cytotoxicity

A rapidly growing interest in using NPs in biomedi-
cal engineering increased concerns about biocom-
patibility and cytotoxicity. The first section explains 
that NMs behave significantly differently than bulky 
materials due to their surface-to-volume ratio. These 
parameters also directly affect the chemical reactivity 
of materials and their toxicity. Various factors such 
as size, surface area, aggregation, the bulk chemistry 
of the material, surface functionalization, shape, and 
porosity can impact their toxicity; however, the role 
of different parameters on the toxicity of NPs will 

be discussed further. Generally, the higher chemical 
reactivity of NPs, due to their greater surface area to 
volume ratio, increases the surface interaction of NPs 
with biological system [142]. Consequently, using 
NMs for biomedical applications has risks, consid-
ering the uncertainties of the NP properties that can 
pose health risks.

Existing studies in animals and humans showed 
that different parameters, including the persistence 
of the material and the duration of the nanomaterial 
exposure in the body, can increase the health risks 
induced by NPs. NPs, due to their small size, can 
enter cells through receptor-mediated endocytosis or 
direct penetration. As a result, they can translocate 
into different organelles. Thus, before their applica-
tion, to get reliable results, various tests such as mito-
chondrial metabolism, cell metabolism, cell mem-
brane integrity, and lysosomal membrane integrity 
have to be conducted [143].

Understanding the toxicity mechanism of NPs 
will help researchers to design NPs with lower side 
effects. Several central mechanisms exist to explain 
NPs’ cytotoxicity, such as direct cell damage by 
their entry to the cell and interaction with intracel-
lular components or indirect damage due to the gen-
eration of radical species [142]. For example, NPs 
contribute not only to lipid peroxidation but also to 
the destruction of the cell, lysosomal, and nuclear 
membranes and cause the release of their contents. 
Toxic ions released from their dissolution can inter-
act with cells’ DNA or impair essential enzyme 
functions. However, the creation of reactive oxy-
gen species (ROS) is another mechanism of toxic-
ity for NPs, which can also damage enzymes or the 
DNA of cells [144]. Yet, the production of excessive 
amounts of (ROS) is the leading cause of NPs’ tox-
icity [145, 146].

Living organs are surrounded by molecules con-
taining oxygen atoms that may participate in chemical 
reactions with redox systems, essential ions, biomol-
ecules, etc. [147]. Inducing ROS production has been 
observed in different materials, such as silica and 
metal oxide NPs and carbon nanotubes [148–150]. As 
a result, this mechanism causes severe cell dysfunc-
tion due to impairment of the mitochondria, the cell 
plasma membrane, and the nucleus; in the end, cells 
go through one of the two possible paths: suffering 
from DNA impairment or initiating cell-death signal-
ing (apoptosis or necrosis).
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ROSs can originate from two primary sources. The 
first group of sources stems from extracellular factors 
such as exposure to NMs, microbial infection, envi-
ronmental pollutants, and radiation exposure [151]. 
The second group of authorities is related to intracel-
lular-like endoplasmic reticulum stress and mitochon-
dria (Fig.  5) [152]. The generated ROS can lead to 
genotoxicity and cell death due to their toxicity. The 
human body can handle moderate levels of ROS, and 
it is essential for cell function [153–155]. However, 
high ROS levels are a sign of oxidative stress that 
may cause cancer, cardiovascular, neurological, res-
piratory, and kidney disease due to the triggering of 
several reactions, such as enzyme dysfunction, gene 
mutation, lipid peroxidation, and mitochondria mem-
brane damage (Fig. 6).

To better understand the mechanism of ROS 
formation, the reaction of iron oxide NPs (as NMs 
representatives) in the biological microenvironment 
can be considered an example. The production of 
ROS due to the presence of NPs can be explained by 
the Fenton and Harber-Weiss reactions [156]. The 
first step starts with the Fenton reaction, followed 
by reducing the ferric (Fe3+) ion into the ferrous 

(Fe2+) ion. The Fenton reaction between H2O2 and 
Fe2 + is the first step in generating ROS and pro-
duces hydroxide (OH−) and hydroxyl radical [157]. 
The second step is called the Haber–Weiss reaction, 
which produces superoxide (•O2 −) catalyzed by 
iron ions and •OH (hydroxyl radicals) from H2O2 
(hydrogen peroxide [158, 159].

Among ROS, hydroxyl radicals are considered 
the most potent oxidant [160]. The ROS induced by 
NPs can polymerize the proteins and result in muta-
tion of the DNA [146].

When NPs enter the cell, they can interact with 
intracellular components like lipids, nucleic acids, 
and proteins [161] (Fig. 6). The interaction of NPs 
with proteins, depending on their size, forms a 
combined structure, such as NP-protein corona on 
the surface of the NPS, that can influence cellular 
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Fig. 5   Schematic diagram showing sources of ROS generation and the negative effect of ROS in the body. The general concept is 
adapted from reference [152], distributed under the Creative Commons Attribution
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uptake and the accumulation of the NPs [161, 162]. 
Soft corona complexes are formed when NPs are 
surrounded by a loose protein layer (∼ 2–3 protein 
molecules thick). Challenging corona complexes are 
formed when the NPs are surrounded by strongly 
bounded protein fraction (Fig. 7) [163, 164].

Various forces, such as van der Waals’ interactions, 
hydrogen bonds, and electrostatic and hydrophobic 
interactions, can govern the interactions between NPs 
and proteins. The interactions between NPs and pro-
teins are affected by the surface properties of NPs, the 
properties of proteins, and the biological microenviron-
ment [162, 163]. Generally, the interaction between 
NPs and nucleic acids is the same as that of NPs and 
proteins [165].

Factors that affect the cytotoxicity of NPs

As discussed in previous sections, the physical and 
chemical characteristics of NPs strongly influence 
their biochemical characteristics and toxicity. The tox-
icity effect of the physical and chemical properties of 
NPs, such as size, shape, agglomeration state, coatings, 

functionalization, surface charge, structure, mate-
rial type, dose, and concentration, will be discussed 
separately.

Impact of the size of NPs on toxicity

Although different physical and chemical param-
eters affect the NPs-cells interaction, the critical 
physical property of the NPs is their size [166, 167]. 
Nanoparticle size directly affects the distribution, 
diffusion, and physiological response of cells [168]. 
The size and surface area of NPs play a critical role 
in their cell penetration ability since the large surface 
area ensures efficient adsorption of NPs. Specifically, 
as the particles decrease in size, the surface area will 
exponentially increase so that the smaller NPs are 
more reactive in the biological environment and have 
a larger potential catalytic surface for chemical reac-
tions [169, 170]. NPs with sizes of 1 to 100 nm can 
quickly enter cells because their size is comparable 
to the thickness of cell membranes, around 10  nm. 
For instance, gold NPs with a size of 10–16 nm can 
be found in the cytoplasm, but gold NPs with less 
than 6 nm can enter the cell nucleus. Hence, smaller 
NPs can be more toxic [171]. Generally, NPs are 

Fig. 6   NPs and cell interaction
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internalized more efficiently when they have an opti-
mum size of 50  nm. However, several studies have 
indicated that smaller NPs with the size of about 
15–30 nm or larger NPs with the size of 70–240 nm 
show lower cellular uptake rate [11, 172, 173].

Additionally, there are six significant pathways for 
nanomedicines to enter cells according to their size: 
phagocytosis, macropinocytosis, caveolin, clathrin-medi-
ated as well as independent endocytosis, and direct cell 
infiltration [174].

The optimum sizes for NMs used in bio-appli-
cations and uptake properties during phagocytosis 
are more significant than 10  nm and smaller than 
100  nm. Zhao et  al. proved that mesoporous silica 
NPs (MSNPs) (∼  100  nm) could be adsorbed on 
the surface of human red blood cells, while larger 
MSNs (∼ 600 nm) induce local membrane deforma-
tion (Figs. 8 and 9) [175]. Although NPs with differ-
ent sizes have been used in biomedical applications, 

the type of application determines the required size 
of NPs. For example, NPs in the range of 50 nm are 
useful for drug delivery and cellular uptake [176]. 
The size variation of NPs will affect various organs 
in the body and which organism responds upon 
exposure.

Consequently, the size of NPs determines how 
and where the body reacts to them [177]. Moreover, 
the size is a different parameter for cells to define 
clear foreign particles [178]. Depending on their size, 
the particles that are not clear will be translocated or 
accumulated in the body. With the clearance activ-
ity of kidneys, particles less than 5 nm in size will be 
removed from the body.

Due to the effects mentioned above on NP 
size and its health-related outcomes, scien-
tists believe that size is the first parameter to 
be considered in characterizing NPs’ toxicity. 
It has been shown that TiO2 NPs with smaller 

Fig. 7   NPs and protein composition (adapted from reference [162] with permission)
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sizes (20  nm) can cause severe inflammatory 
responses in the lungs compared to larger parti-
cles (250 nm) [19, 179]. There are different tech-
niques for measuring the size of NPs, including 
dynamic light scattering, time of flight methods, 
laser diffraction, differential mobility analysis, 
surface area measurements, impaction methods, 
and application of microscopy [180].

Impact of particle shape on toxicity

The shape of the NPs (e.g., spheres, cylinders, 
cubes, sheets, pillar and rod-like, needle-like, 
and plate-like) is another determinant factor of 
cytotoxicity, and in a “safer by design” context, 
NPs shape should be carefully taken [181]. For 
instance, spherical NPs, in comparison to nano-
tubes, nanofibers, plate-like, and needle-like NPs, 
exhibit less toxicity [182].

The impact of the shape of cerium oxides (CeO2) 
NPs has been studied with macrophages from the 
RAW264.7 cell line. Results showed that rod-like 
NPs, dose-dependently, produced more tumor necro-
sis factor-alpha (TNF-α) and ROS [181], while in 
cubic/octahedral NPs, the release of TNF-α and ROS 
did not vary [181]. TEM images of differently shaped 
NPs are depicted in Fig. 10. As can be seen, the possi-
bility of agglomeration is weak for all samples [181].

In another study, particle–cell association and 
cellular uptake were investigated on BEAS-2B cells 
after synthesizing the hydroxyapatite NPs with four 
shapes, including needle, plate, sphere, and rod 
shapes. Results show that the most significant cell 
death in BEAS-2B cultures was observed in needle-
shaped and plate-shaped NPs [182].

Another study looked at the impact of the shape 
and size of zinc oxide nanoparticles on the toxicity 
of Raphidocelis subcapitata, a freshwater microalga 

Fig. 8   SEM visualization of the interaction of MSNPs with 
red blood cells. A Red blood cells incubated for 2 h at room 
temperature with PBS, B red blood cells with 100 μg mL–1 of 

MSNPs with an average size of 122 nm, and C red blood cells 
with 100 μg mL.–1 of MSNPs with an average size of 531 nm 
(adapted from reference [175] with permission)
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[183]. R. subcapitata was chosen as a representative 
organism of freshwater algae because there is less 
tendency of this algae to aggregate and, thus, they are 
sensitive to toxic substances. This study used two dif-
ferent sizes of spherical zinc oxide nanoparticles and 
two different sizes of rod-shaped nanoparticles. The 
spherical nanoparticles were found to be more toxic 
than the rod-shaped nanoparticles. Concerning the 
rod-shaped nanoparticles, an increase in the size of 
the nanoparticles resulted in decreased toxicity.

Impact of agglomeration state of NPs on toxicity

Particle surface reactivity and surface area, which, 
apart from the size, are also related to single particle 
aggregation, play a significant role in the cytotoxic-
ity of the NPs [184]. Even though most of the studies 
address the possible adverse effects and cytotoxic-
ity of single NPs, we should consider that NPs (NPs) 
tend to aggregate. Several hundred nm in diameter, 

these structures exhibit different physicochemical 
properties and mechanisms of interaction with cells. 
Cells can uptake NPs and form aggregates inside the 
cell (Fig.  11). However, it has been shown that the 
growth rate of HeLa cells increases when the aggre-
gates become too large to enter the cell and adhere to 
the cell surface [184, 185]. In another study, research-
ers showed that compared to single and monodis-
perse NPs, uptake of aggregated NPs with HeLa cells 
decreased by 25% while MDA-MB 435 cells increased 
by 100%. Tripathy et al. researched to evaluate the tox-
icity impact of zinc oxide NPs aggregation on RAW 
264.7 murine macrophages. Firstly, they concluded 
that modulating the NP aggregation depends on the 
concentration of particles. Secondly, they showed that 
low-concentration zinc oxide NPs’ aggregates, com-
pared to high concentration, led to more cell apoptosis 
in RAW 264.7 cell (Fig. 12). These contrasting results 
highlight the need to evaluate the interaction of aggre-
gates with cells per each case.

Fig. 9   Transmission electron (TEM) images of the interaction of red blood cells with MSNPs with average sizes of 122 nm (top) 
and average sizes of 531 nm (bottom) (adapted from reference [175] with permission)
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Impact of the structure of NPs on toxicity

The cytotoxic effects of NPs depend on the crys-
talline form of the nanomaterial. The cytotoxicity 
and genotoxicity of two crystalline forms of TiO2 
NPS, anatase and rutile, in Balb/3T3 mouse fibro-
blasts, were evaluated [188]. The crystalline form 
had a significant impact on toxicity. Cell uptake was 
higher in the anatase form (although internalizing 
seemed to be size-dependent more than crystallin-
ity), while cyto- and genotoxicity appeared in the 
rutile structure. In addition, the neoplastic transfor-
mation with multiple genomic changes that cause 
cancer was more prominent rutile NP (e type-III 
foci formation). In addition, rutile titania may cause 
more genotoxic effects due to producing more ROS 
species (more photocatalytic). The morphology 
of the two different structures is shown in Fig.  13 
[188].

In another study, the toxicity of TiO2 NPs with 
different types of crystal lattice was evaluated using 
a human bronchial epithelium cell line. It has been 
proven that while NPs with an anatase-like crystal 
structure are nontoxic, rutile-like crystal structures 
can trigger oxidative damage to DNA and the growth 
of micronuclei [189].

Impact of NP surface energy and wettability on 
toxicity

Wettability and surface properties can govern the 
toxicity and biodistribution of NPs in  vivo and 
in vitro. Larger contact areas create a higher chance 
of adsorption. Three types of mesoporous silica NPs 
(BMSs) were synthesized by employing heterocy-
clic amino acid derivatives, including C16-L-poline, 
C16-L-histidine, and C16-L-tryptophan. Then, cel-
lular uptake, morphology, structure, and wettability 

Fig. 10   Different structures of CeO2 NPs with different concentrations and volumes (R = rod-shaped, O = octahedron-shaped) 
(adapted from reference [181] with permission)
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Fig. 11   TEM image of MDA-MB-435 and HeLa cells incu-
bated with single AuNPs and 98 nm aggregates. a HeLa cells 
treated with monodisperse AuNPs, b Hela cells with aggre-

gates, c MDA-MB-435 cells incubated with monodisperse, d 
MDA-MB-435 cells incubated with aggregates. Adapted from 
reference [186] with permission

Fig. 12   The effect of concentration of zinc oxide NPs aggregates on the viability of murine macrophage RAW 264.7 cells (adapted 
from reference [187] with permission)
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of NPs were studied. The surface wettability of sam-
ples followed this sequence: silica NPs templated 
by C16-L-tryptophan (Trp-BMS) > C16-L-histidine 
(His-BMS) > C16-L-poline (Pro-BMS). This study 
demonstrated that a smaller contact angle or higher 
wettability would result in more considerable pro-
tein adsorption. Among three samples, silica NPs 
templated by C16-L-tryptophan exhibited the high-
est wettability due to the large amount of –OH groups 
and, consequently, the highest protein adsorption. 
The degradation analysis results also proved that the 
degradation rate was by the wettability. Hence, the 
NPs with the highest wettability showed faster deg-
radation. All three samples (silica NPs templated by 
C16-L-histidine, C16-L-poline, or C16-L-tryptophan) 
showed increased uptake in the brain even though the 

blood–brain barrier prevents the entry of the majority 
of drugs. However, they exhibited the lowest distribu-
tion amount in the brain due to the super-hydrophilicity 
surface of silica NPs templates by C16-L-tryptophan. 
According to the histopathology of animals’ major 
organs, as seen in Fig.  14, no abnormality or struc-
tural changes were observed in the heart, liver, spleen, 
lungs, and kidney compared to the control group.

Impact of coatings, functionalization, and surface 
charge of NPs on toxicity

The properties, behavior, and environmental fate 
of NPs can be enhanced by functionalizing their 
surface by applying biocompatible coatings. The 
behavior and property change in NPS depend on 

Fig. 13   TEM micrographs of A egg-shaped TiO2 NPs An-10 and 11–18 nm size and B elongated Ru-10 particles with 10–35 nm 
(adapted from reference [188] with permission)

Fig. 14   Histopathology of heart, liver, spleen, lung, and kidney organs in control and treated animals with His-BMS, Trp-BMS, and 
Pro-BMS (adapted from reference [190] with permission)
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both types of coating material and layer thickness. 
For illustration, coating NPs with biocompatible 
conjugates and substances decrease the toxicity of 
silver NPs in a time- and dose-dependent manner. 
The toxic effects of uncoated silver NPs with differ-
ent sizes (20, 40, 60, and 80 nm) and coated silver 
NPs with other coatings (standard citrate and poly-
vinylpyrrolidone (PVP)) and different sizes (10, 50, 
and 75 nm) on J774A.1 macrophage and HT29 epi-
thelial cells were investigated. Their analyses proved 
three main results [191]. First, the cell viability was 
decreased by 20–40% at a concentration of 1 µg/ml 
in samples exposed to uncoated Ag NPs with the 
sizes of 20 and 40 nm and decreased by 30–40% in 
samples exposed to uncoated Ag NPs with the sizes 
of 60 and 80 nm. Hence, smaller particles are more 
toxic, and the effects are size-dependent. Second, the 
cell viability was decreased at 25  µg/ml or higher 
concentrations in samples exposed to coated Ag NPs, 
and the results were also size-dependent. Therefore, 
coated Ag NPs are more biocompatible compared to 
uncoated Ag NPs. Third, in a size-dependent manner 
at 1  µg/ml, uncoated Ag-NPs increased superoxide 
dismutase (SOD) activity and decreased glutathione 
(GSH) content, while even at the highest test concen-
trations, non-significant changes in GSH and SOD 
were observed in samples exposed to coated Ag NPs 
[191]. It can be concluded that coated Ag-NPs are 
less toxic than uncoated Ag-NPs. And last, the tox-
icity of Ag NPs is size- and coating-dependent, as 
citrate-coated Ag NPs are less toxic than PVP-coated 
Ag NPs [191]. Furthermore, the cytotoxicity of ZnO 
NPs can be reduced by incorporating titanium oxide 
shell coatings, which prevents the release of zinc ions.

Drug delivery systems can also benefit from NPs 
coating. When applying NPs for target drug deliv-
ery, they should be invisible for phagocytizing 
cells. In this case, coating NPs with biodegradable 
polymeric surfactants is useful. These coatings can 
provide enriched surfaces with stealth proteins for 
inhibiting cell uptake and controlling the unspe-
cific protein adsorption and aggregation tendency 
(Fig. 15) [192].

Another surface determinant parameter of NP, 
which controls their interactions with biological sys-
tems, is their surface charge, which can be modified by 
grafting differently charged polymers [193, 194].

For example, the effect of size and surface charge 
on the cellular uptake of NPs has been studied through 
the development of polymeric NPs with carboxym-
ethyl chitosan (negatively charged NPs) and chitosan 
hydrochloride grafted NPs (positively charged NPs). 
According to the results, NPs with negative charges and 
smaller particle sizes have more tendency toward gath-
ering in tumors [168]. The effect of the surface charge 
of gold NPs on their toxicity has been studied. Com-
pared to neutral NPs, positively and negatively charged 
gold NPs displayed toxicity at lower doses [193].

Impact of NP dose on toxicity

High doses of NPs can cause a disproportion-
ate decrease in cell viability. Kim et  al. proved that 
monodisperse spherical silica NPs (SNPs) cytotoxic-
ity depends on their dosage [195]. In another study, 
cobalt NPs on the viability of macrophages in  vitro 
were investigated. The result suggested that local 
adverse biological effects can be caused by increased 

Fig. 15   Coating of NPs with functional polymeric surfactants. (Adapted from reference [192] with permission)
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production of cobalt NPs in  vivo due to excessive 
metal-on-metal implant wear [196].

The toxicity of TiO2 NPs with different dose 
ranges (0.1–100  mg/ml) and different sizes (18, 30, 
and 87 nm, which TEM confirms) was also assessed 
through exposure to human lung and colon cells. All 
of the samples induced a dose-dependent cytotoxicity 
via decreased cell viability, and the smaller size nano-
particles (18  nm) produced a significant toxic effect 
even at the lowest dose [197].

Impact of substance type of NPs on toxicity

During the last decade, a wide range of NPs has been 
used for several biomedical applications. The source 
of nanomaterials can be metallic and non-metallic 
materials.

While non-metallic NPs include polymeric NPs, 
silica-based NPs, and carbon-based NPs, metallic 
NPs include gold, silver, copper, aluminum oxide, 
zinc oxide, Iron oxide, and Titanium oxide.

It is worth mentioning that in low concentra-
tions, metallic NPs could be toxic to most bacteria 
and yeast, so due to this antimicrobial behavior and 
also because of the possibility of synthesizing highly 
active metal NPs, they have been widely used in a 
wide range of applications [198, 199]. Due to their 
antimicrobial properties, metals have been used for 
disease treatment since the beginning. Moreover, 
a feature that distinguishes metallic NPs from other 
NPs is their image contrast characteristic in targeted 
cancer therapy and radiotherapy [200]. Although 
researchers have been focused on the toxicity of 
metallic NPs, this topic has yet to be fully elucidated 
as several variables are involved. Multiple side effects 
have been observed in utilizing metallic NPs in both 
in vitro and in vivo experimentations, including ROS, 
cell death, DNA injury, and mitochondrial dysfunc-
tion, reported [201].

For example, ZnO NPs prompted much more sig-
nificant cytotoxicity than non-metal NPs, including 
carbon black (CB), single-wall carbon nanotube, and 
silicon dioxide (SiO2) [202]. This section will discuss 
important types of metallic and non-metallic NPs.

Polymeric NPs

Based on the matrix polymer extraction source of 
polymeric NPs, they are divided as either natural or 

synthetic. The most common synthetic polymers are 
polylactide acid (PLA), poly(lactide-co-glycolide) 
(PLGA), hyaluronic acid, poly(d,l-lactide), polyg-
lycolide, and polycaprolactone (PCL). At the same 
time, chitosan is a widely used natural polymer in the 
polymeric NPs [203]. The application of these sorts 
of NPs is rapidly growing in nano-bio materials, such 
as drug delivery. Like other kinds of NMs, polymeric 
NPs possess beneficial and detrimental features. For 
instance, they offer such adaptability in customizing 
their size, surface functionality, morphology, bio-
degradability, and chemical composition. However, 
researchers face the challenge of controlling their 
monodispersed size distribution and surface charge 
[204]. Moreover, polymeric NPs can carry a broad 
range of drugs to different body parts, which is con-
sidered an excellent advantage for biomedical appli-
cations [205, 206].

Different types of polymeric NPs utilized for 
biomedical applications, including polymeric 
micelles, solid polymeric NPs, dendrimers, poly-
mer conjugates, polymer-lipid hybrid systems, 
polyplexes, and polymersomes. The therapeutic 
agent can be added to polymeric NPs through two 
different methods: (1) surface conjugating to NPs 
or (2) encapsulating within the polymer center 
[207]. As an example of polymeric NPs, Alibo-
landi et  al. developed a PEG–PLGA nanopolymer 
capable of carrying DOX for target drug delivery 
applications [208]. They have used SK-MES-1 and 
A59 cells for in vitro experimentations and the SK-
MES-1 tumor model for in vivo practices to dem-
onstrate the effect of this DOX-loaded nanopoly-
mer in lung cancer treatment. They have found that 
DOX-NPs, aptamer-conjugated (Apt-DOX-NP), 
increase the uptake of NPs and cause inhibiting 
tumor growth in nude mice.

However, in another paper, Alibolandi et  al. 
unveiled local toxicities of PLGA-based NPs due to 
the high toxicity of stabilizers used for the formula-
tion of PLGA NPs [209].

A review on polymeric NPs discussed the in vitro 
and in vivo toxicological studies using polymeric NPs 
and suggested that polymeric NPs increase the bio-
availability of the drugs loaded into the NP and are 
non-toxic. They conclude that polymeric nanogels are 
stable in the serum, have a high potential to encap-
sulate a drug, and are customizable in size [210]. 
One study successfully used PLGA nanoparticles 

43   Page 24 of 35



J Nanopart Res (2023) 25:43

1 3
Vol.: (0123456789)

to load triterpenoids into various human cell lines 
(hepatoma, colorectal epithelial adenocarcinoma, 
and retinoblastoma cell lines) and found an increase 
in cell viability [211]. Another study looked at the 
incorporation of dexibuprofen, an enantiomer of ibu-
profen, into PEGylated-PLGA nanospheres and found 
a decreased toxicity level compared to the drug alone 
when inserted into the ocular mucosa. In  vivo and 
in vitro studies [212] confirmed this.

Silica‑based NPs

Silica-based NPs are the leading group of NMs used 
in biomedical engineering. They are usually used 
as cell markers, drug carriers, imaging moieties, 
and gene transfection agents [212]. Silica NPs have 
unique properties such as availability of surface mod-
ification, ease of synthesis, relatively inert chemical 
composition, and robust mechanical properties [213]. 
The critical factor in the application of silica NPs is 
their crystallinity level. If silica NPs have an amor-
phous structure, they can be safely used in biomedical 
applications such as drug delivery [214]. While crys-
talline silica NPs can cause different diseases, such as 
lung cancer [215]. Mesoporous silica has been used 
extensively as it is famous for its mechanical and bio-
chemical solidity and excellent properties [216–218].

A toxicity study of silica NPs by Kim et al. employed 
monodisperse spherical silica NPs to verify their size and 
dose effect on the cytotoxicity in epithelial and fibroblast 
cells [195]. They studied oxidative stress, cellular uptake, 
cell viability, and membrane disruption. In addition to 
size and dose, they found that the toxicity of monodis-
perse spherical silica NPs is also highly dependent on the 
cell type. Their study showed ROS generation and cell 
death ensued when monodisperse spherical silica NPs 
were exposed to A549 cells. Moreover, they discovered 
that the particles with a size of 20 nm were rather harmful 
compared to those with a size of 60 nm. In another study, 
Docter et al. used amorphous silica NPs to investigate the 
potential cytotoxic effects on the protein corona [219]. 
The MTT assay evaluated the cytotoxicity with epithelial 
GI tract Caco-2 cells. The amorphous silica NPs were 
characterized in terms of hydrodynamic diameter, col-
loidal stability of the amorphous silica NPs distribution, 
and negative zeta potential. It was shown that apart from 
particle size, surface area and surface characteristics of 
NPs directly affect their toxicity. In 2017, Orlando et al. 
utilized mesoporous silica NPs in vitro experimentations 

to specify the size and dose effects on toxicity. They have 
concluded that the toxicity of mesoporous silica NPs 
depends on the size and cellular uptake. In addition, par-
ticles at doses less than 0.25 mg/mL and with a diameter 
of less than 30 nm are safe for biomedical applications.

Carbon‑based NPs

Carbon-based nanomaterials have attracted signifi-
cant interest in biomedical applications due to their 
excellent chemical, mechanical, thermal, electrical, 
and optical properties. Graphene oxide, carbon nano-
tubes, graphene quantum dots, and fullerene are exam-
ples of carbon-based NPs [220–224]. However, the 
toxic effect of carbon-based NPs has been proven in 
previous studies. For instance, it has been showed that 
single-walled carbon nanotubes can decrease the cell 
growth of human HEK293 cells by diminishing the 
ability of cellular adhesion and stimulating apoptosis.

The low risk of antimicrobial resistance charac-
terizes carbon-based nanomaterials. This is because 
their antibacterial mechanism is mechanical (by 
membrane damage). Hence, it has been proposed that 
carbon-based nanomaterials can be a promising anti-
viral agent to combat COVID-19 with low or no tox-
icity to humans in the Microbial-Resistant Era [224].

The effects of single-walled carbon nanotubes 
(SWCNTs) on human HEK293 cells were analyzed 
to explore SWCNTs biocompatibility. Results indi-
cated that SWCNTs could prevent HEK293 cell pro-
liferation, decrease cell adhesive ability in a dose- and 
time-dependent manner, and induce cell apoptosis 
[225]. After studying the side effects of carbon-based 
NPs in  vivo on mice models, they have proven that 
they are biocompatible with liver function enzymes. 
No significant alteration was observed in the liver, 
lung, and spleen organs [226].

Gold‑based NPs

Colloidal gold (Au), frequently called the gold NPs, 
was first produced by Michael Faraday and has been 
employed in medical fields since the early 1920s [227]. 
Gold-based NPs are synthesized by various methods 
and can exist in different shapes, like gold nanorods, 
spherical nanocages, tripods, and tetrapods. Multiple 
studies have demonstrated the preparation of gold-
based NPs [228]. Gold-based NPs can deliver biomole-
cules such as biopolymers, peptides, DNA, and proteins 
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to different body parts. Hence, they can be used as 
delivery vehicles for DNA, drugs, genes, siRNAs, and 
also for therapeutic applications [229–231].

Sometimes gold-based NPs are used for coating 
and modifying the polymeric carriers [232]. In one 
study, Zhang et  al. used gold NPs for coating poly-
ethylene glycol for cancer radiation therapy [233]. 
They studied the polyethylene glycol-coated gold NPs 
size’s effect on radio sensitization and found that 12.1 
and 27.3 nm sizes were the best for radiotherapy and 
drug delivery. They have also found that these NPs 
did not cause kidney and spleen damage.

Generally, gold-based NPs have a small size, so 
they can quickly enter cells. Various parameters like 
size, dosage, or even route of an administration play 
crucial roles in gold-based NPs’ toxicity [234]. For 
example, Mironava et al. described the size and con-
centration effects of gold NPs on the cell functions 
[235]. They found that gold NPs are harmful to skin 
fibroblasts. Additionally, the size, concentration, and 
exposure time of NPs can influence the toxicity rate.

They showed that when gold-based NPs interact 
with primary dermal fibroblasts, clathrin-mediated 
endocytosis is the pathway for cell infiltration of the 
45-nm gold NPs. In comparison, the particles below 
13 nm enter through the phagocytosis [235].

In another study, it has been proved that 1.4-nm 
gold-based NPs can cause quick cell death predomi-
nantly by necrosis within 12  h, while 1.2-nm gold-
based NPs affect predominantly programmed cell 
death by apoptosis. The cellular response is size 
dependent, so 1.4-nm particles cause essentially 
rapid cell death by necrosis within 12  h. Closely 
related particles 1.2  nm in diameter affect mostly 
programmed cell death by apoptosis [236, 237]. 
During in vivo cytotoxicity experiments of 12.5-nm-
sized gold-based NPs, researchers studied the bioac-
cumulation and toxic effects of different doses (40, 
200, and 400 μg/kg/day). They proved that, with the 
dose administered, gold levels in the blood did not 
rise, while there was a proportional increase in gold 
in all the organs. However, no toxicity was observed 
in organ morphology, blood biochemistry, and tissue 
histology while trapped in the lungs, kidneys, brain, 
spleen, and liver.

In 2017, Woźniak et al., for the first time, evalu-
ated the toxicity of different morphology of gold-
based NPs, including spherical (~ 10 nm), nanorods 
(~ 41 nm length), nanoprisms (~ 160 nm), nanostars 

(~ 240  nm), and nanoflowers (~ 370  nm) with 
various concentrations (1, 6, 8, 16, 32, 100, and 
300 µM) and proved that gold nanorods and nano-
spheres are more toxic than flower, star, and prism 
gold nanostructures [238]. Li et  al. evaluated the 
biodistribution of gold-based NPs ranging from 6.2 
to 61.2 nm in vivo. According to their results, par-
ticles with larger sizes (42.5 and 61.2 nm) were dis-
tributed mainly in the liver and spleen. At the same 
time, little or none were found in the heart, kidney, 
and lung, while smaller ones (6.2 and 24.3  nm) 
accumulated in the liver, spleen, and other organs 
[239].

The successful application of gold NPs depends 
on their uptake and possible toxicity in the liver, their 
leading site for accumulation [240]. In 2021, the cyto-
toxic effects of gold NPs with different size (~ 15 nm 
and 60  nm) and shape (nanospheres and nanostars) 
were investigated in human HepaRG cells or primary 
rat hepatocytes (PRH). Their results proved that the 
highest toxicity was related to spherical particles with 
a size of 15  nm. Hence, the cellular uptake of gold 
NPs depends on the shape, size, and the type of cel-
lular model [240].

Silver NPs

Silver is usually utilized in the nitrate form; the anti-
bacterial and anti-fungal characteristics, conductivity, 
optical properties, and diagnostic capability of silver 
NPs make them the most appealing particles in poten-
tial applications in the biotechnology [241]. Similar 
to gold NPs, silver has been utilized for wounds, burn 
injuries, and microbial infections [242]. Recently, 
it has been discovered that due to the increased effi-
ciency of drug delivery by silver NPs (producing anti-
tumorigenic effects and enhancing the effectiveness 
of drug delivery), these particles help improve the 
efficacy of cancer treatments [243].

Silver NPs may be toxic or non-toxic depending on 
their synthesis method (chemical, physical and bio-
logical). For example, with the chemical reduction 
action of some reducing factors or physical processes 
such as evaporation–condensation, the generated 
NPs are toxic. However, caused NPs from a group of 
methods are non-toxic and valuable for biomedical 
applications. These methods include green methods 
(use of biological entities) such as template applica-
tions (viral DNA and diatoms), utilizing plants and 
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plant extracts, and the use of microorganisms (actino-
mycetes, bacteria, yeasts, and fungi). They are non-
toxic and valuable for biomedical applications [244].

Silver NPs can affect cellular metabolic activity, 
generate ROS, and cause mitochondrial dysfunction, 
cell death, and DNA damage. Similar to other NPs, 
the toxicity, mitochondrial damage, and ROS levels of 
these kinds of NPs depend on different factors such as 
size and shape [245, 246]. Several factors have been 
offered to explain the cytotoxicity mechanism of silver 
NPs; however, unleashing silver ions is considered the 
main factor according to most researchers [247].

Li et al. validated that cell necrosis can be caused 
by silver ions dissolved from silver NPs due to the 
overload of intracellular sodium and calcium. More-
over, pulmonary inflammation also can be triggered 
through elevating mitochondrial-related contents of 
necrotic cells [248].

Kumari et  al. synthesized rectangular, hexagonal, 
penta, and spherical silver NPs [249]. They observed 
that the antimicrobial activity of NPs is directly 
related to their size and shape. As expected, 2–5 nm 
spherical-shaped NPs displayed excellent antibacte-
rial efficacy.

In another study in 2017, Makama et  al. studied 
the size impacts of silver NPs on cytotoxicity with 
different surface coating/charges in an in vitro assay 
[250]. They used macrophage cells (RAW 264.7) at 
0–200 mg/ml concentrations to systematically assess 
the effects of silver NP properties. This research 
tested viability, ATP production, tumor necrosis fac-
tor (TNF)-a induction, ROS, and uptake dynamics. 
NPs with a size of 20 nm and bovine serum albumin 
(BSA)-coated were considerably more toxic. They 
have shown that the effect of surface coating/charge 
on toxicity is significant and this parameter also has 
to be considered. Skandalis et al. developed a new sil-
ver NP synthesis method to reduce the number of sil-
ver ions [251]. They introduced a biological pathway 
using various plant extracts to synthesize silver NPs. 
Cost-effectiveness and being environment-friendly 
are the essential properties of their method for syn-
thesizing silver NPs.

However, due to the contradictory results on silver 
NPs’ potential toxicity, in 2021, Andreoli et al. con-
ducted a study. They introduce a standardized in vitro 
approach to evaluate the probable toxicity of AgNPs 
and to acquire consistent and comparable results 
[252].

Plasmonic Alloy NPs

While individual elements have been studied in the 
use of nanoparticles, there have been recent devel-
opments in alloying plasmonic elements with addi-
tional plasmonic or non-plasmonic elements [253]. 
A plasmon is a quantum of plasma oscillation and 
can be promoted by electromagnetic light, and with 
nanoscale metals, the plasmons are referred to as 
localized surface plasmons (LSPs). Most elements 
have a poor plasmonic response, except for gold or 
silver, due to oxidation or degradation. Still, when 
these elements are combined with an additional fea-
ture, properties can be changed to suit a particular 
application. Some motivations for producing such 
NPs are surface accessibility, biocompatibility, chem-
ical stability, sustainability, photocatalytic activity, 
chemical selectivity, and magnetism. These nanoal-
loys form via metallic bolding and have various 
applications, such as photothermal effects for nano-
medicine applications, plasmon-enhanced catalysis, 
and surface-enhanced Raman spectroscopy (SERS) 
labeling. Another critical application of plasmonic 
nanoalloys is improving biosensors. Ag and Au are 
combined in these applications due to Ag’s corrosion 
and instability but Au’s high biocompatibility. One 
study looked at the ideal combination of Ag and Au 
to detect human immunoglobulin and found it to be 
Au

0.6
Ag

0.4
 [254].

Conclusion

NPs exhibit unique features that make them a powerful 
tool for biomedical applications, such as molecular imag-
ing and cell therapy, tissue engineering, targeted drug 
delivery, cancer treatment, wound healing, and most 
recently, as a vaccine delivery method for COVID-19. 
NPs can diagnose a disease, its stage, and location and 
carry a therapeutic agent for the tumor. NPs can simulate 
the natural nanometer size scale of extracellular matrix 
(ECM) components, and their size is almost similar to 
peptides and small proteins. They can simply be uptaken 
by cells and diffuse across membranes due to their small 
size and associated sizeable surface-to-volume ratio. 
Incorporating NPs into biomaterials and scaffolds by cre-
ating innovative nanocomposite materials can aid wound 
healing through their antimicrobial, anti-inflammatory, 
and pro-angiogenic properties. They also can facilitate 
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wound healing by promoting protein synthesis and influ-
encing collagen deposition.

Nevertheless, the direct or indirect interaction of 
NPs with cells can damage cells’ structure or orga-
nelles or disrupt cell survival and signaling. Conse-
quently, only a limited number have reached the clini-
cal stage. Cyto-genotoxicity of NPs stems from three 
main routes, including (1) direct NPs damage to the 
cell surface and organelles, (2) generation of toxic 
ions and their interaction with the cell’s DNA, and 
(3) oxidative stress generation because of ROS pro-
duction and their damage to enzymes or DNA. Differ-
ent factors, including size, shape, structure, agglom-
eration state, surface characteristics, dose, and type 
of material, can affect the cytotoxicity of NPs. Aside 
from the mentioned factors, responding cell type and 
exposure time have proven to affect the toxicity of 
NPs. Hence, all aspects should be considered simul-
taneously to evaluate the cytotoxicity of NPs for bio-
medical applications. In vitro and in vivo cytotoxicity 
testings are an indispensable part of the development 
of NPs to engineer NPs that minimalize cytotoxicity 
to a range of potentially exposed cells.

Despite the tremendous advantages of nanopar-
ticles and their applications, some possible draw-
backs still need to be addressed first, such as a lack 
of advanced equipment for precise and scalable 
nanomaterial production, difficulty analyzing its 
efficacy and safety, and specific constraints of par-
ticular materials. Factors such as low cost and high 
effectiveness, biocompatibility, potential to pen-
etrate biological barriers, and stability in physio-
logical conditions should be considered to facilitate 
nanoparticle production.

Research institutions and businesses should support 
scale-up efforts to bring their innovations in this area 
to market so that society may reap the full benefits of 
its many applications. LNPs, like nanosuspensions, 
may be lyophilized and spray-dried in a later manu-
facturing step. LNPs products must still adhere to all 
other industry requirements, such as using a clean 
room, specialized manufacturing equipment, machine 
authentication, flooring, safety, and employee instruc-
tion. Authorities have recently provided explicit defi-
nitions for liposome regulatory rules, which may give 
a comprehensive grasp of SLNs. Clinical trials also 
point to the potential arrival of these technologies on 
the pharmaceutical market shortly.
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