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Abstract
CAPTCHA as “Completely Automated Public Turing test to tell Computers and Humans 
Apart” is becoming an essential tool to help reduce many automated security authentica-
tion attacks. This research focused on studying differences running text-based CAPTCHA 
vs. graphical-based CAPTCHA in a utilization applicable dominant practicality manner. 
The ordinary text-based CAPTCHA works simple to prevent automated submissions as 
thought of being relatively easy to exploit. On the other hand, graphic-based CAPTCHA 
can be more preferred from users side, but can be providing some complexities making 
clear tradeoff analysis need between its usability and security. Even though graphic-based 
CAPTCHA has been generally considered as improvement of text-based CAPTCHA with 
respect to security, its usage is still not common, raising a practicality gap needing some 
search for comparing the two methods side by side comprehensively involving usability 
applicability and cultural preference beside security. In this regard, this research contrib-
utes towards filling the gap in knowledge running thorough local experimentations for find-
ing different CAPTCHA performance tradeoffs in terms of real statistical humanoid pos-
sibilities of practicality easiness, repetition secrecy, and configuration solving timing, that 
can be used as basis for conducting further techno improvement human-oriented research.

Keywords Authentication · Access Control · Text Based CAPTCHA · Graphic Based 
CAPTCHA · Security · Usability

1 Introduction

Different user authentication schemes have become essential for safe and secure online 
access. One of these schemes is the challenge-response authentication, which is a family of 
protocols whereby one of the parties presents a challenge and the other party must provide 
a valid response to the challenge so as to be anti-robot authenticated [32]. An example is 
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the password authentication for emails, in which a user must provide a password so as to 
log in to the email platform, similar to public access authentication [43] avoiding high com-
putation multi-threading  vulnerability  [1]. However, the common password is not highly 
secure, as it can be directly accessed within auto-robot databases [25]. Another example of 
challenge-response authentication is the CAPTCHA, which is an acronym for Completely 
Automated Public Turing test to tell Computers and Humans Apart. Today, most online cur-
rent platforms use CAPTCHA to check on whether user is a human or not, to prevent flood-
ing attacks such as a distributed denial of service (DDoS) attack, that uses many different 
unique IPs for attacks [42]. This is also to avoid the automatic consumption of all the avail-
able server resources, which can be affected technically as well as untechnical by cultural 
human acceptance situation.

This investigation experienced the two common types of CAPTCHAs testing 100 random 
attempts for both all tested on different locals to study the preference from the user point 
of view. The study focused on the mutual publicly known types of text-based CAPTCHA 
and graphic-based CAPTCHA. In fact, text CAPTCHA models are found implemented 
more than graphic CAPTCHAs in many IT applications as found preferred abiding with 
current network communication speeds and edge computing limitations as well as hand-
held mobile devices with restricted capabilities and resources [41]. This search reconsid-
ered the CAPTCHA type appropriateness focusing on the user convenience point-of-view 
beside security, as practicality preparation for the ongoing advancements able to cope within 
coming networking speed, edge computing capabilities and mobile handy devices starva-
tion situations for the internet of things progressive environments. The work goal is to test 
both strategies in real-life scenarios within making an overall comprehensive analysis from 
the users’ side, finding confidentiality reappearance and hominid test acceptance as well as 
convenient challenge delay humans takes for effectiveness experimentation. An example of 
complex text-based CAPTCHA is shown in Fig. 1. Recall that ordinary CAPTCHA strategy 
purpose works to prevent automated attempts form submissions, but it should be essentially 
useful, i.e. possible to be solved correctly for relatively common human exploitation [42].

Timing is very important; whereas single individual can look at a limited number of 
text-images within a minute, when responding to particular text CAPTCHA, more indi-
viduals can look at more images per minute, i.e. when responding to the same CAPTCHA, 

Fig. 1  Example of text-based 
CAPTCHA



46579Multimedia Tools and Applications (2023) 82:46577–46609 

1 3

making the effectiveness of the CAPTCHA decreases the more the number of people 
respond to the CAPTCHA [23]. This timing issue can be affected by cultural background 
and situations as found providing interesting remarks of how familiar users are with text 
language letters shapes. As more humans work against specific CAPTCHA makes this 
CAPTCHA spoiled ineffective. This research can be providing justification for needing 
more efficient solution for the online users when using e-platforms [9].

Relatively, graphic-based CAPTCHA gives multiple images to deal with as human 
authentication tool, which is longer in time to be loaded causing noticeable delay due 
to existing networks and limited capabilities situations. An example of graphic-based 
CAPTCHA is shown in Fig. 2. Interestingly, when using graphic-based CAPTCHA, rather 
than text-based CAPTCHA, there might be a clear tradeoff between usability and security. It 
can be challenging to balance this tradeoff, as the usability considerations restrict IT design-
ers to make schemes that are only as difficult as need to be; whereas security requirements 
and service providers push the authentication designers to raise the access control difficulty 
of the CAPTCHAs, aiming to prevent potential computer robot or automated programs [29].

Furthermore, while computing techniques and technologies have been constantly 
improving and evolving, humans on other hand need to rely on the inherent-abilities that 
they have, and it is unlikely that they will get better in solving the CAPTCHAs [8]. In one 
large scale research on the usability of CAPTCHA, part of the findings was that people 
usually find CAPTCHAs hard to solve, and that large portion of existing research mainly 
emphasized on making the CAPTCHAs hard for the machines, but did not consider this 
trade-off with humanoid convenience [12].

Although graphic-based CAPTCHA has generally been considered as an improvement 
of text-based CAPTCHAs with respect to the security [29], it’s not utilized regularly due to 
more sophisticated graphics utilization presently suffering limitations of resources e-plat-
forms, mobile/handheld devices capabilities, low-power nodes, medical critical situations, 
cloud/fog services, and dense networks circumstances. This gap did not consider the user 
convenience and practicality making our search contribution to focus on comparing the 
two methods side by side from user prospective with respect to both usability as well as 

Fig. 2  Example of graphic-based 
CAPTCHA
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security. This study contribution provides comparative study of text-based CAPTCHA ver-
sus graphic-based CAPTCHA detailing secrecy repetition, practicality easiness conveni-
ence, and common timing/delay of human puzzle solving affectability.

This paper presentation sections flow can be outlined as follows. Section 2 offers the 
literature review followed by Section 3 of the needed background for exploration antici-
pated studies. Section 4 discusses the proposed testing, detailing all examinations as well 
as convenience inspections to be run to understand the practicality situations. Section  5 
deliberates the implementations of text-based CAPTCHA and graphic-based CAPTCHA 
challenging results in brief classified concise manner. Section  6 offers the analysis and 
comparisons in common background reasonable human-oriented style. Finally, Section 7 
concludes the work.

2  Literature Review

CAPTCHA innovations for security application is being improving since some time. For 
example, Vaithyasubramanian [46] discussed audio CAPTCHA to prevent auto brute force 
attempts that proofed assistance for visually impaired individuals. This audio study of 
CAPTCHA has been challenged to noise sounds and pronunciation difficulties degrading 
its security success [20]. Further CAPTCHA structures adopted puzzle-tricks utilization [2], 
which can be ignited by involving image retrieval schemes using quantized bins of color 
pictures components and adaptive transforms [47]. This puzzle-based CAPTCHA displayed 
verification trails demanding puzzle-based widget for fitting to web optimization. Conse-
quently, Cui [16] requested CAPTCHA to stop nasty commercial adds outbreaks by multi-
level CAPTCHA procedures. The effort benefitted from image processing to simplify its 
utilization for different people cultures in an efficient construction [5]. Statistical formation 
of alteration object recognition based on spatial layout with respect to deep structures like 
texture, shape and color for object assortment [39] is a real breakthrough in this recognition 
authenticity attempts, as secrecy elaborated deeply in [4] and practically in [5].

Furthermore, CAPTCHA is found characterized linked to OCR representations mod-
eled based on Boolean algebra [27]. This confirmation practice stopped general attacks 
with high governor ratio but suffered complex database which couldn’t work for many 
supplementary e-practices. Likewise, Althamary [7] discussed integrating passwords to 
CAPTCHA characters showing different authentication strategy. However, its complexity 
constraint on treaty with human interface reduced its applicability though showed notewor-
thy expansion determining key logger, phishing, and password guessing attacks.

Kulkarni [30] offered an image-based CAPTCHA scheme adopting AI innovations. The 
exploration tested numerous graphical contests to alleviate many security issues suitable 
for public PC security needs. However, the disadvantage of this structure enforced various 
login passwords making the user inconvenient. Relatively, Lv [33] benefitted from users 
acceptance of English text CAPTCHA to comprehend via Chinese CAPTCHA proposing a 
cultural complex authentication philosophy. Some noise falsification has been tolerated by 
conventional neural network (CNN) methods enhancing the testing accuracy, but could not 
remove the design complexity. Moreover, Zhang [50] claims refining CAPTCHA involv-
ing separation within recognition but is remarked later suffering security consistency. 
On the same development line, Tirthani [45] studied secure authentication adopting Dif-
fie Hellman and elliptical curve cryptography for uncommon keys management in order 
to avert DOS outbreaks. Congruently, Alta vista internet platform developed an isolated 
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CAPTCHA structure to avoid auto computer brute force attacks motivating Malutan [34] 
to research two dissimilar techniques of image-based passwords that shortened known 
COSS and CODP arrangements hoping to prevent shoulder surfing attacks. Although the 
literature reports many CAPTCHA works progresses advancing each other in some out-
of-the-box means, most general attempts cornered their view and novality to servers and 
networks e-availability limitations. Therefore, this consideration came to place comparing 
the top view of basic text-based CAPTCHA vs. image-based CAPTCHA aiming to redirect 
the focus in important user-oriented practicality remarks. In fact, this work can be the seed 
to build some application specific e-trust schemes. It can further involve combination of 
multimedia CAPTCHA types that can enhance the authentication security more for added 
practicality user friendly reworking.

3  Background

CAPTCHA is a type of contest response authentication in which one party asks a question 
(“challenge”) and the other party must provide a correct answer (“response”) in order to 
be authorized [28]. For a machine to pass the CAPTCHA, the machine must exhibit intel-
ligent behavior that is equivalent to, or indistinguishable from, that of a human, as deter-
mined by the Turing test [9]. CAPTCHAs are, by definition, totally automated, needing 
little human maintenance or intervention to administer, resulting in cost and reliability ben-
efits. However, when it comes to processing visual input, computer programs currently lack 
the sophistication that human minds possess in noticing patterns [42]. Whereas computers 
can be programmed to recognize letters and numbers, they stop recognizing them when 
they are obscured or distorted too much, like in what CAPTCHA does [29]. CAPTCHAs 
have several applications for practical security such as preventing comment spam in blogs 
and protecting email scraper; as bots become more sophisticated however, CAPTCHAs 
will need to keep up [12]. Two common forms of CAPTCHA are Text Based CAPTCHA 
and Graphic Based CAPTCHA.

3.1  Text based CAPTCHA

Text-based CAPTCHA is a program that protects websites against bots by generating 
and grading texts that humans can pass but current computer programs cannot [13], as 
example shown in Fig. 3. Humans can read the distorted text letters as the one shown: 
‘V’ ‘P’ ‘E’ ‘P’, but current computer programs cannot. In other words, these ‘V’ ‘P’ 
‘E’ ‘P’ letters is thought of interpreted wrongly if the computer auto systems are used 
making the security authentication process aware of breach possibility. It is to be men-
tioned that only CAPTCHA incorrectness cannot be used to assure attacks since some 

Fig. 3  Text-based CAPTCHA illustration



46582 Multimedia Tools and Applications (2023) 82:46577–46609

1 3

given CAPTCHAs can be difficult to guess by humans too. This misleading occurrence 
is commonly resolved by allowing the user to ask for other CAPTCHA text whenever 
given one is hard to distinguish, i.e. this Fig. 3 example is given simple for clarification 
not being the normal case in real life situations. To be specific, this text CAPTCHA can 
be useful as long as computers are assumed unable to predict their letters focusing on 
making the auto brute force attacks at a standstill situation.

This type of CAPTCHA challenges the user to correctly evaluate and enter a 
sequence of letters or numbers visible in a distorted image on their screen [13]. Modern 
text-based CAPTCHAs are built in such a way that they necessitate the employment of 
three distinct factors at the same time: invariant recognition, segmentation, and pars-
ing [17], in order to execute the task correctly and consistently.

Invariant recognition refers to the ability to recognize the large amount of variation in 
the shapes of letters [10]. There is an overwhelmingly large number of versions of each 
character that a human brain can successfully identify but the same is not true for a com-
puter. Teaching it to recognize all those differing formations is a challenging task [17].

Segmentation, or the ability to separate one letter from another, is also made difficult 
in text CAPTCHAs, as characters are crowded together with no white space in between 
[10]. The context is also critical. The CAPTCHA must be understood holistically to 
correctly identify each character. For example, in one segment of a CAPTCHA, a letter 
might look like a “W”. Only when the whole word is taken into context does it become 
clear that it is ‘V’ and ‘V’ [17].

Parsing can be defined as the task of decomposing an image to its constituent visual 
elements [13].

Even in isolation, each of these difficulties poses a major difficulty to a computer: 
a CAPTCHA is tough to solve since all three factors are present at the same time. 
Humans, as opposed to machines, excel at this type of activity. While segmentation and 
recognition are two independent processes required for a computer to understand an 
image [8], they are part of the same process for a person.

3.1.1  Text Based CAPTCHA circumvention

Several techniques have been demonstrated for cheating the Text Based CAPTCHAs, 
including leveraging cheap human labor to detect them, exploiting technical errors 
that allow the attacker to totally skip the CAPTCHA, and eventually applying machine 
learning to develop an automated solver [44].

Machine learning‑based attack There was no systematic technique for designing or testing 
CAPTCHAs in its early editions. As a result, many CAPTCHAs were of a constant length, 
and so automated tasks could be built to successfully make educated estimates about where 
segmentation should take place [11]. Other early CAPTCHAs had limited word sets, mak-
ing the test considerably easier to cheat on. Others made the error of leaning too heavily on 
the image’s backdrop uncertainty. Algorithms were developed in each case to exploit these 
design weaknesses and successfully finish the task. These solutions, however, proved brittle, 
and minor adjustments to the CAPTCHA were quickly able to defeat them [42].

Cheap or unwitting human labor CAPTCHAs can be circumvented by transmitting them 
to a sweatshop of human operators who are paid to decipher text CAPTCHAs [18]. Accord-
ing to a 2005 study from a W3C working group, such an operator could validate hundreds 
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of documents every hour [48]. The University of California, San Diego, undertook a large-
scale investigation of CAPTCHA farms in 2010 and discovered that the retail price for 
completing one million CAPTCHAs might be as low as $1000 [15]. Another method dis-
cussed is employing a script to re-post the target site’s CAPTCHA as a CAPTCHA to a site 
owned by the attacker, which unsuspecting individuals visit and properly solve within a 
short period of time for the script to use. Due to the costs of acquiring enough visitors and 
sustaining a prominent site, this strategy is likely to be economically impractical for most 
attackers [48].

Outsourcing to paid services There are numerous Internet companies, such as 
2CAPTCHA and DeathByCAPTCHA [38], which provide human and machine-backed 
CAPTCHA solving services for as little as $0.50 per 1000 completed CAPTCHAs. These 
services provide APIs and libraries that allow users to integrate CAPTCHA circumvention 
into the technologies that CAPTCHAs were originally designed to stop.

Insecure implementation Howard Yeend has found two concerns with poorly designed 
CAPTCHA systems in terms of execution [31]. Some CAPTCHA protection systems can 
be circumvented without the use of OCR by simply reusing the session ID of a previously 
used CAPTCHA picture. CAPTCHAs on shared servers are also problematic; a security 
breach on another virtual host may render the CAPTCHA issuer’s site vulnerable [24]. 
Users can alter the client to display the un-rendered text if part of the software creating 
the CAPTCHA is client-side (the validation is done on a server but the text that the user 
is required to identify is rendered on the client side). Some CAPTCHA systems save MD5 
hashes on the client side [6], making the CAPTCHA vulnerable to brute-force attacks [31].

3.1.2  Notable attacks

There have been some notable attacks against various CAPTCHAs schemas. For example, 
Mori et al. published a paper in IEEE CVPR’03 detailing a method for defeating one of the 
most popular CAPTCHAs, EZ-Gimpy, which was tested as being 92% accurate in defeat-
ing it [35]. The same method was also shown to defeat the more complex and less-widely 
deployed Gimpy program 33% of the time [35]. However, the existence of implementations 
of their algorithm in actual use is indeterminate at this time. Another example is PWNtcha, 
which has made significant progress in defeating commonly used CAPTCHAs, which has 
contributed to a general migration towards more sophisticated CAPTCHAs [38].

3.1.3  Security and usability

A key requirement of an effective CAPTCHA is that users are able to solve the challenge 
with a high degree of success, while the possibility of a computer program correctly 
solving it must be extremely low [28]. Chellapilla et al. suggest that the human success 
rate should be at least 90%, while the success rate of computer systems should ideally 
be less than 1 in 10,000 [14]. CAPTCHAs that are difficult or time consuming for legiti-
mate users to solve are frequently seen as irritating and cause significant inconvenience 
to the users [15]. The trade-off between security and usability is difficult to strike, since 
security concerns urge designers to make CAPTCHAs more difficult in order to prevent 
computer programs, while usability concerns limit them to making a scheme only as dif-
ficult as it needs to be [15].
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Furthermore, while technology and computational approaches are continually grow-
ing and improving, humans must rely on their innate abilities and are unlikely to improve 
at solving CAPTCHAs. According to a large-scale study on CAPTCHA usability, 
humans frequently find CAPTCHAs difficult to complete, and most research has mostly 
concentrated on making them tough for machines while paying little attention to usabil-
ity difficulties [12].

3.1.4  Design considerations

A problem faced by CAPTCHA designers is that the security versus usability requirements 
is often in conflict [15]. A number of design considerations that deal with the trade-off 
between security and usability have been described.

Text familiarity Text-based CAPTCHAs generated with familiar text (for example, Eng-
lish terms) improve the usability of the final CAPTCHA. This is related to the fact that 
individuals prefer to read familiar material over unknown language. Language models, on 
the other hand, can be used to solve CAPTCHAs utilizing a collection of terms from a lexi-
con and holistic techniques. Text CAPTCHAs based on language models have been suc-
cessfully overcome by researchers utilizing holistic ways of detecting entire words rather 
than identifying individual letters, which can be difficult if characters are very deformed or 
overlapping [13].

Color and visual clutter Color is a factor to consider when designing text CAPTCHAs 
[13]. Color is helpful for grabbing a user’s visual attention from the standpoint of usability. 
At the same time, color can make a CAPTCHA more appealing and less obtrusive in its 
context of use, for example, by matching the color of a webpage. Furthermore, the use of 
color can potentially aid in the recognition and interpretation of text. Color, on the other 
hand, might have a negative impact on both the usability and security of a CAPTCHA [18]. 
This is due to the fact that misusing color can make text difficult to read for humans, for 
example, if the text color is identical to the background color. Colors can also present issues 
for persons who are colorblind. Simultaneously, color can result in a computer quickly dis-
tinguishing the text from the background, for example, if text is shown in a distinct color. It 
has been observed that the use of color in many CAPTCHAs is neither helpful nor secure 
[18]. Many CAPTCHAs additionally employ the use of visual clutter, such as background 
textures, noise, or lines connecting characters, in an attempt to thwart automated attacks. 
This can be damaging to the CAPTCHA’s usability since humans may struggle to differen-
tiate the text from the clutter. As a result, when building a CAPTCHA, the usage of color 
and visual clutter must be carefully examined. In general, if color or visual clutter does not 
add to the security of the CAPTCHA, its use may be purely aesthetic [29].

Distortion Affine transformations and character distortion are common strategies used 
to obstruct character recognition by an attacker’s use of Optical Character Recognition 
(OCR) software [8]. Transformations, which include translation, clockwise/counterclock-
wise rotation, and scaling, are simple to solve for both computers and humans. As a result, 
these are frequently combined with some degree of distortion. Distortions are elastic 
deformations that can occur at the level of individual characters (i.e., local warping) or at 
the level of the entire text (i.e., global warping). In fact, the popular “reCAPTCHA” was 
originally designed to use warped strings that could not be identified by OCR. While text 
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distortion is used to prevent automated attacks [4], it has a negative impact on the usability 
of CAPTCHAs because people find it difficult to detect distorted text [13]. As a result, 
CAPTCHA systems usually give users many attempts to solve tasks.

Another factor to consider when dealing with distorted text from a usability standpoint 
is that the usage of specific character colors and visual clutter must be carefully examined 
when developing a CAPTCHA. In general, if color or visual clutter does not add to the 
security of the CAPTCHA, its use may be purely aesthetic. For example, digits and letters 
like the digit ‘0’ and the letter ‘O’, the digit ‘1’ and the letter ‘l’, are common causes of 
confusion. The same applies to upper- and lower-case pairs like ‘S’ and ‘s’, as well as ‘Z’ 
and ‘z’. Furthermore, certain character combinations like ‘VV’ can be misinterpreted as 
‘W’, ‘rn’ as ‘m’, and so on [13].

3.1.5  Attack rate on text CAPTCHA

The security of CAPTCHAs has piqued the interest of scholars and practitioners alike since 
their introduction. As a result, a number of ways for attacking and defeating CAPTCHAs 
have been developed. Many academics have identified vulnerabilities in the design of 
CAPTCHAs that can be exploited, making them vulnerable to automated attacks. This 
section highlights some of the most important work in the field of text-based CAPTCHA 
assault [29].

Segmentation Techniques While many CAPTCHAs were created with the segmentation-
resistant principle in mind, many of them were discovered to be vulnerable to segmentation 
attacks [44]. Researchers have demonstrated that design defects can be used to segment 
CAPTCHAs over the years:

De-noising algorithms: The use of noise is a frequent approach for perplexing segmen-
tation algorithms [19]. As a result, de-noising techniques are utilized to reduce random 
noise from a CAPTCHA prior to segmentation. The Gibbs method, commonly known as 
the Markov random field approach, has been proven to be a very successful de-noising 
algorithm among the different de-noising techniques that have been developed over the 
years. This technique works by generating an energy value for each pixel based on its sur-
rounding pixels and then eliminating pixels having an energy value less than a particular 
threshold. This technique is then continued until no more pixels can be removed. Other de-
noising techniques include the dilate-erode method, which involves up sampling, dilating, 
and erasing a CAPTCHA image. As a result, noise, such as lines, is removed yet solid thick 
characters are retained [19].

Color Filling Segmentation (CFS): This method is similar to running a flood fill algo-
rithm and is frequently used in conjunction with other segmentation approaches. The first 
stage is to recognize a pixel with a color associated with text in a CAPTCHA. After iden-
tifying the original pixel, all nearby pixels with the same color and related to it are traced. 
This process is repeated until all linked pixels have been recognized [12]. As a result, the 
connected pixels will disclose either individual or groups of related characters. In the latter 
scenario, because character-containing portions have been recognized, this technique will 
make other segmentation methods easier to use [31].

Segmentation based on patterns and shapes: This is a segmentation technique that 
seeks out patterns and shapes that can be utilized to describe specific features. Charac-
ters such as ‘a’, ‘b’, ‘d’, ‘e’, ‘g’, ‘o’, ‘p’, and ‘q’, for example, all feature loops or circular 
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sections, but characters such as I ‘j’, and ‘l’ often consist of small vertical blocks of pixels, 
and so on. Once the distinctive patterns and forms of the characters in a CAPTCHA have 
been identified, this information can be utilized to discover specific aspects in a CAPTCHA 
that can be exploited to aid in the segmentation process [48].

Segmentation‑Resistance Background confusion: The goal of this method is to make it 
difficult to discriminate between the text and the background in order to avoid segmenta-
tion [44]. This can be accomplished through the use of a complicated background, the use 
of extremely similar colors for the text and the background, the addition of noise, or any 
combination of these. Bursztein et al. concluded in a study that backdrops should only be 
used for cosmetic purposes because using background confusion as a security technique 
does not improve the robustness of a CAPTCHA [11]. This is due to the fact that for usa-
bility, a human must be able to distinguish between the text and the background.

Using lines: To discourage segmentation, random lines that cross multiple characters 
are utilized. These can be little lines that cross a few characters or huge lines that cover 
the full CAPTCHA. The goal is to mislead segmentation algorithms by tying characters 
together [11].

Collapsing: The objective behind this method is to make a segmentation task more dif-
ficult by connecting or overlapping characters. This is often accomplished by reducing the 
space between characters, tilting and/or overlapping them, resulting in the characters being 
crammed together. This strategy is regarded as the most effective mechanism for discour-
aging segmentation [28].

According to the following research paper, “A low-cost attack on a Microsoft 
CAPTCHA” [49], the researchers said the following:

“Our simple attack has achieved a segmentation success rate of higher than 90% 
against this scheme … For the first time, this article shows that CAPTCHAs that are care-
fully designed to be segmentation-resistant are vulnerable to novel but simple attacks.” [49] 
This article has proposed a general text-based CAPTCHA solver focused on CAPTCHA 
schemes with complex security features. The main aim of the study was to convert the 
complex CAPTCHAs into simple ones, thereby reducing the difficulty of character seg-
mentation and recognition. To achieve this, the generative adversarial networks was used 
as the basic framework, combined with adversarial losses and cycle consistency losses to 
construct the CAPTCHA transformation model. [49].

We will analyze the present study by doing a test run of the code 100 times and do a 
screen capture and put all the hundred images in a figure on one page and notice whether 
the CAPTCHA has changed every time or in repetition.

3.2  Graphic CAPTCHA

Graphic-based CAPTCHAs were developed to replace text-based ones but could not due 
to current many limitations [44]. These CAPTCHAs use recognizable graphical elements, 
such as photos of animals, shapes, or scenes. Typically, image-based CAPTCHAs require 
users to select images matching a theme or to identify images that don’t fit. You can see an 
example of this type of CAPTCHA in Fig. 4. Note that it defines the theme using an image 
instead of text.
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Picture-based CAPTCHAs are typically easier for humans to interpret than text-based 
[38]. However, these tools present distinct accessibility issues for visually impaired users. 
For bots, graphic-based CAPTCHAs are more difficult than text to interpret because these 
tools require both image recognition and semantic classification [44]. Over 100 million 
CAPTCHAs are displaying every day, on sites such as Facebook, TicketMaster, Twitter, 
4chan, CNN. com, StumbleUpon, Craigslist (since June 2008), and the U.S. National Tel-
ecommunications and Information Administration’s digital TV converter box coupon pro-
gram website (as part of the US DTV transition).

Cognitive model of solving an image CAPTCHA Solid arrows represent information flow 
paths, dashed arrows denote mechanical control or connections as evident in Fig. 5 below. 
The processors run independently and in parallel both with each other and CAPTCHA 
environment module [44].

As bot-based threats have evolved, so have the CAPTCHA mechanisms intended to stop 
them. In its early forms, users were asked to read distorted text and submit it in a form. 

Fig. 4  Graphical-based CAPTCHA illustration

http://cnn.com
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Today, Google reCAPTCHA represents the dominant form of CAPTCHA technology 
in use. One study found that, across one million of the world’s top websites that employ 
CAPTCHA, Google reCAPTCHA was deployed by 94% of them [18].

As the complexity of the images increases, image processing techniques are developed, 
too. As improving the system to get more secure authentication mechanism, cracking sys-
tems are also improving timely in order to crack these new systems [10]. ReCAPTCHA 
mechanism which is developed by Google is one of the well-known systems. ReCAPTCHA 
mechanism has two main verification modules. First, of them requires only single click 
from the user for the authentication process. In this module, the system analyzes user’s 
cookies and browser characteristics which are located in their browser [20]. In the analyz-
ing part, confidence scores are calculated for every user. This score shows that request is 
originated from an honest user which is not suspicious or originated from a bot. For high 
confidence scores, the user is only required to click a checkbox. Users which have low-
level confidence score respond to Image reCAPTCHA [10].

A report published in 2009 identified flaws in reCAPTCHA that allowed bots to obtain 
a solution rate of 18% [13]. In 2010, a report revealed a method to reverse the distortion 
given to photos, allowing a computer program to determine a legitimate response 10% of 
the time [15]. The reCAPTCHA system was changed on July 21, 2010, just before Houck 
was scheduled to speak about his solution. Houck changed his algorithm to an “easier” 
CAPTCHA to discern a legitimate response 31.8% of the time. Houck also emphasized the 
system’s security countermeasures, such as a high-security lockout if an invalid response 
is delivered 32 times in a row. Adam, C-P, and Jeffball of DC949 gave a presentation at 
the LayerOne hacker conference on May 26, 2012, outlining how they were able to build 
an automated solution with a 99.1% accuracy rate. Their strategy was to analyze the audio 
version of reCAPTCHA, which is available for the visually challenged, using techniques 

Fig. 5  General CAPTCHA interface environment
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from machine learning, a subfield of artificial intelligence [28]. Just hours before their talk, 
Google launched a new version of reCAPTCHA, making significant changes to both the 
audio and visual portions of their service. The audio version has been lengthened from 
8 seconds to 30 seconds in this release, making it much more difficult to understand for 
both humans and bots. In response to this and the following updates, DC949 members 
released two more versions of Stiltwalker that passed reCAPTCHA with accuracy rates of 
60.95% and 59.4%, respectively. Google reCAPTCHA was updated within a few days of 
each break. According to DC949, they frequently reverted to previously hacked functional-
ity [31].

Claudia Cruz, Fernando Uceda, and Leobardo Reyes released a paper on June 27, 2012, 
demonstrating an 82% accuracy system based on reCAPTCHA images. The authors have 
not said whether their method can answer recent reCAPTCHA photos, despite claiming 
that their work is intelligent OCR and resistant to some, if not all, changes in the image 
database [18].

In an August 2012 presentation given at BsidesLV 2012, DC949 called the latest ver-
sion “unfathomably impossible for humans” – they were not able to solve them manually 
either. The web accessibility organization WebAIM reported in May 2012, “Over 90% 
of respondents (screen reader users) find CAPTCHA to be very or somewhat difficult.” 
DC949 described the current version as “unfathomably difficult for humans” in an August 
2012 presentation at BsidesLV 2012 - they were also unable to solve them manually. 
According to the web accessibility organization WebAIM, “almost 90% of respondents 
(screen reader users) believe CAPTCHA to be very or moderately difficult.” Therefore, the 
contagious enhancement on the image CAPTCHA makes it more usable and secure [17].

4  Proposed testing research

This research testing aimed to compare between text-based CAPTCHA and graphic-based 
CAPTCHA with respect to practicality performance beside the normal security studies, i.e. 
aiming to specify the gap in exploration comparing the two methods side by side, trying to 
show fair consistencies analysis in terms security and usability from the user convenience 
point of view. In other words, this study contribution is detailing secrecy repetition, practi-
cality easiness convenience, and common timing/delay of human puzzle solving affectabil-
ity testing the two types of CAPTCHAs run 100 times each.

Text-based CAPTCHA is very simple as to be tested and implemented compared to 
graphic-based captcha, as user have to read within the text images and match it with stand-
ard character text letters or numbers [28]. Furthermore, text-based CAPTCHA adopted 
audio pronunciation pretending to allow disabled or weak vision humans to utilize to insert 
the letters by hearing them clearly. Normally, text-based or graphical-based CAPTCHA 
both assume having pictures as puzzle image given in randomized unexpected chunks 
which human recognition is requested to adjunct to integrate portions building the puzzle. 
Every CAPTCHA type has pros and cons where all are can be used in real-life applica-
tions though text CAPTCHA is currently more common. This work tested both CAPTCHA 
types of text vs. graphical elaborated thoroughly via running experimentations and survey 
testing showing all from user prospective. For research completeness analysis, the condi-
tions of both types have been investigated as images to specify common comparison back-
ground as will be elaborated next.
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Basing on CAPTCHA schemes mentioned above, the design factors evaluated here 
include the layout of images, number of images, size of images, tilting angle of images 
and color of images [12]. Because all those factors correlated with one another, for the 
evaluation of a certain factor, all other factors are set at a fixed value, which estimated the 
most usable or has been used by most previously reported image CAPTCHA designs. All 
images used in this study are obtained from the open access project Asirra [12]. To solve 
a test CAPTCHA, participants are instructed to select cat images from a set of candidate 
images that contain either cats or dogs.

4.1  CAPTCHA image testing layout

As depicted in Fig.  6, the six layouts evaluated in this study are Square (S), Horizontal 
Rectangle (HR), Vertical Rectangle (VR), Upright Triangle (UT), Inverted Triangle (IT), 
and Trapezoid (T). Each layout employs 16 images and the size of each image is 70 pix-
els × 70 pixels. The six layouts evaluated in this study is shown in Fig. 6. Square (S), has 
4 rows ×4 columns; Horizontal Rectangle (HR), 2 rows ×8 columns; Vertical Rectangle 
(VR), 8 rows ×2 columns; Upright Triangle (UT), 5 rows ×1 ~ 6 columns; Inverted Trian-
gle (IT), 5 rows ×6 ~ 1 columns and Trapezoid (T), 3 rows ×4 ~ 7 columns. Represents the 
position of each candidate image. All images are colored and the subject of each image is 
not rotated (set at 0°).

4.2  CAPTCHA quantity and size

In this section, the numbers of candidate images in each CAPTCHA design are 4, 9, 16 and 
25. Square layout is employed and the candidate images are arranged as 2 × 2, 3 × 3, 4 × 4 
and 5 × 5 (rows × columns). The size of each image is 70 pixels × 70 pixels. All images are 
colored and the subject on each image is not tilted (set at 0°).

As shown in Fig. 7, images of five different sizes are evaluated: 25 pixels×25 pixels, 40 
pixels×40 pixels, 55 pixels×55 pixels, 70 pixels×70 pixels, and 85 pixels×85 pixels. Except 

Fig. 6  Image layout opportunities
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for the size of candidate images, all other design factors are kept the same: Square layout 
is employed which includes 9 images and arranges as 3 rows ×3 columns. All images are 
colored and the subject on each image is not tilted (set at 0°). The five testing image sizes: 
25 × 25 pixels, 40 × 40 pixels, 55 × 55 pixels, 70 × 70 pixels, and 85 × 85 pixels.

4.3  CAPTCHA tilting and coloring

As depicted in Fig. 8, the subject on each candidate image is tilted by a certain angle. The 
8 angles evaluated are 0°, 45°, 90°, 135°, 180°, 225°, 270°, and 315°. Among all those tilt-
ing angles, 0°is chosen as the reference for which the subject of an image is at an ordinary 
post. All other tilting angles are rotated clockwise with respect to the reference one. Except 
for the tilting angle, all other design factors are kept the same: Square layout is employed 
which includes 9 images and arranges as 3 rows ×3 columns. The size of each image is 70 
pixels × 70 pixels. Illustration of different tilting angles: 0°, 45°, 90°, 135°, 180°, 225°, 
270°, and 315°.

All images are colored. The effect of colored or monochrome images are evaluated. 
Except for the color of candidate images, all other factors are kept the same: Square layout 

Fig. 7  Testing image size possibility

Fig. 8  Tilting angle of images
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is employed which includes 9 images and arranges as 3 rows ×3 columns. The size of each 
image is 70 pixels × 70 pixels. The subject of each image is not tilted (set at 0°).

4.4  CAPTCHA satisfactory questionnaire

For each design factor of text and image CAPTCHAs, the corresponding satisfaction ques-
tionnaire focuses on the following three aspects:

 Q1. It is visually comfortable;
 Q2. It’s easy to be recognized and solved;
 Q3. It’s appropriate for application.

Participants are instructed to rate each design factor in terms of

 (Q1) visual comfort,
 (Q2) ease of use and
 (Q3) appropriateness for application.

The scores are defined by a 5-point Likert-scale (1 = strongly disagree, 5 = strongly 
agree) and all statements scored in a positive scale. The satisfactory result of each design 
factor is averaged among all the participants and presented in tables.

Through the following four dimensions: eye-tracking, efficiency, effectiveness, and sat-
isfaction. The cognitive processes revealed by eye-tracking indicate that the distribution 
of eye gaze is equally assigned to each candidate image and irrelevant to the variation of 
image contents [22]. In addition, the gazing plot suggests that more than 70% of the par-
ticipants inspected CAPTCHA images row-by-row, which is more efficient than scanning 
randomly. Those four-dimensional evaluations essentially suggest that square and horizon-
tal rectangle are the preferred layout; image quantities may not exceed 16 while the image 
color is insignificant. Meanwhile, the image size and tilting angle are suggested to be larger 
than 55 pixels × 55 pixels and within ±45°, respectively. Basing on those usability experi-
ment results, we proposed a design guideline that is expected to be useful for developing 
more usable image CAPTCHAs.

5  Investigation process results

The results of the text and graphics CAPTCHA human oriented tests have been collected 
and sorted out in two parts, in order to be listed all together in a practicality figure-of-merit 
percentages summary. The first part details the text CAPTCHA results and its data table. 
The second part will highlight the screenshot of the graphic CAPTCHA results and related 
information table. This focused study tried to be fair in its investigation classifications of 
testing implementation results sorting the lists into practicality ranges of five categories, 
very easy, easy, medium, hard, and very hard. Note that all outcomes shown in this section 
are from running random text CAPTCHA and graphic CAPTCHA codes for one hundred 
times each. A summary of the implementation results categories concluded the section as 
preparation for next section detailed analysis and comparisons.



46593Multimedia Tools and Applications (2023) 82:46577–46609 

1 3

5.1  Text CAPTCHA testing

This research Text CAPTCHA 100 tests snapshots are shown in Fig. 9. Every testing run 
have recorded five points of testing inputs, namely number, content, repeat, easy, and time, 
as shown in Table  1. The test number is recording text CAPTCHA simulation counting 
trail. The ‘content’ is presenting the exact text letters shown, used as main challenge to 
deceive the computer. The ‘repeat’ value indicated how many times this same CAPTCHA 
text has been nominated, assuming its repetition as occurrence frequency affecting the 
human familiarization perception may be degrading the randomization authentication secu-
rity. The ‘easy’ input indicates the practicality user friendly real average noticing in statisti-
cal numeration, which ranges between 1 (very easy) to 5 (very hard). The ‘time’ highlights 
the time normally taken to solve the challenge correctly in seconds.

Table 1 results have been gathered from normal human average testing sessions. The 
study run its experimentations on random people voluntarily participated within this study 
for scientific knowledge development participation. Recall that the investigation run the 
text CAPTCHA code gathering testing inputs for one hundred dissimilar times, where the 
process have been supervised and observed fairly completing the table columns.

Based on Table 1 above, it remains evident that some CAPTCHA codes are easier to 
crack than others. The majority of the codes had zero repeat rate, implying that people got 
them the first time. In the easy spectrum, the lowest score was 1 while the highest was 5. 

Fig. 9  Text CAPTCHA testing benchmark
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Also, the least time taken to complete the text CAPTCHA was 0.5 seconds, while the high-
est was 1.5. These results are beneficial since they will allow a further study into the effec-
tiveness of text CAPTCHAs such as when they are appropriate to use.

5.2  Graphic CAPTCHA testing

Figure  10 showcases a screenshot of the results generated from the graphic CAPTCHA 
tests. These one hundred graphic CAPTCHA images examinations looked significantly for 
the ease convenience, solving time taken, and the repeat frequency rate, similar in principle 
to the text CAPTCHA experimentations listed in Table 1. In other words, Table 2 ratings 
have been collected from regular human attempts random participations detailing the trial-
ing statistical data to be prepared and classified for the comparisons and analysis serving 
this research.

Every testing run have recorded five points of testing inputs, similar to Table  1 data 
given earlier. Table  2 test number is recording the graphical CAPTCHA simulation 
counting trail. The ‘content’ is presenting the exact graph-image provided by the sys-
tem randomly, used to betray the computer insight. The ‘repeat’ rate indicated if this 
same CAPTCHA graph has been observed given before. The ‘easy’ grade specifies the 

Fig. 10  Graphic CAPTCHA testing benchmark
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practicality user friendly noticing in statistical estimation, which ranges between 1 (very 
easy) to 5 (very hard). The ‘time’ archives the normal try human delay, in seconds, to 
understand the challenge and solve it appropriately.

The results of the graphic CAPTCHA test indicate that the easiness convenience was 
moderate since the lowest value was one and the highest five. Concerning the time, the 
lowest was sensed as 3 seconds and the highest as 13 seconds. The repeat rate for most of 
the images was zero, with the highest repeat rate as one, indicating rich images bank hint-
ing higher secrecy. These results are helpful since they provide information on the perfor-
mance of graphic CAPTCHA and the various improvement areas.

5.3  Classifications of testing implementation results

Trying to be fair, the research compares the results of the text CAPTCHA against the 
graphic CAPTCHA tests as average variable factors percentages listed in Table  3 and 
Table  4, in order to prepare the remarks for the detailed comparison and analysis pre-
sented in the coming section. Table 3 compares the two CAPTCHA schemes based on dif-
ficulty and easiness collected from the experimentation Table 1 and Table 2 before. Recall 
that these average estimation results were acquired after running the text and graphic 
CAPTCHA one hundred times each.

The results of this table indicate that graphic CAPTCHA was the easiest to pass the 
challenge at 53%, while the text CAPTCHA scored 35%. Moreover, text CAPTCHA had 
the highest percentage of very hard at 11%, compared to graphic CAPTCHA at 9%.

Similarly, Table  4 below provides a time comparison between text and graphic 
CAPTCHA results of the 100 testing trails. The summary outcomes indicate that graphic 
CAPTCHA took the shortest time of three seconds in 23% of the random occurrences, 
while the shortest text CAPTCHA findings could not be before five seconds for 35%. 
On the other extreme, the highest delay of ten seconds and above was noted for the text 
CAPTCHA runs of about 10% testing runs, whereas this timing for graphic CAPTCHA is 
only for 3%, indicating that text CAPTCHA took longer time to solve, as majority of the 
tests needing more than 10 seconds had not been solved.

Table 3  Practicality (easiness) classification implementation result

Text CAPTCHA Graphic 
CAPTCHA

Estimated Avg 
Difference

Rate Comments

Very Easy 35% 53% 18% Higher Graphic CAPTCHA
Easy 16% 2% 14% Higher Text CAPTCHA
Medium 24% 24% 0% Similar for both CAPTCHAs
Hard 14% 10% 4% Higher Text CAPTCHA
Very Hard 11% 9% 2% Higher Text CAPTCHA

Table 4  Timing classification of different implementation results

Time (s) 3 4 5 6 7 8 9 10 < =

Text CAPTCHA 0% 0% 35% 10% 6% 28% 10% 10%
Graphic CAPTCHA 23% 28% 6% 7% 16% 11% 6% 3%
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6  Analysis and comparisons

During this study, the general impression considered is that the text CAPTCHA challenge 
was harmful to humans’ eye making bad user experience [15]. Thus, CAPTCHA needs to 
make the user more comfortable increasing the ease of passing the challenge and of course 
consuming less time. In comparison, the graphic CAPTCHA gave a distinctive and attrac-
tive shape within the site. Moreover, it enhanced the user experience, thus providing greater 
convenience for the user and thus an easier test and less time, as mentioned earlier. Accord-
ingly, this section provides comparisons between text CAPTCHA results overview and 
graphic CAPTCHA results overview detailing many interesting study factors not following 
the method of coronavirus impact on human feelings via deep learning critical analysis [26].

On the text-based CAPTCHA, the easy factor was found 35% of the occasions reported 
as very easy, and 16% were just easy. However, this easiness was affecting negatively on 
the security, as the generated letters can be easy for the robot to pass it using sophisticated 
OCR techniques. Therefore, this could be considered as a disappointment point in the text 
CAPTCHA.

Returning to the overview results, it was found that 24% showed medium difficulty, 
which can be considered acceptable in terms of usability and security. However, it remains a 
small percentage compared to the total number. Moreover, 14% of the results were difficult 
and 11% is very difficult. The noticeable implication was that it was very difficult for com-
puters to pass these challenges that existed at such levels of difficulty. Whereas this could be 
considered to be a positive thing, however the problem is that it also meant that the possibil-
ity of the user to pass the challenges in this high difficulty level was almost impossible. This 
was due to the many complications and rendered visual effects which distorted the vision.

It becomes very apparent that the Graphic CAPTCHA won in the comparison of usabil-
ity/security trade-off. As was previously expected, the visual effects that were added in the 
graphics made it more difficult for the robot to pass the test while maintaining ease for the 
user, which is the aim that we are looking for.

Nowadays, computer systems that require effective and secure access control are 
increasingly in demand. Due to a lot of data manipulation, ensuring safe access to sensi-
tive information is a significant challenge in today’s electronic platforms. As a result, many 
proposed techniques have had security issues, such as hacks that breach security and fur-
ther modify sensitive information. The results of the study have followed a technical meth-
odology for cost-effectively securing access to systems.

6.1  CAPTCHAs convenience comparison

The study compares the ease convenience based on the 100 tests of text and graphic 
CAPTCHAs, as visually summarized in Fig. 11. The text and graphic CAPTCHAs noted 
11% vs. 9% very hard and 35% vs. 53% very easy, respectively. Interestingly, the medium 
level is the same for both CAPTCHA types. These indications assured graphic CAPTCHA 
challenges as being practically easier than text challenges. Therefore, the research recom-
mendation insists on the importance of increasing difficulty, i.e. involving rational think-
ing, within graphic CAPTCHA challenges to guarantee more acceptable security.

The 100 tests detailed easiness practicality comparison chart for both text and graphic 
CAPTCHAs can be briefed as shown in Fig. 12. This chart (Fig. 12) proofs randomness 
of the testing runs scaling ‘easy’ on average 16% compared to 2% for text vs. graphic 
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CAPTCHAs, respectively. These CAPTCHA testing assessments observations assures that 
system designing cannot entirely rely on ease of use to offer reasonable security. Instead, 
this can be thought of as open challenge for future findings to put threshold and merits. The 
main point is to avoid potentially complicated implications balancing security and usability 
practicality trade-off based on the application precise utilization need.

The finding of 24% of the results being ‘medium’ difficulty can be considered as an 
acceptable situation in respect to both usability and security, but remains as small percent-
age compared to the total number of testing for every type. The research observed that 

Fig. 11  Easiness classification 
evaluations
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‘very hard’ testing made it difficult for computers to pass the challenges too, which can 
be considered positive in security respect. However, since it causes inconvenience prob-
lem finding possibility of the user not passing the challenges making its practicality very 
low, i.e. suffering for normal people to grasp the complications distorting the vision. The 
study showed that more than half runs of the graphical CAPTCHA are building the real 
preference as well as providing acceptable security, because of difficulties for the robot to 
pass the graphic CAPTCHA challenges. The same implication applies to the medium level 
which reached 24%, as it is still save trade-off of usability and security trade off, even in the 
higher levels of difficulty. 10% of the results were difficult and 9% of the results were very 
difficult, which is a good percentage as the graphics with respect to the usability. This con-
venience impression can be shown clearly graph in Fig. 13 as summarizing the discussion 
above in a side-by-side analysis. Based on the debate arguments above, it remains evident 
that graphic CAPTCHA can be preferred human-wise easier than text CAPTCHA. This 
outcome can give hint that text CAPTCHA could be more secure than graphic CAPTCHA, 
remarking it is easier for people to interpret images compared to text.

6.2  CAPTCHAs delay comparison

The timing to run each of the 100 tests for both CAPTCHA experimentations is averagely 
classified in seconds as shown in Fig. 14. The outcomes were derived observing the time 
taken to complete every challenge correctly without any bias or interference.

Figure 14 indicates that the speed for solving graphic CAPTCHA challenge is higher 
than that of text CAPTCHA challenge. For instance, the average speed for answering 
graphic challenges vs. text challenges have been 51% vs. 45%, respectively. The medium/
slow lowest value was 29% and 20% for the graphic challenge vs. 34% and 21% for the text 
challenges, respectively. These results are essential as showcase of longer time needed in 
solving CAPTCHAs of text than graphic based, which implies more security avoiding any 
eliminating machine-generated hacks.

Consider Fig. 15 showing the details of running the CAPTCHA tests for 100 times. The 
least time possible to solve the text challenge was 5 seconds, while it was 3 seconds for the 
graphical trials. Most text CAPTCHA attempts have been recorded for 5 and 8  seconds 
while the graphic CAPTCHA was mostly less around 3 to 4 seconds. Moreover, the results 
indicate that the number of people needing to access the CAPTCHA after 10 seconds are 
higher for text than graphic CAPTCHA supporting the same claim of graphical CAPTCHA 
preference in terms of timing delay. This reinsurance of visual graphical preference that are 
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Fig. 13  Convenience observation assessments
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common in human perception make it important to recommend adding difficulty for the 
robot to pass the test while maintaining ease for the user which is the real aim this study is 
demanding.

6.3  CAPTCHAs repetition comparison analysis

The CAPTCHA is supposedly given fully randomly by the system. Sometimes the 
CAPTCHA is found repeated that can be hinting the auto computing to acquire, i.e. via 

Fig. 14  Timing evaluations and classification analysis
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smart machine learning or AI techniques, making security possibility degradation. Accord-
ingly, our 100 tests study verified the repetition rate and its experimentation occurrences 
between text and graphic CAPTCHA experimentations as noted 6% vs. 16%, respectively. 
We observed the number of times the same challenges were given as repeat testing degrad-
ing the overall security approximation. In fact, this issue can be worse as the case when 
the same person is getting the same exact challenge repeated making his life easier and can 
be a hint for the computer to use negatively. In general, from repetition frequency point 
of view, the investigation results indicate that text CAPTCHAs offer more security than 
graphic CAPTCHAs.

6.4  Tradeoff remarks

It is tough to strike a balance between security and usability [48]. When it comes to 
CAPTCHAs, the two metrics usually vary inversely: if more security is needed, its usability 
is sacrificed, and if more usability is attempted, the system suffers in security. The semantic 
gap, which is the difference between a human’s and a machine’s capacity to recognize visual 
content, is one measure of balance. In fact, any positive difference in human and machine 
achievement can be magnified to a gap arbitrarily close to one by serial repetition. The max-
imal gap represents the point at which human and machine performance is most dissimilar. 
However, a maximal gap may not occur for the most secure or most usable convenience 
conditions. Therefore, we can obviously see that there is an inverse relationship between the 
security and usability, as shown in Fig. 16, which is in line with research presented in [9].

Following the showing that word distortion-based CAPTCHAs are vulnerable to 
machine learning-based attacks, some researchers offered alternatives such as picture-
recognition CAPTCHAs, which challenge users to recognize simple objects in the images 
shown. The justification for these approaches is that tasks such as object identification are 
often more difficult to execute than text recognition and hence should be more resistant to 
machine learning-based attacks [9]. To be consistent with all experimentation testing and 
general overview, the graphical CAPTCHA is more convenient than text CAPTCHA indi-
cating more practicality, except in the case of repetition or OCR smart recognition that can 
be flipping this complete observation, as can be verified also text security study of [36] as 
well as hiding authentication of [21]. It is highly recommended to find systems that inte-
grate text CAPTCHA with graphic CAPTCHA in order to gain benefits of both preserving 
highest possible security standards, following innovative strategy of safety traceability sys-
tem through blockchain [40].

Fig. 16  Inverse relation-
ship between the security and 
usability
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7  Conclusion

This investigation examined running two types of CAPTCHAs tests trying 100 different 
random contents for each aiming fair relative comparative study remarks. The two types 
focused on text-based CAPTCHA and graphic-based CAPTCHA explorations with curios-
ity intention to be checking which CAPTCHA type is more practical as fast, secure and 
convenient, option to be recommended. Both CAPTCHA types are heavily used in today’s 
online IT services for access control authentication [3]. Text CAPTCHA models are 
adopted common in many e-service cases as found fit more than graphic CAPTCHA espe-
cially for network communication and edge computing as well as handheld mobile devices 
with limited capabilities and resources. This research restudied the CAPTCHA suitabil-
ity from the user convenience and security as practicality point of view. It started the in-
depth human-convenience study relating the two approaches applicability side by side with 
respect to both timing delay and usability convenience. The research filled some of the 
misperception commonly stated in research directing proportional experimentation of text-
based CAPTCHA versus graphic-based CAPTCHA describing security frequency, easi-
ness handiness, and normal humanoid delay of CAPTCHA mystery solving convenience.

The research scope accommodated normal human interaction to sense the ability in pre-
ferring text-based CAPTCHA compares to graphic-based CAPTCHA pretending normal 
challenging real-life situations. The main research influence, from user’s perception, can be 
note as indication that graphic-based CAPTCHA could be more practical than text-based 
CAPTCHA both in terms of usability and security, but not in terms of repetition frequency. 
Our CAPTCHA tests convenience recorded ‘very easy’ 53% vs. 35% of trails for graphic 
challenges vs. text ones, respectively, gaining 18% over all stimulating higher performance. 
Furthermore, the typical timing for responding to graphic tests vs. text trials have been 51% 
vs. 45%, respectively, making the graphic CAPTCHA run expected around 6% faster than 
text runs. On the other extreme, the randomness testing run scaling ‘hard’ and ‘very hard’ 
together remarking averages of 19% compared to 25% for graphic vs. text CAPTCHAs, 
respectively, representing that text CAPTCHA is having more complexity inconvenience 
than graphic CAPTCHA by approximately 6% too. Interestingly the medium suitability 
rough estimation is found exactly same for both types of CAPTCHAs settling around 24%. 
The medium and slow delay timing together added-up to 49% vs. 55% for graphic testing 
better than text challenges, respectively, making the summation performance surprisingly 
6% better too. Moreover, the results designate that the number of people needing to access 
the CAPTCHA after 10 seconds are much more higher for text than graphic CAPTCHA 
proofing the same claim of graphical CAPTCHA preference in terms of usability timing 
delay as well as easiness convenience indicating higher practicality.

The study raised-up clearly the challenging equilibrium among security and usabil-
ity involving CAPTCHA authentication. The two types involved within this exploration 
enforced the compromise phenomena between security and usability, which are found 
inversely proportional, making security be degrading as more usability convenience is 
requested. This stressed the semantic gap between humans and machines intellectual abil-
ity to distinguish visually observed content [37]. This motivation of competing smartness 
race between humanoid and robot’s intelligence is raising further studies need based on 
these ambient advancements. Therefore, this finding from the comparative experimenta-
tion research contributes towards filling the gap in knowledge and the findings can be used 
as basis for conducting further research. Accordingly, in future related study, researchers 
can build more advancements making innovative graphics-based CAPTCHA explorations 



46606 Multimedia Tools and Applications (2023) 82:46577–46609

1 3

considering specific applications, i.e. geared for efficiency of CAPTCHA specially using 
limited resources platforms, such as mobile devices, low-power nodes, medical situations, 
cloud services, and dense networks circumstances. This current real-world utilization is 
requesting access control authentication to be improving more as security and user experi-
ence is becoming involved more and more building proper Internet of Things and AI appli-
cations of our digital era automatic, robot and machine life cycles.
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