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Abstract
The confidentiality of highly-sensitive multimedia signals is considered in this paper, it
can be enhanced by efficient secured model utilizing several-layer security algorithms.
The hybrid data hiding and cryptographic techniques are merged for constructing secured
model. The Least Significant Bit (LSB) data hiding steganography is utilized with a 2-D
Logistic-based map (Model-I) and second Model-II involves data hiding merging within
chaotic-Baker-based image encryption security techniques. Performance analyzing and
comparison have been presented utilizing various images for examining the applicability
of the different proposed image security scenarios for securing wireless image transmis-
sion over noise-free, and noisy channels. Moreover, the proposed algorithms are applied
for transmission over Orthogonal Frequency-Division Multiplexing (OFDM) channels,
and their performance is evaluated under different conditions of fading environments with
utilizing the powerful error control schemes in the case of SUI-3 model channel and
randomizing the packet based on the encryption tools. An equalizer is used to mitigate the
impact of composite fading. A multi-layer security model using Discrete Wavelet Trans-
form (DWT) steganography with chaotic Baker encryption is proposed to protect highly-
sensitive text based data records. The results reveal that it can be used efficiently for
protecting highly-sensitive text message and records (text-based data). The timing anal-
ysis and comparative study are considered with respect to the previous related works.

Keywords Confidentiality.Securitytechniques.Wirelesschannels .OFDM.Discrete transforms
. Randomized error control technique

https://doi.org/10.1007/s11042-022-12297-1

* Mohsen A. M. El-Bendary
engmohsen2004@yahoo.com

Sabry S. Nassar
sabry2000@yahoo.com

1 Nuclear Research Center, Atomic Energy Authority of Egypt, Cairo, Egypt
2 Department of Electronics Technology, Faculty of Technology and Education, Helwan University,

Helwan, Egypt

Published online: 24 March 2022

Multimedia Tools and Applications (2022) 81:25707–25744

/

http://crossmark.crossref.org/dialog/?doi=10.1007/s11042-022-12297-1&domain=pdf
http://orcid.org/0000-0002-2425-4967
mailto:engmohsen2004@yahoo.com


1 Introduction

Multimedia signals security is interested research point due to the wide spreading of multi-
media signals exchanges over the open environments and over the various wireless commu-
nications systems. Also, with raising the threats and attacks, developing the security technique
became essential for providing immune and secured wireless link for multimedia signals
transmission to achieve the confidentiality. The various existing security techniques focus on
the data protection and data contents integrity verification. The forged image detection
algorithms are method for detecting the tampering and unauthorized manipulation attacks,
these algorithm are called data contents integrity verification tools [16, 18]. Encryption
techniques are efficient method for preventing the attacks from accessing the secret multimedia
files, it achieves the confidentiality [9].

Data Confidentiality means achieving high protection for sensitive and secret information
from any unauthorized accessing. Cryptographic techniques and data hiding are common and
utilized widely to achieve data confidentiality. Also, for providing high level security there is
the hybrid techniques. This technique is built based on combining the cryptographic technique
and data hiding tools for securing highly-sensitive data [10, 21, 33].

In this paper, cryptography is accompanied and merged with data hiding steganography
technique for constructing hybrid security techniques that can strengthen the level of security
and achieve highly confidential data for transmission process or storing. The presented models
in this paper are evaluated and tested over the various wireless communications channels
which are Rayleigh fading, Additive White Gaussian Noise (AWGN) communications chan-
nels and OFDM system over various wireless communications channel conditions. Additional
security is performed on the transmitted packets level, where the randomizing tool based on
the encryption techniques is executed on packet-by-packet [, 7, 30].

The error performance of the whole proposed models is considered through utilizing
different error control schemes. Utilizing the error control schemes enhances the extracted
images quality and reduces the bad conditions effects of images transmission on the various
proposed securedmodels performance. The various experiments are executed for measuring the
behavior of the proposed models over the different channels conditions. The results of the
executed experiments present cleared evidence the superior performance of the presented
models for enhancing the confidentiality of the multimedia signal over the various transmission
scenarios. The suitability and applicability of the proposed model on the text message security
is investigated in our research work using different data transform techniques [14, 27, 36].

This research paper in the following has been organized:- section 2 presents the related
works overview. The models of multimedia signals confidentiality enhancing are presented in
section 3. The models description and its contents have been discussed in section 4. In section
5, The various computer simulation experiments are presented in section 5. OFDM system
based evaluation experiments are presented in section 6. In section 7, text confidentiality based
on the proposed models is presented. The comparative study has been presented in section 8.
Section 9 introduces the final conclusions.

2 Related works overview

The recent published research works have been presented in this section with merged
comparative study with our proposed secured models has been discussed this research paper.
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In general, the cryptography techniques are considered efficient tools for providing the
multimedia confidentiality and securing the confidential data. Also, the combined multi-
cryptographic techniques under the known hybrid cryptosystems are utilized widely for
achieving the security requirements of the multimedia signals [42]. In the following the various
security techniques which are proposed for providing the security requirements for the
multimedia signals transmission are discussed.

In [3], the RGB image security using the cryptographic process for securing its wireless
transmission. This process is proposed utilizing the Pseudo Random Number Generator
(PRNG) and involving two cascaded process of encryption for enhancing the RGB images
transmission security. The merged between various security techniques is proposed in [22],
authors in this paper used multi-chaotic maps and cryptography techniques for encrypting the
transmitted speech signals. The cubic map is employed for segmenting the speech signal to
four parts, also, for raising the robustness of the proposed security technique against the
various attacks series of 1-D chaotic maps are utilized. The blowfish algorithm with the secret
key have been used to protect parameters of these maps.

The security of exchange medial information and medical information is considered in several
research works such as in [1, 8]. In [8], transmission securing of the Electrocardiogram (ECG)
utilizing efficient encryption tools is presented, the authors in this research paper used the common
1-D chaotic maps for securing the ECG signals with employing the various data transform
techniques. Due to the wide spreading of medical inspection images exchange over the open
environment wireless medium, the compression and encryption of transmitted medical image [1].
The hiding of transmitted medical images is proposed in [5] using the Singular Value Decompo-
sition (SVD). The audio signals are used as a cover in this proposed technique, the various secret
keys are used for encrypting the medical image before the embedding process.

Multimedia signals securing issue involves two main targets, whole multimedia protection
and the multimedia contents integrity verification. The branch of multimedia files contents
verifications is considered in [19], it discussed the importance of multimedia security tools for
protecting the multimedia signals contents from the forgery and any manipulation from
unauthorized accessing. To manipulate the data, attacker must be capable to access it firstly.
The proposed technique in [37] presented combined security technique through merging
different tools for preventing any unauthorized accessing to the multimedia signals [41]. The
watermarking technique is proposed for protecting the data from tampering attacks is presented
in [15], also, the presented technique can detect any tampering or manipulating attack in the
data. Hence, the watermarking technique with the encryption process provide the data protects
and data contents protection through hiding it to be unobservable.

Watermarking and steganography are effective tools for protecting the data contents through
hiding the secret multimedia signal within a cover. In [47], big data exchange security is considered
through presented efficient watermarking technique. Big-data such as the health care systems based
on the wireless networks utilizing mainly depends on the advance in the different wireless
communications. The medical information is considered sensitive and highly secret information.
Because of the back bone of the new and smart health care systems is the wireless networks, it needs
a robust and reliable security techniques. Hiding the medical data is an efficient method for
protecting it with performing the encryption process after or before the hiding procedures [44].

The combined/hybrid security technique is proposed in [23, 32] for protecting he data from
modifying or tampering by intruders. The proposed technique utilized Rabin cryptosystem and
Arnold transform for constructing the cryptographic-hiding technique. The mechanism oper-
ation of the proposed technique worked based on hiding the digital multimedia files in form of
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audio, video, image or text, the secret message is hidden to be not observed or noticed. In [32],
the different experiments are executed to test the presented security technique, the experiments
results reveal that the presented technique success for extracting the hidden data with sufficient
PSNR and lowMSE. In [23], the hybrid security technique is proposed using the hash function
merging with the chaotic map for forming the robust cryptographic technique based on two
process of data encrypting.

Krenn et al. [23] discussed the steganography data hiding techniques and its
various implementating tools. Least Significant Bit (LSB) has been proposed by Deshpande Neeta,
et al., this data embedding technique suggested method for data hiding within the least significant
bits of the another piece of data. The presented data hiding tool has been described and tested
utilizing 2, 4 and 6 LSBs to hide various images format such as bmb and png images [45]. Hidden
data transferring to another side without detection from third party challenges have been presented
byK. B. Raja, et al. Authors in this research paper employed image hiding steganography technique
utilizing LSB, Discrete Cosine Transform (DCT) and compression tools for improving payload
security [46]. LSB technique and RSA algorithm combining have been presented byMamta Juneja,
et al. for implementing robust image hiding tool [12].

Beanies Mehboob, et al. have been proposed a novel data hiding tool within colored images
using LSB technique. Authors in this research paper discussed data hiding steganography
mechanism and its art [29]. In [2], authors utilized pixel shuffling and confusing the pixel
value of images for achieving efficient image encrypting tool by converting 2-D chaotic map
into 3-D chaotic map. Also, in [40] rapid image encrypting tool has been presented employing
cascaded chaotic maps to generate chaotic sequences. Gao et al. in [43] have been proposed
image pixels shuffling tool and pixels confusing of secret images using chaotic maps. In [38],
multi chaotic maps are utilized to secure colored images through generating robust chaotic
sequences and shuffling the original image pixels.

Several papers proposed combining more than one security technique such as, encryption
and data hiding tools for achieving sufficient confidentiality for the transferred data. These
merged data security techniques can be executed by two model, data hiding then encryption or
encryption then data hiding. In [6], secret text message has been secured by steganography
technique to be hidden after encrypting the secret message. The secret message is encrypted/
decrypted utilizing secret key before/after embedding/extracting processes, respectively. On
the other hand, data hiding process can be executed before the encryption process as presented
by Arun A.S., et. al in [39]. The steganography technique has been performed firstly to hide
the secret message in cover image and produces stego image. In the next security level, stego
image is encrypted by 1-D chaotic map [39]. These efforts have not utilized more chaotic
encryption algorithms such as 2-D Logistic map and 2-D Baker map, and in almost all cases,
they depend on encrypting a secret data before the embedding process instead of encrypting
the image carrying the secret data. Another limitation of these efforts is that they miss the real
evaluation and implementation of their algorithms on different noisy channel models. Almost
of previous related works utilized the first model (embedding encrypted secret message),
These past research works did not present or devote a sufficient experiments evaluation and
testing procedures as various noisy wireless channels are not considered. These drawbacks of
the previous related works have been solved and covered in our research paper through
merging the encryption after /before data hiding process. Also, various 2-D chaotic maps are
used for executing the encryption process in a different models. In the testing and evaluating
process, several experiments are carried out to prove the suitability, robustness and applica-
bility of the proposed security models for different wireless channel conditions.
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3 Enhancement of multimedia signals confidentiality

In the previous section, the recent research works of the multimedia signals security are
presented. In this section, the various proposed secured model for enhancing the multi-
media security transmission are described. These model are presented for achieving
sufficient security level. Also, the presented models provide different security levels
over the various fixed/mobile wireless communications channels based on the degree
classifications of the processed signals. Spatial domain LSB-based steganography is
chosen in the building of the presented model due to its high capacity. Also, different
error control schemes have been used to improve the Bit Error Rate (BER) and increase
metrics of error performance measurement of the whole system. Moreover, utilizing error
control techniques aim to enhance security levels of the presented models. The various
presented security models have been built based on merging concept between encryption
and data hiding tools. Therefore, the combination of security techniques involves two
model, modelI contains 2D baker map and steganography and modelII contains 2D
logistic map combining with data hiding techniques.

Performance of the presented security model have been evaluated and measured utilizing
various different transmission channel conditions models such as; noise-free channel, AWGN
channel, and Rayleigh fading channel. Although the sensitive nuclear data is usually trans-
mitted between sites through guided error-free links, the proposed algorithms should be
designed and evaluated at worst cases of transmission conditions that may occur during
emergency or any other unexpected transmission circumstances [24, 34, 35].

4 The proposed models: description

In this section, the presented models of the efficient multimedia security are described. The
contents and steps of the secured signals processing are presented.

Decrypted 

Stego-Image

Received/Encr

ypted Stego-

Image 

Extracted 
Image

Cover

Decryption 
Process of 

Received Stego.

Extracting I-
LSB

Steganography

Cover

Stego-ImageSensitive/Secret 
Image

Data Hiding 
LSB-

Steganography

Encrypted 

Stego-Image 
Encryption 

Tools for Stego-
Image

Error Free

Medium data 
Transferring 

Fig. 1 Proposed security model of multimedia signals utilizing various tools
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The presented security models are constructed from a various techniques; in the following,
the processing steps of the secret message have been described. At the transmitter, data hiding
step is performed, firstly, spatial domain LSB-based data hiding steganography is used to
embed a secret message in cover to behidden. The embedding step produces the stego image, it
is the output of embedding process. In the second step, the composed image is encrypted by
one of the employed image encryption techniques to produce encrypted composed inage
(stego image). At the other side of the system, the processing steps are reversed; firstly,
decryption process is executed on the encrypted stego and the result is received
(noisy) decrypted stego version. The next step after decryption process is the extraction of
secret message from the cover. In Fig. 1, the simple contents of the presented secured models
for multimedia confidentiality enhancing. The details of the image processing and the steps of
the proposed models mechanism are presented and cleared in Fig. 2. Also, as shown in this
figure the role of encoding process and packet randomizing process based on the encryption
techniques. This process is added for raising the security level of multimedia signals and its
confidentiality with improving the error performance, various block and convolutional codes
are employed for this purpose [20].

Multimedia signal is represented by image in the evaluating process of the proposed
secured models. It is known that image has a bulk capacity, it must achieve the important
properties of steganography such as, capacity and invisibility. High capacity is achieved by
maximizing the embedding bits. Also, invisibility property is achieved if the cover image
appearance changes is not noticeble after the embedding process for achieving the high
imperceptibility. The secret-sensitive image has been embedded into the cover and followed
by the encryption process starts for producing the encrypted stego-signal by using 2-D
Logistic-based chaotic encryption, its mechanism is based on the substitution process or
Baker-based map encryption as a permutation based encryption technique. The stego-image
binary version is segmented to small packets. These packets are encoded by one of common
error control schemes. The encoded packets is randomized by logistic-based or Baker-based
interleaver. The last step at the transmitter side is the modulation [28].

Fig. 2 The components and details of the proposed secured model with the various security levels merging
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5 Computer simulation experiments: evaluations

Performance of various presented secured models of multimedia/image confidentiality over the
various wireless communications channels has been investigated in this section. In the evaluation
process, different images and wireless channel conditions are used in the experiments, which are
carried out using Matlab program. Several group of simulation experiments are carried out for
evaluating the presented secured model over the different wireless communications channel using
various images for testing and evaluating its suitability, applicability and robustness.

The proposed different models are tested using various gray-scale secret images such as
Reactor (secret image)/Testpat (cover image) images and Woman/Boy images, the images size
is 256 × 256 pixels, as given in Fig. 3. In first group of experiments, stability of the security
models has been evaluated and tested utilizing noise free communication channel by measur-
ing quality level of extracted secret message and imperceptibility of the proposed models. All
experiments have been implemented on different standard gray-scale images with size (256 ×
256) as shown in Fig. 3 shows the utilized images in various experiments, these gray-scale
images have same 256×256 pixels.

There are number of metrics are employed for evaluating the power and efficiency of the
various presented secured models. These metrics are tabulated in Table 1 tabulates used
performance metrics which are employed for measuring the efficiency and applicability of
the presented security models.

5.1 Error-Free channel

In this section, first group of computer simulation experiments are executed for evaluating the
behavior of secuirty models using various metrics such as the extracted image quality and time

Fig. 3 The utilized images for evaluating experiments
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of processing the embedding and encryption in model-I and model-II as shown in Fig. 2. The
extracted image samples and stego-signal of the first experiments are given in Fig. 4 using
error free channel.

The first experiment is carried out for evaluating the performance of Model-I over error free
channel (Model-I contains:- Data hiding steganography is followed by 2-D Logistic-based
encryption) are presented in Fig. 4. This figure gives image samples of Model-I over error free
medium, original secret image, composed image (stego image) and encrypted stego have been
shown in Fig. 4. As cleared from the results of this experiment for Model-I evaluation, the
embedding process produces invisible mark, the secret message is not observable and the
extraction process is performed correctly for extracting the embedded image correctly as the
original secret image.

Fig. 4 Samples original secret image, stego-image and encrypted stego-image of model-I evaluation over error
free channel

a. Model-I b. Model-I

0
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2000
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c. Model-I
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d. Model-I

0 100 200

a. Model-II b. Model-II

0
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2000
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c. Model-II
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d. Model-II

0 0.5 1

Fig. 5 Histogram as a metric for the presented secured model-I and model-II utilizing Testpat/Reactor Images, a
-Stego signal, b - Encrypted version of stego signal (logistic based), c -Histogram (stego signal), and d -
Histogram (encrypted stego image)
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The first experiment has been repeated using other different testing images (Medical as
secret image and Copyright images as cover). This experiment is devoted to test and measure
the robustness and applicability of the presented security Model-I. Results of this experiment
utilizing various testing images are shown in Fig. 4.

The results related to the second security model-II; (Model-II contains data hiding stega-
nography is followed by Baker-based encryption process) have been given in Fig.5. These
results prove that Model-II performs better than Model-I, it achieves high perceptibility
and high extracted secret image quality. Due to the capability of chaotic Baker-map in the
encrypting process (based on performing permutation in uniform geometric transform to
randomize the adjacent pixels in encrypted version) the cover image and composed image
appear as the same and not visual differentiated.

There are several experiments in the following for investigating the behavior of presented
security models utilizing different testing images. Also, these experiments are devoted to
examining the quality of extracted secret image and stego image through measuring the used
metrics as presneted in Fig. 5 and Fig. 6.

From the results of the previous experiments, it is clear that extracting the secret message
form the composed image by attackers is very difficult, it is proved by uniform histogram of
Model-I as given in Fig. 6c. On the other hand, form results of Model-II as given in Fig.6b and
c, histogram of various stego versions appear same shape. Therefore, detecting and extracting
the embedded secret message is not easy process.using different testing images to evaluate
model-I are given in Table 2. As cleared from these results, composed images (stego) before
are after embedding process are seem same shape without any observable changes in
appearance.

– The correlation coefficients of the Model-II experiments are tabulated in Table 2. These
results prove that embedding process did not affected on the cover image appearance.

Fig. 6 Histogram as a metric for the presented secured model-I and model-II utilizing Cameraman/Boy images, a
-Stego signal, b - Histogram of stego signal (logistic based), c - Histogram of encrypted stego image, and d -
Encrypted stego image
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– The utilized metrics (MSE) and (PSNR) of original secret message and extracted versions
of Model-I and Model-II have been given in Table 2p), TDE) and time of the decrypting
and extracting processes at the receiving side (TEE) (ms) is calculated by sum of
embedding and encrypting process ate transmitter time (Tp. Also, the average processing
time of the model-I and model-II are considered as a performance metric. The average
time (T = EE(T + )/2.DET

These results of model-I and Model-II evaluating indicate they have acceptable results with
respect to the (MSE) and (PSNR) values. Table 3 tabulates the results of the experimental
results of the presented model-I and model-II over the error free channel. The various
computer simulation based experiments are executed utilizing the different standard and un-
standard images for testing and evaluating the robustness of the various presented models and
their suitability.

As cleared in the previous experiments, the proposed models achieve double security levels
by combing the data hiding and image encryption tools within one secured model. The various
images are utilized for testing the presented models over error free channel to measure the
robustness and suitability for the standard and un-standard images. Also, the standard image
quality metrics are used for measuring the extracted secret image after decryption process of
the encrypted version of stego composed image The extracted secret images as shown form

Table 3 Extracted images with related quality metrics, model-I and model-II

Extracted Image
(Error Free Conditions) Metrics 

values

Extracted Image
(Error Free Conditions) Metrics 

Values

MSE=156

PSNR=26

Cr=0.986

MSE=8.50

PSNR=38.1

Cr=0.996

MSE=156.1

PSNR=26.1

Cr=0.987

MSE=18.55

PSNR=28.1

Cr=0.996

MSE=33

PSNR=33.1

Cr=0.989

MSE=156

PSNR=26.1

Cr=0.9297

MSE=0.776

PSNR=49.2

Cr=0.9995
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previous computer simulation experiments, has an accepted quality as well as the cover image
after the extracting process.

5.2 Wireless channels: experiments group

In this section, another experiments group are executed for evaluating the robustness
of the proposed models. Performance of the various secured models has been inves-
tigated over; (AWGN), and Rayleigh fading channel. Table 4 gives the simulation
setting parameters. This table gives the various parameters of the computer simulation
experiments of the evaluating secured models I-II over the various wireless commu-
nications channels.

5.2.1 The AWGN channel: experiments group

The first wireless communications channel is used as a wireless link to evaluate behavior of
model-I and model-II is the (AWGN) channel. This model of wireless (AWGN)channel is
used to simulate the testing process of securing transmitted secret image/multimedia signals.
Various simulation experiments have been carried out for investigating the immunity and
applicability of these security models for wireless link.

Performance of the presented security models is measured using many metrics such as, Cr,
MSE and PSNR using AWGN channel and variations in the channel SNR (0 - 15 dB).
Figure 7a shows simple block diagram contents of the proposed multimedia confidentiality
enhancing models.

The results in Tables 5 and 6 indicate that model-I successes in the extracting process
and working properly if SNR of channel is moderate (SNR > 12 dB), At lower level of SNR
over AWGN channel, the extracting process of secret message fails. That means model-I is
highly sensitive to the noise and do not resist its bad effects..

Table 4 Simulation setting and the various parameters of the computer simulation experiments for evaluating
secured model over the different wireless communications channels

Parameter Value of setting

Frequency Doppler shift (FD) 0Hz–250 Hz
Communications Channel Model -AWGN

-Rayleigh fading
SUI-3 model
Jakes model

Packet length 2024 Bits
Images 256x256pixels standard and un-standards images
Coding RS Code (7, 3)

RS Code (15, 11)
CC (1, 2, 7)
Hamming Code (15, 11)

Modulation BPSK
Conv. Code rate, No. of shift register R=1/2, K=6
SNR 0 to 40 dB
Performance Metrics MSE,

PSNR
Correlation Coefficient (Cr)
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Table 5 Extracted secret images samples with respect to the various channel SNR

Model-I over wireless AWGN channel

0dB
5dB 10dB 11dB

10 dB 11dB 10dB 12dB

10 dB 11dB 10dB 10.5dB

10 dB 11dB 10dB 12dB
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Figure 7b gives the details of the processed secret-sensitive images processing in
step-by-step method. In the following mechanism operation of the presented model-Is
described:-

& firstly, the secret and cover images preparation and converting to 256 × 256 pixels size, the
embedding process to hide the sensitive image to be unobserved and unnoticed.

& The embedding process is followed by the encryption process based on (2 D logistic) in
Model-I and based on (2 Baker) for model-II

Table 6 Samples metrics values of Model-I evaluation over AWGN channel with respect to extracted image
quality

SNR Quality of Extracted images Model-I (vImages) over wireless AWGN Channel

Test-pat/Medical1 Cameraman/Boy

MSE PSNR Cr MSE PSNR Cr

0 dB 16,400 6.02 0 16,200 6.04 0
5 dB 16,200 6.04 0.00334 16,200 6.04 0.00334
10 dB 16,200 6.06 0.004 16,200 6.06 0.004
12 dB 31.6 33.1 0.992 31.6 33.1 0.992
15 dB 31.6 33.1 0.9797 31.6 33.1 0.9959

Table 7 Extracted images samples of Model-II evaluating over AWGN with respect to different SNRs

Model-II over Wireless AWGN communications channel

0dB 5dB 10dB 12dB

0dB 5dB 10dB 12dB
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& Encrypted composed image {cover involved secret message)} (stego-image) has
been converted to binary format and segmented to small packets (2048 bits).

& The encoding process using one of block or convolutional codes
& The encoded packets is randomized packet-by-packet) using 2-Dlogistic interleaving

(Model-I) or 2-D Baker map interleaving (Model-II techniques or exchanging for more
security. The randomized (encrypted) encoded packets is transmitted after the modulation
stage. The end of transmitter side processes.

The previous computer simulation experiment is repeated for evaluating the model-II.
The results of the second model-II employing the simulation setting and conditions as
mentioned in Tables 7, 8. As indicated from the results, extracted secret image quality
improves at good conditions of channel (High SNR), Also, the results prove the
model-II resists the channel effects and performs better than model-I at lowe SNR
values.,

As shown in previous, which reveal that Model-I has higher noise sensitivity, it requires
high SNR and good channel conditions for successful secret-sensitive image extracting. On the
other hand, the model-I is more sensitive toward any little change in the image. It can be
employed for detecting tampering or modifying attacks. In the case of Model-I, it is essential
employing the error control schemes for improving the extracted images and reducing the
required threshold of SNR as shown in the next computer simulation experiments. The higher
noise immunity is obtained model-II, efficient security model as shown in the results.

For studying the reliability and suitability the proposed secured models, various experi-
ments have been carried out for evaluating the proposed models utilizing different cover and
secret images for measuring the applicability of these security models.

Figures 8 and 9 present the steps of images and its versions of Model-II, and Model-I
respectively over the AWGN channel at SNR = 5 dB.

5.2.2 Model-I & Model-II:- performance investigating over AWGN channel

In this section the relation between the various SNR of AWGN and different metrics of
exttracted secret image is presented in a sepeate figures.

Figures 8 and 9 is presented for clearing the variation in the results and performance of
Model-I and Model-II.

As cleared in Figs. 8 and 9, Model-I failed in extracted the embedded image at Eb/No
<11 dB in case of wireless AWGN channel. The previous results prove that model-I is

Table 8 Extracted image quality over AWGN with respect various metrics utilizing at different SNRs

Channel Conditions (SNR) Image Quality Metrics of Model-II with various Image

Copyright/Medical1 Cameraman/Boy

MSE PSNR Cr MSE PSNR Cr

0 dB 1800 16 0.49 3000 12 0.4282
5 dB 165 26 0.90 165 26 0.6969
10 dB 31.6 33.1 0.992 31 33.1 0.9348
12 dB 31.58 33.1 0.9927 31.6 33.1 0.9786
15 dB 31.6 33.1 0.9997 31.6 33.1 0.9797
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high sensitive towards channel noise (any changes in the composed image) due to 2D logistic
map based encryption process. Also, as cleared from the results, model-I fails in extracting the
embedded secret image at SNR< 12 dB. Therefore, this security model performs good and

Stego Image Logistic based encryption process

Distorted/ Decrypted Stego ImageExtracted Secret Image

Cr=0.00334

Secret Image

Wireless AWGN 

Communication Channel

Fig. 9 Various Images version model-I using Cameraman and Boy, SNR = 10 dB over AWGN

Stego Image Baker based encryption processSecret Image

Wireless AWGN channel 

Effects

Extracted Secret Image

Cr=0.6969
Distorted/Decrypted Stego 

Ext. 

Process

Emb. 

Proces

Enc. 

Proces

Fig. 8 Various image version of model-II using Cameraman/Boy at SNR = 5 dB over AWGN
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suitable at moderate and high channel SNR, it is not recommended and not suitable/applicable
at low SNR or bad channel conditions hinders.

The change of Cr of original and extracted secret image with channel SNR variation are
given in Fig. 10 for the different proposed security models. Based on the results of the various
experiments, it is proved that model-II performs better than model-I at low SNR of commu-
nication channel (bad channel conditions) due to Baker-map based encryption process. For
example, extracted secret image (Cr≈ 0) for model-I at SNR of channel<12 dB, while; at the
same channel conditions, Cr ≈ 1 for model-II (SNR<12 dB). So, performance of model-II at
low SNR of communication channel due to its robust noise resistance.

The model-I requires good channel conditions for extracting the secret images successfully.
So, the various Forward Error Correction (FEC) techniques are used for improving the quality
of extracted secret image and reducing the required SNR. The results of FEC schemes utilizing
with the various security models are tabulated in Table 8. The scenario of error control
schemes is applied as shown in Fig. 10, this figure gives the details of the simulation model
and the steps of the transmitted secret image processing, step by step.

5.2.3 Efficiency enhancement

Two scenarios are presented in this section for enhancing the presented security models of
image transmission through employing the various FEC schemes to protect the transmitted
packets over a noisy wireless channel (in first scenarios). The second scenarios is based on
utilizing the randomizing data technique as cleared previously in Fig. 2 for generating
randomized encoded packets. These scenarios are presented for improving extracted secret
image quality and enhancing the security capacities of presented models as shown in Table 9.

5.2.4 The Rayleigh fading channel:experiments group

The second group of experiments is devoted for evaluating the performance of the proposed
Model-I and Model-II over the second wireless communications channel that is the fading
channel for examining the applicability of these security models and evaluating its perfor-
mance. Channel SNR variation is considered in measuring the extracted secret image quality.
Performance Model-I “Data hiding & 2D logistic” has been investigated over fading channel,
the results of this experiment have been tabulated in Table 10, it shows samples of extracted
secret images. Table 11 gives the tabulation of the metrics values.

Table 9 Results of various FEC employing over AWGN channel with respect to extracted secret image quality
and multi-testing images (SNR = 8 dB)

Image for Testing Metrics

No FEC Hamming Code (15, 11) RS(7, 3)

PSNR Cr PSNR Cr PSNR Cr

Model-I Test-pat/Medical 6.04 0.00334 23 0.962 25 0.980
Cameraman/Boy 6.04 0.00334 24.4 0.964 27 0.990

Model-II Test-pat/Medical 28 0.901 30 0.901 32 0.990
Cameraman/Boy 26 0.959 28.5 0.9869 32 0.999
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The results of model-I performance investigating prove its high sensitivity to channel noise.
As cleared also, with the channel conditions (SNR<36dB) this model-I fails to successfully

Table 10 Samples of extracted image of Model-I evaluating over fading channel

Model-I over wireless Rayleigh Fading channel

5dB 15dB 25dB 36dB

5dB 15dB 25dB 37dB

5dB 15dB 25dB 36.5dB

5dB 15dB 25dB 37dB
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extract the secret image, compared with results of previous experiments of model-I over
AWGN channel, the required SNR for achieving success extracting process increased from
11 dB for AWGN channel to 36 dB for this channel model. While in fading channel, for
guarantee successful extracting process SNR > 35 dB for Model-I.

The results of Model-II “Data Hiding & 2 D Baker map based” over fading channel have
been given in Table 12. Table 13 gives the metrics value of this experiment of Model-II over
Rayleigh fading channel with respect to the various metrics and SNR channel variations.

Figs. 11 and 12 show the Cr values with the SNR of fading channel variations. As cleared
form these results, behavior of model-II is better than model-I as over AWGN channel. Cr of

Table 11 Extracted secret image quality and the Cr metrics with SNRs variety

SNR Model-I with various Images over wireless wireless Rayleigh Fading channel

Test-pat/Medical1 Cameraman/Boy

MSE PSNR Cr MSE PSNR Cr

5 dB 16,500 5.02 0 16,400 6.04 0
15 dB 16,300 6.02 0.0021 16,350 6.04 0.00234
25 dB 16,200 6.06 0.0024 16,200 6.06 0.00241
37 dB 31.6 33.1 0.9977 31.6 33.1 0.9987
45 dB 31.6 33.1 0.9977 31.6 33.1 0.9989

Table 12 Samples of extracted images of Molel-II over fading channel

Model-II over wireless Rayleigh Fading communications channel

5dB 15dB 25dB 37dB

5dB 15dB 25dB 37.5dB
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Table 13 Extracted secret images with repect various metrics with SNRs variation

SNR Model-II with various Images

Copyright/Medical1 Cameraman/Boy

MSE PSNR Cr MSE PSNR Cr

5 dB 1700 17 0.69 3000 12 0.6282
15 dB 165 26 0.939 165 26 0.9969
25 dB 31.6 33.1 0.997 31 33.1 0.9948
35 dB 31.58 33.1 0.9987 31.6 33.1 0.9986
45 dB 31.6 33.1 0.9987 31.6 33.1 0.9997

Fig. 11 Various metrics vs. Eb/No over Rayleigh fading wireless channel for model-I and model-II, a- Cr using
boy image, a- Cr using medical image
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the extracted secret image in case of model-II increases with SNR increasing, while; for model-
I there is no successfully extracting process with channel SNR<35dB.

5.2.5 Threshold enhancing: FEC utilizing

As proposed in the previous experiments, FEC schemes can be used for decreasing the SNR
which required for assuring success secret image extracting. In this section, the various FEC
are employed for decreasing the SNR threshold over fading channel. The same scenarios
which are presented are implemented for the security models in this section. Tables 14 and 15
show the effects of error control employing for coding the transmitted packets.

Table 15 tabulates the extracted secret images quality and utilizing the power full error
control schemes for enhancing the extracted image and successfully extraction at the lower
SNR of the communications channel in the case of model-II. On the other hand, the proposed
model-II performs better than the model-I, it resists the distortion over the various communi-
cations channel. Therefore, the weak error control schemes are employed for this secured
model.

Fig. 12 Cr vs. Eb/No of model-I and model-II over AWGN and Rayleigh fading wireless channels using medical
image

Table 14 FEC utilizing for model-I with respect quality metrics (SNR = 35 dB)

Image for Testing Metrics

No FEC Hamming Code (15, 11)

PSNR Cr PSNR Cr

Model-I Test-pat/Medical 6.04 0.0040 31 0.932
Cameraman/Boy 6.06 0..0039 31.5 0.904

Model-II Test-pat/Medical 26 0.901 32 0.987
Cameraman/Boy 27 0959 32.5 0.987
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As shown in the previous Fig. 2 which describes the steps of multimedia processing for
achieving the high level of confidentiality over the wireless link, there are third level of
security can be merged within the proposed models through using the encryption tools for
randomizing the encoded packets after the encoding process. Also, the exchanging process
will enhance the confidentiality through using the Baker based randomizing tool with the
model-II, while the Logistic based packet randomizing can be used with the model-I. So, the
presented secured models provide three merged security level for securing the multimedia
signals over the noisy wireless communications channels.

6 OFDM system: various channel models

The suitability and applicability of the proposed secured model for enhancing the multimedia
confidentiality are tested on the OFDM system in this section. It is important in the designing
of wireless communications system decreasing the bad effects of the channel such as multi-
path. OFDM system has been designed to overcome problems of multi-path, it is high data rate
transmission technique, through sub-carriers transmit the data simultaneously, its orthogonal
achieves perfect data transmission over multi-path and noisy channel with decreasing inter-
ference and successful detection. The presented various security models have been tested and
evaluated using OFDM system over a different wireless communications channels models
[26].

Due to a wide using of OFDM system for achieving high data rate transmission in different
wireless networks such as Long Term Evolution (LTE) and Wireless Local Area Networks
(WLANs), it has been chosen for applying the various security models [13, 17, 25]. Different
models of wireless channels have been employed for testing the performance and behavior the
proposed secuirty models within the OFDM system, which are AWGN, Jakes model, Rayleigh
fading, and Stanford University Interim (SUI-3). All these wireless channel models are
considered for testing the applicability of the proposed security schemes on OFDM system.
Fig. 13 gives the proposed secured OFDM model using the various environment of data
transmission [11].

The previous experiments are repeated on ODM system with using various channel models,
AWGN and fading channels with another channel models. Figs. 14 and 15 give the images
samples of security models testing over AWGN and Fading channels for model-I and model-
II, respectively.

Table 15 Metrics of various images utilizing various error control techniques (SNR = 35dB)

Image for the Testing Metrics

Convolutional (2, 1, 3) code Convolutional (2, 1, 7) code

PSNR Cr PSNR Cr

Model-I Medical2 22.5 0.963 25.5 0.985
Boy 24.3 0.962 26.51 0.989
Lena 25 0.969 27.71 0.998
Cat 24.3 0.961 27.3 0.971
Fruit 24.9 0.975 27.9 0.992
Average Tp 0.15935 mSec 0.17325 msec.
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Cr metric (with OFDM system experiments) of original and extracted secret image with
channel SNR variation for AWGN and Fading has been given in Figs. 14, and 15, for model-I
and model-II, respectively. These results clear that the model-II resists channel noise and Cr
enhances with increasing SNR. On the other hand, model-I fails in successful secret image
extracting with channel conditions SNR<11 dB for AWGN and SNR<23 for Fading channel.
That means these security model need FEC schemes for decreasing the SNR threshold for
assuring successful secret image extracting, specially model-I.

The third wireless communication (SUI-3) channel model-Is presented in the following
experiments. This model has been utilized for evaluating and testing the presented secured
model on the OFDM system. SUI-3 channel model consists of 6 models of channel conditions,
they are AWGN, LOS fading, NLOS fading and variety of delay. Based on terrain nature,
there are3 categories {A, B and C}. Firstly, A category represents hilly, heavy-tree density and
path-loss, B category represents and simulates meduim path-loss, hilly and light-tree density. C
category simulates less density of tree and lower path-loss level. In this experiments, this
channel model considers various noise sources such as AWGN and fading channels (LOS/
NLOS considered). Results of this experiment have given.

The SUI-3 model (Category B) has been used for testing the performance and behavior the
security models [4]. In this experiments, this channel model considers various noise sources
such as AWGN and fading channels (LOS/NLOS considered). Results of this experiment have
given Fig. 16.
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Fig. 13 Block diagram of the proposed secured model contents for secured multimedia signal transmission over
OFDM
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As proved from the previous results, model-I needs high SNR for assuring successful
extracting of secret image due to the high sensitive of logistic-based encryption process. These
results have been confirmed in the experiments of OFDM-SUI-3 channel mode, in this
scenario; channel has worst conditions due to included fading effects in this wireless commu-
nications channel model. Therefore, model-I needs very high SNR to extract the secret image
high than the previous experiments of OFDM. To decreasing this channel model effects,
equalizing technique has been employed for overcoming multi-path fading effects. On the
other hand, model-II also, is affected from the worst conditions of this channel model as
cleared form the tabulated results in Table 16.

According to the results of OFDM experiments utilzing the presented security models over
various channel models, it is cleared that model-I can be considered an efficient tool for
achieving high image confidentiality if there is acceptable noise level channels, also equaliza-
tion is very necessary in the presence of fading. Table 16 tabulates the experiments results of
OFDM system with respect to various communications channels models and conditions.
Table 17 shows the results after employing the powerful error control schemes to improve
the performance of the whole systems plus decreasing the threshold of channel conditions
(SNR) which permits success extraction.

Extracted Image

Extracted Image

SNR=10 dB

Cr=0.0089

a) Model-I (OFDM-AWGN)

SNR=13 dB

Cr=0.9982

SNR=20 dB

Cr=0.0024

b) Model-I (OFDM-Fading)

SNR=30 dB

Cr=0.99872

Extracted Image
Extracted Image

Fig. 14 Received sample of extarcted images samples using Model-I with OFDM wireless communications a
AWGN chnnel, b Rayleigh fading
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6.1 Results analysis of OFDM system

In the following, Figs. 17 and 18 show the relation between the channel condition and the
extracting process.

The equalizing process is considered for enhancing the quality of the extracted
secret image. From the previous results, Table 16, the presented security models
achieve bad performance over the SUI-3 model and difficulty extracting secret image.
Therefore, the MMSE equalizer [4, 17, 25] is employed for improving the quality of
the extracted secret image. Figures 19 and 20 gives the comparison between the SUI-
3 without equalizing and with employing the equalizing process.

7 Text confidentiality enhancing scenario

In this section, the presented efficient secured models for multimedia signals confidentiality
are applied on the text files. Studying of the suitability and applicability various
proposed scenarios have been presented in this section, for the classified and high secret text
files. The various data transform techniques are utilized for choosing the suitable transform
tool, for example, DFT, DST, DWT and DCT transforms, these technique are tested in the
presented model [48].

Confidentiality of text can be essential issue; specially if this text contains high classified
information. Hence, this section presents high confidential tool for securing the transmitted

SNR=10 dB

Cr=0.944

a) Model-II (OFDM-Fading)

SNR=30 dB

Cr=0.9987

SNR=10 dB

Cr=0.9986

SNR=12 dB

Cr=0.9987

b) Model-I (OFDM-AWGN)

Fig. 15 Received samples of extarcted images samples using Model-II with OFDM wireless communications a -
Rayleigh fading channel, b AWGN channel
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Extracted ImageExtracted Image Extracted ImageExtracted Image

Extracted ImageExtracted Image Extracted Image

Fig. 16 Received samples of extracted image samples over OFDM using SUI-3 model at various channel
conditions, a Model-II results, b Model-I results

Table 16 Samples of Extracted images and its quality metrics with the presented security models in OFDM
system {different wireless communications model channels}

 

Proposed 

Secured 

Models 

with 

OFDM 

System 

AWGN & Fading channel with OFDM communications System 

0 dB 10 dB 11 dB 20 dB 30 dB 

Reactor Medical Reactor Medical Reactor Medical Reactor Medical Reactor Medical 

A
W

G
N

 

C
h

an
n

el 

Model 1 0.002 0.003 0.0089 0.0090 0.998 0.999 0.998 0.998 0.998 0.998 

Model 2 0.815 0.826 0.998 0.997 0.998 0.999 0.998 0.998 0.998 0.998 

 SNR 0 dB   0dB 10 dB 10dB 11dB 11dB 23 dB 23 dB 23 dB 23 dB 

F
ad

in
g

 

ch
an

n
el 

Model1 0.0005 0.0006 0.0021 0.0032 0.0024 0.0034 0.998 0.998 0.998 0.998 

Model2 0.325 0.425 0.944 0.954 0.9987 0.9987 0.998 0.9987 0.9987 0.998

7 

 SNR 0dB 0dB 10dB 10dB 20dB 20dB 30dB 30dB 40dB 40dB 

S
U

I-3
 

M
o

d
el 

Model1 -0.004 -0.001 0.005 0.005 0.0016 0.0016 0.003 0.003 0.006 0.006 

Model2 
0.23 0.325 0.34 0.35 0.49 0.49 0.54 0.54 0.68 0.68 

S
U

I-3
+

E
q

.  

M
o

d
el 

Model1 -0.004 0.006 -0.0035 -0.0035 0.0016 0.0016 0.9987 0.9987 0.998 0.998 

Model2 0.807 0.821 0.977 0.977 0.9987 0.9987 0.9987 0.9987 0.999 0.999 

 
Success Extracting Failed Extracting Equalizing Effects 

25735Multimedia Tools and Applications (2022) 81:25707–25744



Table 17 Error control techniques considerations and image quality metrics of OFDM experiments (SNR =
38 dB)

Image for the Testing Metrics

NFEC CC (2, 1, 7) RS (15, 11)
Cr Cr Cr

Reactor 0.006 0.995 0.993
Model-I Medical1 0.006 0.989 0.987

Boy 0.006 0.989 0.9891
Lena 0.006 0.9981 0.999
Cat 0.006 0.971 0.991
Fruit 0.006 0.992 0.994

Model-II Medical1 0.67 0.9991 0.9999
Boy 0.68 0.989 0.9976
Lena 0.65 0.998 0.9992
Cat 0.64 0.971 0.9995
Fruit 0.66 0.992 0.9991

Fig. 17 Cr vs. Eb/No of model-I & model-II over OFDM -AWGN and Rayleigh fading wireless channels using
Reactor image, a model-I {AWGN and Fading}, b Model-II {AWGN and Fading}
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text files. This proposed tool contains multi-level of security merging; data hiding DWT-
based encryption process, The presented model hides the secret text file within cover image to
produce composed image/stego. The stego image is encrypted by Baker-based encryption tool.
Figure 21 gives the overall processes of high sensitive/classified text files at the transmitter and
in the receiver sides, as embedding process and extarcting steps have been cleared in this
figure.

Text hiding Algorithm:-

& There is the secret text file and cover image for embedding the secret text.
& First step:-Using one of the data transforming techniques (DCT, DST, DFT and DWT),

DWT gives best performance, where the extracted text is very closed to the original more
than the other transforms.

Fig. 18 Cr vs. Eb/No of model-I & model-II over OFDM- various wireless channels using Reactor image, a
OFDM - AWGN channel, b Fading channel
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& The third step:- Choosing the lower weight data band (lower resolution partition) such as
utilizing the LL band of DWT transform.

– This step ensures the high similarity between cover and composed image, hence embed-
ded high sensitive/secret text won’t be observable or noticeable.

& The fourth step:- Converting the text file to binary format and using data hiding tool (LSB-
Steganography technique) for embedding this binary text file into the LL band cover.

& In the next step after hiding process, the processed LL band is processed by inversing the
DWT transform and merged with the rest bands “HL, LH and HH bands” for constructing
the stego-image, it involves the secret text.

Fig. 19 Cr vs. Eb/No of model-I & model-II over OFDM- SUI-3 channel mode with/without employing the
equalizing process using Reactor image, a SUI-3 model (No Equalizing), b SUI-3 model (with Equalizing)
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& The second level of securing process and text confidentiality enhancement is the encryp-
tion process of the stego-image using Logistic based encryption or Baker based encryption
techniques.

& The encrypted Stego-image is generated containing the secret text file.
& After the last process, the encrypted file can be transmitted or stored according to the

requirements. in the case of the need to this text file, the reverse process will be executed
on the encrypted stego file for retrieving the secret text to its original format as shown in
Fig. 21.

Decrypted 
Stego-Image

Image O/P 
Cover

Extracted Secret 
Message/Text Decryption 

Process of Enc 
Stego.

Encrypted 

Stego-Image 

Medium/ 

Storing

Stego-

Image
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Image 
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Image Coefficient  
with Various Bands

HLLL

HHLH
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Image I/P 
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DCT

DST

DWT

Data Hiding 
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SB-Stego. Tech

Secret Text/ 
Message

IDWT
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Embedding Process

Extracting Pro. 
Inverse 

LSB-Stego. Tech LL

Fig. 21 Secret message/text confidentiality enhancing model using combined security tools

Fig. 20 Comparison Cr vs. Eb/No of model-I & model-II over OFDM- SUI-3 channel mode with/without
employing the equalizing process using Reactor image
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7.1 TEXT confidentiality enhancing test

The proposed confidentiality enhancing model utilizes Cameraman image as a cover image,
while the text message is “(In The Name of Allah, Please Check Your Results Again, The
Radiation Level is Abnormal)”, as an example for testing the presented model. Figure 22
shows the original cover and composed/stego image after embedding process of secret text
message and its histogram.

Table 18 tabulates the Cr of extracted classified text and original files and other quality
metrics of extracted text file with the various data transform techniques.

From the experiments of text-based message, after the embedding process, appearance of
original cover is very close to composed image. So, the proposed model for text confidentiality
has high imperceptibility {Cr=1}. From the metrics values of the text confidentially model, the
presented model can be powerful secuirty model for high sensitive and classified text files.

8 Comparative study

Our proposed secured model as mentioned in the introduction section, there are two security
techniques are combined using the data hiding and encryption tools based on the various maps.
In the proposed model, the chaotic maps are utilized twice, it is performed on the whole stego-
signal after the embedding process. The second utilization of 2-D chaotic maps is executed on
the packets after the encoding process for providing the packet-by-packet securing.

Hence, the robustness of the proposed multimedia security system against any type of
attacks such as, adversary and eavesdropping attacks is enhanced. Also, the packet-by-packet
securing process improves the error performance of the whole wireless multimedia

Table 18 Evaluation the presented secret text confidentiality enhancing with respect to the different data
transform

Data Transforms Image Quality Metrics of Model-I with various Image over wireless AWGN Channel

Cameraman/Test message

MSE PSNR Cr

DFT 165 26 0.8235
DST 38.08 31.1 0.9972
DCT 37.1 33.3 0.9983
DWT 36.92 62.48 0.9999

Cover Image Stego Image
Histogram of Stego ImageHistogram of Stego ImageHistogram of Cover Image

Fig. 22 The Original cover image and composed/stego image
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transmission system, where, this process makes randomizing the bits in the packets that leads
to spreading the adjust errors and raising the capability of FEC schemes.

PSNR of extracted data was 53 dB in [3], while in our proposed model the PSNR of the
extracted text message is 62 dB. That clears the superior performance of the proposed model-
In our research work compared to the pervious related work. Also, the computer simulation
experiments prove the suitability and applicability of the different presented models for various
multimedia signals format, text, image, and audio.

The variety in the proposed model can be employed for different scenarios of multimedia
transmission according to the communications channel conditions. The variety in the security
levels on the whole image level and on the packets level. This advantage of the proposed
models can be used for improving the security and confidentiality of the multimedia signals.

9 Conclusions

In this research paper, combined of multi-levels security models are presented by merging the
data hiding and cryptographic techniques for immune and enhancing the multimedia signals
transmission and confidentiality over the various wireless communications channels. The
standalone FEC techniques and randomized FEChave been utilized for improving perfor-
mance of whole system and enhancing the extracted multimedia signals, text or image. The
computer experiments covered behavior evaluation of the presented security models over
various wireless channels models. The results of these experiments prove the robustness and
applicability of the proposed models. Over the OFDM system, the model SUI-3 requires
powerful error control schemes to ensure success extracting of secret message with accepted
and sufficient quality. The timing analysis is considered, Model-I consumes more processing
time more than the Model-II. Also, powerful error control schemes takes more time in the
processing such as RS(15, 11) and convolutional code (1, 2, 7). Therefore, these codes is not
recommended only in the bad conditions channels such as the SUI-3 model and jakes model.
Finally, the presented security models enhance the confidentiality of images also, it suitable for
providing confidential text message. Various data transform are utilized, DWT gives best
results. The proposed secured models are suitable for various multimedia signals, such as
secret - sensitive images and text files, where these models achieve high level of confidentiality
over the various wireless communications channels and OFDM systems with the different
communications channel models.
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