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Abstract

With the increase in point of care services, communication of digital patient records
through open network has multi-folded. This digital data is used to obtain the remote
medical assistance from the smart healthcare centres. Protecting this data during transmis-
sion is a very big challenge. One of the most important medical data is electrocardiogram
(ECG) signal which detects the cardiovascular diseases and any alteration in the signal
may affect the diagnosis. In this work, an ECG watermarking based on redundant discrete
wavelet transform (RDWT) and singular value decomposition (SVD) is developed. First,
the ECG signal is converted into 2-D matrix using pan-tompkins algorithm. Then, we use
the hybrid of RDWT and SVD to conceal the patient data and logo image into the 2-D
ECG image. We also use hybrid of optimization scheme to improve the robustness of the
watermark. Preliminary experimental results indicate the optimal invisibility and robust-
ness result is more effective up to 97.89% than the traditional schemes respectively, which
makes it suitable for ownership authentication of ECG signal.

Keywords Watermarking - ECG signal - Optimization - Subsampling - RDWT - SVD

1 Introduction

With the advancement in digital communication, it has facilitated the transfer of a large
amount of data through the public network in real-time [20]. By applying these emerg-
ing technologies, smart healthcare organizations can provide remote medical services to
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patients [7]. POC services can be beneficial for the remote collection of patient data such
as biomedical signals, blood pressure, body temperature, etc. by deploying edge level sen-
sors [1]. At the time of transmission over the open network, different security issues also
arise, including preserving data’s integrity and privacy along with the source authentica-
tion [5]. To date, a variety of guidelines and standards is used to protect patient’s privacy
while sharing data for diagnosis or research purposes [5, 9, 21]. Despite several benefits,
health data may be redistributed by unauthorized person, which leads to strong security
issue. Further, the importance of health data security has increased even more during
COVID-19 pandemic [3, 10, 27].

While sending the ECG signal, some information about the patient and the hospital logo
can be added as watermarks to resolve any conflict regarding the source in the future. Nota-
bly, as the ECG signal is very important for the proper diagnosis, so the watermark should
be added in such a way that the degradation of the cover signal will be minimum [29].
Watermarking technique is widely used for bio medical data authentication purposes for
its robust nature. In watermarking, the secret digital data is efficiently concealed within the
cover to resolve the ownership conflict at any point [6]. Robustness and invisibility are the
mutually exclusive properties of any general watermarking system [2]. These requirements
need to be balanced to offer high performance. Recently, the concept of watermarking and
optimization [4, 16] methods are used together to provide balanced tradeoff among invis-
ibility and robustness efficiently. Optimizations schemes are mainly used to offer optimal
gain/embedding value for embedding the secret data into cover [16].

Inspired by these current works, in this article an optimization-based ECG watermark-
ing in RDWT-SVD domain is developed, which are mainly provide balanced tradeoff
among invisibility and robustness through optimal embedding/gain value. The contribution
of this paper can be summarized from the following aspects:

e An optimization-based ECG watermarking in RDWT-SVD domain is developed,
where main criteria in digital image watermarking are simultaneously improved i.e.,
quality and robustness. Due to shift invariance nature, RDWT is superior to DWT [7].
Non-fixed orthogonal bases and unidirectional non-symmetrical decomposition proper-
ties of SVD make it one of the efficient and popular methods for watermarking [5, 11].

e Simultaneously embedding of patient details and hospital logo into ECG signal to solve
any ownership conflict and offers high robustness with increased embedding capacity
[30].

e Fusion of PSO and firefly optimization (pFIR) concept [8] is used offer the balanced
trade-off among invisibility and robustness efficiently.

e Preliminary experimental results indicate the optimal invisibility and robustness result
is more effective than the traditional schemes.

The rest of the paper is arranged in the following way: The related work is detailed in
Section 2. Section 3 presents the detail of proposed work. In Section 4, some detail result

analysis of the proposed method is carried out. Finally, Section 5 summarizes the work and
gives an outlook for future plans.

2 Literature review

Some of the related research works are discussed in this section.
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In [29], Sanivarapu et al. proposed a robust watermarking to securely embed patient data
within ECG signal. The method used DWT to decompose the cover signal into frequency
domain and embed encoded mark into the signal. Compared with the schemes developed
by Edward Jero et al. [16], Jero and Ramu [19] and Mathivanan et al. [22], its invisibility
is higher. In [16], authors proposed DWT-SVD based secure data hiding technique where
embedding and recovery of secret data within cover signal is done using quantization.
The performance is improved by utilizing optimization scheme to calculate the value of
gain value, which maintains a balance between robustness and visual quality. However,
the robustness analysis of this method for different attacks is missing. In [13], Dey et al.
described a blind and secure watermarking method to hide data within ECG signal. In this
technique, a fusion of RDWT, spread spectrum and quantization method is used to pro-
vide source authentication and self-recovery at receiver side. The results show the method
is highly invisible and secure with low cost. However, different encoding techniques can
also be used to further increase the security. Authors of [18] proposed a blind and secure
watermarking using curvelet transform to provide security to patient’s private data. The
cover ECG image is decomposed using fast discrete curvelet transform technique. Further,
Euclidean distance is used get clusters from the curvelet coefficient points. The patient data
is embedded as binary image into these cluster coefficients. The scheme provides more
invisibility and robustness when compared with the existing techniques [15, 19, 28].

In [12], authors proposed a quantization based blind watermarking for ECG signal.
Here different transform domain techniques are applied on the ECG signal and quantiza-
tion-based embedding is used to hide the patient’s confidential data. The performance con-
cluded that quantization scheme in DWT and DCT domain gives better result in term of
imperceptibility and is useful for medical applications. Bio-medical signals based water-
marking which provides data and owner authenticity along with data tracking in [17]. The
watermarks are encoded using attribute-based encryption technique which ensures better
security. Author used linear-correlation based detection method for robustly encoding the
medical data. Another robust watermarking technique is implemented by Dey et al. [14] for
authentication of ECG signals. The authors embed hospital logo within the second level
DWT coefficients of cover signal using pseudo random sequence and three embedding fac-
tors. The values of embedding factors are optimized using cuckoo search optimization to
ensure high robustness with minimum distortion. However, the embedding capacity of this
technique can further be improved.

Tseng et al. [32] proposed wavelet based watermarking method to ensure secure trans-
mission and authentication of ECG signals. In this approach, the mark is concealed in
lower frequency DWT coefficients to provide better robustness. Also, wavelet-based com-
pressed is applied on the watermarked signal to reduce the transmission overhead. In [23],
Nambakhsh et al. developed a dual watermarking method to control mismatching of diag-
nosis report. The authors considered patient data and ECG signal as the watermarks. Multi
resolution wavelet decomposition is used to securely embed both the watermarks into PET
image. The secure embedding locations for embedding and extraction of marks is com-
puted by applying texture feature extraction algorithm on the host image. The proposed
method shows high resistance against various attacks.

Although the proposed watermarking solutions in ECG signals have major advantages,
some of the major issues need to be addressed. Most of the discussed techniques are hid-
ing only single watermark, which limits the security and authentication process. This also
limits the embedding capacity. Also, an optimized balance between robustness, embedding
capacity and visual quality need to be maintained. Further, most of the proposed water-
marking techniques need extended robustness analysis.
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3 Proposed method

In this section, the overview of our proposed method (see Fig. 1) is presented in detail.
We describe the conversion of 1D signal to 2D signal through pan-Tompkins algorithm in
Section 3.1. Then, our embedding and extraction design is presented in Section 3.2. Sec-
tion 3.3 presents the determination of optimal embedding factor by using the pFIR. Spe-
cific steps of all these phases are provided in Algorithm 1 to Algorithm 3, respectively,
while notations used in the algorithms are summarized in Table 1.

3.1 Conversion of 1D signal to 2D signal

In the pre-processing phase, the QRS region of the ECG signal is extracted and used as
2D carrier image. Since, maximum energy of an ECG signal is concentrated in the QRS
region, embedding in this region offers better robustness against different attacks [31].
In the proposed work, pan-tompkins algorithm is implemented to convert ECG signal,
‘Ecg_1D’ into 2D carrier image, ‘Ecg_2D’ [25]. In this process, the powerline interference
and high frequency noise is eliminated by passing the input ECG signal through low pass
and high pass filters, respectively. Further, the P and T waves are supressed to obtain the
QRS region. The complexes are enhanced by applying square and smoothening operations
and adaptive threshold method is used to calculate the R wave. Finally, we resize the result-
ing matrix in desired size. The detailed process of this process is given in Algorithm 1
[29]. Figure 2 shows the original ECG signal and the 2D image of ECG signal containing
the QRS region.
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Fig. 1 Proposed framework for embedding in ECG signal based on RDWT, SVD and pFIR optimization
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original ECG signal ECG signal after noise cancellation
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Fig.2 a Original 1D ECG signal, b signal containing only QRS-region of the original signal

Algorithm 1 pan_tompkin.
Input: ECG_1D, fq
Output: ECG_2D
begin
1. N=3;
N _ (12><2);
fq
3 [x,y] < butter(N, W, low"); // Elimination of powerline interference
4, ecgow « filtfilt(x,y, ECG_1D);
5 ecg — ngIOW
’ low max(abs(ecgow))
6. W« —(5;2) ;
7. [x,y] « butter(N, W, 'high") // Elimination of any high frequency noise.
8. ecghign < filtfilt(x, y, ecgiow);
0 eco, - €Cghigh .
’ 8high max(abs(ecghigh)) !
5-1
10. « i
(faxz)
11. X<—interpl(1:5, [120-2—-1].x (%) ><fq,1:c:5);
12. €C8der < filtfilt(x, 1, ecghigh); // a derivative filter is used to supress the presence of P and T wave
and gets the QRS region.
- ecdger
> €C8der max(ecgger)’
14. €C8sq < €C8der-X 2; // derived signal is squared to convert all the points as positive
15. €C8final < CONV (ecgsq. %ﬁ;ﬁ—fm) ; // moving window operation to get slope of R wave
16. ECG_2D « reshape(ecgsinal, [128,128])
return ECG_2D

3.2 Embedding and extraction of multiple marks

Initially, pan-Tompkins algorithm [23] is implemented to covert carrier ECG sig-
nal, ‘Ecg_ID’, into 2D image, ‘Ecg_2D’ using Algorithm 1. Further, sub-sampling is
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applied on ‘Ecg_2D’ to generate sub-sampled blocks, ‘FI°, ‘F2’, ‘F3’ and ‘F4’. The
sub-sampled block with highest entropy value, ‘F_max’, is transformed by second level
RDWT and singular matrices, ‘S_H2’ and ‘S_V2’, of the resultant middle frequency
sub-bands, ‘H2’ and V2’ are computed. Similar series of RDWT and SVD is applied on
the mark images, ‘Wateriml’ and ‘Waterim2’. Finally, the singular value of both water-
marks, ‘W_S1’ and ‘W_S2’ are embedded into ‘S_A’ and ‘S_V’, using optimized embed-
ding factor, ‘opt_a’. Lastly, inverse SVD- inverse RDWT are applied to generate the
final marked image, ‘Wat_sig’. The stepwise procedure of embedding and recovery of
dual marks is given in Algorithm 2. Figure 3 illustrates the middle frequency sub-bands
of cover signal before and after embedding of the watermarks. It is observed that there
is no significant visual change in the sub-bands before and after embedding procedure.
During extraction process, the received signal is reshaped into 2D marked image. Fur-
ther, reverse of embedding algorithm is applied on marked image to get the watermark
images.

Horizontal sub-band
(Before embedding)

Horizontal sub-band
(After embedding)
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Fig. 3 Horizontal and vertical sub-bands of cover signal before and after embedding watermark
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Algorithm 2 RDWT-SVD based ECG Signal Watermarking.

2.1 Embedding Process

2.2 Extraction Process

1
2
3
4
5.
6.
7
8.
9

20.
21
22
23.
24.
25.
26.

28.
29.

3L
32.
33.

35.
36.

Input: Ecg_1D, Wateriml, Waterim2, opt_a
Output: Wat_sig

begin
Ecg 2D « pan_tompkin (Ecg_1D);
for i=1: (size (Ecg_2D)/2) do
for j=1:(size (Ecg_2D)/2) do
Fl[ij] —Ecg 2D (2xi—1,2xj—1);
F2[ij] < Ecg 2D (2 xi—1,2 X j);
F3[ij] < Ecg 2D (2% i,2 X j —1);
F4[ij] < Ecg 2D (2 X i,2 X j);
end for
end for
for i=1:4 do
E[i] «—entropy [Fi];
end for
F_max«— maximum (E[i]);
[Al,H1, V1, D1] < RDWT(F_max);
[A2,H2, V2, D2] < RDWT(Al);
[U_H2,S_H2,V_H2] —SVD(H2);
[U_V2,S V2,V_V2] «SVD(V2);
[WA1, WH1, WV1, WD1] < RDWT
(Waterim1);
[WA2, WH2, WV2, WD2]
—RDWT(Waterim2);
[W_UI, W_S1, W_VI1] « SVD(WH1);
[W_U2,W_S2, W_V2] < SVD(WV2),
Watermark S1 < S_H2 +opt_a x W_SI;
Watermark S2 «— S V2 +opt a x W_S2;
Wat_H2 « U_H2 x Watermark_S1 x V_ H2;
Wat_V2 «— U_V2 x Watermark S2 xV_ V2
New_imgl < IRDWT (A2, Wat_H2, Wat_V2,
D2);
New img2« IRDWT (New imgl, HI, V1,
D1);
for i=1: (size (Ecg_2D)/2) do
for j=1: (size (Ecg_2D)/2) do
Wat_img (2 xi—1,2 % j—1) « F1(i,j);
Wat_img (2 X i — 1,2 X j) « F2(i,j);
Wat_img (2 X i,2 X j — 1) « F3(i,j);
Wat_img (2 X i,2 X j) « New_img2(i,j);
end for
end for
Wat_sig « reshape (Wat_img);
return Wat_sig

Input: Rec_1D, opt_a
Output: ext_Watl, ext_ Wat2

1
2
3
4
S.
6
7
8.
9

11.

begin
Rec_2D « reshape (Rec_1D);
for i=1: (size (Rec_2D)/2) do
for j=1:(size (Ecg_2D)/2) do
R1[i,j]«Rec 2D 2xi—1,2%j—1);
R2[i,j]«—Rec 2D (2 X i—1,2 X j);
R3[i,j] —Rec 2D (2 x i,2 X j —1);
R4[i,j] < Rec 2D (2 X i,2 X j);
end for
end for
for i=1:4 do
RE[i] «—entropy [Ri];
end for
R_max« maximum (RE[i]);
[RAL, RHI, RVI, RD1] « RDWT(R_max);
[RA2, RH2, RV2, RD2] « RDWT(RA1);
[RU_H, RS_H, RV_H] «SVD(RH2);
[RU_V,RS_V,RV_V] «—SVD(RV2),
ext WS1 «— (RS_H-S_H2)/opt a;
ext WS2 «— (RS V-S V2)/opt a;
ext WHI « W_Ul xext WS1 xW_V1;
ext. WH2 «— W_U2 x ext_ WS1 x W_V2;
ext_Watl — IRDWT (WAL, ext WHI, WV1,
WDI);
ext_Wat2 «— IRDWT (WA2, ext WH2, WV2,
WD2);

return ext Watl, ext Wat2

3.3 Determination of optimal embedding factor

Robustness and imperceptibility are two main requirements of watermarking technique.
Due to their inverse relation, an optimal balance between these requirements needs to be
maintained [6]. In the proposed work, embedding and extraction schemes use optimal
scaling factor, ‘opt_a’ which is calculated using Fusion of PSO and firefly optimiza-
tion (pFIR). It offers optimal balance between invisibility and robustness. As shown in
Fig. 4, the concept of pFIR is used to calculate the embedding factor. The stepwise
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=

v

Input parameters for both the algorithms are initialized
[swarm_size=5, iter=10,c1=0.5,c2=0.5]
v

The position and velocity of the swarm particles are initialized
randomly (in a range 0.05 to 0.3)

v

The fitness function, local best (pbest) and global best (gbest)
values are calculated.

hecking for any improvement in
fitness value for the last iteration

A4
Firefly algorithm is applied Particle swarm algorithm is
further applied further

L |
Y v

The position and velocity range limitations are checked

No

Maximum iteration limit is reached

We get the final fithess score and global best position as our final
output

¥

)

Fig.4 Flow diagram of pFIR algorithm [8]

procedure for deamination of scaling factor is provided Algorithm 3. The fitness func-
tion of our proposed method is calculated as,

n
Fitness Function = (Pf%) + (; NC> €))]
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Here peak signal-to-noise ratio (PSNR) and normalized correlation coefficient (NC) are
the performance parameters and ‘n’ is the count of considered attacks.

Algorithm 3 Optimal_scaling_factor_pFIR.

Input: iter, swarm_size, w, c1, ¢2, Xi, Vi
Output: opt_a

begin
1 Initialize iter, swarm_size, w, c1, ¢2, Xi and Vi;
2 for t=1: size (iter) do
3. for i=1: size(swarm_size) do
4 fitness = (%) + QL NC);
5 end for
6 F_val(t,1) =fitness;
7. Pbest = fitness;
8 Epest = Minimum([F_val(t,1)];
9. if fitness(particle} ) < ghes, do
10 Xi(t+1) = X(0) + Boe "I (X (0) — ghel) + o x &5
1 Vit + 1) = Xi(t+ 1) — X temps
12 end if
13 else do
14 Ve(t+1) = wVe(t) +cyry (pbestt(t) =X (t) ) + €12 (8pest (V) — X (D);
15. Xi(t+ 1) = X;(t) + Vi(t+ 1);
16 end else
17 end for
18 Opt_0 <= Zpest;

return opt_o

4 Results and analysis

In our experiments, two watermark images including patient’s information [26] and
NIT Patna logo [24], each of size 64 X 64, are embedded into the 2D-ECG signal of size
128 x 128 [26]. To verify the proposed method, different parameters including PSNR, Per-
centage residual difference (PRD), Kullback Leibler (KL) distance and NC are considered
[5, 15]. PSNR measures the imperceptibility of the watermarks and PRD shows the per-
centage of relative squared difference between of original and marked ECG signal [15].
Further, KL divergence measures the difference between the probability density functions
of cover and marked ECG signals [15]. NC score is associated with the robustness of the
proposed technique which measures the similarity between the original and extracted mark
images [5]. It is observed that the scaling factor range from 0.05 to 0.3 gives best result.
Figure 5a—d illustrates the original and marked ECG signal, and both watermarks as per-
sonal patient data and logo image. It is noticed that there is no significant dissimilarity
noticed between the two signals with naked eyes. Also, the ECG signals used for the exper-
imental evaluation of the proposed work are illustrated in Fig. 6.

The imperceptibility, robustness and feasibility of the proposed approach are evaluated
by considering different experiments. Table 2 summarizes the versatility of the proposed
method by considering different ECG signal samples (Fig. 6). The highest value of PSNR
obtained is 67.8542 dB implying a good amount of imperceptibility. The NC values for
both the watermarks are approaching one which shows the strong robustness. Also, the
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Fig.5 a The original ECG signal. b The watermarked ECG signal. ¢ The private information about the
patient as first watermark. d nitp logo as second watermark

best value of PRD and KL distance are 0.291% and 0.0025. These small values of PRD
and KL distance imply that the proposed method achieves good amount of imperceptibil-
ity and shows negligible distortion of the cover signal. Further, the effect on performance
parameters for using different sizes of ECG signals is illustrated in Table 3 and Fig. 7. It
is observed that in most of the cases we are getting the best results for the size 128 x 128.
Different signal processing attacks are considered to check the robustness of the pro-
posed method and the result is shown in Table 4. NC values of acceptable range, i.e.,
NC>0.7, are obtained for most of the attacks except for Gaussian noise and Salt and pep-
per noise with noise density 0.1. It is observed that our method is robust against the con-
sidered attacks. Table 5 represents the comparative analysis of the proposed method with
some existing methods. Better results in terms of robustness and imperceptibility are expe-
rienced when our technique is compared with the existing state-of-the-art methods [15, 19,
22, 23]. Overall, the objective assessment confirms the promising results, while offered

superiority to other competing schemes.

5 Conclusion

This paper presented a RDWT-SVD domain robust ECG watermarking scheme based on
optimization, providing both data confidentiality and copyright protection. We first per-
form pan-tompkins algorithm to convert 1D-ECG signal into 2-D matrix. Then, hybrid of
RDWT and SVD is used to invisibly embed the patient data and logo image into cover
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Table 2 Performance evaluation on different ECG signals

ECGsignal PSNR (indB) PRD (%) KL distance NCI (Watermark 1)  NC2 (Watermark 2)

100 m 65.6154 0.291 0.0025 0.9906 0.9791
101 m 66.2203 0.3257 0.0051 0.9905 0.9777
102 m 65.1217 0.3241 0.0358 0.9903 0.9773
103 m 66.4028 0.2951 0.1485 0.9906 0.9776
104 m 64.9982 0.4006 0.0784 0.9904 0.9782
105 m 65.9936 0.4142 0.0196 0.9907 0.9775
106 m 67.8542 0.2821 0.0386 0.9907 0.9793

Table 3 Performance evaluation on different sizes of ECG signal

ECG sample Size PSN (indB) PRD (%) KL distance NCI1 (Watermark  NC2 (Watermark 2)
D

100 m 64x64  65.5551 0.2899  0.0312 0.9877 0.9872
128%x128 65.6154 0.291 0.0025 0.9906 0.9791
256x256 63.2132 04183  0.8115 0.9858 0.9611

101 m 64x64  65.672 0.3395  0.0102 0.9872 0.9883
128x128 66.2203 0.3257  0.0051 0.9905 0.9777
256256 63.1851 0.5894  0.233 0.9857 0.9584

102 m 64x64 64.701 0.3091  0.0282 0.9876 0.9874
128%x128 65.1217 0.3241  0.0358 0.9903 0.9773
256%x256 63.3339 0.5581  0.2773 0.9851 0.9555

103 m 64x64  66.5777 0.2681  0.0264 0.9878 0.986
128%x 128 66.4028 0.2951  0.1485 0.9906 0.9776
256x256 63.7447 04212 0.6812 0.986 0.9574

signal. We also used pFIR scheme to offer good balance between invisibility and robust-
ness. Extensive experimental analysis of the proposed work is further provided. The pro-
posed method provides better scores of PSNR, PRD and KL distance when compared
with similar existing methods and incur high visual quality with the best improvement of
97.89%. However, the robustness against Gaussian and salt and pepper noise with high
density can further be improved. In future, we can use the concept of machine learning and
deep learning to retrieve the watermarks from signal more efficiently.
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Table 4 Robustness analysis against various signal processing attacks

Attack Noise density NCI1 (Watermark 1) NC2 (Watermark 2)
Gaussian noise 0.001 0.9841 0.9354
0.01 0.6627 0.5841
0.1 0.3828 0.4302
Salt and pepper noise 0.001 0.9577 0.7514
0.01 0.6691 0.4583
0.1 0.4075 0.424
Speckle noise 0.001 0.9908 0.977
0.01 0.9982 0.9692
0.1 0.9726 0.8849
Rotation 1° 0.9922 0.4156
Crop [20 20 107 110] 0.9785 0.7099
Median filter [1] 0.9905 0.9760
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Table 5 Performance comparison between the proposed work and existing methods

Method PSNR (indB) PRD (%) KL distance NCI (Watermark 1) NC2 (Watermark 2)
Jero et al. [19] 38.06 2.45 0.119 - -

Mathivanan et al. [22] 57.43 0.246 - - -

Jero et al. [15] 43.44 1.32 0.1448 - -

Nambakhsh et al. [23] 48.33 - - - -

Proposed method 65.6154 0.291 0.0025 0.9906 0.9791
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