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Abstract
Big data-based credit reference system gradually attracts wide attention due to its ad-vantages in remedying the shortages of
traditional credit reference and dealing with new challenges arising from financial credit management. Nevertheless, this new
method is also adapted through different studies and experiments to be problematic with island of credit information and
information security. Some researchers begin exploring the possibility of applying blockchain technology to the individual credit
reference field. The business links in the individual credit reference can be innovated through the blockchain mechanism so that
credit data from different industries get collected through peering points, secure communication and anonymous protection on the
basis of such techniques as distributed storage, point-to-point transmission, consensus mechanism and encryption algorithm. In
this way, it is feasible to solve island of information and enhance the protection of user information security. A promising future
can be expected about the big data-based credit reference, but there are also many problems with blockchain-based credit
reference in China.
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1 Introduction

The operation of modern financial system can never be sepa-
rated from the credit support. Big data-based credit reference
system gradually attracts wide attention due to its advantages
in remedying the shortages of traditional credit reference and
dealing with new challenges arising from financial credit man-
agement. Nevertheless, this new method is also adapted
through different studies and experiments to be problematic
with island of credit information and information security.
Some researchers begin exploring the possibility of applying
blockchain technology to the individual credit reference field.
Though the combination of blockchain technology with big
data-based credit reference remains as a frontier research in
credit reference study, it still catches wide attention and turns
out to be thought-provoking after G20 High-level Principles
for Digital Financial Inclusion was proposed by China during

2016 G20 Summit in Hangzhou. The business links in the
individual credit reference can be innovated through the
blockchain mechanism so that credit data from different in-
dustries get collected through peering points, secure commu-
nication and anonymous protection on the basis of such tech-
niques as distributed storage, point-to-point transmission, con-
sensus mechanism and encryption algorithm. In this way, it is
feasible to solve island of information and enhance the pro-
tection of user information security. A promising future can be
expected about the big data-based credit reference, but there
are also many problems with blockchain-based credit refer-
ence in China. Future research is required to find correspond-
ing solutions and verify their feasibility.

For example, China’s first big data-based credit reference
system is a personal credit score system, literally named as
Sesame Credit Score, which refers to internationally accepted
credit scoring standards, such as the US FICO credit scoring
system, based on the user’s various consumption and behav-
ioral data on the internet combined with traditional financial
credit information. By using cloud computing and machine
learning techniques, through the various model algorithms, it
can obtain a comprehensive score of personal credit status,
ranging from 300 to 950 which are divided into five levels
of poor, medium, good, excellent, perfect. The higher the
score is, the better the credit of the user gets, so as to evaluate
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the personal credit. Based on the operating mode and charac-
teristics of the Sesame Credit Score, the data collection dimen-
sion is incomplete and the score is difficult to reflect the per-
sonal real credit status, there are hidden problems about online
personal information and privacy protection, the objection
handling and relief face great difficulties.

In order to discuss the related issues in this paper, Section 2
will introduce the challenges of big data-based credit service
industry in China. Section 3 presents combination of big data-
based credit reference with blockchain technology in China.
Section 4 discuss problems and solutions of blockchain-based
credit reference in China. Finally, the conclusion is presented
in Section 5.

2 Challenges of big data-based credit service
industry in China

So far the big data-based credit reference is only part of the
Chinese credit investigation system, and it is still unable to
replace the traditional credit investigation system. For the
complete evaluation of the credit status of a specific person,
it is still necessary to combine the traditional credit report with
big data, the credit report can then be completed. Therefore,
the importance of big data-based credit reference cannot be
overemphasized and then ignore the importance of traditional
credit reporting methods.

2.1 Big data-based credit service industry in China

Big data-based credit reference means the employment of
such new technical means as big data [1], deep algorithms
(incl. Cloud computing) [2], mobile terminal, and artificial
intelligence to re-design a credit rating model, both structural
and non-structural data to analyze the credit information of
enterprises and individuals [3], portrait of credit subjects from
different dimensions to present their default rate and credit
conditions so as to form credit evaluation of higher reference
value. Therefore, the credit reference system built on the basis
of big data can improve the comprehensiveness, real-time ca-
pability and crediting efficiency, as a beneficial supplementa-
tion to the traditional credit reference system [4].

What is more, compared with the traditional credit investi-
gation system, big data-based credit reference has its own
characteristics as follows [4].

(1) Comprehensive sources of the credit investigation data:
The information source of big data credit investigation
includes not only personal internet financial data but also
non-financial internet behavior data of the information
subject, such as online shopping, browsing, searching,
socializing, travel, online games, online education and

other behavioral data can become the contents of infor-
mation collection.

(2) Complicated types of the credit investigation data: The
information handled by big data credit investigation sys-
tem, in addition to the structured data that can be handled
by traditional credit investigation data systems, also in-
clude unstructured data such as hypertext, images,
sounds, pictures, geographical location information, be-
havioral data, social relations, etc.

(3) Concealed data acquisition and processing: Compared
with the standard process of collecting, sorting, process-
ing and even forming credit products of traditional credit
investigation, big data credit investigation has complete-
ly different information collection channels and model
design among different agencies, which is extremely
strange to most of the public and has a relatively low
degree of transparency.

(4) Multiplicate application of the credit investigation data:
The application of big data credit investigation products,
such as credit rating, can be applied not only to the fi-
nancial credit field targeted by traditional credit investi-
gation business, but also to marriage, dating, accommo-
dation, recruitment, visa, job hunting, renting cars and
houses, hotels and tourism and other scenes of life, which
gets closer to our daily life.

As the big data-based credit reference is to collect, arrange,
save, process and release the information about credit subjects in
essence, it is still within the credit reference business scope de-
fined in Credit reference Management Regulations of China. In
June of 2014, the State Council of China released Social Credit
System Construction Layout Plan (2014–2020) to schedule the
work related to social credit system construction and suggested
preliminary creation of a credit reference system covering the
whole society with credit information resources sharing as the
basis by 2020. By the end of 2014, over 50 credit reference
enterprises have completed filing procedures; and in the early
2015, 8 agencies are authorized to deal with individual credit
reference business, including ZHIMA Credit Management Co.,
Ltd., Tecent Credit Co., Ltd., Qianhai Credit Center Co., Ltd.,
Pengyuan Credit Service Co., Ltd., China Chengxin Credit Co.,
Ltd., Koala Credit Service Co., Ltd., INTELLI Credit and
Sinoway Credit Co., Ltd. The State Council of China printed
and distributed Executive Summary for Promoting Big Data
Development in July of 2015 and the General Office of the
State Council issued Opinions about Using Big Data to
Strengthen the Market Subject Services and Supervision in
September of the same year. It is clear that the state is encourag-
ing the application and development of big data in the credit
service industry from the policies, and it is an inevitable trend
for the big data to be blendedwith traditional credit reference. On
the other hand, the development of big data-based credit refer-
ence still faces following outstanding challenges (Fig. 1).
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2.2 Information use lacks transverse connectivity

There is not any information sharing mechanism among big
data-based credit service agencies [5, 6]. What is more, the
credit information between financial industry and non-
financial industries are scattered around different agencies
[7] so that a number of problems arises, such as difficult data
integration and islands of information [8]. Such behaviors as
multi-source loan application, excessive loan and deceived
loan are never uncommon, damaging the healthy development
of internet and financial markets. The possible causes include:
firstly, the ownership of data in our country is not defined yet,
and all the agencies involved view such data as their own core
assets and are unwilling to share the data or providing
distorted data, which result in the islands of information; sec-
ondly, out of consideration about privacy protection, all the
agencies prefer securing the information under control to shar-
ing them with others; thirdly, besides the mechanical and in-
stitutional reasons, data can not be securely shared among
different agencies and industries due to the technical architec-
ture of traditional credit service industry so that the problem
about islands of information is not solved in the traditional
credit reference work.

2.3 Information security lacks effective protection

During the information collection process, big data-based
credit service agencies frequently infringe the privacy right,
consent right and other rights and interests of the information

subjects because of the asymmetrical information. Hereby the
phenomena are explained as follows:

In the first place, information collection against the big data
background features elusiveness and block box processing [9,
10]. It is specified in Article 2 and 14 of Credit service indus-
try Management Regulations, personal information acquisi-
tion is limited to credit-related information, and the scopes
of personal information that can and can’t be collected by
the credit service agencies are defined. However, the informa-
tion subjects can never know whether the collected personal
sensitive data contains any information forbidden to be col-
lected by relevant laws and regulations and whether the col-
lected information is true and accurate. Besides, in accordance
with Article 3, 13 and 25 of Credit service industry
Management Regulations, the information subjects are enti-
tled to enjoy consent right in credit business as well as the
rights of dissent, correction and privacy derived from this
basis. In view of the industrial status quo in China, most of
the big data-based credit service agencies can hardly provide a
complete list of information collecting. With overwhelming
information collecting behaviors, the information subjects
can’t execute the consent right endowed by laws, and their
privacy that should have been protected is collected and uti-
lized without any cover. Privacy protection has become a dif-
ficult part for the big data-based credit reference [11]. What is
worse, there is a dark web or “deepweb” [12, 13] that contains
a diversified, concealed and complicated gray industrial chain
of privacy transaction. It becomes a place beyond the super-
vision as well as a place with frequent infringement of
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information subjects’ privacy right, consent right and other
rights and interests.

Secondly, even if the users give consent, it is hardly to
acknowledge the scope of collection, intended use, and the
time and place of copying and transmission under present
“package authorization” mode [14], and the consent right
can’t fulfill the designed purpose.

Thirdly, the credit report resulting from analysis by big
data-based credit service agencies is in nature a kind of per-
sonal information, and its output and use should be based on
the consent from information subjects. It is specified that
“when credit service agency or information supplier or user
obtain the permission from information subject through con-
tractual terms and conditions, prompt that can attract the at-
tention of information subject shall be offered in the contract
in combination with explicit explanation” in Article 19 of
Credit Service Industry Management Regulations, and “infor-
mation user shall use the personal information for the pro-
poses agreed with the information subject instead of using it
for any other purpose, or provide the information for a third
party without gaining the permission from the information
subject” in Article 20. However, in China, some big data-
based credit service agencies extend the credit evaluation re-
sults to all sorts of social living scenes such as credit query for
tourism, social contact, car renting, and visa without gaining
the prior consent of information subjects. In the meantime, in
case of any inconsistency between credit products and real
credit status, linking of credit evaluation result to other social
services will cause the information subjects to lose the oppor-
tunity of receiving equal related social services. This is obvi-
ously more harmful for the rights and interests of information
subjects.

3 Combination of big Data-based Credit
reference with blockchain technology
in China

Blockchain is a kind of decentralized sharing transaction da-
tabase that makes use of encrypted chain-type block structure
and distributed nodal consensus algorithm to execute data

verification, storage and updating. Featuring decentralized,
open, anonymous, falsification-proof, and traceable [15, 16],
it is usually divided into following three types [17–20]. (1)
Public chain: all the nodes can freely join and retreat the
website and read and write the data on the chain; during the
operation, flat topologic structure is used to achieve intercon-
nectivity, and there is not any centralized service terminal
node in the network. (2) Alliance chain: all the nodes have
corresponding entities that can join and retreat from the net-
work only after being authorized; all the agencies or organi-
zations form a interest-based alliance and maintain the healthy
operation of the blockchain together. (3) Exclusive chain: the
write-in right of all the nodes is placed under internal control
while the reading right is made public on a selective basis. The
exclusive chain still has the general structure of multi-node
operation in blockchain, and it is suitable to the internal data
management and auditing of specific agencies.

Now there are mainly two modes through which the
blockchain technology is applied to the big data-based credit
service industry in China.

3.1 Employment of blockchain in Chinese credit
service industry

3.1.1 Data exchange platform mode

In the data exchange platform mode (Fig. 2), all the partici-
pants independently maintain the original databases and sub-
mit only some limited abstract information to third party data
exchange platform for safekeeping through the blockchain
technology. The inquirer can send inquiry application to the
original data supplier through the platform so that a sea of
external data is available for inquiry and the core business data
are protected from being disclosed. Since 2016, many domes-
tic blockchain companies and credit investigating enterprises
have established their own data exchange platforms. For in-
stance, GXB data exchange is a decentralized data transaction
platform based on blockchain technology [21], which creates
an alliance data-based blockchain and adopts Delegated Proof
of Stake (DPoS) as the consensus mechanism [22]. The con-
sensus in blockchain means the consistency reached in a
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certain block among all the nodes in the open and distributed
network, which serves as the core of the blockchain. The
consensus mechanismmainly studies the distribution of book-
keeping right upon generation of a block and verification after
the block generation. GXB data exchange’s representative
clients include a number of industrial enterprises that have
data exchange demand in such industries as internet, finance,
government agencies, banking, insurance and securities. On
the other hand, it takes the financial performance data pro-
duced by such clients as the major assets in data transaction
in order to solve the data sharing and exchange problem
among different industries.

3.1.2 Common construction and sharing data platform mode

As for the common construction and sharing data platform
mode (Fig. 3), the generation, recording and inquiry of credit
are completely dependent on blockchain technology [18]. It
creates decentralized credit inquiry, credit performance, and
default records, and offers such data for all the credit reference
users and consumption financial partners that use client credit
records. In this platform mode, once such data and informa-
tion as personal credit performance and default records are
generated and distributed to all the nodes of network, every
credit behavior will become personal assets with definite own-
ership. The members can use and share the open and transpar-
ent user credit data that are protected from being falsified or
denied. This is a relatively radical mode in the application of
blockchain technology to credit, and it can even be used to
reconstruct the existing credit evaluation mode used in credit
service industry. Chinese Cloud Prism credit system has de-
voted itself to the blockchain-based credit reference business
of this mode since 2014 [23]. In this system, the personal
assets, transaction behaviors, credit use records, and
performing and default data are encrypted to produce perma-
nent, irreversible and unchangeable records that are broadcast
to all the nodes of the members in order form effective and
undeniable personal credit certification. Instead of demanding
any credit endorsement from a third party, the partners and

users can directly utilize the real credit data in the blockchain
to carry out all the credit payment transactions.

3.1.3 Analysis of two modes in terms of advantages
and disadvantages

Though having a low construction cost, the data exchange
platform mode has many demerits. More specifically, this
mode focuses more on the combination of existing technolo-
gies with data in credit service industry, so it is easier in op-
eration, low in cost, and more possible in achieving a success.
Nevertheless, it still fails to solve following problems
perplexing the present credit service industry, though it does
use the blockchain technology: (1) difficulty in data acquisi-
tion: as data are still collected by all the participants in the
existing ways, no new credit data can be produced on the data
exchange platform and credit data collection still remains dif-
ficult; (2) authenticity of data: this mode uses blockchain tech-
nology only in the information retrieval part but follows tra-
ditional techniques and contents in database part, so it is hard
to avoid the intentional mixing of wrong information among
peers and the authenticity of the original data can hardly be
secured; and (3) data monopoly: in the present credit reference
biology in China, the credit information and data become the
assets of data acquisition agencies once being produced and
are later occupied by a few e-merchants or social media
websites, resulting in monopoly of personal credit data.

The common sharing and construction data platform mode
is hard in construction but advantageous in many aspects. It
demands the construction of a new credit reference ecology
based on blockchain technology, which means besides the in-
put of the credit service industry, other fields (such as owner-
ship confirmation, transaction process, and registration proce-
dures) should also adopt the blockchain. This makes the mode
hard to be constructed. However, since blockchain technology
gets radially applied to the generation, recording and inquiry of
credit in this mode, following credit application problems can
be solved:(1) Difficult data acquisition: the blockchain is
employed as soon as a transaction begins, so all the credit
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behaviors can be recorded promptly, completely and truly. The
data platform under this mode can not only store the credit
information but also create such information so as to render
the data acquisition easier; (2)Information monopoly: with
credit information being recorded through blockchain technol-
ogy, personal credit information can be ascertained as personal
assets instead of accessories of any large e-commerce platform
or credit reference company. This mode not only recognizes the
value of personal assets but also effectively avoids the informa-
tion monopoly in the credit reference field.

3.2 Benefits of blockchain to Chinese credit service
industry

The combination of big data-based credit reference system
with “blockchain technology” is helpful in solving such issues
as islands of information and credit security (Fig. 4).

3.2.1 Promote transverse connectivity of information

The distributed storage of blockchain offers a physical foun-
dation of information sharing [24] which is exactly an effec-
tive means for solving the islands of information, alleviating
the asymmetry of information, and reducing the credit risks in
the financial system. The distributed storage can be flexible as
per the contents of specific protocols. It is possible to achieve
complete decentralization with public chain, partial centrali-
zation with alliance chain, or complete centralization with
exclusive chain.

We analyze first the data exchange platform with “alliance
chain”. Some academicians believe it is impossible to avoid
data abuse in the completely decentralized information shar-
ing system, thus only the credit reference and sharing mecha-
nism built on the basis of the incompletely decentralized

“alliance chain” technology can implement the information
sharing functions of credit reference system within a more
secure scope [11]. In this mode, following arrangements
should be made for the blockchain-based credit reference in-
formation sharing mechanism: (1) market admission rules
should be drafted for the blockchain-based credit reference
system so that only those qualified agencies are allowed to
get an access to the system and use and share the information
therein; (2) after being stored by credit service agencies to a
numbered blockchain, the personal credit information will be
spread to all the nodes across the network, verified by most of
the nodes including borrowers, and finally submitted to the
blockchain-based credit reference system for sharing; (3) all
the participants are responsible for maintaining their original
databases and submitting only a little abstract information to
the data exchange platform for safekeeping. In this way, the
inquirer can send inquiry application to the original data sup-
pliers through the data exchange platform; (4) to prevent the
information from losing the authenticity during registration,
the information subjects should be endowed with the right of
dissent about the information. When the information is con-
firmed as authentic, a new block will be generated by the
blockchain-based credit reference system to store the authen-
tic information and the previous block is abandoned as
indicated.

Then, it sets to analyze the common construction and shar-
ing data platform of “public chain” mode. In this mode, the
information ownership belongs to individuals [12] so that the
common construction and sharing of data can better break the
“islands of credit information” pattern. To put it in detail, the
platform can help the users to establish their ownership on their
own information and generate their own credit assets. As a node
of the network, the credit service agencies store and share the
stored credit states of users through encryption. Since the
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platform employs public & private key, the information sub-
jects can be well protected in term of information and all the
involved parties are situated in a fair and transparent environ-
ment in exchange the data in a fair and real-time way without
worrying about disclosure of the data. All the information is
sealed within the block with a time stamp, which can avoid the
counterfeiting of data. Such kind of platform architecture can
connect the enterprises with public sections so as to carry out
user data authorization, solve the issue about islands of infor-
mation, and achieve common sharing, communication, con-
struction and use of information resources.

3.2.2 Maintain the information use safety

The combined use of “blockchain technology” with “encryp-
tion algorithm” in the big data-based credit reference system
may be able to alleviate the conflict between information shar-
ing and information protection [9]. When financial market is
concerned, information sharing can help to relieve the problem
of information asymmetry, but it also damages the personal
information protection. It demands a lot of consideration and
weighing of solving the information asymmetry and maintain-
ing information subjects’ rights and interests in the financial
market [11]. Because of the role it plays, the credit service
industry undertakes dual responsibilities of information sharing
and protection. Its development gets inevitably restricted by this
inborn contradiction. The combination of “blockchain technol-
ogy” and “encryption algorithm” can solve this conflict en-
countered by the big data-based credit service industry.

(1) The “asymmetrical encryption function” of the blockchain
is helpful in protecting the confidentiality of information and
data, whereas its “distributed function” can assure their com-
pleteness. In the first place, after personal information is
input into the blockchain-based credit reference system,
the data exchange among nodes of blockchain can’t be
completed in plain text but should be encrypted through
such algorithms as homomorphic encryption [25] and
zero-knowledge proof [26–28]. The zero-knowledge proof
means the certifier can make the verifier believe in the ac-
curacy of one judgment without submitting to the latter any
useful information. When being applied to the blockchain
system, it makes use of anonymous address to achieve the
purpose of protecting transaction privacy. To put it in detail,
in a secret transaction, the sender, receiver and transfer
amount are all hidden in the generated zero-knowledge
proof, and the nodes in the blockchain can verify the authen-
ticity of the transaction with the previously generated zero-
knowledge proof verification key. In this way, an effective
secret transaction can be completed on the premise that the
true sender has the real assets. Since the secret transaction
contains no key information such as sender, receiver, trans-
fer amount, the attacker can by no means obtain more

information by tracing the transaction. The user privacy
can be thus effectively protected. In this way, personal in-
formation will be deeply encrypted and protected with the
asymmetrical encryption algorithm. Then, the blockchain
information network can hardly be attacked. Moreover, the
blockchain exists in the whole network in a distributed way,
which means every complete node in the platform is in-
volved in the systemmaintenance and the information com-
pleteness won’t be affected by an attack of single node by
computer virus or any artificial mis-operation.

(2) The data exchange platform of alliance chain mode can
offer relatively comprehensive protection for the target
information, because the data suppliers can strictly assess
the sensitivity and security level of the data, and thus
decide whether the data should be sent into the
blockchain-based credit reference system, whether the
data should be desensitized, or whether strict access con-
trol measures should be adopted for the data. Therefore,
in the alliance chain-based credit reference system, not
all the data are broadcast to the whole network, and not
all of them are open and transparent. Except for the
parties involved in data sharing and transaction, no other
third party can obtain the data.

(3) The common construction and sharing data platform of
public chain appears to be relatively weak in information
security protection. The transaction data are made visible to
the whole network and traceable by the general public,
when such data are maliciously explored or utilized, the
legal information rights and interests of individual or agen-
cies will be harmed. It is, thus, proper to take following
measures to avoid the possible risks [17]: firstly, individual
users can’t direct use the blockchain-based credit reference
system of public chain but carry out transaction in the
blockchain through certified agencies in order to ensure
no personalmaterial is made public; secondly, the transmis-
sion of transaction data is limited to be between the nodes
involved in related transaction instead of being broadcast to
thewhole network; thirdly, access control is exerted on user
data, and only visitors provided with private key are
allowed to decipher and visit the data; and fourthly, such
privacy-protecting algorithms as zero-knowledge proof are
adopted to evade disclosure of any privacy.

4 Problems and solutions of blockchain-based
credit reference in China

4.1 Blockchain can’t satisfy the right to be forgotten
of user

The blockchain technology has the feature of permanent re-
cording, which contradicts with the “right to be forgotten” in
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information protection in existing Chinese legislation system.
To put it more specifically, in accordance with Article 16 in
Credit reference Management Regulations of China, “the
credit service agencies can keep the adverse personal informa-
tion for 5 years since the end of the bad behavior or event;
after that, such information shall be deleted”. This rule also
applied to the blockchain-based credit reference system, so the
personal credit records saved in the blockchain should be kept
for only 5 years, and the adverse credit information that has
been kept for over 5 years should be deleted. However, built
on the basis of cryptographic algorithm, the blockchain struc-
ture is composed of one after another connected link, in which
no data can be deleted. One of its features is the inalterable
time data chain. Even if the data at one node are deleted, other
nodes will refuse to agree the deletion as a legal operation
within the system. In other words, the credit reference system
constructed with blockchain as the core technology is a net-
work of data that can permanently record all the input infor-
mation. This poses a great challenge to the execution of users’
“right to be forgotten”. As a result, it still needs more research
and practice to prove how to ensure prompt deletion of users’
adverse credit information in the blockchain system.

4.2 Backward regulatory laws and means against the
technological progress

The present credit reference regulation system in China is
mainly arranged with traditional credit service industry, de-
manding further improvement in both legislation and means.
First of all, the present credit reference regulatory system re-
mains weak and ineffective in spite of the existing hierarchic
institutional system. It appears to be a little disadvantageous in
guaranteeing and promoting the development of credit service
industry. The causes maybe as follows: the regulation on cred-
it service industry are limited to administrative regulations and
departmental rules instead of legislation in nature. For in-
stance, the Credit referenceManagement Regulations released
by State Council, Interim Procedures for Individual Credit
Information Database Management, Regulations on Credit
service agencies, Guidance for Administration of Credit ser-
vice agencies, and Management Methods for Filing of
Corporate Credit service agencies drafted by People’s Bank
of China are all administrative regulations and departmental
rules.

Secondly, the actual regulatory demand can hardly be sat-
isfied due to the backward strategies and technical manage-
ment means of traditional credit reference regulation, insuffi-
cient legal basis for regulation and punishment of credit ser-
vice agencies, limited regulatory means and influence. By
comparison, the anonymity and decentralization of blockchain
form certain challenge to the traditional regulatory mode and
makes the latter even more difficult to adapt to the regulation
demand against the new situation [29].

4.3 Damage on users’ rights and interests caused by
missing of private key

Once the private key of user to blockchain-based credit refer-
ence system is lost, forgotten or disclosed, the user won’t be
able to get an access to the information stored in the block and
the information ownership will be thus affected. More con-
cretely speaking, the blockchain technology stores informa-
tion anonymously through asymmetric encryption algorithm.
A public key and a private key are used to encrypt the infor-
mation so that the encrypted information can only be readwith
public key in combination with private key [30]. The public
key is generated through private key: the contents encrypted
by public key can also be deciphered with private key and vice
versa. Since the private key is generated and kept by the user,
once the private key gets lost, the user won’t be able to operate
on the encrypted information in any way. Let’s take the
blockchain-based credit reference system as an example, once
the user loses the private key, he/she will have no right to
authorize the credit service agencies to user his/her informa-
tion. Even if he/she re-joins the blockchain, the credit service
agencies still can’t trace his/her previous credit data. This does
affect the credit assets of the user and cause some loss of
interest.

4.4 National information security protection criteria
fall behind the technological progress

The blockchain-based credit reference architecture of public
chain can’t meet the information safety protection evaluation
criteria for domestic credit reference information system. (1)
More specifically, in accordance with Article 21 and 31 in
Network Security Law of the country, the state enforces hier-
archical network safety protection system. It is specified that
“the state executes classification network security protection
system. The network operator shall perform following securi-
ty protection obligations to protect the network from being
interfered, destructed or approached through an illegal way
and prevent the network data from being disclosed, stolen or
falsified” in Article 21 of Network Security Law of the
People’s Republic of China. In accordance with the Article
31, “the state exerts key protection on such important indus-
tries and fields as public communication and information ser-
vice, energy, traffic, water conservancy, finance, public ser-
vice and e-government as well as other key information infra-
structures that may cause material damage to state safety, na-
tional economy and people’s livelihood and public interests
once being destructed, inactivated or attacked for data inter-
ception on the basis of the classified security protection sys-
tem. The scope and methods of key information infrastruc-
tures shall be determined by the State Council”. (2) In accor-
dance with Article 30 of Credit Service Agencies
Management Methods, “the credit service agencies shall

54 Mobile Netw Appl (2022) 27:47–57



assess the safety of the credit information system according to
national classified information security protection criteria. The
information systems of level 2 security protection shall be
assessed once every two years while those of level 3 or above
shall be assessed every year”. To be specific, it is specified in
Article 30 of Credit service agencies Management
Regulations, the credit service agencies should assess the se-
curity of credit information system by referring to “National
Classified Information Security Protection Criteria” as up-
dated in GB/T 22239–2008 Information Security
Technology–Baseline for Classified Protection of
Information System Security [31]. (3) As the public chain
system allows several nodes to lose effect or retreat from it
in essence, and even indulges the existence of malicious
nodes. This is believed by some to be possible to cause severe
consequence to the blockchain-based credit reference system.

Therefore, the technical architecture of public chain can’t
satisfy national standards. In other words, it fails to comply
with the national classified protection of information security
in terms of physical access control, cyber security guarantee,
service performance, and system operation reliability [8].

4.5 Possible solutions to above problems

4.5.1 The alliance chain credit investigation framework
protects the right to be forgotten of bad credit information

The credit reference system combined with blockchain tech-
nology [32–36], especially the adoption of alliance chain ar-
chitecture, still can be adopted to implement the right to be
forgotten of bad credit information, because the tamper-
proofing feature of blockchain does not mean that the infor-
mation cannot be modified. For example, for public chain,
each node can be freely read or written by any block in the
block chain, and each node is in a competitive relationship.
Therefore, as long as more than half of the total number of
nodes can bemastered, a new consensus can be generated on a
specific block. This allows you to change the information
stored on the block, but this approach is expensive and gen-
erally hard to achieve. For another example, for the alliance
chain, only users authorized by the alliance can read and write
information on the nodes, and they usually sign contracts with
the alliance institutions, which can not only prevent improper
behavior of users, but also enable the alliance to form a new
consensus for any block in the blockchain. In other words, the
contract requires all users to modify the information stored in
a specific block if they comply with the law. Based on this
arrangement, the right to be forgotten of the bad credit infor-
mation can be guaranteed.

Regarding the application of blockchain in big data credit
investigation system, although China has issued a number of
laws and regulations such as the Cyber Security Law,
Amendment to Criminal Law (IX), there is still a lack of

legislation on the protection of financial consumers’ privacy
rights and the application of blockchain technology. In the
context of blockchain technology combined with big data
credit investigation system, this paper proposes that the legis-
lation in the future shall focus on the definition of the legal
concept of information, the connotation of rights and the own-
ership of rights, and the right balance between the reasonable
flow of information sharing and confidentiality.

4.5.2 New rules and means of blockchain credit investigation
regulation

In view of the supervision of blockchain credit investigation
system in China, the existing supervision legal system is weak
and the means are insufficient, which cannot meet the needs of
the supervision of blockchain credit investigation system. This
paper proposes the following suggestions:

(1) Supervision pattern: sandbox pattern of the UK and
Singapore can be used for reference [37–39]. On the
premise of protecting the rights and interests of financial
consumers, blockchain credit investigation enterprises
are encouraged to make aggressive operations on inno-
vative products, services, business models and other
mechanisms, so as to avoid financial security risks
caused by relevant innovations and adverse effects on
consumers’ interests.

(2) Regulatory legal system: The sandbox pattern of super-
vision can be adopted to construct a legal supervision
system at the legal level, and its contents should be based
on the principle of encouraging innovation and focusing
on risks. Accordingly, we can guide the blockchain cred-
it investigation business to proceed in an orderly manner,
and guide the big data credit investigation institutions to
improve the business operation process and internal con-
trol system. Until such legislation is enacted, financial
regulators have the option to adopt the following ap-
proaches: (i) use the right of interpretation of regulations
to make the blockchain technology as applicable to
existing laws and regulations as possible; (ii) suspend
the application of existing laws and regulations hindering
the development of blockchain technology; (iii) in the
case of complete unavailability, the blockchain credit
investigation agency shall not be restricted if there is no
doubt that the behavior of the blockchain credit investi-
gation agency doesn’t infringe the rights and interests of
financial consumers.

(3) Supervisory measure: The regulation of the new form of
blockchain credit investigation should not limit the cre-
ativity of the market, but also prevent the risks before
they occur. For example: (i) integrate the supervisory
department into the blockchain credit investigation sys-
tem, make it a node in the block chain, and obtain the
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permission of reading and writing blocks to obtain the
supervision authority. (ii) By issuing temporary license
system, the start-up and small blockchain credit investi-
gation enterprises can enjoy a lower threshold for entre-
preneurship, so as to encourage the application and ex-
ploration of blockchain technology in the credit investi-
gation field. (iii) The blockchain credit investigation in-
stitutions are required to introduce the principle of
“Privacy by Design”. Based on the principle of least
collection of data, privacy protection should be consid-
ered in the system and program design, and privacy im-
pact assessment should be carried out to protect the pri-
vacy rights and interests of financial consumers.

4.5.3 Enhance the safety of private key

To enhance the safety of private key, following measures may
be taken [17]: the communication data among different nodes
in the blockchain may be encrypted, and the private key to the
encrypted data stored at a node of blockchain should be well
preserved instead of saved explicitly on the same node; in case
of missing or disclosure of the private key, the system should
be able to identify the records related to this private key, such
as account control, communication encryption, and stored da-
ta encryption, and implement response measures to inactivate
the original private key. In addition, the private key should be
managed with strict life cycle instead of being effective for-
ever. According to the life cycle management, the private key
should be changed at fixed interval.

4.5.4 Adopt alliance chain credit investigation to meet
the standard of Chinese information security protection

It’s the best choice for the blockchain credit investigation
agencies to adopt the alliance chain architecture at present,
because this technical architecture not only conforms to the
national information security protection standards, but also is
more suitable for credit investigation agencies to promote
business activities. When applying for the establishment of a
personal credit agency in accordance with the regulations of
Guide for the Service of Approval Items of Credit
Investigation Agencies Engaged in Personal Credit
Investigation Business issued by People’s Bank of China in
2019 [40], personal credit information system conforms to the
standard of national information security protection level II or
above, and as mentioned above, the public chain credit inves-
tigation framework cannot meet the above standards. From the
perspective of technical architecture, credit investigation
agencies adopting the structure of alliance chain or private
chain can meet China’s information security protection stan-
dards, because their technical architectures are more reliable in

controlling node access, blockchain system security, service
performance, system operation and other aspects, and can ex-
clude the existence of invalid nodes and malicious nodes.
However, the proprietary chain architecture is not conducive
to promote business activities by credit investigation agencies,
because the proprietary chain is still a blockchain multi-node
operation structure. However, each node does not have block
write permission, and all kinds of credit information can only
be recorded inside the credit investigation agency, which hin-
ders the timely update of credit information. In addition, each
node doesn’t necessarily have read permission, only when
there is a need to open it by the credit agency, so it is not
conducive to the customer of the credit agency to inquire the
required credit information. Therefore, it’s the most suitable
choice for the blockchain credit institution to adopt the alli-
ance chain architecture at present.

5 Conclusion

The traceability of blockchain enables all related steps from
data collection to transaction, circulation, computation and
analysis to be kept in the blockchain and the data quality to
become unprecedently trustable. The correctness of data anal-
ysis outcome and data mining effect are also better guaran-
teed. Now the blockchain technology has been applied to the
big data-based credit service industry of China, including the
data exchange platform mode and common construction and
sharing data platform mode, in order to achieve data sharing
and conquer the problem about islands of information. But
when it comes to the practical employment and development,
there are still many challenges in front of blockchain-based
credit service industry in China. Active endeavors are needed
in terms of technology and legislation in order to meet the
future market demand.
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