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Abstract
This article addresses the question of how ‘Country of Origin Information’ (COI) 
reports—that is, research developed and used to support decision-making in the 
asylum process—can be published in an ethical manner. The article focuses on the 
risk that published COI reports could be misused and thereby harm the subjects 
of the reports and/or those involved in their development. It supports a situational 
approach to assessing data ethics when publishing COI reports, whereby COI ser-
vice providers must weigh up the benefits and harms of publication based, inter alia, 
on the foreseeability and probability of harm due to potential misuse of the research, 
the public good nature of the research, and the need to balance the rights and duties 
of the various actors in the asylum process, including asylum seekers themselves. 
Although this article focuses on the specific question of ‘how to publish COI reports 
in an ethical manner’, it also intends to promote further research on data ethics in the 
asylum process, particularly in relation to refugees, where more foundational issues 
should be considered.

Keywords Asylum · Country of Origin Information (COI) · Data ethics · Dual use 
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1 Introduction

‘Country of Origin Information’ (COI) is an umbrella term describing the diverse 
body of information used to support decision-making in the asylum process. COI 
is used both by governmental agencies to assess asylum claims, as well as by asy-
lum seekers and their legal advisers, inter alia to substantiate the claimant’s risk 
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of persecution in their country of origin (or transit), and the credibility of their 
testimony.

The sources of COI vary. They include generic information (for example, news 
bulletins and maps) as well as reports specifically produced and compiled for use 
in asylum proceedings (hereinafter, ‘COI reports’).1 COI reports can be thematic, 
country-specific, or case-specific (produced on request for specific claimants). They 
are developed by a variety of organizations, but primarily by non-profit organiza-
tions (for example, the charity Asylos)2; national government agencies (for example, 
the UK Home Office)3; and regional and international governmental agencies (for 
example, the European Asylum Support Office (EASO)4 and UN High Commis-
sioner for Refugees (UNHCR)) (hereinafter, ‘COI service providers’).5

As such, COI reports typically provide detailed information on conditions in 
countries from which asylum seekers originate (or through which they transit)—
based on fieldwork and/or desk research (Van der Kist et al. 2019)—in order to sub-
stantiate claims for asylum in host countries on the basis of, inter alia, refugee and 
human rights grounds.6 Notably, for the purposes of seeking asylum as a refugee, 
it must be demonstrated that the claimant is unable or unwilling to return to their 
country of origin due to a ‘well-founded fear of being persecuted for reasons of race, 
religion, nationality, membership of a particular social group or political opinion’.7

As things stand, however, there are evident procedural weaknesses in the devel-
opment and use of COI for asylum decision-making. In particular, there is a lack 
of consistently applied standards for developing COI, especially with respect to the 
accuracy, relevance and reliability of information, and transparency of sources, as 
well as for the relative evidentiary value to be given to different COI sources by 
decision-makers in asylum proceedings.8 Amongst other things, this lack of consist-
ency enables claimants and national border agencies to ‘cherry pick’ different COI 
to suit their case, with claimants seeking to substantiate the risk of persecution or 

1 For the sake of simplicity, we refer to COI ‘reports’, however in practice these can take the form (inter 
alia) of reports, fact sheets, responses to specific queries and documentation packages (see ACCORD 
(2013) p 17).
2 See https ://asylo s.eu/about -asylo s/.
3 See https ://www.gov.uk/gover nment /colle ction s/count ry-polic y-and-infor matio n-notes .
4 See https ://coi.easo.europ a.eu/.
5 See http://www.unhcr .org/uk/count ry-repor ts.html.
6 See ACCORD (2013) p 12 et seq. Inter alia, the UNHCR (2011) has underscored in its guidance the 
importance for decision-makers to have knowledge about conditions in an applicant’s country of origin in 
order to assess asylum claims (para 42). Within the EU, the EU Asylum Procedures Directive 2005 stipu-
lates that border authorities must examine ‘precise and up-to-date information…obtained from various 
sources’ (Art 8(2)(b) Council Directive 2005/85/EC).
7 Article 1(A)(2), UN 1951 Convention Relating to the Status of Refugees http://www.unhcr .org/3b66c 
2aa10 .html. This Convention is grounded in Article 14 of the Universal Declaration of Human Rights 
1948, recognizing the right of persons to ‘seek and to enjoy in other countries asylum from persecution’ 
http://www.un.org/en/udhrb ook/pdf/udhr_bookl et_en_web.pdf.
8 See IAS (2009). For a critical assessment of the use of COI by the UK Home Office, see UK Independ-
ent Chief Inspector of Borders and Agencies (2017). Examples of COI standards and methodologies that 
have been promulgated include: ACCORD (2013); UNHCR (2004); EU (2008); and EASO (2012).

https://asylos.eu/about-asylos/
https://www.gov.uk/government/collections/country-policy-and-information-notes
https://coi.easo.europa.eu/
http://www.unhcr.org/uk/country-reports.html
http://www.unhcr.org/3b66c2aa10.html
http://www.unhcr.org/3b66c2aa10.html
http://www.un.org/en/udhrbook/pdf/udhr_booklet_en_web.pdf
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human rights violation in their country of origin, and border agencies often seeking 
to downplay the gravity of the threat.9

A further weakness, in the current system, is that asylum seekers and their legal 
advisers usually have more limited access to COI than host country authorities. This 
asymmetry of information aggravates the existing power imbalance between asylum 
seekers and host country governments, putting them at a disadvantage in presenting 
and substantiating their claims, and undermining the fairness of the asylum proce-
dure, in particular the principle of ‘equality of arms as regards access to informa-
tion’.10 Ultimately, lack of access to information to substantiate a claim impedes the 
fundamental rights of individuals to seek and enjoy asylum from persecution, as 
enshrined in the Universal Declaration of Human Rights.11

One way to mitigate this problem is for COI reports to be more widely dissemi-
nated, including through wider publication. Whilst some COI reports are already 
made publicly available (such as those produced by dedicated public COI units), 
many COI reports—especially case-specific ones produced by non-profits—remain 
unpublished, and stay within the organizations that develop them. Wider sharing of 
COI reports could also help to reduce ‘survey fatigue’ of asylum-seeking groups due 
to repetitious assessment of the risks they face, and could furthermore reduce data 
security risks by significantly reducing the amount of data that needs to be collected 
and stored in relation to those groups (Hayes 2017). However, the publication of 
these reports also raises various ethical and legal concerns that must be addressed.

The rest of this article examines only the principal ethical concerns relating to 
the publication of COI reports by COI service providers and proposes a way for 
addressing them. The legal implications pertain primarily to restrictions on the pro-
cessing of personal (sensitive) data—in the EU, pursuant to the EU General Data 
Protection Regulation (GDPR).12 However, note that, in practice, many COI service 
providers are unwilling to risk publishing COI reports that disclose personally iden-
tifiable information (even on the basis of consent of the data subjects, as permitted 
under the GDPR), on the grounds that this could expose the subjects of the report 
to further persecution.13 As such, our assumption in this article is that personal data 
would generally be anonymised or pseudonymised before publication of the report 
(by removing any identifiers from which natural persons can be identified, either 
directly or indirectly), in which case the obligations under the GDPR, which only 

9 See for example the ‘Eritrea Controversy’ (the 2014 decision of the Danish authorities to suspend refu-
gee status determination for Eritrean asylum seekers, and subsequent volte-face, was based on a polit-
icized COI report produced by the Danish Immigration Service as part of a strategic effort to pursue 
restrictive asylum policies) (van der Kist et al. 2019).
10 See Art 16(1) of the EU Asylum Procedures Directive 2005 (n 6), and ACCORD (2013), Principle 
2.2.2 (p 37).
11 See n 7 and Asylos and Haagsma, J. (2017).
12 Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of per-
sonal data and on the free movement of such data, and repealing Directive 95/46/EC.
13 See further ACCORD (2013), Principle 2.2.4 (p 38).
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apply to the processing of personal data, would cease to apply (in case of anonymi-
sation) or apply only to a limited extent (in case of pseudonymisation).14

2  How to Address Ethical Concerns when Publishing COI Reports

2.1  Dual‑Use Risk

One of the principal ethical concerns relating to the publication of COI reports is 
that the information contained in the reports could be misused. This could involve: 
misuse by (other) asylum claimants to support false claims (for example, by falsely 
co-opting a narrative of persecution described in a COI report); misuse by govern-
mental or non-governmental actors in the claimant’s country of origin to further per-
secute individuals or groups who are the subjects of the reports; and/or misuse by 
prospective host countries to deny meritorious claims—for example, by selecting 
only the negative portions of a report and using them out of context. Although the 
anonymisation of personal data mitigates these misuse risks to some extent, it is 
insufficient to eliminate the risks fully, e.g. in the case of co-option of an anonymised 
narrative, or because of proxy and secondary information that may enable re-identi-
fication of data subjects.15

From an ethical perspective, the starting point in evaluating and managing the 
risk of misuse is the principle of harm prevention. There are two key considerations 
in implementing this principle: the foreseeability and probability of potential harm 
due to misuse, and whether such harm outweighs the reasonably foreseeable and 
probable benefits flowing from the widening of access to COI reports. On the one 
hand, categorically prohibiting the publication of all COI reports due to the possibil-
ity of misuse would curtail the potential beneficial uses of these reports—notably, 
helping to redress the asymmetry of information and power between asylum seekers 
and host country authorities. It would also contradict the ethos and expectations of 
openness and collaboration that underpin scientific and social-scientific research (as 
discussed further below), as well as the rights and duties of COI service providers to 
publish their research.16 On the other hand, to commit categorically to the publica-
tion of COI reports in all cases may enable the occurrence of preventable harms due, 
inter alia, to misuse of the reports.

This dilemma calls for a more situational approach that balances, on a case-by-
case basis, and in accordance with the principle of proportionality, the benefits and 

14 See n 12, Recital 26, and Article 4(1) (defining ‘personal data’ as ‘any information relating to an iden-
tified or identifiable natural person’).
15 See further UNHCR (2018) at paragraph 2.4.2 (discussing the risk of re-identification when sharing 
aggregate data).
16 See European Commission (2005), European Charter for Researchers, which recognizes ‘research 
freedom’ as the first general principle https ://eurax ess.ec.europ a.eu/sites /defau lt/files /am509 774ce e_en_
e4.pdf, p 11.

https://euraxess.ec.europa.eu/sites/default/files/am509774cee_en_e4.pdf
https://euraxess.ec.europa.eu/sites/default/files/am509774cee_en_e4.pdf
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harms of publication.17 This approach is in line with that generally taken by aca-
demic institutions when assessing the publication of dual-use research, for exam-
ple, in the context of peer-review journals and institutional pre-publication review.18 
However, the potential for misuse is not solely an intrinsic property of COI reports, 
but also an imposed property (Bezuidenhout 2013). That is, the potential misuse 
of COI reports also depends on how they are used by other actors in the asylum 
claim and appeal process, in potentially new contexts unrelated to those in which the 
reports were conceived, and in combination with other information, possibly includ-
ing other COI reports.

This imposed nature of the dual-use risk in COI research limits a COI service 
provider’s ethical responsibility to mitigate potential misuse, given that the risk of 
misuse is highly context-dependent, and its foreseeability necessarily more limited. 
Accordingly, the principle of proportionality demands that COI service providers 
consider the potential negative uses of their research and take reasonable measures 
to prevent reasonably foreseeable and probable misuse, to the extent proportionate 
to the information known to the COI service provider at the time of the risk assess-
ment. As such, it does not require that providers prevent misuse that is not reason-
ably foreseeable or probable, nor take unreasonable measures to prevent misuse 
(Kuhlau et al. 2008).19 Ultimately, if misuse is reasonably foreseeable, and such mis-
use would likely outweigh the potential benefits of publication, granting full open 
access to the reports would not be advisable.

In this regard, the ‘zones of risk’ approach, proposed under the Common EU 
Guidelines for Processing COI, offers a useful framework for assessing the risks 
involved in the publication of COI reports.20 For example, a COI service provider 
might take the view that, even with anonymisation of personally identifiable infor-
mation, publishing COI reports detailing instances of persecution in particular coun-
tries still runs a high risk of the individual subjects of the report being re-identified 
and further persecuted (e.g. due to proxy information, combination with secondary 
information, and/or because they are a small ethnic minority whose cause is widely 
known). Alternatively, even if the individual subjects are not identifiable, it may 
be possible to easily identify and persecute the wider ethnic group to which they 
belong. The publication of COI in this context could thus result in group-level ethi-
cal harms (Floridi 2014).21

17 Kuhlau et al (2008) describe this as a ‘duty to consider whether to refrain from publishing or sharing 
sensitive information when the information is of such a character that it could invite misuse’. See further 
UNDG (2017) for an articulation of the situational approach to data ethics in the context of the UN Sus-
tainable Development Goals.
18 However, Bezuidenhout (2013) notes that, at least as of 2011, no papers were refused publication, as 
part of the open science journal reviews, on the grounds of dual-use potential.
19 The scope of ‘reasonable’ measures must be assessed relative to professional and resource capacity. 
Thus, what is considered reasonable care or precaution by a volunteer COI service provider with limited 
financial resources will differ from the measures expected to be taken by a large, well-funded COI ser-
vice provider (Kuhlau et al 2008).
20 See n 8, p 22 et seq.
21 See also Taylor et al. (2017).



252 N. Aggarwal, L. Floridi 

1 3

On the one hand, if these risks are deemed to be reasonably foreseeable and prob-
able, and the COI service provider could mitigate them by limiting access to its 
reports, it should either avoid publication or opt for restricted and carefully moni-
tored publication, for example, through a subscription-based access policy. Alterna-
tively, the reports could be shared on an individual basis with selected third parties, 
subject to a confidentiality agreement. On the other hand, if the COI service pro-
vider considers that these risks are highly unlikely, and do not outweigh the benefits 
to those vulnerable individuals or groups of publishing the reports (or, if the risk 
would not be mitigated by withholding publication), it would be appropriate to make 
the reports more widely available. Moreover, increasing access to COI for claim-
ants through wider publication could itself counteract the potential for misuse of 
information by the host country government (for example, through cherry-picking 
information or using it out of context to deny meritorious claims), by strengthening 
the asylum claimants’ evidence against such attempted misuse.

Publication of COI reports should furthermore be subject to ex post mechanisms 
to safeguard against unforeseen risks if the initial risk assessment proves to be 
wrong, or the risk assessment changes due to new evidence—for example, where 
following publication a COI service provider becomes aware that its published COI 
reports are being used to falsify claims. These mechanisms for accountability should 
also be made available to asylum seekers, who should be able to hold COI service 
providers and other actors in the asylum claim-handling process accountable for the 
use and sharing of their information (Kaurin 2019). It should be noted, however, that 
the duty to report ex post about activities of concern is not universally accepted, at 
least in the scientific research community, as it may be considered to demand treach-
ery (Kuhlau et al. 2008). However, self-reporting of ethical misconduct appears at 
least to be encouraged in the academic context.22

Finally, given the imposed and therefore inherently less foreseeable nature 
of dual-use risk in publishing COI reports, it is important to take a collective 
approach towards conceptualizing and apportioning ethical responsibility for such 
risk (Bezuidenhout 2013). In this sense, the asylum claims community as a whole, 
encompassing all actors that take ‘custody’ of published COI reports, assumes a col-
lective responsibility to address dual-use risks. Inter alia, this should include col-
lective discussion and educational efforts to develop a ‘culture of awareness and 
responsibility’23 within the field of asylum research and decision-making, including 
through the development and application of codes of ethics and practice relating to 
the dissemination of COI reports by COI service providers.24 It should also include 
greater education of asylum seekers about the use of their information, and their 
rights to control such use through data protection mechanisms and to assess their 
own risks throughout the asylum process (Kaurin 2019).25

22 See for example SSRN, question 12, https ://www.ssrn.com/en/index .cfm/ssrn-faq/#ssrn_copyr ight.
23 See Institute of Medicine and National Research Council (2006), ch 4.
24 See further Kuhlau et al (2008) discussing the formulation of ethical codes and guidelines to address 
dual use concerns in scientific and policy communities.
25 See further OHCHR (2018), 3–6 (‘Participation’).

https://www.ssrn.com/en/index.cfm/ssrn-faq/#ssrn_copyright
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2.2  Open Access

The ethics of publishing COI reports must also be evaluated as part of the wider 
movement for ‘open access’ to research. The principle of open access encourages 
the global and free distribution of knowledge, in the form of publication (Mauthner 
and Parry 2013), and is based on the notion that information is a public good, which 
society and individuals have an obligation to make as widely accessible as possible, 
and which individuals should be able to access as a basic right (Willinsky 2006).26 
It could also be said that the advent of digital publishing and the Internet affords 
the practical tools and platforms by which to ‘do the right thing’ by granting open 
access to research, and a duty to share (if one is recognized) is rooted in this techno-
logical affordance (Willinsky and Alperin 2011).

This ethical duty to share research with the public, and the public’s right to 
access research, is arguably stronger in the case of research that has been funded 
by the public (Arzberger et al. 2006).27 That is, the public has a right to know what 
research outputs it has contributed towards financing, as well as to engage with the 
resulting outcomes (Bishop 2009). At the same time, certain forms of research may 
be considered, by their very nature, public goods that should be made publicly avail-
able, regardless of how they were funded. It could be argued that COI reports fall 
in this category, given that the protection of refugees is a public and humanitarian 
concern.28

However, the principle of open access, where acknowledged, is not uncondi-
tional, with recognized exceptions, inter alia where there is a risk of misuse (as 
discussed above), national security concerns, and/or a need to protect confiden-
tiality, privacy, and intellectual property rights. These exceptions are typically 
addressed through anonymisation of personal and sensitive information, license 
agreements specifying the rights and responsibilities of data depositors, archives 
and end users, and in some cases limitations on access to, and use of, the data 
(Bishop 2009).29 In addition, the duties and rights of access to research embodied 
in the open access principle need to be balanced against the rights and duties of 
(co-)researchers, as well as the requestors and subjects of research (Mauthner and 
Parry 2013).

The latter set of responsibilities includes not only safeguarding the security 
and safety of both researchers and research subjects, but also honouring the trust 
and preferences of the research subjects. For example, researchers may use the 
promise of restricting further use of a participant’s data as a way of building trust 

27 See for example OECD (2007) noting that ‘publicly funded research data are a public good, produced 
in the public interest’. Parker (2013) refers to the ‘researcher’s social licence’ and the responsibility of 
‘those who spend public money to contribute to the dissemination of knowledge’.
28 By way of analogy, Langat et  al (2011) refer to the ‘public notion of health’ as intimately tied to 
notions of social justice and equity.
29 Copyright laws generally permit ‘fair use’ of protected works for (personal or scholarly) non-com-
mercial purposes. See SSRN’s Copyright policy at question 11, https ://www.ssrn.com/en/index .cfm/ssrn-
faq/#ssrn_copyr ight.

26 See further the Budapest Open Access Initiative (BOAI) Declaration (2002).

https://www.ssrn.com/en/index.cfm/ssrn-faq/#ssrn_copyright
https://www.ssrn.com/en/index.cfm/ssrn-faq/#ssrn_copyright
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and to induce participation in the research (Bishop 2009). Or, participants may 
simply not wish to have the reports published, even if their personal data is (tech-
nically) anonymised, particularly in light of the misuse risks described above. 
Thus, notwithstanding the absence of any legal obligations to obtain consent for 
the publication of personal data that has been anonymised, researchers arguably 
still have an ethical duty to obtain participants’ consent to such publication and 
reuse. Obtaining ‘informed consent’ in this context requires data subjects to be 
given adequate information at the time of collection about the purposes and risks 
associated with sharing their data, including potential future uses of that data and 
unintended consequences, as well as powers to access the resulting COI reports 
and, where feasible, object to publication or further dissemination.30

In this regard, the publication of COI reports raises further political and epis-
temic questions about the integrity of taking information out of its context of 
production and reusing and repurposing it. Inter alia, the inherent imbalance 
of power between the organizations and communities that produce and use COI 
reports, and the vulnerable individuals and communities that are typically the 
subjects of those reports, risks reproducing and/or exacerbating exploitative rela-
tions between nations, and between data users and data producers, as problema-
tized by feminist and post-colonial scholars (Mauthner and Parry 2013). Reliance 
on the ‘informed consent’ of research subjects appears insufficient to assuage 
concerns of exploitation, in light of this unequal power dynamic (Kaurin 2019).

A related concern is the need to respect the right of research subjects to self-
identify the parameters of their population, rather than having them imposed 
externally by COI researchers (OHCHR 2018). On the other hand, the use of data 
for new purposes, and to reach different conclusions, is inherent to the nature 
of research and scholarly debate. As such, it can be argued that it is not neces-
sary, from an epistemological perspective, for participants to have an ongoing 
role in the interpretation of their data or research conclusions (Bishop 2009). 
These questions certainly merit further and deeper consideration, but they are not 
within the scope of this article.31

3  Conclusions

This article has highlighted some of the key ethical issues that should be consid-
ered when publishing COI reports relating to asylum claims. It has advocated for a 
situational approach that weighs the benefits and harms of publication based, inter 
alia, on the foreseeability and probability of harm due to potential misuse of the 
research, the public good nature of such research, and the need to balance the rights 
and duties of the various actors in the asylum process, including both the public 
as well as the requestors and subjects of the research. Of course, the feasibility of 
such an approach will depend on the resources that a COI service provider has at 

30 On the importance of informed consent and information provision in supporting the digital agency of 
refugees, see further Kaurin (2019).
31 On the politics of knowledge production in the context of COI, see further van der Kist et al (2019).
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its disposal. For smaller organizations with a low volume of COI reports, a case-by-
case approach is more likely to be administratively feasible. In contrast, for organi-
zations with a large volume of publications, a more standardized policy for sharing 
COI may be required.32

COI service providers should furthermore consider additional mechanisms for 
increasing the availability and visibility of their reports, beyond conventional publi-
cation. This includes collaborating with existing COI-sharing platforms to dissemi-
nate reports, for example ecoi.net33 and the Refworld database,34 and more generally 
engaging in outreach and educational efforts to increase awareness of, and therefore 
access to, COI research amongst asylum seekers and their legal advisers.
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