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1 Introduction

The crisis following the recent COVID-19 outbreak can be
considered unmanageable in multiple respects. In terms of
work environment and patterns, everyone has struggled to
adapt to new work routines, ensure business continuity, and
respond to continuous change. The reactions and attitudes of
individuals and organisations have shifted from the norma-
tive patterns of the past to ever-changing templates. One of
the major challenges has been, and continues to be, the wide-
spread dissemination of unreliable information, which affects
decision-making (Gachter et al., 2010).

Compared to other types of information (e.g., genuine
news), prior research in the Information Management field
has shown that the diffusion of misinformation, specifically
that of fake news, is equivalent to a ‘wildfire’ (Dwivedi et al.,
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2018; Vishwanath, 2015). Multiple implications may emerge
due to the spread of false information, as shown during the
COVID-19 pandemic, as for example, the disruption of busi-
ness continuity planning and preventable loss of life (Dwivedi
et al., 2020). Circulating misleading information concerning
tourism, supply chain alertness, innovation processes, and
other business activities has further deepened the humanitar-
ian crisis (Blyth & Mallett, 2020). At the same time, policies
put together by the World Health Organisation (WHO) and
governments around the world have been directly impacted by
fake news and false information. As a result, a new requirement
for the Information Management discipline entailed relying on
mindfulness, digital resilience practices and reliable technolo-
gies for effective information handling (Endsley, 2018).

For this reason, for this Special Issue, we invited authors to
consider whether and how mindfulness and digital resilience
may tackle the diffusion and the implications of misinformation.

On the one hand, digital resilience is typically understood
as building mechanisms that instil systems with trust and
integrity (Rai, 2020), which can, in turn, support recovery
from or adjusting to major disruptions (Boh et al., 2020).
Indeed, the theme of digital resilience has been at the fore-
front of Information Management research and is often asso-
ciated inter alia with studies on the management of crises,
disasters, and disruptions. Recent crises have proved that there
is a wide range of misinformation and fake news streamed
through social media feeds and disrupting resilience planning
for organisations, society as well as vulnerable communities
of people, e.g., fake news spread for the Ebola outbreak in
2014 (Hellmann et al., 2016), or the Covid-19 pandemic.

Mindfulness, on the other hand, denotes individual
and organisational alertness and awareness, which allows
“resist[ing] bandwagon pressure” and thus supports iden-
tifying more reliable solutions (Dernbecher & Beck, 2017,
p-121). Over the last two decades, the theme of mindfulness
has been attracting the attention of scholars (Dernbecher &
Beck, 2017), and research on this topic has been thriving
across diverse fields: from medicine and clinical psychology
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to business and education. Across these fields, existing studies
suggest that mindfulness practices offer benefits to individuals
and concurrently significant strategic implications within and
around organisational settings (Dernbecher & Beck, 2017).
The concept of mindfulness originates from the Eastern phi-
losophies of mindfulness and, more recently, the theories
that relate to mindfulness-based stress reduction (MBSR) by
Kabat-Zinn (Kabat-Zinn, 2003). We note that such theorisa-
tions are beyond this Editorial’s scope, as they primarily focus
on emotions, compassion, and one’s attitude towards the envi-
ronment and their surroundings (people and nature). Instead,
in this Editorial, when we refer to mindfulness, we draw pri-
marily from the principles espoused by Langer (1989), who
focuses on external factors related to information processing
and individual cognitive abilities, and which have been tradi-
tionally adopted in the Information Systems and Information
Management disciplines (Dernbecher & Beck, 2017).

Based on the above discussion, it follows that digital resil-
ience and mindfulness can work together in a complemen-
tary fashion towards handling and mitigating the impacts of
fake news, misinformation, and disinformation and even-
tually overcoming and recovering from critical events and
shocks. Digital resilience provides the mechanisms within
systems and organisations for assessing disruptions and the
quality and integrity of information and thus recovering
from information-related crises. Mindfulness highlights the
importance of the external factors that might influence the
quality of information processing and one’s abilities to make
sense of the provided information. Indeed, most of the sub-
missions we received as part of the special issue confirm that
digital resilience and mindfulness are vital for recovering
from and adapting to shocks in times of crisis.

2 Major Concerns during Fake News,
Misinformation, and Disinformation Periods

Before proceeding with the presentation of the papers that
form part of this Special Issue, we would like first to revisit
some of the key areas that were of concern in terms of IT
mindfulness and digital resilience in relation to misinforma-
tion at the time we were preparing the call for papers. While
the Special Issue was motivated by real-time observations
as the Covid-19 pandemic was unfolding, at the same time,
we noted that the core concepts of digital resilience and IT
mindfulness were largely underexplored and under-theorised
in terms of how these might work together for combatting
misinformation at the various stages of the information sys-
tems lifecycle. In addition, while the call for papers was
published during the pandemic, we were interested in seeing
how these concepts could be more relevant to periods of cri-
sis, such as humanitarian crises and other events. Based on
our experience with the Information Management literature,

@ Springer

we noted that misinformation has several implications, span-
ning the individual, organisational, societal, and environ-
mental domains. Depending on the origin and the level of
analysis, these implications can then influence how IT appli-
cations and information systems are designed, developed,
implemented, and eventually used, but also how the origins
of misinformation can be understood and addressed.

Broadly, we observed that there are three types of chal-
lenges when it comes to fake news, misinformation, and dis-
information: challenges relating to data, challenges in terms of
management and reducing the diffusion of fake news, misin-
formation and disinformation, and challenges relating to iden-
tifying and addressing the implications of these (Table 1). The
way these challenges might be understood and considered will
naturally change depending on the desired level of analysis
and the nature of the crisis itself. For example, adopting an
organisational perspective, researchers might wish to focus
more on the quality of data (thematic area 1), and the implica-
tions of biases in the data in terms of organisational decision-
making, whereas adopting a societal perspective, others might
wish to explore more the mechanisms and the implications of
the diffusion of fake news, misinformation and disinforma-
tion. Nevertheless, the common denominator across all three
identified thematic areas is that technology plays a core part.
Advanced technologies such as Artificial Intelligence (AI),
Big Data and Data Analytics can be leveraged to disrupt the
devastating effects of misleading information and possibly
prevent it altogether. In addition, they can be used to support
decision-making by anchoring the process on accurate data
(Jayawickrama et al., 2019; Roozenbeek & van der Linden,
2019), thereby reducing the potential for fake news to influ-
ence decisions negatively. Similarly, such technologies can be
used to enable and support IT mindfulness, whereby data ana-
lytics, for example, can help individuals focus on the details
that can have considerable influence over their decision-mak-
ing and the potential societal and organisational implications
of such decisions (Thatcher et al., 2018).

Over the last few years, we have witnessed an explosion of
research that focuses on digital resilience as well as mindful-
ness (e.g., Belhadi et al., 2021; Frederico et al., 2021; Zamani
et al., 2022; Dernbecher & Beck, 2017). However, the tech-
nological advances mentioned above, and others such as dis-
tributed systems, cloud computing, the Internet of Things and
Blockchain technologies, to name a few, pose several open
questions in terms of whether and how they can be leveraged
for digital resilience, how they might enable IT mindfulness
as well to what extent they can be used to combat fake news,
misinformation and disinformation, as well as their effects.

The papers submitted to this special issue can be mapped
against one or more thematic areas. In addition, many of
these papers have a distinct focus on distinct technologies
and systems, such as decision support systems and social
media. We note that many papers focus specifically on



371

{UOTJRWLIOJUISIP PUE ‘UOHBULIOJUISTUI ‘SMIU dYef

Jo suonesrjdwr ay) 2onPal 0} PAOUBYUD 9q IOUI[ISAI [BITIP UBD MOH -

({UOTJRWLIOJUISIP PUB ‘UOTJRWLIOJUISTU
‘smau oyeJ Surmp Sunjew-uorsioap Jroddns ssaunjpura ued Moy -
({STSLIO & SuLmp Suryew-uoIsIoop JO SWLId) UI UORUWLIOJUISID

"SUOIEM)IS [EOPI-UBY)-SSI] 0} PEI] ABt SULEW-UOISIOAP

Yons Sy "UONBWLIOJUT 9)eINOOk PUB [NJYINI} UO SUNYRW-UOISIOAP JIdY)
9sBq JOU Op SUOTJESTUBSIO PUE S[ENPIAIPUT ISNBIAQ SISLIO YOns WOIf
KI9A0D91 pUE JuSWAFRURW S)T SIQIYUI UONBUWLIOFUISIW ‘SASLID U0 JuT

pringer

a's

Information Systems Frontiers (2024) 26:369-374

PUE ‘UOIBULIOJUISIW ‘smau ey Jo suonedrjdwr oyl 9q JyIu ey - -SN20J UAYAN "SBAIR [BISAS SSOIOR Suonedldulr sey uoneuwIojuIsIj

((9UIPJO IO QUIUO) SANIUNWILIOD UO SMAU e} Jo s1oedwil oy} I8 JBYM -
({UONBULIOJUISIP PUR ‘UOIIBULIOJUISIW ‘SMIU 3¥eJ JO UOISNIIIP 9}

SpIeMO) QOURI[ISAI [BIISIP P[ING SUONESIUBSIO PUE S[ENPIAIPUI UBD MOH -
(UOTIRULIOJUISIP pue ‘uor)

UOTBWLIOJUISTW JO suorjesrduy

"PasNJIp puk paIeys UoNBWLIONI Ay} Jo AJIpIfeA ay) Sur

-BULIOJUISIW ‘SMAU 93] JO UOISNJIP Y} JIQIYUI/IR)I[IOR] SIOJOB] JBUA\ -  -SIUIINIOS JOJ MO[[E Jou ABW SISLIO B SuLImp pajIoxo anssaid swr) oy

{moy ‘sok pue uonewriojur 3urpeaids Jo 9sea oY) Aqaioym suoryedridwr juedyru

J1 pue ‘paod)ap 9q UONBWLIOJUI JUIPEI[SIL UR)) {UONBULIOJUISIP pue  -3IS QWO ‘JOAMOY TRy} YIIM (IOAD URY) 9[qISSOIOE 2IOW UOBWLIOJUL
‘UONBULIOJUISTUI ‘SMOU 9] 192)0p BIPAW JUIJUO JO SIASN UBD/OP MOH - JO uoISNYIP AY) OPBW ALY SWIISAS UOHIRULIOJUL JOUJO PUE ()'7 QOA\  (SMOU 9yeJ “'S°9) UONBWLIOJUISIW JO UOISNHI

{,STSLIO Jo spotrad Surmp
Surreys ejep Jo SWLId) UT SYSLI pue suonedr duwr [eorylo oy} o1e JeyM -
{SISLID Jo sporrad Sunmp juswegeue Blep Jo W)

ur A391ens 20uaI(Isa [e)S1p v Sundope Jo soSua([eyd 9y} AIe JeYA - *SJUTRIISUOD
Jyuswageurur QuI} pue 99IN0saI 0) anp Apurew ‘Jou Jo A[njesodind payIoISIp uSIjo
S)1 pue ejep SurpreSar ynoqe 3uLiq SISLID & so0p suonedrjdwr Jeym - SI pasATeue s1 31 moy pue ‘pajuswSer) pue jodwoour usjo si ereq

(sdiysuonerar yons uredxo 03 pasn 9q Ued SOLIOAY) JBYA -  JUSWUUOIAUS JOPIM ) WOIJ MEBIP dM BJEp dY) St pooS se aq AJuo ued
(UONJEWLIOJUISIP PUE ‘UOI}  UONEBWLIOJUI YONs Jnq ‘SISLIO J[pURY 0} UOHBULIOJUI PI[EA PUE )eINdde

-BULIOJUISTII ‘SMAU 9YEJ PUE SBIq BIep Uoamiaq dIysuorje[al oy st Jeyp - PISU oA “JUSWASEURW SISLIO JO 9100 JY} I8 918 UOIBUWLIOJUI PUE Ble(] sporrad uonewIoyursTw Surmp eyeq

suonsanb yoI1easar 9[qIssoq Juaqreyd BOIY OB,

suonsanb yo1easal 9ATIBIIPUI PUER UONBWLIOJUISIP PUE ‘UOHBWLIOJUISIW ‘SMAU YeJ JO UOISNHIP oy} SuLInp paAIasqo saSud[ey) | 3jqelL



372

Information Systems Frontiers (2024) 26:369-374

the latter, i.e., social media. We consider that this is eas-
ily explained if one considers that social media, because of
their affordances, have played a central role in spreading
unscrutinised information before, during and after the recent
pandemic, as well as during other periods of crisis.

In the next section, we present the accepted papers in
more detail by clustering them around the three thematic
areas: data, diffusion, and implications.

3 The Papers in this Special Issue

This Special Issue presents contributions from researchers and
practitioners at the crossroads of IT mindfulness and digital
resilience during periods of crisis for Information Manage-
ment. We focused on advancing scholarly knowledge and
understanding of the effects of fake news and misinformation
on Information Management practices. Through our call for
papers, we invited the research community to investigate vari-
ous topics and discuss the role of mindfulness and digital resil-
ience for individuals and organisations in times of crisis and
from multiple perspectives. Through a rigorous and intensive
review process, we identified ten papers, all of which relate to
the broad area of digital resilience and mindfulness, as under-
stood and applied during times of crisis. While we received
several articles of high quality, we chose to select those with
the strongest fit with the Information Management discipline,
which at the same time offer novel theoretical perspectives
and advance our understanding in the particular area. We also
sought to include papers that leverage different methodologies
for the Information Management challenges in times of crisis.
Papers in this special issue include the following:

One of the thematic clusters in the selection of papers
comes with discussions on data management during a crisis.
The paper by Flynn et al. (2024) builds on a case study and
provides awareness of the complexities of data management.
The authors propose the concept of ‘mindful data’ as an out-
come of understanding key characteristics of resilient data sup-
ply chains. The paper by Paulus et al. (2024) focuses on biases
in the data and the cognitive processes of analysts and deci-
sion-makers during periods of crisis. Through a three-stage
experiment, Paulus et al. (2024) demonstrate the increased risk
of inadequate response and propose mitigation approaches to
the interplay of data and cognitive biases. The confirmation
bias challenge is also presented in the paper by Modgil et al.
(2024) in the context of social media polarisation. The study
contributes with a conceptual model developed through the
thematic analysis of the interplay between two key compo-
nents of this phenomenon: confirmation bias (reinforcing one’s
attitudes and beliefs) and echo chambers (i.e., hearing one’s
own voice).

Social media is at the core of attention for the diffusion
of “fake news”. Olan et al. (2024) propose a conceptual
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framework based on the literature on fake news, social
media and societal acceptance theory and develop this into
a meta-framework for analysing survey data. The area of
social media is also analysed in the study by Soetekouw
and Angelopoulos (2024), who conducted an online exper-
iment focusing on the effects of a training protocol and
the relationship between said protocol and social media
users’ ability to detect fake news. Schmid et al. (2024),
too, consider social media users’ digital resilience and
propose a web app based on a Social Network Analysis
(SNA) approach for recognising misleading versus. Non-
misleading social media content can enable learning and
prevent the adverse effects of “fake news”.

Mindfulness and digital resilience form the core part
of the papers by Ioannou et al. (2002) and Rodrigo et al.
(2024), whereby the authors focus on the adverse effects
of “fake news” and misinformation. Ioannou et al. (2024)
propose mindfulness to mitigate the consequences of tech-
nostress caused by misinformation. Rodrigo et al. (2024)
provide mindfulness-driven interventions for enhancing
digital resilience to fake news during crises. Similarly,
achieving digital resilience is the core aim of Ye et al.’s
(2024) study. The authors focus on digital innovation-ena-
bled mindfulness within an organisational context (ven-
tures) and how digital resources can be mindfully organ-
ised to support an improved decision-making process. The
last paper in this cluster is that by Pessoa et al. (2024),
where the authors explore resilience through mindful prac-
tices and apply a FITradeoff Decision Support system to
enhance organisational compliance and sustainability dur-
ing turbulent times.

4 Conclusion

While the papers in this special issue engage with several
important and timely topics regarding fake news and mis-
information from an Information Management perspective,
we believe that there are additional areas that can benefit
from further research. It is beyond the scope of our Edi-
torial to develop a future research agenda. However, We
observe that fake news can have negative consequences for
businesses, organisations, and supply chains more broadly,
and it would be important to explore how such implica-
tions might be affected within the context of interorgani-
sational collaborations, whereby local contexts may influ-
ence different national and international supply chains. It
would also be interesting to investigate the extent to which
emerging and disruptive technologies, such as Artificial
Intelligence, big data, and distributed ledger technologies,
to name only a few, could smooth out the effects of such
misinformation (Zamani et al., 2022).
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