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Abstract
This research contributes to the knowledge of how Information Systems (IS) researchers can iteratively intervene with 
practitioners to co-create instructional programs with a framework designed for fast-paced, rapidly changing IS fields such 
as cybersecurity. We demonstrate how complex fields, such as cybersecurity, have the need for a skilled workforce that 
continues to rapidly outpace supply from universities. IS researchers partnering with practitioners can use this research as 
an exemplar of a method to design, build, and evaluate these innovative co-curricular IS programs. Moreover, we find these 
co-curricular IS programs are essential to upskilling students, integrating training on the latest tools, systems, and processes 
in these rapidly evolving disciplines.

Keywords  Cybersecurity workforce skills shortage · Cybersecurity training program design · Elaborated action design 
research

1  Introduction

Governments, academia, and cybersecurity practitioner 
firms across the globe are actively exploring methods to 
address the cybersecurity workforce skills shortage prob-
lem (Furnell, 2021). In no small part, the growth of Secure 
Knowledge Management (SKM) systems used by firms to 
collect, organize, and disseminate various levels of sensi-
tive information fuels the continuous demand for skilled 
cybersecurity workers. In-turn, these cybersecurity SKMs 
attract actors with malicious intent to attack and compromise 
these systems. Defending SKM systems from such attacks 
contributes to the global demand for a skilled cybersecurity 
workforce (Sahay et al., 2021).

To address this growing demand for cybersecurity work-
force skills, we propose the design of a novel training pro-
gram framework capable of evolving with the dynamic 
demands of the cybersecurity workforce. We find that in 

industries and sectors, such as cybersecurity, the IS tools, 
systems, and processes are evolving so rapidly that all 
cybersecurity training possesses a shrinking half-life for 
application. We find evidence to suggest that one critical 
means of assuring relevant cybersecurity training is a tight 
partnership between academia and leading edge IS firms in 
the co-creation, co-delivery, and authentic co-evaluation of 
cutting-edge, hands-on training for post-secondary students. 
We hypothesize that this innovative design-centric approach 
to closing the skills gap in cybersecurity applies equally well 
to all rapidly evolving IS technologies, including Social, 
Mobile, Artificial Intelligence (AI), Machine Learning 
(ML), Cloud Computing, Data Science, Distributed Block-
chain Ledger, Virtual Reality, and Internet of Things (IoT).

The scientific contributions of this research include the 
method for the co-design, co-delivery, and, importantly, 
authentic, concurrent co-evaluation of innovative practice-
centered cybersecurity training. We offer a generalizable 
framework for researchers to use the guided, emergent, and 
practice-inspired elaborated action design research (Mul-
larkey & Hevner, 2019) methodology to adapt the frame-
work to similar contexts for learning innovation in rapidly 
evolving IS domains. The framework design also includes 
a novel pedagogy and measurable utilities that can be used 
by cybersecurity firms to evaluate the fitness of the firm’s 
cybersecurity workforce preparation. A unique partner-
ship between a public R1 research university and a global 
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Deloitte “Technology Fast 500” awarded cybersecurity firm 
helped refine the framework over a multi-year period. The 
partnership includes access to practicing cybersecurity pro-
fessionals, university research faculty, undergraduate and 
graduate university students, hybrid classroom learning 
environments (online and in-person), online learning man-
agement systems, and a cloud-based cybersecurity technol-
ogy platform. The consequential research partnership con-
tributes knowledge that serves the academic and practitioner 
communities for the growth of skilled workforces in rapidly 
evolving IS domains.

2 � Motivation

This research is motivated by gaps in the academic litera-
ture in cybersecurity training program design. The growth 
in demand for cybersecurity practitioners addressed by aca-
demics with a unique opportunity to partner with cybersecu-
rity professionals with access to cutting-edge cybersecurity 
software tools, data, systems, and processes greatly facili-
tated this research. Academic literature gaps were identified 
through a comprehensive review of cybersecurity industry 
surveys, reports, and academic research in cybersecurity 
training and skills development. The cybersecurity practi-
tioner demand was motivated by the partnering cybersecu-
rity firm’s workforce needs, which led to a funded university 
research project. Faculty were provided unique access to the 
firm’s proprietary resources and people over a 5-year period 
to investigate the issue and develop the co-curriculum frame-
work described herein.

It has been argued within government, academic, and 
practitioner journals that cybersecurity education initia-
tives are a critical solution to the cybersecurity workforce 
skills shortage problem domain (Baker, 2016). Addition-
ally, researchers agree that the effectiveness of the program 
design and implementation must be measurable and capable 
of dynamically adjusting to the current demands of the prac-
tical applications observed in cybersecurity (Beuran et al., 
2016). However, there is a lack of understanding of the types 
of cybersecurity instructional programs that can be designed 
and implemented to effectively address the cybersecurity 
workforce skills shortage. The challenge is exacerbated by 
the rapid evolution of software tools, systems, and processes 
in this highly complex, dynamic, and adaptive IS domain, 
where the typical post-secondary education program teaches 
skills that are outdated at the time of training on tools with 
a technology half-life of less than two years (Daniel et al., 
2022).

On October 2, 2018, the CEO of the cybersecurity firm 
ReliaQuest (RQ), Brian Murphy, committed $1 million to 
the University of South Florida (USF) for the purpose of 
preparing students for careers in cybersecurity. Murphy’s 

motivation was clear in his statement, “In the face of what 
the industry refers to as a talent shortage, we believe that 
cybersecurity is actually suffering from a skills shortage” 
(Morelli, 2018). Along with the financial contribution from 
RQ, additional commitments were made by USF research 
faculty and RQ technical staff to co-create a training pro-
gram called “RQ Cybersecurity Labs at the USF Muma 
College of Business (RQ Labs)” that would continuously 
operate over a 5-year period.

This co-created program offered USF researchers a 
unique opportunity to study how a novel cybersecurity train-
ing program could be designed to address the cybersecurity 
workforce skills shortage problem domain. A unique feature 
of this program was the integration of the body of theo-
retical and standards-based knowledge with the proprietary 
knowledge and operating environment of RQ to address the 
cybersecurity workforce skills shortage problem. Eventually, 
the commitment of the time, talent, and energy of two dozen 
RQ professionals proved to equal the academic funding in 
terms of the design, delivery, and evaluation of the training 
program. For example, by the fourth year of the program, 
nine of ten training program mentors provided by RQ were 
prior graduates of the RQ Labs hired by RQ in the interven-
ing years.

3 � Literature Review

The cybersecurity workforce skills shortage problem is well 
documented by industry (primarily to estimate the magni-
tude of the problem) and academia (primarily to identify 
mechanisms to address this problem). A summary of these 
streams is provided below.

3.1 � Industry Estimation of Current State 
of the Cybersecurity Workforce

According to a survey (ISC)2 conducted in 2021, the global 
cybersecurity workforce is estimated to be 4.19 million 
professionals with the largest number in the United States 
at 1.14 million ((ISC)2, 2021). Of the 14 country-specific, 
workforce estimates (NA, LATAM, EUROPE, and APAC), 
all estimates demonstrated some level of growth between 
2019 and 2021. In 2021, the top three countries with the 
highest cybersecurity workforce increase were Germany 
(+ 165%), Singapore (+ 61%), and the United States (+ 30%).

The U.S. Bureau of Labor Statistics (BLS) projected 
Information Security Analysts to grow 33% from 2020 to 
2030 (Bureau of Labor Statistics, 2021). This growth is 
much faster than the average for Computer occupations 
at 13% growth and all other occupations at 8% growth as 
reported by the BLS. According to recent surveys of Cyber-
security leaders and Chief Information Security Officers by 
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Gartner and E&Y, not finding the required competencies, 
particularly versatile and multi-skilled cybersecurity profes-
sionals, was cited as the top reason organizations struggle to 
hire cybersecurity professionals (Addiscott & Olyaei, 2021; 
Burg et al., 2021). The EY survey concluded that trying to 
find individuals with all the cybersecurity skills in current 
demand is like trying to recruit a “unicorn.” Instead, the 
authors of the survey received feedback from respondents 
(executives) that recommended organizations build teams 
of professionals that balance a combination of cybersecu-
rity talent, including business and technology expertise (see 
Table 1). Gartner called this “… building a ‘unicorn security 
team’, rather than trying to assemble a team of security uni-
corns” (Addiscott & Olyaei, 2021). The 2021 (ISC)2 study 
also reported a desire among employers for a workforce with 
a mixture of skills, technical and non-technical, to accom-
modate multi-dimensional roles across various industries. 
The top attribute reported in the (ISC)2 study was “strong 
problem-solving abilities.”

Table 1 summarizes the cybersecurity profiles identi-
fied by executives who responded to the 2021 EY survey. 
Cybersecurity executives identified 5 different cybersecurity 
professional profiles that can be described by their “areas of 
focus,” “strengths.” and “weaknesses.” Conceptually, cyber-
security executives agree that a multi-talented workforce is 
required to form teams that combine the expertise of techni-
cal and non-technical skills.

3.2 � Industry Assessment of Cybersecurity 
Workforce Skills

The 2021 report by the Chartered Institute of Information 
Security (CIISec) entitled “The Security Profession” col-
lected information about the cybersecurity profession, the 
workforce roles, successes, failures, and challenges experi-
enced in the business environment when responding to secu-
rity and cyber risks (Wilson, 2021). CIISec members include 
affiliates from academia and the cybersecurity industry. The 
2021 CIISec survey cites “analytical thinking/problem solv-
ing” among the highest regarded skills for new professionals 
entering the cybersecurity workforce. Additionally, 63% of 

respondents stated that the critical skills shortage was in 
“Experienced” personnel versus 37% reporting a shortage of 
“New Entrants.” This data indicates a continued demand for 
experienced cybersecurity professionals, and new entrants 
do not demonstrate adequate skills to meet industry needs.

The 2021 (ISC)2 Cybersecurity Workforce Study reported 
a snapshot of the cybersecurity workforce and its industry 
distribution ((ISC)2, 2021). Of the 4,753 global cybersecu-
rity professional survey respondents, 24% were in IT ser-
vices, 10% in Financial services, 10% in Government, 8% 
in Manufacturing, 5% in Consulting, 4% in Healthcare, 4% 
in Retail/Wholesale, and 4% in Telecommunications. This 
distribution suggests a need for cybersecurity professionals 
across most industry sectors.

Industry assessments suggest that the cybersecurity work-
force shortage problem has made little progress in the last 
few years. For instance, the Information Systems Audit and 
Control Association (ISACA), an international professional 
organization dedicated to information technology govern-
ance, published several reports between 2019 and 2021 on 
the global state of cybersecurity and its workforce efforts 
(ISACA, 2019) (ISACA, 2020) (ISACA, State of Cyberse-
curity 2021, Part 1: Global Update on Workforce Efforts, 
Resources and Budgets, 2021). Survey results, seen in 
Figs. 1 and 2, have shown insignificant changes over the 
three years, indicating evidence supporting the continuous 
cybersecurity workforce shortage problem.

Figure 1 illustrates minimal change reported by organi-
zations regarding their perception of meeting staffing 
demands. Similarly, Fig. 2 illustrates the lack of progress 
over the three-year period in reports of vacant cybersecurity 
positions. In addition to the vacancy and staffing demands, 
all three surveys report significant delays in filling vacant 
cybersecurity positions. For instance, 44% of respondents in 
2021 reported that cybersecurity vacancies took three to six 
months to fill with a qualified candidate. The overall conclu-
sion from these industry surveys is an enduring shortage of 
competent cybersecurity professionals.

In response to this shortage of cybersecurity profes-
sionals, the National Institute of Standards and Technol-
ogy (NIST) led the development of the National Institute 

Table 1   Profiles of cybersecurity functions. Reproduced based on data collected in EY Global Information Security Survey 2021 (Burg et al., 
2021)

Cybersecurity executive profile Area of focus Strengths Weaknesses

Security expert All things security Deep subject matter expertise Lack of business acumen
Tech advocate Technology solutions and tools Technology oriented Siloed thinking
Risk and regulatory pros Risk, controls, and compliance Good for highly regulated sectors Lack of technology acumen
Business transplants Business integration Business connectivity Lack of technology and security acumen
Part-timers and job splitters Split between cybersecurity and 

other primary roles
Cost saving “Jack of all trades; master of none”
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for Cybersecurity Education (NICE) framework. NICE is 
a community-based partnership, including government, 
academia, and privately-owned organizations (Newhouse 
et al., 2017). The focus of the partnership is to strengthen the 
cybersecurity posture of organizations through the engage-
ment of education, training, and workforce development. 
NICE published the Cybersecurity Workforce Framework 
(CWF) Special Publication 800–181 (Newhouse et al., 2017) 
in 2017 and revised it in November 2020 (Peterson et al., 
2020).

The NICE CWF partitions cybersecurity work into 
seven categories: (1) securely provision, (2) operate and 
maintain, (3) oversee and govern, (4) protect and defend, 
(5) analyze, (6) operate and collect, (7) investigate.1 Each 
of these categories has multiple specialty areas, and each 

specialty area has one or more work roles. For example, 
the securely provision category has specialty areas of risk 
management, software development, systems architecture, 
technology R&D, systems requirements planning, test and 
evaluation, systems development. We can see this specialty 
area focuses on developing new technologies to address 
cybersecurity challenges. Other specialty areas focus on 
important cybersecurity areas, such as policy development, 
incident response, etc. Thus, the NICE CWF framework pro-
vides a comprehensive mapping of cybersecurity roles and 
responsibilities to help leaders identify areas of weakness 
within their organizations.

The CWF can be used as a resource to describe the inter-
disciplinary nature of cybersecurity work performed by 
individuals and teams. The authors of the CWF recognized 
that prior to the establishment of NICE in 2010, the cyber-
security workforce roles had not been formally defined to 
provide a standard training and recruitment framework for 
cybersecurity roles within the U.S. federal government. The 
NICE CWF can also serve as a useful starting point for aca-
demics to establish courses and curricula to train graduates 
to serve in one or more specialty areas. One way to leverage 
the NICE CWF in workforce development is for faculty to 
begin by identifying the specialty areas most closely aligned 
to their curriculum. Then, they can identify missing knowl-
edge units needed for graduates to take work roles related to 
that specialty area and update their curricula to incorporate 
these knowledge units. This approach would greatly improve 
the fit between student preparation and workforce needs as 
well as help address the ongoing shortage in the cybersecu-
rity workforce.

3.3 � Cybersecurity Program Design

In addition to following guidelines such as the NICE CWF, 
faculty have adopted multiple approaches to addressing the 
challenge of cybersecurity program design. One approach 
is the development of domain specific curriculum in areas 
of concern, such as information security in supply chain 
management (Murphy & Murphy, 2013). Another area of 
curriculum focus is emerging cyber-education opportunities, 
such as the behavioral demands of cybersecurity (Caulkins 
et al., 2016).

The Centers of Academic Excellence in Information 
Assurance Education (CAE/IAE) and Research (CAE/R) 
(Spidalieri & McArdle, 2016), CAE-Cyber Defense (CAE-
CD) (Tang, et al., 2020) have also strongly influenced cyber-
security curriculum design due to the popularity of their 
credentials among students and universities. The CAE/ IAE 
curriculum is organized around specific groupings of knowl-
edge and skills called knowledge units (KU); accordingly, 
cybersecurity programs often design curricula based on KUs 
(Conklin et al., 2014a, b). Examples of cybersecurity KUs 
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Fig. 1   Perception of cybersecurity staffing levels based on organiza-
tions surveyed from 2019 through 2021 using the State of Cybersecu-
rity Survey conducted by ISACA​
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Fig. 2   Unfilled (open) cybersecurity positions based on organizations 
surveyed from 2019 through 2021 using the State of Cybersecurity 
Survey conducted by ISACA​

1  https://​niccs.​cisa.​gov/​about-​niccs/​workf​orce-​frame​work-​cyber​secur​
ity-​nice-​frame​work-​work-​roles
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include Networking, Operating Systems, Programming, 
Data, Policy, and others. Special topic KUs can be executed 
with a stackable curriculum with mappings to standards-
based practice, such as CAE, designed to advance the stu-
dent from entry level skills to more advanced levels (Katz, 
2018). KUs implemented in program designs are often 
derived from industry certifications (Knapp et al., 2017), 
university faculty expertise (Cabaj et al., 2018), or tailored 
phase-developed learning based on job-specific knowledge, 
skills, and abilities (KSAs) (Baker, 2016).

Although program alignment with these standards-based 
curricula is common, pedagogical innovations add signifi-
cant value to students (Endicott-Popovsky & Popovsky, 
2014). Strengthening problem-solving skills and emphasiz-
ing hands-on experience within the program design can be 
particularly helpful. The pedagogical approach to hands-on 
cybersecurity learning can vary among practitioners and 
academia. For instance, one study concludes that web-based 
learning theory can improve the interaction with student 
learners such that automated training content is followed 
by a system generated cyber-attack (Tang et al., 2017). In 
another study from Japan, researchers studied the effective-
ness of cybersecurity education and training with hands-on 
experience using cyber ranges (Beuran et al., 2016). This 
Japanese study supports the value of cyber ranges being used 
in virtual environments as a means of gaining practical expe-
rience and skills through effectively handling cybersecurity 
incidents.

Program designers have considered the target audience 
when understanding how concepts are taught, incorporating 
the individual backgrounds of students when deciding on the 
pace and content of learning. To this point, student culture 
can be relevant to cybersecurity course design and should be 
considered when iteratively refining the content (Gonzalez-
Manzano & de Fuentes, 2019). Culture has been identified 
as the intrinsic habits of students, such as their cooperation 
and commitment to cybersecurity course content. Student 
groups exhibit various levels of cooperation and commit-
ment to learning in an online environment. Therefore, stu-
dent behaviors can be used to decide on the course content 
and level of difficulty.

This literature review suggests that though several 
approaches for cybersecurity education, without expertise 
in hands-on skills and problem-solving skills (even a cur-
riculum aligned with the KUs or specialty areas), could 
remain highly conceptual, and graduates will find limited 
interest among employers. Therefore, there is a need for 
faculty to combine the knowledge areas identified by prac-
titioners with pedagogical innovations from academia. The 
approach in this paper aims to offer a roadmap to accomplish 
this objective.

From a methodological perspective, researchers can apply 
scientific methodologies and principles to cybersecurity 

program design. We believe that the Design Science para-
digm is appropriate for our problem domain. Design science 
is rooted in understanding how generalizable artifacts can 
be used in creative and innovative ways to solve a prob-
lem (Hevner et al., 2004), which is accomplished through 
iterative methods designed to build and evaluate artifacts 
created to address a problem domain. For instance, one 
emerging study proposes the use of Action Design Research 
(ADR) as an iterative methodology for revising and testing 
a college cybersecurity program framework design (Ward, 
2021). Researchers developed ADR as a method that not 
only iteratively addresses the problem domain through build-
ing and evaluating artifacts, but also considers the organi-
zational context and learning based on interventions (Sein 
et al., 2011). As a principle of ADR, design decisions and 
interventions are interwoven into the iterative methodology 
process through authentic and concurrent evaluation. Fur-
thermore, ADR has been elaborated by researchers, called 
eADR, to allow for a more flexible, extended approach to 
abstractions in the artifact that may occur within any activ-
ity of an iterative ADR cycle (Mullarkey & Hevner, 2019).

While we believe that eADR can be an effective method-
ology for targeted curriculum design, its use in the design of 
cybersecurity programs to address the cybersecurity work-
force skills shortage is limited. In this paper, we present the 
results of our efforts to use eADR for targeted cybersecurity 
program design.

4 � Cybersecurity Workforce Skills 
Development Framework

Although the RQ Labs cybersecurity skills training program 
was co-created between a single cybersecurity firm and a 
set of Information Systems researchers from a university 
over a multi-year period of time, we argue that the academic 
literature, cybersecurity industry survey data, cybersecu-
rity practitioner intervention, and a rigorous action design 
research methodology can be applied collectively to design 
a generalizable ensemble artifact in the form of a frame-
work that addresses the IS workforce skills shortage problem 
domain. In particular, we find that dynamic, rapidly evolving 
IS fields demand a much more aggressive intervention with 
practitioners to eliminate the gap in skills between the typi-
cal academic course and the industry requirements. Design 
Science Research (DSR) seeks to solve challenging IS prob-
lems through a guided emergent design activity. It proposes 
a pragmatic paradigm in solving these problems where 
the research team seeks utility and usefulness, especially 
when solving novel problem domains where the solution 
domain is poorly understood. (Hevner et al., 2004) Action 
Research (AR) promotes an intervention, often in situ, where 
the researcher and client (organization) interact to take an 
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action and observe the outcomes of that action (Susman & 
Evered, 1978).

The Action Design Research (ADR) method applies 
AR to the build and evaluation of IS solutions – artifacts—
within the DSR theoretical paradigm (Sein et al., 2011). 
Mullarkey and Hevner (2019) created the Elaborated ADR 
(eADR) to extend the ADR method to allow for stages in 
the research from Diagnosis to Design to Implementation 
in a typical innovative IS system construction. In addition, 
eADR offers the research team guidance on the actions taken 
in each iterative intervention cycle to design, build, evaluate, 
and reflect concurrently with practitioners in a co-creative, 
authentic evaluation of each incremental artifact in the IS 
solution design and implementation (Mullarkey & Hevner, 
2019). Consequently, the RQ Labs program design activities 
started with a collaborative engagement in the Fall of 2018 
between USF research faculty and RQ practitioners—includ-
ing analysts, engineers, and human resource personnel. The 
purpose of the initial engagement was to understand – diag-
nose—in detail the nature of the problems experienced by 
practice in the cybersecurity workforce skills development 
and hiring domain.

In practice, the firm’s human resources personnel 
reported that the growth of the firm’s demand for recruiting 
skilled cybersecurity professionals was rising at a higher 
rate than the supply of qualified applicants. The highest 
volume of demand in human resources included entry-level 
analyst positions designed to occupy multiple shifts within 
their Security Operation Center (SOC). Additionally, HR 
professionals cited significant challenges in finding potential 
employees who had not only the required technical skills 
for the position but also the behavioral fitness to meet the 
desired cultural core values of the firm. Entry-level cyber-
security skills in demand by the firm could potentially be 
identified by industry certifications or university degree spe-
cialty. However, due to the rapid changes in skills demand, 
HR personnel in consultation with cybersecurity analysts 
and engineers experienced difficulty “finding” talent to 
maintain the level of hires required. Their hypothesis was 
that it would be better to develop and train their own “pipe-
line” of entry level cybersecurity workers. At the same time, 
they recognized significant limitations in their capacity to 
build a training program – for university students for exam-
ple – without some sort of partnership with academia.

To better understand the human resource challenges asso-
ciated with recruitment, our IS researchers had to engage 
closely with the operating environment of RQ security 
analysts and engineers. The study team (the academics and 
practitioners collaborating) began the diagnosis with an 
examination of the 24/7 RQ SOC work environment. Our 
observations were that all security analysts must possess a 
high level of competency and understanding of soft skills 
(such as communicating with teams or customers), excellent 

report writing capabilities (such as grammar and spelling), 
the ability to focus on the details of the technical content, a 
fundamental desire to perpetually learn as threats evolved, 
the desire to help others in need of assistance, the desire to 
seek help with problem solving, and a commitment to being 
accountable for their professional decisions.

The study team then evaluated the existing degree pro-
grams available at the partner institution and in the market-
place (for profit and not-for-profit). This information was 
compared to the needs expressed by the technical profes-
sionals and with the experiential observations of the HR 
personnel. The resultant evaluation led to the conclusion 
that there was not an evident skills gap “replacement” pro-
gram that would meet the need. In addition, the study team 
was able to gain considerable insight into the importance 
of balancing soft and technical skills in a practicing SOC 
environment. This practical knowledge directly contributed 
toward the design of the RQ Labs cybersecurity workforce 
development framework (Daniel et al., 2022).

In eADR, as the study team moves from the Diagnosis 
stage to the Design stage, we anticipate the development of 
guiding principles in the design of the evolving innovative 
IS. These guiding design principles also form the foundation 
of the nascent theoretical framework for the specific context 
of innovative IS solution.

The study team observed that the design of the RQ Labs 
program would benefit from the development of an approach 
that combined a rigorous research method with key needs 
of the principal stakeholders – technical practitioners, HR 
practitioners, faculty, and students. Therefore, the research-
ers conceptualized a group of co-dependent components 
to meet the requirements of the desired outcome. RQ Labs 
had to include educational components that supported the 
demands, in soft and technical skills, of the cybersecurity 
workforce. In addition, the RQ Labs would need to meet 
student availability for an extra-curricular learning pro-
gram. The research faculty needed to combine the univer-
sity resources with those provided by the partnering firm to 
maximize the quality of engagement between the program 
instructors, practitioner mentors, and student participants. 
The roles of security analysts, security engineer, and HR 
personnel had to be considered to drive the direction of the 
program content, delivery, and outcome evaluation. Ulti-
mately, the partnering cybersecurity firm was motivated to 
improve the workforce skills shortage problem while the 
research faculty were motivated to study the problem and 
inform academia with the newly discovered knowledge. Fig-
ure 3 below displays the conceptual diagram of the proposed 
cybersecurity workforce skills development framework.

As seen in Fig. 3, the RQ Labs cybersecurity workforce 
skills development framework consists of four dependen-
cies that drive the evolution of the RQ Labs training pro-
gram over the 5-year funded period. At the center of the 
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conceptual framework is the cybersecurity workforce skills 
training program design. The design of the program includes 
attributes such as course content, evaluation metrics, and 
instructional resources. A cybersecurity study team is first 
assembled and divided between university and cybersecurity 
firm resources. Next, our framework is dependent upon the 
implementation of a research methodology, such as eADR, 
to iteratively build and evaluate the program’s ability to 
address the cybersecurity workforce skills shortage domain 
class of problem. Finally, it is essential that cybersecurity 
workforce demand is included within the framework. Work-
force demand is communicated and driven by the needs of 
the cybersecurity firm and its stakeholders.

4.1 � Cybersecurity Workforce Skills Training Team

Due to the 5-year commitment of funds and resources pro-
vided by the university’s partnering cybersecurity firm, con-
siderable effort was made toward the design of the cyber-
security skills training program by USF research faculty 
and practicing cybersecurity professionals. We defined the 
co-creation of the training program as a collaborative rela-
tionship between researchers and cybersecurity practitioners 
where research faculty are embedded with the practicing 
cybersecurity analysts, engineers, education specialists, 
and human resource personnel. The cybersecurity analysts 
offered practical insight into the daily operational tasks of 
a Security Operations Center (SOC) while the engineers 
offered insight into the infrastructure that supports the over-
all workflow of the SOC. Education specialists were used 
within the cybersecurity firm to support an internal training 

infrastructure called ReliaQuest University (RQU), which 
was implemented independently by RQ to address the con-
tinuous educational needs of cybersecurity practitioners and 
their customers. The firm’s human resources personnel were 
responsible for management and coordination of potential, 
new, and existing employees.

An important resource detail of the cybersecurity work-
force skills training program design was to understand how 
each cybersecurity practitioner participant contributed to 
the success of the program. Cybersecurity analysts work in 
a 24/7 year-round SOC that supports customers and their 
operational security. Among the daily tasks of a cybersecu-
rity analyst includes the investigation of security alerts gen-
erated by the customers’ information system environment. 
Specifically, cybersecurity analysts at RQ use modern secu-
rity tools and a proprietary platform developed by the firm, 
called RQ GreyMatter™, which is designed to use machine 
learning (ML) to reduce the complexities of investigating an 
incident within a customer’s environment. Although the RQ 
analysts use a platform that helps them reduce the data and 
tools required to conduct the investigation of a cyber event, 
they integrate internal tools with industry partner tools and 
a rigorous analytical template to navigate the complexities 
of alert information.

As investigations are completed by analysts, all content 
is permanently stored within a content management system. 
This practice of SKM grows exponentially over time, adds 
value to the firm and its customers, and serves as an inter-
nal repository of cyber threat intelligence. The study team 
found that it also feeds the “intelligence” of GreyMatter™ 
and, interestingly, could be used to continuously update the 
RQ Labs training content. Therefore, cybersecurity analysts 
contribute extensive technology skill, cybersecurity exper-
tise, customer experience, threat intelligence content knowl-
edge, and investigative methodologies that are captured by 
the SKM and used to generate the educational content for 
the student participants of a cybersecurity workforce skills 
training program.

Cybersecurity engineers can be involved in a variety of 
infrastructure supporting roles within a SOC. Specifically, 
it is common for a cybersecurity engineer to manage or sup-
port cloud resources or other application services required 
for the cybersecurity firm and its customers. These skills 
offer a necessary service to the cybersecurity workforce 
skills training program with the need to setup and manage 
cloud-based cybersecurity lab environments for the student 
participants in a separate instance of the operating system 
firewalled explicitly for RQ Labs.

Cybersecurity education specialists (RQU) have an exten-
sive professional background in cybersecurity and educa-
tion. In many instances, they serve as instructional design-
ers for the firm’s internal training courses, such as what we 
observed with RQU. Additionally, they manage educational 

Fig. 3   Conceptual diagram of the components of cybersecurity work-
force skills development framework
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content in Learning Management Systems (LMS) used by 
firms to deliver training courses for cybersecurity employees 
and their customers. The education specialist is an integral 
part of the cybersecurity workforce skills training program 
team. The education specialist can organize all the educa-
tional content in the LMS, coordinate the training schedule 
with all student and cybersecurity firm employee partici-
pants, communicate with university faculty and staff, and 
manage the overall instructional design.

Human resource (HR) personnel are responsible for the 
interviewing and selection decisions made for all student 
participants throughout the multiple phases of a single 
cybersecurity workforce skills training cycle. In the case of 
RQ Labs, HR personnel communicate closely with a uni-
versity Student Success specialist when planning each RQ 
Labs cycle recruitment strategy. The university Student Suc-
cess specialist is responsible for the university campus-wide 
student recruitment campaign and sign-up process, which 
is used to collect all student contact information. Then, the 
student sign-up information is passed along to the cyber-
security firm’s HR team and used to prepare for a training 
program cycle.

Equally important to the resource details of the training 
program design success includes an understanding of the 
experience profile contributed by university research fac-
ulty. In the case of RQ Labs, two USF Information Systems 
research faculty were involved with each RQ Labs training 
cycle. One research faculty, with prior executive level man-
agement experience, focused on the communication with 
the cybersecurity firm’s leadership to ensure the direction 
of the program was effectively and objectively meeting its 
demands by all stakeholders involved. Additionally, this 
research faculty previously completed a formal leadership-
focused Externship with the cybersecurity firm prior to the 
creation of the RQ Labs program. The other research faculty, 
with prior professional cybersecurity experience, focused on 
the communication with the training program team to ensure 
an acceptable pedagogy was objectively executed and meas-
ured. University research faculty collaborated, together and 
separately, with the training program team to communicate, 
document, recommend changes, inform academic theory, 
influence pedagogy, and manage the implementation of the 
eADR methodology.

4.2 � Cybersecurity Workforce Skills Demand

The cybersecurity workforce skills demand for RQ Labs 
was driven by the cybersecurity firm’s leadership, practi-
tioners, and stakeholders. Although the forces for cyberse-
curity workforce skills demand can come from any outside 
source, such as academic research, standards-based organi-
zations, or industry reports, we aligned the content included 
within our framework in consultation with the cybersecurity 

firm’s needs. In the case of ReliaQuest, leaders decide for 
the global firm and its customers, with offices located in the 
United States, Europe, and Asia. Those decisions are aligned 
with the demands of business, technology, and the skills 
required to operate a cybersecurity workforce.

The cybersecurity workforce skills demand focus for the 
engagement with RQ was based on the skills needed for a 
university student to enter the cybersecurity workforce as 
an entry-level cybersecurity analyst with the potential to 
work within a SOC. Although a SOC analyst is the most 
sought-after job placement for students who complete the 
RQ Labs program, some students have entered the cyber-
security workforce as business analysts and development 
operations (DevOps) engineers. Additionally, many stu-
dents have been recruited as interns into various departments 
within the cybersecurity firm to include Incident Response, 
Security Engineering, Threat Management, and Product 
Management.

5 � Research Methodology—eADR

The cybersecurity workforce skills training program was 
developed using a guided emergent, co-creation design 
engagement between university research faculty and prac-
ticing cybersecurity professionals. The collaborative rela-
tionship between researchers and practitioners offered an 
opportunity for an Action Design Research (ADR) project. 
In this research, we adapted the ADR methodology from 
the traditional use of creating an innovative IT system to 
the creation of an innovative cybersecurity skills training 
program. We found the eADR methodology ideally suited 
to this rapidly evolving IS training environment where the 
problem domain and solution domain were poorly under-
stood by researchers and practitioners.

We determined early in the research process that nei-
ther practice nor academia had all the knowledge of or the 
competencies to independently design and deliver the ideal 
cybersecurity training program. Most of the knowledge of 
what to teach on what platform resided with the practition-
ers and their SKM while most of the knowledge of how to 
design and deliver content to university students (and even 
how to recruit active university students) resided with the 
faulty researchers. The eADR methodology offers research-
ers and practitioners a continuum of interventions in situ 
using iterative cycles within each stage (diagnose, design, 
implementation, and evolution) of an innovative system. 
Each iterative eADR cycle within a stage offers an opportu-
nity for a researcher to formulate the problem (P), create an 
artifact (A), evaluate the artifact (E), reflect on the results 
of the evaluation (R), and learn from the reflection (L). An 
iterative eADR cycle can be used by a researcher to inform 
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the diagnosis, design, implementation, or evolution stages 
of an ADR process (Mullarkey & Hevner, 2019).

The study team used prior research of the problem 
domain during a faculty externship that confirmed the sig-
nificant skills gap between university students and those of 
successful hires as well as an extensive literature review to 
support the diagnosis stage to begin the eADR process (Dan-
iel et al., 2022). In year 1 of the program, the study team 
began the process of designing the structure of the RQ Labs 
cybersecurity skills training program as a co-creation activ-
ity with practitioners and university researchers in accord-
ance with Fig. 3. Therefore, the flexibility of the eADR pro-
cess model allowed the study team to begin its research by 
entering at the design stage of the ADR process. In the Fall 
of 2018, an eADR cycle was initialized to design the first 
version of the program structure. Thus, the version designed 
was implemented and evaluated in situ as the RQ Labs was 
completed each semester.

In time for the following RQ Labs training, the study team 
completed an evaluation of the performance of the recent 
past RQ Labs to modify the design. Also, the study team 
evaluated the evolution of the available cybersecurity tools 
and processes to modify the design of the RQ Labs delivery 
and content. This structure would then be used for the first 
through sixth cohorts of university students. Version 1 of 
the program structure was planned for implementation in 
late Fall of 2018. Version 1 of RQ Labs was designed in 
the Summer 2018 and delivered in the Fall 2018 during a 
6-week cycle of RQ Labs coursework.

Upon completion of the first cycle, data was collected 
and evaluated to understand the pros and cons of the imple-
mented structure. The study team continued to iterate RQ 

Labs in future university semesters from 2018 through 2022. 
Within each iteration of the program design, the study team 
of cybersecurity practitioners and faculty – with input solic-
ited from students and HR personnel—intervened in the pro-
gram structure and an evolution of the program was created 
in the form of a new version (Version n) (See Fig. 4). Also, 
each version of RQ Labs contributed to the RQ SKM and 
the RQU LMS (Daniel et al., 2022).

The RQ Labs eADR Process Model illustrates the 
interventions at each stage of the eADR method used to 
design the co-created cybersecurity skills training pro-
gram (Adapted from Mullarkey & Hevner, 2019). [Note: 
in the eADR cycle: P = Problem Formulation/Planning, 
A = Artifact Creation, E = Evaluation, R = Reflection, and 
L = Learning].

5.1 � Cybersecurity Skills Training Program Design: 
RQ Labs Case

The cybersecurity skills training program can be described 
as a comprehensive cybersecurity training program imple-
mented as an extra-curricular college student engagement 
that provides a solution to a class of problem – skills educa-
tion for rapidly evolving innovative IS domains (like cyber-
security, ML, AI, social, mobile, etc.)—within the cyberse-
curity workforce skills talent shortage domain. In the case 
of RQ Labs, the training program design activities are sum-
marized in Table 2.

The summarized program design in Table 2 describes 
a training program that includes a total of 23 h of class-
room instruction over a 6-week period. Each classroom 
instructional session includes individual hands-on activities, 

Fig. 4   RQ Labs eADR process model
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group activities, industry case studies, and mentoring ses-
sions. This high-level view of the program is the result of 
co-creation activities conducted during each program cycle 
using the eADR methodology. Since the eADR methodol-
ogy offers the opportunity for intervention based on a con-
tinuum of design activities, the training program success-
fully evolved over six iterations between the Fall of 2018 
to the Spring of 2022. Table 3 summarizes the significant 
interventions made by cybersecurity practitioners or faculty 
to improve the overall rigor and relevance of the program 
design. Each intervention was informed by a pro (positive) 
or con (negative) experience during a given program cycle.

In Table 3, it is evident that the program design has gone 
through multiple changes based on interventions from uni-
versity faculty or cybersecurity practitioners. In the first 
cohort iteration of the program, Fall 2018, it was observed 
that students were overloaded with technical content and 
software. For instance, RQ instructors observed little value 
in students engaging with both QRadar (a SIEM system) and 
CarbonBlack (an Endpoint Detection tool) tools while learn-
ing a new cybersecurity analysis methodology. Therefore, 
it was concluded that the Endpoint Detection tool should 
be eliminated from the program design. Additional chal-
lenges experienced by overexposure of various technology 
stacks introduced to students throughout the various pro-
gram cycles has resulted in a program design that carefully 
considers the training environment and its supporting tools. 
For example, a Systems Administration boot camp and study 
groups were added to the program design by university fac-
ulty to improve the understanding of technical concepts and 
tools introduced to the students throughout the program.

Starting with the Spring 2019 cohort, the program design 
was significantly impacted by COVID-19 restrictions. The 
impact offered an opportunity to adapt the program design 
for delivery in face-to-face, 100% online, and hybrid (a blend 
of face-to-face and online) modes. As a result, the program 
is now adaptable to any of these common modes of delivery 
in any university environment. Additionally, the RQ prac-
titioner work environment adapted over time to a virtual 
schedule. Due to the increase in engaged learning activities 

online and changes in RQ mentor work schedules, the pro-
gram cycle schedule was affected, resulting in an increased 
number of RQ mentors and a change in program cycle from 
twice a calendar year to once per calendar year. Due to the 
expansion of RQ mentors in the program design, it was also 
decided that senior mentors be assigned to ensure the quality 
of knowledge transfer between program cohorts.

One interesting intervention of significance in the pro-
gram design occurred during the end of the Spring 2019 
cohort. The output of the Spring 2019 cohort resulted in only 
four student offers for part-time or full-time employment 
at RQ as opposed to 10 in the prior cohort iteration. Upon 
questioning the RQ HR and practitioners about what they 
observed as the potential reasoning for this sharp decline 
in numbers, they reported that students overall performed 
poorly in the behavioral/cultural interviews. It was then rec-
ommended by university faculty to add a module taught by 
a well-known researcher in the domain of emotional intel-
ligence. The idea was that if students were aware of their 
behavior and ability to communicate effectively, this aware-
ness would directly improve the outcome of the interviews.

After one iteration of an emotional intelligence module 
being used in the program design of the Fall 2019 cohort, the 
number of students recruited by RQ recovered to 10. Inter-
estingly, the feedback from RQ HR and practitioners was 
that the increase in numbers recruited had no direct correla-
tion with the student performance in the behavioral/cultural 
interviews. Instead, RQ HR and practitioners attributed the 
recovery of the numbers recruited to the overall improve-
ment in the program’s content and delivery. However, the 
introduction to the paradigm of emotional intelligence in 
the program design added an overall awareness to the impor-
tance of observing student behavior during training activi-
ties. The training modules were adapted by the instructors to 
continuously consider opportunities to reinforce the impor-
tance of student behavior in specific cybersecurity investi-
gation scenarios and teamwork activities. The observation 
of student behavior became such an important part of the 
program that the RQ mentors from the Spring 2022 cohort 
implemented an intervention that involves the development 

Table 2   RQ Labs program design summary

Week Activity Description Timing

1 Pre-Boot Camp Introduce program purpose and general understanding of cybersecurity 
domain. Designed to filter out students not interested in cybersecurity train-
ing program

3 h

2 System Admin Boot Camp Cybersecurity and networking Fundamentals 4 h
3 Attack Surface Enterprise networking, security tools, data security, and kill chain 4 h
4 Anatomy of an Attack Application Security 4 h
5 Detect, Response, & Mitigate Incident Response Fundamentals 4 h
6 Capstone Assessment Capstone Analysis using cyber investigation analysis methodologies 4 h
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of a measurable behavioral scorecard that will be used in all 
future program iterations.

All significant program interventions described in Table 3 
were considered when configuring the overall structure of 
the program design. To describe the program design in 
detail, we start with week 1, where approximately 100 + stu-
dents from any major across the university are recruited 
through various communication channels to participate in 
a pre-boot camp. A pre-boot camp was developed into the 
design after observing a significant number of students who 
were interested in participation within the first iteration 
of the program and communicated to the instructors that 
they misunderstood what was required of the cybersecurity 
domain. Therefore, the pre-boot camp is designed to intro-
duce any student to the cybersecurity domain so that they 
can decide whether they should move forward with com-
peting for a training slot in the remainder of the program. 
Pre-boot camp content includes cybersecurity terminology, 
the CIA (Confidentiality, Integrity, and Availability) triad, 
careers in cybersecurity, expectations of the program, and 
testimonies from Security Operation Center analysts. Stu-
dents are given an opportunity to participate in a question 
and answer session with the practicing analysts so that they 
have a complete understanding of what the cybersecurity 
workforce does on a daily basis.

Since the capacity of the RQ Labs program in weeks 2 
through 6 is limited to approximately 50 to 60 students per 
program iteration, students are offered an opportunity to 
compete for a slot or decline to move forward. If students 
would like to pursue the opportunity for the program, they 
are asked to complete an online general cybersecurity knowl-
edge assessment and sign up for a behavioral interview. 
Students compete for one of the available slots in weeks 2 
through 6 through an initial behavioral interview conducted 
by a RQ human resource specialist team. In any given cycle, 
a human resource specialist team could conduct up to 80 or 
more interviews between weeks 1 and 2 of the program. The 
initial interviews are designed to select the best candidates 
from the students who elect to move forward in the program. 
The interviews are designed to gain a general sense of the 
student’s potential fitness in the cybersecurity workforce. 
At this stage, fitness is measured subjectively based on the 
student’s responses to behavioral questions. Technical ques-
tions are not used within interviews at this stage.

Once the human resource team selects the student can-
didates for weeks 2 through 6, students are invited to an 
optional Systems Administration boot camp in week 2. 
This boot camp is designed for students who do not have 
an extensive technical background in systems. Those who 
elect to participate in the week 2 Systems Administration 
boot camp are given hands-on classroom instruction using 
a Linux virtual machine by university faculty. The content 
covered in the Systems Administration boot camp includes Ta
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Linux operating system and networking commands and 
concepts. Although the Systems Administration boot camp 
uses the Linux operating system as its medium for training, 
it is clearly communicated that all other operating systems 
are equally important for this knowledge unit. Linux was 
selected simply because of its free use and open source capa-
bility for a custom technical learning environment. Addi-
tionally, students are exposed to how the content is directly 
linked to the context of fundamental cybersecurity, concepts 
such as application, data, and network security.

Weeks 3 through 6 of the RQ Labs program are designed 
to immerse the student in hands-on cybersecurity training 
focused on activities typically experienced by a practicing 
security operations center analyst. The training in weeks 
3 through 6 is completely conducted by practicing RQ 
cybersecurity analysts and engineers with varying levels of 
experience. Additionally, university faculty members co-
participate with the RQ analyst and engineering instructors 
throughout all training sessions conducted between weeks 
through 3 through 6. The expectation of this co-participation 
experience is to offer opportunity for university faculty to 
transfer relevant cybersecurity practical knowledge that can 
be used later to inform an academic curriculum. In many 
cases, faculty can directly observe the student response and 
performance to specific training content. For instance, uni-
versity faculty co-participate in group instructor-led break-
out sessions where students engage in a detailed discussion 
about specific cybersecurity concepts and scenarios expe-
rienced by RQ practitioners. The faculty contribute to the 
pedagogy of the discussion by periodically evaluating the 
quality of the student responses to specific questions chal-
lenged by practitioners in the break-out session.

In week 3, students are broken up into 5 or 6 groups of 
10 students each. Groups were formed to reinforce the nec-
essary skill for security analysts to work and communicate 
in teams. Each group is given a name and assigned 2 RQ 
cybersecurity practitioners who serve as direct mentors to all 
students in the group. A mentor-to-team pedagogical model 
was added to the program design based on improvements 
and suggestions experienced throughout each program itera-
tion. It was discovered that mentors could micro-respond 
and provide the acceptable help necessary for students to 
successfully solve individual or team focused problems and 
challenges throughout the program. Each mentor set up a 
mobile app communication channel with Slack (https://​
slack.​com/) so that students could communicate questions 
in between weekly training sessions. Mobile app commu-
nication was added after multiple iterations of the program 
design revealed that students and mentors typically commu-
nicate ad hoc issues with their peers in the mobile environ-
ment when compared to other methods.

The mentor’s responsibility is to explain and reinforce all 
concepts covered in the content of the program each week to 

any student within their assigned group. Each week, during 
weeks 3 through 6, students are assigned homework activi-
ties on a Learning Management System (LMS); these home-
work activities are evaluated by their mentors for reinforced 
feedback. Additionally, each mentor uses a rubric that was 
co-developed between university faculty and RQ practition-
ers to evaluate the technical and behavioral performance of 
each student within the group. The technical rubric includes 
objective measures recorded by the mentor of the student’s 
successful or unsuccessful ability to complete and apply the 
weekly lab activities to an expected scenario. For instance, 
in the “Detect, Mitigate, and Respond” training module, 
students are scored from 0 to 100% on their understanding 
of the Kill Chain, events, and ability to identify artifacts 
of significance. The behavioral rubric includes a group of 
observable behaviors aligned with the firm’s core values 
that allow a mentor to set a score level between 1 and 3 on 
criteria such as the student’s ability to demonstrate account-
ability, adaptability, focus, helpfulness, a positive attitude, 
and a responsible effort.

Additionally, the mentors are incentivized with a reward 
from RQ if their group outperforms all other groups in the 
program during the semester cycle. Performance incentives 
were added to the program design by RQ after observing the 
competitive behavior of mentors and their assigned students 
throughout multiple program iterations. Performance of the 
mentor is directly measured by the overall team rubric scores 
as well as how many students within their group successfully 
complete the program and have the potential for conversion 
to a full-time or part-time cybersecurity position.

To maintain the sustainability and quality of the mentor 
experience from iteration to iteration of the training program, 
a senior lead mentor is assigned to at least 2 student mentors 
to provide visibility into the program’s progress, guidance 
to the mentors, and professional experience, if necessary. 
Senior lead mentors include experienced cybersecurity prac-
titioners who may have advanced to leadership positions 
throughout the firm. Senior lead mentors are responsible 
for communicating daily with their assigned mentors when 
needed and participating in a weekly group meeting. The 
weekly group meetings are designed to allow direct com-
munication between the senior lead mentors and the student 
mentors so that professional guidance can be appropriately 
implemented into the weekly RQ Labs iteration.

The content covered in week 3 of the program includes 
an understanding of the Attack Surface. To understand the 
Attack Surface, a student must gain competency in enter-
prise architecture, including its networking and tools used to 
manage or evaluate its functionality. Students are instructed 
on how data flows through an enterprise and can be used 
as a means for motivating an attack. Finally, students are 
introduced to cases that include scenarios that demonstrate 
the structure of an attack through a cyber kill chain. Then, 
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the cases are reproduced in a custom virtual lab environment 
hosted in Amazon Web Services (AWS). AWS was selected 
as the technical platform to host the technical labs because 
RQ has an existing enterprise agreement with its services 
and resources. Sharing resources, such as AWS, between the 
university environment and RQ are essential to the overall 
quality and success of the program design.

In week 4, students are introduced to the anatomy of an 
attack by examining security vulnerabilities experienced in 
various applications. Essential training in this week includes 
an introduction to exploits, web server security, and offen-
sive security concepts. Students link the types of attacks 
to the parts of the attack surface covered in week 3. Addi-
tionally, various types of attacks, the attack lifecycle, and 
an understanding of threat actors are covered. Then, these 
concepts are reproduced as online hands-on labs within 
the AWS environment. The hands-on labs include a sce-
nario, a fundamental technical concept, a required task to 
implement the concept on a scenario, and an analysis of the 
results related to the required task. For instance, Table 4 
below is a partial capture of a hands-on lab requiring stu-
dents to learn about Endpoint Fundamentals using Network 
Reconnaissance.

As seen in Table 4, the learning objectives are clearly 
communicated to understand the desired outcome of the 
hands-on activity. A comprehensive review of this funda-
mental technical concept is first covered in a class lecture 
followed by a demonstration of its practice. Once the fun-
damental concepts are completely discussed, the instructors 
introduce a scenario, such as the one described in Table 4. 
Students then login to the AWS virtual lab environment and 

complete the assigned activity. Mentors are available to 
their assigned students throughout the hands-on activities 
to improve the success and understanding of the student labs.

Week 5 content is designed to introduce the students 
to how to detect, respond to, and mitigate cybersecurity 
events that have been generated by a security information 
and event management (SIEM) system. Students are intro-
duced to a cybersecurity investigation analysis methodology 
that helps to guide them through the analysis process. We 
learned through multiple iterations of the program design 
that many of the RQ mentors had previously worked for 
other cybersecurity firms as a security analyst. In all cases, 
the RQ mentors reported that a methodology was used to 
guide the analysis of a cybersecurity event. The common 
attribute of the various analysis methods discussed was that 
they include an iterative process of identifying key artifacts 
of significance to advance the narrative with the goal of 
eventually recommending a resolution to the customer’s 
cybersecurity event. In the case of RQ Labs, the RQ mentors 
used a specific analysis methodology designed to improve 
consistency among investigations conducted on customer 
technical environments by multiple analysts within the SOC.

Initial iterations of the RQ Labs program used third-party 
SIEM and End Point Detection (EDR) tools hosted on AWS 
as learning mechanisms. However, more recent iterations 
of the program have offered an opportunity for students to 
learn on the RQ proprietary platform. The RQ proprietary 
platform encourages and reinforces the same workflow of 
analysis methodology being trained by the RQ mentors in 
the RQ Labs program. Due to the design of the proprietary 
RQ platform, this evolution of the program was added to 

Table 4   Partial capture of 
an RQ Lab hands-on activity 
completed by students

Endpoint Fundamentals: Network Recon Lab

Objectives/ References
  • I will gain an understanding of the concepts surrounding Nmap and Host discovery
Topics to reference:
  • Standardization of network protocols
  • Network addressing
  • TCP/ IP protocol suite of the Internet
  • Network protocols
  • OSI and TCP/ IP suite of protocols
  • TCP vs UDP protocols
  • Network mapping and scanning
  • Footprinting
  • Fingerprinting
  • Port scanners
  • Banner grabbing
Exercise #1 scenario:
  1. Nmap is by far one of the most popular tools in the world of information security. This popularity can 

be attributed to many factors. One of which is the fact that it is extremely effective. N map was intro-
duced as a port scanner, but it’s far outgrown that title at this point. We will be using it in this exercise to 
do basic network discovery. We will start with a ping scan. Enter the following to discover all the devices 
on your network. Remember your network might be in a different range that the example. So make sure 
you’re scanning your actual network range

nmap -sn $yournetworkrange/24
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improve the likely success of the student’s ability to imple-
ment the desired cybersecurity investigation analysis meth-
odology on common security platforms that may be used in 
other security operation centers.

Finally, week 6 of the program includes a comprehensive 
capstone assessment of the student. Program mentors assign 
cybersecurity event scenarios to students with simulated data 
based on prior customer experiences. Students are expected 
to evaluate the cybersecurity event scenario using all the 
tools, technologies, and methodologies exposed to them 
throughout the program. Upon completion of the analysis 
of the event, students submit a comprehensive report of their 
findings to their mentors for evaluation. Mentors score the 
students’ level of success in completing the comprehensive 
capstone assessment.

6 � Evaluation of RQ Labs

Upon completion of each 6-week program iteration, data 
was collected to measure the value added to the cyber-
security firm and the university students. Value-based 
data was recorded for program evaluation at eight dif-
ferent stages during and following the completion of a 

program iteration. Once the program evaluation process 
was completed, RQ practitioners collaborated with uni-
versity researchers to improve the program structure for 
the next iteration. This engagement resulted in continuous 
improvements of the program design. Table 5 summarizes 
the data points captured at different stages of the program 
evaluation process.

Table 6 summarizes the data collected after completion of 
six program iterations. During each program iteration, a total 
count of students was collected as each university semester 
program iteration advanced to the next stage.

Seven hundred twenty-six USF undergraduate and grad-
uate students from various colleges were sampled to begin 
Stage 1 of the RQ Labs program. Prior to the design of this 
program, RQ had reported trivial success with undergradu-
ate and graduate students passing the initial job interviews 
with the firm. Essentially, human resources reported that 
no students were hired in the prior four years. Upon com-
pletion of Week 1 in all program iterations, Stage 1 of 
the RQ Labs was completed and the total sample size had 
been reduced to 525 students. Two hundred and one of 
525 students did not attempt to pursue a required effort to 
complete Stage 1 evaluation for advancement into Stage 2 
of the program. Upon completion of the Stage 2 evaluation 

Table 5   RQ Labs evaluation 8-stage process

Stage Evaluation description Value measure description Data Metric

1 Completion of Week 1 General Cybersecurity Knowl-
edge Assessment

Online cybersecurity baseline 
assessment quiz

Score

2 Completion of Week 1 Behavioral Interview Verbal interview Fit/Not Fit
3 Completion of Week 3 through 6 Final Capstone Assessment Rubric based on capstone tasks Score
4 Completion of Week 6 Technical Interview Verbal Interview Acceptable technical knowledge 

or Not
5 Personality Assessment Online Personality type Vendor assessment results Personality type
6 Cultural/Behavioral Fit Behavioral/Cultural Interview Verbal interview Cultural/Behavioral Fit/Not fit
7 Final Interview Mixed Interview: Technical/

Behavioral/Cultural
Verbal Interview Full-time or Part-time Job Offer

8 Full-time or Part-time job offer Verbal or written response Verbal or written response Student accepts offer or declines

Table 6   Student counts in 
various stages of multiple RQ 
Labs program iterations

Stage Fall 2018 Spring 2019 Fall 2019 Spring 2020 Spring 2021 Spring 2022 Total

Hands-on training experience
1 82 66 91 107 180 200 726
2 52 56 70 80 111 156 525
3 34 43 50 53 58 60 298
Multi-stage cybersecurity interview experience
4 29 27 47 37 39 24 203
5&6 18 13 11 37 29 24 132
7 16 11 11 37 29 24 128
* Only a limited number of students can be selected based on availability
8 10 4 10 12 9 12 57
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process with all program iterations combined, RQ had 
selected 298 students to participate in Stage 3 of the RQ 
Labs program.

During Stage 3, a minimal number of students quit or 
failed to complete various points of the 4-week stage of the 
program for various reasons, such as other job offers, per-
sonal causes, or difficulty with the academic load. Addi-
tionally, the student performance scorecard managed by 
the RQ mentors is used to score students based on techni-
cal and behavioral performance. Technical performance is 
measured based on student results after completing each of 
the cybersecurity labs. Behavioral performance is meas-
ured based on the mentor’s observation of the student’s 
demonstration of RQ core values throughout Stage 3 of the 
program. Each lab has a required objective that is clearly 
explained to the student prior to assignment. The mentor 
scores the assignment followed by subjective comments 
on the student’s strengths and areas of opportunity for 
improvement.

One notable difference found in week 6 (the capstone 
week) includes an evaluation of spelling and grammar. It is 
important to cybersecurity analysts that their written analy-
sis and documentation demonstrate professional spelling 
and grammar. Each week (weeks 3 through 6), scores are 
aggregated and the top student performers from each group 
are recognized by their mentors and peers. Upon comple-
tion of week 6, a final score is calculated along with ratings 
for spelling, grammar, analysis methodology performance, 
and overall strengths with opportunities for improvement. 
A copy of the performance scorecard is included as a sup-
plementary spreadsheet with this paper.

A dashboard report example developed by RQ showing 
the results in technical performance of five RQ Labs student 
teams during the Spring 2020 cohort is in Fig. 5 below.

Although individual students are graded by mentors on 
each team, Fig. 5 tells the story of how students learn to 
cohesively operate and compete as a team. For instance, 
Team Zerg is the worst technical performer in week 1 of the 
RQ Labs Stage 3 (weeks 3 through 6) cycle. However, they 
quickly rise to the top competitive position by week 2 with 
a finish in second place by the final week. This example is 
a significant indicator that teamwork in cybersecurity is an 
important skill toward success in a professional cybersecu-
rity workforce environment.

Upon completion of Stage 3, Stages 4 through 8 of the 
program evaluation process involve a progressive set of 
interviews by human resources and other practicing cyber-
security staff. Stages 4 through 8 were added to the program 
design for several reasons. Based on experience from the 
cybersecurity firm’s human resource team, university stu-
dents were inexperienced with the interview process and its 
expectations for a cybersecurity position. Therefore, failure 
of university students to perform well in an interview was a 
common experience from the firm’s human resources team. 
To respond to this problem, human resources recommended 
that the RQ Labs program include a set of interview stages. 
These stages could be used as not only a means for recruiting 
a limited number of available positions with the firm, but 
also an opportunity for university students to experience the 
workflow of a cybersecurity job interview.

During Stage 4 evaluation of the training program, a 
total of 95 students were eliminated due to poor technical 

Fig. 5   RQ Labs dashboard report illustrates the overall technical performance grade trends from Spring 2020 student participant teams
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interview responses, reducing the total number of students 
between all program iterations to 203. All students passing 
Stage 4 of the evaluation process were required to complete 
Stage 5 for a personality type classification. This assessment 
was completed to better place them in teams if they pass the 
entire evaluation process. Upon completion of Stage 6 evalu-
ation, four students were judged as being behaviorally unfit 
for an RQ position, reducing the total number of students 
to 128. Finally, of the 128 students evaluated in Stage 7, 71 
were eliminated due to lack of behavioral fitness or lack of 
in-depth technical knowledge. The Stage 7 final interview 
was designed to revisit and elaborate further on questions 
asked in Stages 4 and 6. This reduction left the final pool of 
students in Stage 8 with a limited availability of 57 part-time 
or full-time cybersecurity job offers by RQ.

Although part-time or full-time cybersecurity job offers 
by RQ for students were limited during each cohort cycle, 
this number was not a single measure of success for the 
participants of the program. Throughout the life of the RQ 
Labs program, students have participated in the initial pre-
boot camp from at least 10 different colleges at the Univer-
sity of South Florida in more than 50 different majors in 
undergraduate and graduate programs. A sample of 118 stu-
dent participants from two separate program cohorts, which 
significantly represents the overall population of student 

participants over the life of the program, was examined. In 
the sample of students, seen in Fig. 6, a diverse set of majors 
is represented. While Cybersecurity, Information Systems, 
and Computer Science students dominate the population of 
students represented in the sample population, many other 
majors are motivated to apply cybersecurity to their domain 
of interest. The result of this diverse sample includes a sig-
nificant population of students with no specific interest in 
competing for a part-time or full-time cybersecurity position 
with RQ. Instead, the students expressed interest in apply-
ing the cybersecurity skills gained in RQ Labs to workforce 
positions acquired within their specific major domain.

Additionally, beyond the limited number of students 
offered part-time or full-time jobs at RQ are numerous cases 
where students who successfully completed the program 
were able to acquire employment elsewhere. For instance, 
a foreign graduate Information Systems student secured an 
internship as a Security Operations Center Analyst for an IT 
services company in Tampa, Florida. The student reported 
to university faculty that prior to the RQ Labs participation, 
many cybersecurity firms would not consider a foreigner 
for employment in a cybersecurity role due to employment 
requirements or contractual agreements with some U.S. 
government agencies. However, upon completion of the RQ 
Labs program, this student was able to secure an internship 

Fig. 6   RQ Labs student participation sample
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that led to a conversion of employment as a full-time Com-
pliance Management Engineer specializing in IT Security. 
This student success case has inspired other foreign students 
in the Information Systems program to pursue their interests 
in employment supported by cybersecurity roles.

Finally, in the results of the most recent Spring 2022 
cohort seen in Table 6, a noticeable trend was observed in 
the data between stages 3 and 4 of the program iteration. 
This iteration resulted in the sharpest decline of students 
who completed the program at stage 3 but had no intention 
of advancing to interviews with RQ at stage 4. Although 
there was a 60% decline in interest by students to advance 
toward an interview in stage 4, RQ HR still hired 12, or 20%, 
of the students from the overall Spring 2022 cohort. A 20% 
recruitment by RQ HR for part-time or full-time cybersecu-
rity positions is slightly above the overall average recruit-
ment performance of 19.3% in six program iterations. Upon 
querying this trend further, the decline is largely attributed 
to student interest in cybersecurity positions or opportunities 
at firms outside of RQ. With the growth in popularity among 
university students interested in cybersecurity positions with 
or without RQ, as evident by stages 1 through 4 results of 
the Spring 2022 iteration, the RQ Labs program is trending 
as a diverse competitive means for cybersecurity workforce 
recruitment.

7 � Discussion and Conclusion

Upon evaluation of the data collected from multiple itera-
tions of the RQ Labs case, academic literature, cybersecurity 
industry survey data, cybersecurity practitioner interven-
tion, and rigorous action design research methodology, we 
conclude that our proposed cybersecurity workforce skills 
development framework is an ensemble artifact that contrib-
utes significantly to addressing the cybersecurity workforce 
skills shortage problem domain. We observed value added 
to the university student and a practicing cybersecurity firm. 
Producing a mutual benefit among all stakeholders involved 
in this funded project has directly impacted its success. RQ 
benefited directly by adding a number of new cybersecurity 
employee hires based on availability over the course of six 
academic semesters of the program conducted between 2018 
and 2022. In addition to the students hired by RQ, all pro-
gram student participants benefited by adding an employable 
skill to their student resume, hands-on experiential learning, 
and experience with the workflow of a cybersecurity job 
interview. In some cases, students who were not hired by RQ 
at the end of program iterations were hired for a cybersecu-
rity job by another firm. Additionally, RQ directly benefited 
from the program design by improving their internal hiring 
and training practices.

Improvements have been reported by RQ staff, university 
students, and university research faculty based upon what 
was learned throughout the various program design itera-
tions. Throughout the multiple program design iterations, 
RQ human resources personnel have had opportunities to 
evaluate how they hire and onboard new employees. The RQ 
Labs program produced groups of new entry-level employ-
ees over the six iterations. Additionally, human resources 
interviewed hundreds of USF student participants in the 
program, allowing them to better understand how they can 
clearly identify fitness for potential employees within their 
firm and the cybersecurity workforce.

As a global cybersecurity firm, RQ was able to dem-
onstrate to peer cybersecurity companies that a university 
partnership can benefit the advancement toward improving 
the cybersecurity workforce skills shortage problem domain. 
Measurable outcomes of the program are evidence that a 
university to practitioner partnership is a beneficial compo-
nent to a cybersecurity workforce skills development frame-
work. In addition to addressing the workforce skills shortage 
problem domain, cybersecurity firms can have a direct and 
iterative influence on the university curriculum to continu-
ously help cybersecurity training programs stay rigorous and 
relevant to the current demands of the workforce.

Metrics collected throughout the RQ Labs program case 
include evidence suggesting that relevant cybersecurity prac-
tice knowledge is gained by participating university students. 
The RQ Labs cybersecurity workforce skills development 
framework implements an experiential learning program that 
benefits university students of all majors and levels. In some 
cases, the program supplies enough foundational knowledge 
for students to pursue industry certifications. Another added 
advantage for student participants in the RQ Labs program 
includes the opportunity to experience a cybersecurity 
interview, which includes multiple technical and behavioral 
phases used by human resource professionals and others in 
the cybersecurity workforce.

University research faculty directly benefited from the 
design of this proposed framework through direct engage-
ment with a practicing cybersecurity firm. Direct access 
by university researchers to practicing cybersecurity firms 
offers a unique opportunity to understand and study the 
problem domain. Additionally, research access to a prac-
ticing cybersecurity firm’s people, data, innovative ser-
vices, and products adds a novel and competitive advantage 
to generating new knowledge that can be used to further 
inform the global academic community on the relevance of 
the cybersecurity workforce skills shortage domain prob-
lem. Faculty engagement with the practicing firm not only 
informs research, but also offers an opportunity for diffusion 
of relevant knowledge within the university’s development 
of cybersecurity curriculum.
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We found that the rigorous application of eADR led to a 
controlled, measurable improvement in the design, delivery, 
and outcomes of the RQ Labs; also, it provided a meaning-
ful contribution to the SKM for the partner institution. This 
contribution to the firm’s SKM cannot be overstated as it 
contributed to the ongoing internal training of the firm’s 
practicing professionals, the evolution of the firm’s LMS, 
and understanding the firm’s hiring resources for the evalu-
ation of recent college graduates for roles as cybersecurity 
analysts and engineers.

Our experience suggests that without the rigorous design, 
build, and evaluation processes inherent in the eADR method, 
the study team would have found it difficult to respond semes-
ter-to-semester to: (1) student success outcomes from a given 
cohort, (2) evaluation of program performance by practition-
ers and academics, and, (3) the rapid changes in the software, 
processes, and systems that occur in these rapidly evolving IS 
domains like cybersecurity. In sum, without the eADR con-
tribution in the DSR paradigm, we would have experienced a 
less than optimal static implementation of an initial program 
that did not account for the probability that extracurricular 
leading-edge IS training programs must evolve with every 
instance/cohort of the program’s delivery.

Finally, we suggest that the RQ Labs program provides a 
method, course structure, and training framework that offers 
a solution to a class of problem in addressing the cybersecu-
rity workforce skills shortage. We further suggest that this 
approach can be generalized to skills training programs for 
multiple audiences across many instances of leading-edge 
rapidly evolving IS domains. Additionally, we suggest that 
the eADR methodology allows the flexibility for researchers 
to begin an innovative artifact creation research activity at 
any point of entry in the IS skills training development pro-
cess. Although the artifact has addressed a well diagnosed 
and understood class of problem, more research is required 
to understand if this design can be implemented at other 
academic institutions and cybersecurity firms with a similar 
opportunity for collaboration.

8 � Contributions and Future Research

In fast paced, rapidly evolving IS domains, such as cyber-
security, it should not be surprising that standard university 
curriculum will not keep up and provide students with cur-
rency in the discipline and its requisite skill sets. In these 
cases, a collaborative co-creation with practitioners serves 
to ensure the content is relevant and the skills students earn 
are relevant to the work environment where the jobs exist. 
To co-create in this environment, our research identifies an 
iterative guided emergent program design artifact, in or out 
of the traditional university curriculum, where an approach 
like eADR works well. The evaluation of the program design 

artifact thus developed must show benefit not only for the 
student and the faculty, but also for the partnering practi-
tioner firm.

This research clearly addresses a novel pedagogy and 
measurable utility that can be used by cybersecurity firms 
and universities to evaluate the fitness of a training program 
designed to prepare students for the skills required of the 
cybersecurity workforce. The approach taken in this research 
also contributes to the knowledge of how Information Systems 
(IS) researchers can iteratively intervene with practitioners 
to co-create instructional programs for fast-paced, rapidly 
changing IS fields. Emerging IS fields that require the need 
for skilled workers continue to rapidly outpace supply from 
universities. IS researchers partnering with practitioners can 
use this research as an exemplar of a method to design, build, 
and evaluate these innovative co-curricular IS artifacts.

We find that the iterative interventions within cycles also 
add to our knowledge of the distinct roles of research faculty 
and practitioners in the co-create activities for these innova-
tive IS artifacts and the knowledge they contribute to prac-
titioner and academic SKMs, LMSs, and courses. A meth-
odology that embraces the co-creation design of IS program 
curriculum between practitioners and academia is necessary 
to respond to rapidly changing problem domains, such as 
the cybersecurity workforce skills shortage. More research 
is needed to better understand how the eADR methodology 
can be used to motivate the future of IS curriculum design 
– potentially even within the typical degreed undergraduate 
and graduate majors in these rapidly evolving application 
domains.
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