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Abstract
This theoretical paper is concerned with conceptualising a major issue that faces all those 
concerned with and charged with influencing the future of equity in education—the need 
for digital agency (DA). The paper offers a rationale for this concern, highlights the impor‑
tance of the concept and its practices, presents the challenges it brings, some current ways 
in which practices are tackling these challenges, and considers the theoretical foundation 
for how it might be addressed further in the future. The paper defines DA, and its three 
component parts—digital competence, digital confidence, and digital accountability. The 
paper argues that DA is a fundamental requirement for and through education, that it affects 
all citizens in a global society, and should be enabled through their ongoing and develop‑
ing digital practices. The paper concludes with recommendations for different educational 
groups—including policy makers, practitioners, developers, and researchers.

Keywords  Digital agency · Digital competence · Digital confidence · Digital 
accountability · Developing digital agency · Digital agency and education · Digital agency 
and equity

1 � Introduction: The Issue

This paper is concerned with conceptualising a major issue that faces all individuals con‑
cerned with and charged with influencing the future of education—the need to have digital 
agency in a world with increasingly pervasive technologies. The paper presents a rationale 
for this concern, challenges that such a need brings, and considers through a theoretical 
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foundation how these might be addressed. Technology has brought many benefits to the 
world, but coupled with this, there is increasing determinism arising from those technolo‑
gies, experienced in all societies. As technologies are developed and managed by specific 
individuals, companies or corporations and then ‘given to’ and used by other individuals, 
this raises critical questions about how technology can or should be applied and used, and 
what roles education plays in that development. When we look at the world in 2018, the 
pictures that emerge can be mixed with regard to technologies; some would see powerful 
vested interests; others would see concerns about privacy and security; yet others would 
question how data can be handled appropriately, given innocently when completing access 
forms; while yet others would readily use software and resources that become accessible. 
While science and technology have brought us much innovation and invention, it is still 
true that progress rests on the power of freethinking. To guarantee such power to all citi‑
zens equitably, education on and with digital technologies should be designed and prac‑
ticed to address challenges raised by these pictures, enabling citizens to take appropriate 
action, fundamentally based on notions and practices that we describe and develop in this 
paper—digital agency.

2 � A Definition of Digital Agency

We will use the following definition throughout this paper: Digital Agency (DA)—consist‑
ing of digital competence, digital confidence and digital accountability—is the individual’s 
ability to control and adapt to a digital world.

In this respect, DA enshrines the principles of access and equity as surely as Article 1 of 
the United Nations Declaration of Human Rights (1948), ensuring that as we go forward as 
a global society, driven by digital and other technologies yet to be invented, the individual 
will always retain her and his ability to control and adapt to accelerating changes in society 
through the exercise of digital competence, digital confidence, and digital accountability.

In this paper we refer to a number of related terms—digital skills, digital literacy, digi‑
tal competence, digital confidence, and digital responsibility, digital autonomy, and digi‑
tal accountability. A possible relationship of these more conceptual or category-concerned 
terms, drawn from definitions and features discussed in Sects. 3–6 following, is illustrated 
in Fig. 1. However, there is increasing recognition of additional elements as well as com‑
plexity of such relationships, arising from the important need to monitor and regularly 
include contemporary and emerging practical concerns and needs. We will consider this 
latter position in subsequent sections, specifically in Sects. 7 and 8, where an alternative 
diagrammatic form of relationships will be presented.

3 � Why Digital Agency is So Important

In an increasingly technological world, there is a need to constantly reconsider and address the 
question of technological determinism and interactions between new technologies and soci‑
ety. The age-old question of whether technology controls us (technological determinism) or 
whether we as individuals shape new technologies as we use and interact with them (social 
shaping of technology), is central to the notion of DA. Currently, given the pace at which 
technology is advancing, whether it be in science, medicine, business and even civic soci‑
ety through the development of e-Government systems, the individual can become not just 
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overpowered, but also disempowered. In the interests of social cohesion and individual well-
being, policy makers need to ensure that policies are in place to equip citizens with the tools 
(cultural capital rather than hardware and access alone) that allow them to interact with con‑
fidence and competence with new technological tools and systems. At the same time, under‑
standing implications for changes that new technologies embody, and impacts those have on 
how individuals behave, communicate and interact within a changing society, is a clear need 
for all citizens. In the absence of DA, there is a danger that individuals will feel less in control 
of their own lives and succumb to the belief that they have little or no say in how new tech‑
nologies shape and control their lives. Therefore, DA as we have defined it is a way of empow‑
ering people to deal with new technologies so that they feel they have roles in how they adopt, 
adapt to and use them wisely and responsibly.

Fig. 1   Proposed relationships of terms related to digital agency
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4 � Digital Competence

Digital competence is the ability to safely and effectively navigate the digital world 
(shown in Fig.  1 as embracing digital literacy and skills). First and foremost, digital 
competence has its foundations in traditional literacy and numeracy, knowledge and crit‑
ical thinking. The Organisation for Economic Co-operation and Development (OECD) 
report, ‘Students, computers and learning’ (2015), shows the importance of traditional 
literacy and numeracy as a precursor to digital competence. The report states that at 
school, basic literacy and numeracy are more important for (future) digital equity than 
access to advanced technology and internet services. Traditional literacy and numeracy 
pave the way for knowledge acquisition. In rich learning environments where subject 
specific content is taught, rich mental networks can arise (Hirsch 2016). These mental 
networks enable (critical) thinking about specific content that is learned. Critical think‑
ing is thus not a skill in its own right, but is fully dependent on content knowledge 
and practice (Willingham 2008). Based on foundations of literacy, numeracy, knowl‑
edge and critical thinking, digital literacy can arise, but only when explicitly taught and 
practiced. The dependency on the foundational skills (literacy, numeracy, knowledge 
and critical thinking) is easy to see, but digital literacy moves beyond these foundational 
skills. Illustrating this, Higgins et al. (2012) stated the following, “letting learners loose 
on the internet is a little like sending teenagers into the British Library and expect‑
ing them to make successful forays to support their learning” (p. 9). Our knowledge 
about fostering digital literacy is incomplete, and due to continuous change and expan‑
sion of the internet and associated technologies (blogs, wikis and videos), building this 
knowledge can be seen as ‘shooting a moving target’ (Leu et al. 2004). For our current 
conception of digital literacy, we follow the synthesis of the Dutch National Institute 
for Curriculum Development (SLO 2016). Their definition of digital literacy comprises 
four main components: (foundational) information and communication technology 
(ICT) skills, media literacy, information skills, and computational thinking (which, it 
can be argued, would include digital skills, but not exclusively). In terms of informa‑
tion skills and their relationship to the other components, a complex and progressively 
important aspect of dealing with digital information is the role of different world lan‑
guages on the internet. More specifically, this concerns the hegemony of the English 
language and still untrustworthy translating machines. Equity on the internet, especially 
for adolescents and adults, seems more and more dependent on proficiency in Eng‑
lish language (Macedo et  al. 2015). Alongside English language proficiency, advanc‑
ing stages of digital literacy not only incorporate critical use of internet resources, but 
also active production of resources on the internet such as video, blogs, websites and 
wikis. In this respect, currently, in terms of developing digital literacy, adolescents are 
reported to be more inclined to consumer roles than to producer roles, whereas digital 
equity is dependent on both (van den Beemt et  al. 2011). Consequently, teaching and 
learning digital competence is a complex multi-stage process that can start from tradi‑
tional foundational aspects of education, proceeding to more complex and productive 
aspects of digital literacy.
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5 � Digital Confidence

According to the European Union (EU)’s Digital Agenda Scorecard (2015), 22% of the 
European population has no digital skills (shown in Fig. 1 as embraced within digital 
confidence as well as digital competence). In eight countries, including a well-devel‑
oped country like Italy, the figure is over 30%, effectively meaning that over 18 million 
people in Italy alone are digitally illiterate. Furthermore, the scorecard indicates that 
one of the biggest barriers to internet access at home is a lack of skills, and perhaps 
more worryingly, this figure is increasing, rising from 33% in 2010 to 41% in 2014. Cru‑
cially, digital skills (a person’s ability to use technology and associated software com‑
petently), is a core building block for digital confidence. This gaping digital skills and 
competence gap needs to be addressed in order to build digital confidence, especially 
among many digitally disenfranchised citizens, not just in Europe but also in developing 
countries, where figures are much lower (UNESCO 2017).

Given the importance of digital confidence as a core component of DA, it is impor‑
tant to avoid a superficial understanding of the term; this means dispelling the notion that 
digital confidence is merely a skills-based competency or perhaps even more alarmingly, 
an innate characteristic of ‘millennials’ or ‘generation m’ as commentators like Prensky 
(2001) would want us to believe. While young people may appear more adept with technol‑
ogy than older generations, and therefore more skilled or fluent in navigating devices and 
software, this outward display of confidence frequently masks inabilities to use technology 
effectively or judiciously. In his critique of the digital natives debate, Selwyn (2009) argues 
that empirical research portrays a more complex and nuanced picture of how young people 
actually use new technologies, rather than the digital native commentary promulgated by 
Prensky and other techno-centric commentators (Tapscott and Williams 2008; Veen and 
Vrakking 2006; Vandewater et al. 2007).

According to Selwyn, research on young people’s technology use (as opposed to anec‑
dotal observations) suggests that “young people’s abilities to access digital technologies 
remain patterned strongly along lines of socio-economic status and social class, as well 
as gender, geography and the many other entrenched “social fault lines” (Golding 2000) 
which remain prominent in early twenty-first century society” (p. 372). This gap or “digital 
divide” in both inequality of access and engagement is further compounded by the rather 
limited scope of young people’s actual use of technologies which more often than not are 
passive, consumerist and sporadic (Livingstone 2009; Crook and Harrison 2008). Recently, 
the Carnegie United Kingdom (UK) Trust Report (Wilson and Grant 2017) made the bold 
claim that “Young people are not digital natives” (p. 6) and that as many as 300,000 young 
people in the UK lack basic digital skills. In a similar vein, the UK’s digital commissioner 
for children in her recent report (2018) has called for compulsory digital literacy and online 
resilience lessons for pupils aged 10–12 years, to help them cope with the emotional side 
of social media use rather than the current concentration on messages about online safety. 
All of these critiques suggest a lack of confidence in many young people’s interactions and 
engagement with digital technologies.

Questions can be posed about levels of digital confidence among adults. Although 
most adults use technology regularly in work, even if their levels of home or leisure 
usage are more restricted, results from a series of studies carried out by the European 
Computer Driving Licence (ECDL) national operators in Switzerland, Germany, Aus‑
tria, Finland and Denmark, show that adults display high levels of over-confidence in 
their digital abilities, frequently rating them highly, compared to reality. In Austria, 
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while 94% of survey participants rated their skills as ‘average’ or ‘good’, only 39% 
achieved a corresponding test score when formally assessed. Of equal concern is the 
fact that gaps were found in users’ skills levels when using basic programs such as 
word processing, spreadsheets and everyday online tools. There is strong evidence that 
continued lack of digital confidence is a key barrier to teachers’ engagement with ICT 
in schools (Pelgrum 2001; Berner 2003; Judge 2013; McLeod and Carabott 2016), 
which given the pace of technological change and the current focus on curriculum 
reform to better prepare students for science, technology, engineering and mathematics 
(STEM) and ‘hi-tech’ jobs, is concerning.

It is clear that digital confidence is complex and multifaceted. It is not just about having 
skills to use technology and software—it is also about having confidence to use skill and 
knowledge levels to navigate other digital domains in a ‘transferable’ manner, while doing 
so in an agentic way. We propose that digital confidence consists of three components: the 
ability to expertly use a variety of popular computer applications and software, particularly 
the internet, with ease; the confidence to handle ICT in different contexts, for learning, for 
interacting with family and friends and societal participation such as accessing government 
services or purchasing goods and services online; and the exercise of digital autonomy, 
knowing the informed basis of one’s choices and actions.

6 � Digital Accountability

Accountability has been explained as a positive quality in organisations, focusing on 
the assessment of the actual and active behaviour of public agents (shown in Fig. 1 as 
embracing digital responsibility). It is seen as an institutional relation or arrangement 
in which an actor can be held to account by a forum (Bovens 2010). The digital age has 
changed sources of data, and governments are losing exclusive control over accounta‑
bility (Vanhommerig and Karré 2014). When social media is so popular, when citizens 
are producers of data and publishing on the web is at everyone’s fingertips, account‑
ability is required of everyone. In the digital age, children can live in cyberspace and 
virtual schooling, social life can be determined by a single click, so cyber wellness and 
parent, teacher and student accountability become educational issues.

Digital accountability includes: digital responsibility for oneself and for others 
regarding one’s digital actions; knowledge of the digital world and its ethical issues; 
understanding concerns and ensuring security and privacy; and understanding the 
impact of our digital activities. Therefore, policy makers and education systems must 
include accountability as part of the curriculum preparing students for DA. Educa‑
tional settings must be proactive regarding accountability, recording cyber incidents, 
reviewing and reporting to appropriate authorities, developing policy and the teach‑
ing of digital citizenship practices. Accountability to authorities includes reporting to 
parents, about cyber incidents involving their children, while schools should actively 
cooperate with other agencies to help ensure a consistent and effective local digital 
citizenship strategy to ensure accountability (Searson et al. 2015). In higher education, 
students have more autonomy in the materials they use during the learning process, 
leading to increased engagement and individual accountability (Adams Becker et  al. 
2017). Individual accountability is clearly an important issue when learning occurs in 
teams, including instances in work life (Marx and Squintani 2009).
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7 � Digital Agency

We consider digital agency to encompass elements of digital competence, digital confi‑
dence and digital accountability. DA can be considered as a notion or set of practices that 
relate to and arise from concepts of learner agency. Martin (2004) defined learner agency 
(rather than DA) as “the capability of individual human beings to make choices and act 
on these choices in a way that makes a difference in their lives” (p. 135). In a digital con‑
text, this implies that DA is concerned with choice, action, and making a difference to 
an individual’s life. In a study on undergraduate students, Lindgren and McDaniel (2012) 
similarly highlighted the importance of digital technologies in enabling choice, action and 
making a difference to the work of the individual. Considering more the concept of lev‑
els of agency in learning activities, Schwartz and Okita (2009) differentiated factors that 
support high, rather than low, agency. They concluded that learning activities supporting 
high agency are: student centred; with student voice; taking a constructivist approach; are 
active; involve doing; are elected; engage through intent participation; and where learn‑
ers are in control. Choice, action, and making a difference are again embodied within the 
features they identify, but, looking in depth at features concerned with choice, action, and 
making a difference, as Starkey (personal communication, May 30, 2017) states, DA is: 
“The ability for individuals to control and manage their use of digital technologies and 
online presence. This includes managing identity, initiating interactions, using technolo‑
gies for self-identified purposes and modifying or developing digital tools” (p. 1). These 
requirements for developing DA are closely aligned with earlier conceptions of uses of 
digital technologies differentiated into ‘consumer’ or ‘producer’ activities and outcomes. 
The requirements and features that both Schwartz and Okita (2009) and Starkey (personal 
communication, May 30, 2017) identify are clearly associated strongly with ‘producer’ 
activities. However, there are important roles for ‘consumer’ activities, enabling the devel‑
opment of learner understanding and features such as purpose, modification and develop‑
ment of digital tools; ‘consumer’ forms of activities should certainly not be dismissed as 
being entirely unhelpful.

Some studies have explored how DA might be developed through learner agency. Bjør‑
gen (2010) studied “examples of digital storytelling among 5th–7th graders in three Nor‑
wegian primary school classes” (p. 161). The author concluded that “digital storytelling 
might represent a boundary crossing enabling pupils to adopt new roles as producers of 
creative content, as mentors or guides, to explore new technology and software in a context 
different from that of outside school and to learn and develop competences related to pro‑
duction processes and multimodal resources” (p. 161). Erstad and Silseth (2008) also point 
to the importance of digital storytelling in this respect. With computing and computer sci‑
ence education currently being developed and integrated into curricula across increasing 
numbers of countries, the role of coding is important in developing producer activity also. 
As Corneliussen and Prøitz (2015) from their study in a rural code club in Norway state, 
“We find that coding through play activity is perceived as teaching more than simply the 
technical skills of programming. Although the fun aspect draws in children and volunteers, 
parents and instructors describe the code club as being about learning to understand and 
control the computer, and digital competence required for achieving success in society” (p. 
95). However, they also argued that “the code clubs need an explicit recruitment strategy 
targeting girls in order to become an arena where girls can develop interest and competence 
in digital technologies” (p. 95). Important roles of intergenerational learning, and how 
these relate to learning and DA, are also touched on in this paper. And as de Almeida et al. 
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(2015) state from their study of uses of the internet by children in Portugal, “Our study 
suggests that the erosion of generational territory markers is underway through children’s 
intense and ubiquitous use of the Internet” (p. 1449).

Other studies have shown how DA has arisen from adult-focused projects managed 
within developing countries. Coelho et al. (2015) state from a project in South Brazil that 
“The main result was the possibility given to the population to choose to connect and use 
ICT for their own benefit… [but] Secondary results depend on individual choices” (p. 9). 
Similarly, Vaughan (2012) reports impacts of a project in Sri Lanka, aiming to develop 
societal improvement post-conflict, utilising the potentiality of digital technologies through 
government telecentres, a temple-based community ICT centre, and an e-village.

Some studies are pointing to the fact that digital activities are offering the potential 
for more intercultural social interaction; computing and coding activities are offering this 
potential also. For example, Dezuanni and Monroy-Hernandez (2012) state that “The 
Scratch Online Community enables young people to share their creative digital projects 
internationally with a level of ease that was impossible only a few years ago” (p. 59). They 
concluded that “online community spaces like Scratch might draw on social interaction to 
enhance intercultural understandings and learning through dialogue and creative practice” 
(p. 59). However, in this context, Gudmundsdottir (2010) warns from her study of digi‑
tal competencies of 7th graders in four schools in South Africa that “In order to increase 
digital equity and decrease the digital divide, a renewed policy focus is needed which puts 
greater emphasis on addressing the severe inequalities of the learners within their school 
environment as well as outside of school, taking their home situation into consideration 
to a greater extent” (p. 84). And Hatlevik and Christophersen (2013) in their study of over 
4000 students in 24 upper secondary schools identified the crucial importance of “The con‑
ditions at home, i.e. language integration and cultural capital, together with mastery orien‑
tation and academic aspirations did predict digital competence, and explained a substantial 
share of the total variation in digital competence” (p. 240).

It is clear from studies above that important elements of agency concern culture and 
interculturality (including language, engagement in student-centeredness, or being in con‑
trol). A number of projects worldwide have explored these issues in undertaking their prac‑
tices: for example, The Technology, Education, and Cultural Diversity (TEC) Center in 
Israel; The Global Classroom in Canada; The Dissolving Boundaries Project in Ireland; 
Clusters of schools in New Zealand that aim to develop agency through the use of digital 
technologies, including Manaia Kalani; and a scaffolding approach first developed to sup‑
port indigenous Australian learners.

8 � The Challenges

Today, as can be seen from examples in the previous section, human agency of individu‑
als is influenced by changes in a social environment affected by the continued spread 
of uses of digital technology (Pangrazio 2014). The social environment continues to be 
subject to what currently are seen as irreversible changes, due to the incorporation of 
the developing potential of digital technology. Examples are: new styles of governance 
by using e-government (Bertot et al. 2010); expanding economic spheres that are based 
on electronic payment (Maurer 2012); realisation of smart societies that are accom‑
panied by the digital control of lifelines (Nam and Pardo 2011); and dissemination of 
technology enhanced learning calling for rethinking on what is learning (Bayne 2015). 
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This social change intervenes in the life choices for individuals in different situational 
arenas—embedded in political, economic, societal, and cultural aspects. Amidst this 
change, individuals are required to demonstrate their agency in such situations, in terms 
of carrying out social participation, undertaking decision making as a member of soci‑
ety, engaging in production and consumption, exercising choice with regard to policy 
and social systems, sharing and reproducing values and beliefs and so forth, if they are 
to fulfil their rights and duties as democratic citizens (Coleman and Blumler 2009).

In this context, we argue that DA should be understood as a capacity for individuals 
to choose ‘control’ over and ‘adapt’ for such changes in a social environment accom‑
panying the spread of digital technology. The term ‘control’ can have two meanings, in 
accordance with Isaiah Berlin’s well-known distinction of ‘negative liberty’ and ‘posi‑
tive liberty’ (Carter 2016). The control associated with passive liberty works so that the 
extent of liberty will not be unilaterally defined by the changes of a social environment 
with the exploitation of digital technology, whilst the control associated with active lib‑
erty works so that individuals can gain the liberty of choosing realisation of a life worth 
living in times of such social changes. On the other hand, the term ‘adapt’ has an impli‑
cation that individuals can adapt to upcoming social environments relying upon digital 
technology, having enough control over those changes in the social environment.

DA consisting of control over and adapting for social change with the spread of digi‑
tal technology provides the basis for individuals to enjoy citizenship through democratic 
choices in society. This implies that the challenge for a society to realise DA will be 
focused on how the society can distribute conditions for individuals to demonstrate their 
agency in a society that is built on digital technology, since equitable distribution of the 
liberty of exercising agency is an essential premise to constitute a democratic society 
(Dahl 2000). More specifically, equitable distribution of DA in a society is in the first 
place a moral demand to sustain and strengthen a democratic state of a society stand‑
ing upon digital technology. At the same time, the distribution of DA will be a practi‑
cal requirement to stabilise a democratic society through creating potential possibili‑
ties for innovation which can bring about social vitality utilising digital technology (cf. 
Pellicer-Sifres et al. 2017). We consider that both aspects, moral and practical, should 
be emphasised at the same time in policy planning, as innovation arising from uses of 
digital technology can be utilised for democratic demands only in a society where citi‑
zenship is supported by DA (e.g. Rodotä 2007).

We propose the need to grasp contemporary challenges (identified in Fig. 2), which 
are imposed on society today, to guarantee individuals’ equitable enjoyment of DA, in 
each of the three categories: digital competence, digital confidence, and digital account‑
ability. Digital competence requires skills and abilities to enjoy the potential of digital 
technology as producers as well as consumers. Not only does digital literacy figure here, 
but also traditional literacy (including a knowledge of languages and numeracy), and 
critical thinking. In this context, digital confidence might be regarded as the foundation 
of digital autonomy, for taking control of social changes arising from uses of digital 
technology (suggesting a rather different relationship from that shown in Fig. 1). It high‑
lights the importance of non-cognitive factors relating to self-affirmative attitudes, such 
as feeling at ease with uses of applications and software, and being confident to handle 
ICT in different contexts—in the family, community, and society. Digital accountabil‑
ity through this lens consists of personal capacities, acting with digital responsibility, 
which is a responsibility to oneself and for others in terms of digital actions. Knowl‑
edge of the digital world and ethical issues are a part of digital accountability, as are 
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understanding the impact of our digital activities and concerns with and ensuring secu‑
rity and privacy.

Since relationships among these three categories are in ways complementary (shown by 
the overlap of features in Fig. 1 and by the inter-related links in Fig. 2), we find elements 
that belong in every category when we consider a behaviour based on DA for people living 
with digital technology. Indeed, and on the contrary, when analysing a situation where DA 
is suppressed, it should be possible to specifically observe the suppression as a limitation 
arising from one or all factors belonging to any of the three categories. For instance, an 
individual may undertake some civil responsibility in the digital society with her/his own 
free will (for example, undertaking management of some public information system volun‑
tarily, or construction of a website with high accessibility for disabled users). But, she/he 
can take on responsibility in the digital society only when acquiring a certain level of digi‑
tal competence that allows the person to fulfil her/his responsibilities. However, in order to 
undertake the role with responsibility for others, merely having digital competence is not 
sufficient. That is, the person needs to acquire sufficient digital confidence to demonstrate 
digital competence for others. In addition, presenting one’s own digital competence with 
responsibility for others is a choice of behaviour that cannot be established without the 
sense of digital accountability.

From the viewpoint of empowering equity in education, society needs to provide oppor‑
tunities for all individuals, regardless of background, origin and attributes, to acquire 
understanding and practice of all elements belonging to the three categories which consti‑
tute DA. We argue that this is the most essential challenge for realising a society composed 
of citizens who own DA. What is important for societies is to provide such learning oppor‑
tunities, not to instantly regard citizens as consumers of convenience that digital technol‑
ogy brings about, but rather regard them as producers and creators of value utilising digital 
technology. This shifting of view of learners from consumers to producers and creators 
corresponds to discussions on global educational reform promoted since the 1990s, such as 

Fig. 2   Challenges arising from the concept of digital agency. (Note: whilst each of the items in this figure 
have been identified as factors affecting and involving DA, the relationship between them has not been fully 
explored or researched, so relationships are tentative and perceptual; question marks indicate degrees of 
uncertainty in this respect; arrows indicate suggested directions of influence, while lines may pass through 
other factors indicating a flow of influence)
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key competencies and 21st century skills. Following such discussions, learning digital lit‑
eracy, security, privacy, and computational thinking, for instance, merely as acceptance of 
existing decontextualised knowledge, is insufficient for learners to acquire and understand 
how to exercise DA in real contexts. Rather, there is a need to understand the perspective 
of collaborating with others as responsible members in various contexts of social reality, 
creating new values in such contexts, and sustaining society by created values. And this 
should be understood as an obligation for every society today, to continue to challenge in 
creating such places of learning, regardless of educational stage.

9 � Addressing the Challenges

While there is no single challenge, there are similarly no simple answers as to how to 
address the challenges. Appropriate mobilisation of different sectors of society, as has 
already been implemented in e-city localities in some countries, is needed to explore ways 
to do this. Society as a whole must be involved, with determination to achieve outcomes 
across periods of time supported by regular monitoring and re-focus, which cannot easily 
be gained from a simple implementation. A building of understanding and awareness, a 
movement towards users informing the practices of developers, and a greater focus on pro‑
ducer activities (producing outcomes from programming, computing and digital creativity) 
rather than consumer activities (using resources and materials that others provide) must be 
in place.

Suggestions to address the challenges of DA will inevitably be based on today’s tech‑
nologies, which evolve quickly. What we can say with certainty is that as we go forward, 
we must be ready to extend our creativity at every new turn to ensure we do not lose sight 
of the opportunity that always lies beneath difficulty. Technologies that have knitted human 
societies together provide us with unique opportunities to get to know one another and 
deepen our mutual understanding. We have the opportunity to use the technologies we have 
invented to foster greater respect for one another. The power of the tools available to us is 
increasing, as their relative cost is decreasing. In parts of the world that have historically 
been among the less developed, investment in new communication and information tech‑
nologies are presently most concentrated—Africa, India, China, the Far East. These tools 
can give individual users abilities to communicate and access information in a worldwide 
forum. They are engines of DA, and together with the emergence of the internet as an eve‑
ryday presence in our lives, have the potential to empower the disadvantaged and open the 
minds of many others.

It is likely to be teachers and educators who may have the greatest role to play in ensur‑
ing that the tools can be most effectively employed as agents of constructive change. The 
teacher is a role model; a basic level of technical proficiency is no longer enough; DA train‑
ing for teachers now needs to be rigorous. At the same time, we must re-visit the purpose 
of the classroom and re-imagine what it might be. How the learning can happen is an ongo‑
ing challenge when communication and information devices are readily available, allowing 
us to learn on our own so quickly. “The classroom itself is becoming a much more fluid 
and flexible concept. We should expect that the classroom of the future will increasingly 
focus on application and problem-solving with materials rapidly being updated and easily 
accessible through technology” (Rhonda Lenton, President, York University, Canada).

An example of a new classroom model that is proving successful with students and 
teachers is Canada’s ‘Global Classroom’, based at Durham College, outside Toronto, 



436	 D. Passey et al.

1 3

Canada. ‘Global classes’ are hosted by professors from all faculties—they are interactive, 
high-definition, and livestreamed. Video conferencing is embedded into the curriculum; 
resources are posted on the class website in advance of the class; in a live face-to-face 
class, a brief presentation is given and people from diverse parts of the world explore the 
topic, guided by the host and often guests; livestream viewers are free to participate. After 
the class, collaborative assignments can be posted in a medium of choice. These global 
classes allow for an open exploration of shared interests and concerns, free of outside 
influence and geographic boundaries. Participants interact with provocative thinkers and 
doers, meet people from diverse backgrounds, exchange resources, and share culminating 
reflections.

10 � Recommendations

We have argued that the concept and practices of DA require a systemic approach to imple‑
mentation and enactment. In order to move towards a more systemic approach to enact‑
ment, our recommendations are as follows:

•	 Policy makers, educators and technology leaders must adopt and promote DA as a criti‑
cal goal for social, civic and economic wellbeing. The compulsory education system 
is where most individuals will develop digital lifeskills to function as citizens in the 
digital society and employees in the digital economy. Informed by think-tank bodies 
such as UNESCO, the EU, the African Union and World Bank, national policy makers 
should develop DA curricula which reflect international research on current and future 
technology trends, respect local contexts and cultural sensitivities, and provide the 
competencies and attributes required for DA. Such curricula should foster intercultural 
communication and learning, engage students in the production of digital artefacts, and 
support collaborative learning and critical thinking.

•	 In any education system, policymakers and practitioners must recognise that the devel‑
opment of DA is largely dependent on the digital competencies and dispositions of 
teachers. Thus, there is an urgent need to address initial teacher training and ongoing 
teacher professional development in order to ensure that young people benefit from dig‑
itally relevant pedagogies that will shape their working lives, their sense of self-worth 
as well as their ethical, moral and civic sensibilities as they mature.

•	 DA must be guaranteed equitably for all citizens everywhere. This means paying par‑
ticular attention to the DA needs of the digitally disenfranchised, such as marginal‑
ised and vulnerable people who have had limited or no experience of formal educa‑
tion. Government bodies, NGOs, community groups and technology leaders must work 
together to enable digital equity and inclusion for all, to ensure patterns of inequality 
and disadvantage in the offline world are not continually repeated in the online world 
with each successive digital development wave. This will require sustained investment 
in the non-formal education sector, further promoting intergenerational learning as well 
as the adoption of a more coherent approach to addressing the digital needs of the dis‑
enfranchised and disadvantaged.

•	 Policy makers, educators and employers need to support and promote the concept of 
DA as a lifelong learning skill, evolving along a continuum. Because of the innovative 
and ever-changing nature of technology, individuals will need to continually reskill and 
acquire new digital competencies throughout their lifetimes. In this respect, employers, 
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education providers and accreditation bodies will have important roles to play in facili‑
tating this, particularly in the adult population. The development of an international 
digital passport accredidation system for all citizens could be considered as a way of 
promoting DA as a lifelong learning concept.

•	 Finally, there is an important role of research in advancing our understanding of DA 
development. As technology develops, undoubtedly the concept of DA will need to be 
expanded and revised. Through conducting research in schools, homes, communities 
and workplaces, current researchers can support policy makers making informed deci‑
sions and choices about how to best promote and develop DA in society, how to address 
scaling-up challenges, and how tensions between needs of the private and public sectors 
and the overall civic good can be resolved. Such research can help to establish valuable 
baseline data about what policies and interventions work, under what conditions and 
when, as well as their effectiveness or otherwise. Corrective and new interventions can 
be identified and implemented. Perhaps more importantly, baseline data can be used by 
tomorrow’s researchers to build more sophisticated and refined models of DA develop‑
ment, to address new societal challenges that will inevitably emerge.

11 � Conclusions

As a result of increasing digitalisation of society, particularly since 2010, many aspects of 
society have been substantially organised and administered through digital systems, ser‑
vices and applications (UNESCO 2017). From education and healthcare to social welfare 
and legal systems, no sector has remained untouched, prompting both governments and 
international bodies to examine ways in which all citizens can become digitally literate. 
However, it is our contention that given the pervasive nature of digitalisation, the term 
‘digital literacy’ does not adequately capture the sophisticated nature of today’s, nor indeed 
tomorrow’s, digital challenges. We argue that the term ‘Digital Agency’ offers a deeper, 
richer and more holistic concept and one which provides a blueprint for ensuring that peo‑
ple can engage with technology in a ‘meaningful’ and ‘capital enhancing’ way, as opposed 
to merely ‘functioning with technology’ (Pearce and Rice 2017). If people are to live ful‑
filled and enriched lives in a world where artificial intelligence and robotics will displace 
existing jobs (both blue and white collar), where data analytics will increasingly capture 
every online interaction for the benefit of large private and public organisations, individu‑
als will need to have skills, disposition and mind-sets to confidently navigate such systems 
with confidence and autonomy; hence, the need for DA. Fundamentally, unless people have 
agency, they cannot act in their own interests, and are effectively powerless. Thus, equip‑
ping citizens with the skills and attributes required to exercise DA is a big societal chal‑
lenge involving all stakeholders, including policy makers, technology leaders, practitioners 
and the research community.
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