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Abstract
Consumer-targeted sleep tracking applications (STA) that run on mobile devices (e.g., smartphones) promise to be useful 
tools for the individual user. Assisted by built-in and/or external sensors, these apps can analyze sleep data and generate 
assessment reports for the user on their sleep duration and quality. However, STA also raise ethical questions, for example, 
on the autonomy of the sleeping person, or potential effects on third parties. Nevertheless, a specific ethical analysis of the 
use of these technologies is still missing so far. The aim of the current analysis is to identify the characteristics of sleep 
tracking apps and to explore the specific ethical aspects associated with this form of self-tracking. Firstly, the field of mobile 
health applications was screened for STA to explore their typical functions and target user groups. Secondly, an ethical 
analysis was conducted focusing on the three ethical dimensions: (1) medicalization, (2) vulnerability, and (3) relationality. 
The analysis indicates that these three normative dimensions are decisive for assessing STA and that the ethical profile of 
this technology varies greatly depending on the respective user group. As the three dimensions medicalization, vulnerability, 
and relationality play a distinguishing role in the use of STA, they should be especially addressed in responsible development 
and implementation of STA. In addition, the analysis helps to evaluate the use of STA, in terms of different risks for specific 
user groups, the sensitive contexts of usage, and potential interference with the intimacy of third parties.
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Abbreviations
PSG	� Polysomnography
STA	� Sleep tracking application

Introduction

Sleep as ‘the other third of life’ (Doug et al., 2013) has been 
subject to many areas: from art (Kryger, 2019) to psychol-
ogy, philosophy and history (Espie & Morin, 2012), from 
medicine (Stuck et al., 2020) to management (Rosekind 
et al., 2010; Spreitzer & Barne, 2015). In recent years, the 
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topic of sleep has also attracted the interest of technology 
companies and developers. Consumer-targeted sleep track-
ing applications (STA) to monitor, measure and/or influence 
sleep duration and/or quality are among the most down-
loaded apps for iOS and Android (Choi et al., 2018; Similar-
Web, 2022). Assisted by built-in sensors, additional external 
sensing devices and scoring algorithms, such applications 
promise to analyze and score sleep data without human 
assistance, and generate assessment reports for the user 
with real-time feedback on their quality of sleep and specific 
sleep parameters (Van de Water et al., 2011). Although such 
consumer STA still come with lack in accuracy, for example, 
regarding wake and deep sleep detection (Fino et al., 2020), 
they have increasingly proliferated. Given their significant 
market share, the raising awareness for sleep-hygiene (Irish 
et al., 2015) and the growing phenomenon of self-tracking 
(Lupton, 2016), it is not far-fetched that sleep tracking might 
become the new ‘step tracking’. However, other than track-
ing steps or food intake, the activities and sensations tracked 
while sleeping are usually not conscious to oneself. Hence, 
STA provide access to completely new personal information. 
This information can concern the STA user themselves, but 
also another person sleeping in the same room. Other than 
for tracking steps, heart rates or alike, most currently avail-
able STA operate without body contact to the user. However, 
the majority of STA cannot distinguish if it is the user them-
selves snoring or rolling around in bed—or, for example, the 
user’s significant other who did not consent to be tracked. 
Consequently, sleep is not only a ‘sensitive’ part of humans’ 
life and health, but sleep tracking must also be distinguished 
from the tracking of other health-related behaviour.

Former work has mainly focused on the usage of sleep 
tracking devices (Baron et al., 2018), their functions (Ong 
& Gillespie, 2016), the accuracy and reliability of devices 
(Berryhill et al., 2020; Fino & Mazzetti, 2019), the validity 
of the information contained within the apps that run on the 
devices (Lee-Tobin et al., 2017), the screening quality for 
sleep disorders (Behar et al., 2013), in particular regard-
ing mental illness (Aledavood et al., 2019), and their use 
in therapy (Stippig et al., 2015), clinical care and research 
(Shelgikar et al., 2016). Despite this strong interest and to 
the best of our knowledge previous publications have not 
discussed ethical implications associated with consumer-tar-
geted STA in depth. The differences between sleep-tracking 
and other forms of self-tracking (e.g., step-tracking) outlined 
above suggest that to fill this gap, the first step should be 
to address the particular ethical challenges associated with 
the use of STA that distinguish it from the tracking of other 
forms of health behaviours/activities. Hence, this article 
sets out to identify the specifics of STA (compared to other 
applications of self-tracking) and the particular ethical issues 
involved. The aim is not to systematically locate all relevant 
literature and to discuss STA comprehensively, but to debate 

ethical issues that especially arise in the use of STA. The 
two main research questions for this article were (1) what 
are the specific functions of STA and, derived therefrom, (2) 
what are the most distinctive ethical aspects of STA. Within 
this paper, STA refer to consumer-targeted wearable devices 
or mobile applications installed on a smartphone to record 
and analyze data related to sleep. The applications in ques-
tion are publicly accessible and usable without guidance by 
healthcare professionals. Internet based programmes, sleep 
tracking devices that are used in biomedical research and 
sleep apps intended for use by healthcare professionals were 
excluded for analysis.

Methods

In a first step, the field of mobile health applications was 
screened for STA to explore applications, their specific func-
tions and target user groups. Since there are already suf-
ficient and well-conducted scientific reviews (Baron et al., 
2018; Behar et al., 2013; Choi et al., 2018; Fino & Maz-
zetti, 2019; Ko et al., 2015; Lee-Tobin et al., 2017; Ong 
& Gillespie, 2016; Shelgikar et al., 2016; Stippig et al., 
2015), no additional review was conducted for this article, 
but rather the results of the existing reviews were used as a 
basis. Considering the highly dynamic market and fast devel-
opment of new applications, the ‘Best Sleep-Tracker’ lists 
of 2020 and 2021 by Anglo-American media such as BBC, 
NY Times and The Men Journal as well as by independent, 
consumer-driven test reports were scanned. For apps that 
had not been included in the existing reviews the user infor-
mation by the developer was consulted to get an overview 
over the app functions. This comprehensive screening and 
detailed presentation of STA, their functions and potential 
user groups that will follow below has been conducted to 
catch as many facets of the technology as possible, take its 
conceptual and practical particularities into account and, 
ultimately, come up with an ethical analysis that is close to 
the users’ experience with STA.

In a second step, the specific normative dimensions from 
the user perspective of STA were elaborated. Since many 
ethical aspects regarding tracking apps have already been 
analyzed, e.g., autonomy (Owens & Cribb, 2019; Sharon, 
2017) or privacy (Lanzing, 2019), and the overall ration-
ale can be transferred to STA, the guiding question was: 
Which ethical aspects are specific to STA that do not have 
the same relevance for other tracking apps? Consequently, 
our analysis does not provide a comprehensive listing of 
ethical aspects of STA. Instead, the focus is on an in-depth 
analysis of three key issues that have not received sufficient 
attention in scholarship so far, but are highly relevant for 
the ethical debate surrounding STA and the particularities 
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of sleep and sleep-tracking: (1) medicalization of everyday 
sleeping experience, (2) vulnerability, and (3) relationality.

Role of sleep

Sleep is an essential part of human life and good health 
(Centers for Disease Control & Prevention, 2021). Although 
the question of why humans sleep has not yet been answered 
conclusively (Assefa et al., 2015; Rial et al., 2007), cur-
rent research highlights the importance of sleep for neural 
regeneration processes (Mendelsohn & Larrick, 2013) and 
the organization of memory and learning, so called neuro-
cognitive consolidation (Diekelmann & Born, 2010). Hence, 
physical and cognitive performance is dependent on suffi-
cient sleep. Likewise, poor sleep can have profound nega-
tive effects on the quality of life, lead to multiple diseases, 
including chronic conditions (Liu et al., 2013), and be a 
warning signal for early phases of mental disorders, such as 
bipolar disorder (Gold & Sylvia, 2016) or depression (Nutt 
et al., 2008). However, sleep is not only an essential com-
ponent of one’s life, but at the same time also a very vulner-
able one, which can easily be disrupted by a wide variety of 
factors such as noise or light, behavioural habits, (digital) 
social interactions (Murnane et al., 2015), and psychological 
or emotional factors such as stress (Kim & Dimsdale, 2007). 
In addition, sleep usually takes place in private space and 
is very intimate.

General functions of sleep tracking 
applications

There are different types of mobile technologies, software 
programmes, wearables and non-contact devices available at 
the market that offer consumers various functions to track, 
analyze and enhance their sleep outside of the clinical con-
text (Ko et al., 2015; Van den Bulck, 2015; Ong & Gillespie, 
2016; Baron et al., 2018; Choi et al., 2018; Sadek et al., 
2020). These apps, which typically run on smartphones or 
tablets, either use in-built sensors and devices of smart-
phones or tablets (e.g., microphone or accelerometer) or can 
be connected to additional wearables (e.g., smartwatches or 
smart rings) and non-contact tracing devices that are placed 
in the immediate surrounding of the bed (e.g., under the mat-
tress or on the bedside table). Depending on the technology 
and sensors used, STA are designed to track several user-
related parameters, e.g., movement or body temperature. 
Most STA can share the tracked data with other health and 
fitness apps to gather a broader data basis for subsequent 
analysis. Some applications allow adding information manu-
ally, for example, trough sleep diaries, where daily patterns 
of activity, stress level or nutrition can be added to evaluate 

possible correlation with sleep quality. Furthermore, some 
apps monitor the immediate bedroom environment and col-
lect further information such as room temperature or light 
level. Based on these different parameters tracked, algo-
rithms are used to estimate sleep efficiency and sleep quality. 
The STA then offer an analysis of personal trends and give 
recommendations to improve sleep parameters and experi-
ence. To get a comprehensive and systematic overview of 
the various functions of the apps, the features of STA can be 
clustered around three phases: (1) going to bed and falling 
asleep, (2) sleeping, and (3) waking up.

Falling asleep

Specific functions of STA aim to help users fall asleep more 
easily and at the ‘right’ time in order to improve sleep qual-
ity, reduce sleep disturbances and feel more refreshed dur-
ing daytime. Depending on the self-chosen or recommended 
amount of sleep, STA send users personal reminders when 
it is time to go to bed and sometimes even offer rewards 
(e.g., in form of badges) if users follow the request within 
a certain time frame. Applications’ recommendations for 
sleeping goals (e.g., bedtime) can be more or less individu-
alized. Some STA base their recommended sleeping goals 
simply on averages for age and gender. Other STA take a 
more individualized approach and use already tracked sleep 
parameters of the user as a basis for recommendations. Other 
functions that are designed to fall asleep more easily are, for 
example, collections of lullabies, relaxing music and sound-
scapes, stories or poetry. Sleep aid functions can in some 
cases be individualized by including a personalized com-
position of music or sounds into the app or by using relaxa-
tion functions that are based on the concept of biofeedback. 
Further functions include the possibility to take written or 
oral notes with the aim to get pressing issues off the users’ 
mind that could have adverse effects on falling asleep. Fur-
thermore, STA offer the possibility to automatically turn off 
other applications, such as texting, calling, and social media 
applications whilst still enabling sleep tracking functions.

Sleeping

In the phase of sleeping, STA primarily track and analyze 
various user-related sleep parameters, e.g., movement, 
breathing rate and volume, heart rate, body temperature 
and noise. Some STA use audio recording to detect snoring, 
sleep apnea and sleep talking. In addition, some of these 
applications offer anti-snoring functions that react with 
vibrations or sounds to stop users snoring. The applications 
do not only vary according to the number of parameters they 
track, but also according to the comprehensiveness of track-
ing. For example, some applications only offer the possibil-
ity to instantaneously measure heart rate at a definite point 
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in time, whereas other devices continuously record heart 
rate during sleep and, hence, enable a more comprehensive 
algorithm-based analysis. In addition, some devices monitor 
the immediate bedroom environment and gather information 
on room temperature or noise and light level, in order to 
identify influences that have an impact on the experienced 
or estimated quality of sleep. Most STA claim that the pres-
ence of a second person (or pet) in bed does not affect the 
outcomes of the tracking apps if the devices are carefully 
positioned. However, some devices (especially those that 
use radio or sonar waves) exclude the possibility that two 
persons use the same type of device whilst sharing a bed. 
Some applications enable geotagging to help identify vari-
ations in sleep patterns in terms of location. Depending on 
the type and comprehensiveness of data, algorithms are used 
to differentiate between different phases and cycles of sleep 
(awake, light and deep sleep, rapid eye movement), as well 
as to estimate sleep efficiency and sleep quality. To estimate 
the sleep quality, indexes or scores are frequently used. How-
ever, not every application discloses transparently how the 
sleep quality and the relevant scores are calculated.

Waking up

Smart alarm is probably the most common function of STA 
that addresses the waking up phase. In order to make users 
feel more rested, smart alarm tries to choose an optimal 
period for waking up, which generally is a phase of light 
sleep close to the time users need to get up. Some STA allow 
connecting smart alarm to external devices such as smart 
light devices that simulate sunrise during the waking up 
phase. To ensure that the person actually gets up, several 
STA set additional tasks to mute alarm, such as entering 
a code or solving an arithmetical task. Furthermore, some 
STA ask the user immediately after waking up to rate their 
mood, sleep quality and make some notes on their sleeping 
experience to broaden their data basis.

Sleep tracking applications: sleep lab 
in the pocket?

Because of the paramount importance of sleep for health 
from a medical and psycho-social point of view, methods 
for monitoring or detecting disturbed sleep are of particular 
interest. In the clinical context, this includes the sleep labo-
ratory in particular. However, such diagnostic measures are 
not only expensive, but also unavailable to many individu-
als and associated with effort and stress. STA are, on the 
contrary, mobile and inexpensive tools that are easily acces-
sible. Several studies have shown, however, that most freely 
available STA have limitations. These concern, for example, 
the accurate detection of wake and deep sleep phases and, 

hence, the estimation of total sleep time and sleep efficiency, 
especially when compared to polysomnography (PSG)1 or 
clinically developed polygraphy (Asgari Mehrabadi et al., 
2020; Bhat et al., 2015; de Zambotti et al., 2015a, 2015b, 
2016; Fino et al., 2020; Meltzer et al., 2015; Toon et al., 
2016). The STA can be seen as strongly reduced versions 
of polygraphy and PSG that only contain few elements of 
these clinical diagnostic instruments and are of much lower 
quality (Fig. 1). Consequently, most STA are not approved 
for clinical use, i.e., to diagnose or treat sleep disorders. 
Nevertheless, it might be assumed that individuals affected 
by symptoms of sleep disorders use STA, especially as sleep 
laboratories have waiting times of several months, depend-
ing on country and region. Individuals who are affected by 
sleep disorders may use STA and their features in other ways 
than healthy users; and the functions of STA potentially have 
not the same effects on the different user groups. For the 
subsequent ethical analysis of STA, a threefold distinction is 
therefore made between the following groups of STA users: 
(1) potential patients, (2) optimizers, and (3) explorers.

The first group of users, the potential patients, may begin 
to use STA because of symptoms that can be linked to sleep 
disorders. The exact global prevalence of people with symp-
toms of sleep disorders is unknown, for example, due to var-
ying estimated prevalence in different countries. However, 
more than a third of U.S. adults report insufficient sleep (Liu 
et al., 2016). The group of individuals with symptoms of 
sleep disorders consists of potential candidates for PSG and 
a clinical evaluation of their sleep disturbances. Their use 
of STA can be described as unregulated and non-embedded 
because these devices are neither approved for clinical use 
nor embedded in a patient-physician-relationship. The sec-
ond group, the optimizers, may turn to STA because they 
generally feel unsatisfied with aspects of their daily perfor-
mance, e.g., productivity or concentration. These STA users 
do not suffer from actual sleep disorders but rather from an 
impairment of their general well-being that may be due to 
psychosocial factors (e.g., workload, emotional distress), a 
general dissatisfaction with their performance, or the wish 
to become more efficient. The use of STA can be described 
in this group as an attempt to improve the own performance 
in order to compensate for the alleged or experienced lack 
of productivity, concentration or resilience. The third group, 

1  The PSG is considered the ‘gold standard’ for diagnosing sleep 
disorders. The main reasons to undergo PSG are obstructive sleep 
apnea syndrome and neurological indications, such as epilepsy or 
narcolepsy. A first step in the clinical diagnosis of sleep disorders is 
an assessment of sleepiness, which is based on well-established ques-
tionnaires (e.g., STOP-BANG questionnaire) and the guidelines of 
the American Academy of Sleep Medicine (AASM 2022). Further 
diagnostic steps include polygraphy, mostly followed by full-clinical 
PSG.
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the explorers, may use STA just out of curiosity, for exam-
ple, because these functions are integrated in fitness trackers 
that they have bought for other purposes or they count them-
selves to the Quantified Self community (Sharon, 2017).

The distinction between these user groups is not always 
straightforward. For example, explorers may come to appre-
ciate a possible sleep-improving effect of STA, or potential 
patients may come to understand that their sleep behavior is 
on a normal spectrum. The distinction between these user 
groups may nevertheless be a useful heuristic, as it involves 
not only different needs of individuals, but also ethically 
relevant dimensions.

Ethical particularities of sleep‑tracking

Various ethics guidelines and frameworks have been pro-
posed in recent years for identifying, considering and 
resolving ethical questions associated with data-driven 
technologies in healthcare and research (Hagendorff, 2020; 
Ienca et al., 2018; Jobin et al., 2019; Vayena et al., 2018; 
Xafis et al., 2019). While various models tailored for the 

assessment of mHealth applications have been put forward 
recently (van Haasteren et al., 2019) and ethical aspects of 
self-tracking technologies are being increasingly discussed 
(Lupton, 2016), no framework has solely focused on STA 
so far. The existing frameworks often provide comprehen-
sive lists of criteria to assess the quality of digital health 
technologies. Many of these ethical aspects can be trans-
ferred to STA. However, STA, and especially the context 
of sleep, comes with characteristics that are not found in 
other tracking devices. Since the aim of the current paper 
is to analyze the specifics of STA no reference to such a 
broad ethics framework is made, but the focus is on a more 
in-depth analysis of three particularly relevant key issues: 
(1) medicalization of everyday sleeping experience, (2) 
vulnerability, and (3) relationality. This focus leaves out 
ethical aspects of STA that also apply to other mHealth 
or lifestyle applications, such as issues of informational 
or decisional privacy (Lanzing, 2019). At the same time, 
the selected ethical dimensions highlight very specific 
requirements of sleep technology that distinguish it from 
other apps.

Sleep tracking 
applica�ons (STA)

single features, e.g., microphone, 
movement sensors, oximetry 
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Medicalization of everyday sleeping experience

A common feature of most STA is that they integrate the 
tracked parameters in terms of sleep quality and sleep effi-
ciency. Sleep quality and sleep efficiency are conceptual 
tools in medical diagnosis and treatment of sleeping dis-
orders, especially insomnia. For example, sleep efficiency 
is not an absolute value that in itself provides useful infor-
mation on the health status of the users. Although incon-
sistencies in operationally defining sleep efficiency have 
been noted (Reed & Sacco, 2016), on a conceptual level 
sleep efficiency is most often defined as the ratio of total 
sleep time to time in bed. Difficulties to fall asleep and to 
re-initiate sleep are important criteria for diagnosing insom-
nia (Rivera & Orff, 2020). Outside this specific context of 
sleeping disorders, sleep efficiency may be of no use at all 
in measuring sleep quality as individuals who do not suffer 
from sleep disturbances may enjoy an extended time in bed 
without sleeping.

The use of  the conceptual diagnostic tools of sleep effi-
ciency and sleep quality by freely available STA can be 
described as a medicalization of everyday sleeping experi-
ence. Medicalization has been a topic in social sciences for 
several decades and adopted as an analytic tool in various 
other disciplines (Conrad, 2007). Two specifications are 
important in the context of STA. First, STA entail medi-
calization of everyday sleeping experience on a conceptual 
level, as opposed to other levels of medicalization such as 
the institutional level or level of patient-physician interaction 
(Conrad & Schneider, 1980). STA reframe everyday sleep-
ing experience by evaluating users’ sleeping experience in 
terms of the diagnostic and therapeutic concepts of sleep 
efficiency and sleep quality. Second, medicalization is in this 
case a consumer-driven process (Conrad, 2005). It is not an 
attempt by the medical profession to redefine a phenomenon 
in medical terms and, hereby, claim authority in managing 
this phenomenon. Rather, consumers use the medical con-
cepts of sleep efficiency and sleep quality to track and opti-
mize their sleeping experience. Ethical concerns regarding 
this consumer-driven process of medicalization differ for the 
three identified groups of STA users.

The group of potential patients may include users that 
are affected by symptoms of insomnia and currently do not 
receive treatment. The unregulated and non-embedded use 
of STA bears some risks for this group. On the one hand, 
if STA adequately distinguish between sleeping and time 
lying in bed trying to fall asleep, the use of STA by per-
sons suffering from insomnia may accurately indicate a total 
sleep time and sleep efficiency that is rather low compared 
to some standard population. However, if the use of STA 
is not embedded in a therapeutic relationship, this infor-
mation could reinforce inappropriate coping mechanism in 
those individuals, such as going to bed earlier in order to 

compensate for sleep deprivation of previous nights. This 
may worsen insomnia, as the attempt for sleep extension 
tends to intensify the frustrating experience of lying in bed 
and being unable to sleep, hence, increasing psychologi-
cal stress that bears the risk of chronification of insomnia 
(Rivera & Orff, 2020). On the other hand, given the inac-
curacy of STA with the tendency to overestimate sleeping 
time by mistaking time lying in bed trying to fall asleep as 
actual sleep, the resulting estimation of total sleep time and 
sleep efficiency could erroneously suggest to this group of 
users that they have a healthy sleeping pattern. This could 
refrain individuals actually suffering from insomnia to seek 
medical treatment in a timely manner.

With regard to the group of optimizers, the use of STA 
may reinforce concerns about getting the right amount of 
high-quality sleep to compensate for the experienced lack 
of productivity, concentration, or resilience. Case reports 
suggest that the use of STA may induce in individuals a 
‘perfectionistic quest for the ideal sleep in order to optimize 
daytime function’ (Baron et al., 2017). The authors of these 
case reports describe this condition as ‘orthosomnia’ as their 
patients became ‘preoccupied or concerned with improv-
ing or perfecting their wearable sleep data’ (Baron et al., 
2017). As these case reports suggest, extensive use of STA 
may also pose challenges for clinicians as patients may have 
greater trust in their self-tracked data than in their own expe-
rience or clinical results of PSG. Baron et al. (2017) report, 
for example, that they were unable to convince one of their 
patients that she slept deeply according to in-laboratory PSG 
because she insisted that her STA kept telling her other-
wise. Such rigid beliefs about the validity of sleep tracking 
data can complicate, for example, the treatment of insomnia 
(Baron, 2022).

The STA may have the lowest risks in the group of explor-
ers, although the detection of ‘suboptimal’ sleep parameters 
may induce in these groups also concerns about sleep effi-
ciency and quality.

Vulnerability

Due to the specific ‘sensitive’ nature of sleeping and the tre-
mendous effects of poor sleep and sleep disorders on one’s 
health and life, vulnerability is a further important aspect 
regarding the use of STA. The state of being vulnerable can 
refer to various conditions and contexts. As Erinn Gilson 
(2014) emphasized, there is no narrow definition of the term, 
but ‘[a]cross the diverse instances of vulnerability, a com-
mon sense of vulnerability is underscored: vulnerability is 
defined by openness and, more specifically, to be vulnerable 
is to be open to being affected and affecting in ways that one 
cannot control.’ In the context of STA, talking of vulnerabil-
ity indicates a general concern about the susceptibility of the 
sleeping users to harm, because sleeping persons lack the 
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ability to protect themselves. They are particularly vulner-
able during sleep, simply because they are not awake, and 
hence, cannot actively control themselves or surveil their 
environment. Besides this general concern, the three groups 
of STA users can be considered as vulnerable to varying 
degrees according to their different group characteristics.

The first group of STA users, the potential patients, can be 
understood as vulnerable in several dimensions. Individuals 
who are affected by symptoms associated with sleep disor-
ders or sleep-deprived individuals can be physically vulnera-
ble. The physical performance is - among others - dependent 
on sufficient sleep. Not enough or poor sleep can influence 
the immune system, making the body vulnerable to patho-
genic actions and thus influence the resistance to illness 
(Irwin, 2015; Wilder-Smith et al., 2014). Individuals who 
do not get enough restful sleep are, for example, more likely 
to catch a common cold (Prather et al., 2016). Sleep depriva-
tion can have a variety of physical consequences, for exam-
ple, overexertion or lower stamina, increased risk of heart 
attack or higher risk of being overweight (Liu et al., 2013; 
Hanson et al., 2021). However, sleep-deprived individuals 
are also vulnerable in a psychological dimension. Insufficient 
sleep can manifest, for example, in a lower ability to con-
centrate, reduced reaction time, decreased vigilance, percep-
tual and cognitive distortions and an increased stress level 
(Hanson et al., 2021). Moreover, poor sleep can be a sign 
or an early phase of mental disorders such as bipolar disor-
der or depression (Gold & Sylvia, 2016; Nutt et al., 2008). 
Finally, individuals with sleep disorders may also be socially 
vulnerable, as sleep loss can have profound adverse effects 
on social and work life, for example, by not being able to 
‘perform well enough’ (Gerald, 1989). Due to sleepiness, 
occupational actions may be performed in incorrect ways 
and accidents may occur (Graves & Miller, 2015). Moreo-
ver, third parties can misinterpret manifestations of sleep 
disorders for laziness, lack of interest or reduced intelligence 
(Stores, 2006; Stores et al., 2006). Undiagnosed sleep dis-
orders can cause anxiety, shame and feelings of helpless-
ness for the individuals affected (Stores, 2006; Stores et al., 
2006). The lack of understanding and prejudice from the 
social environment can lead to social withdrawal and con-
tribute to a reduced quality of life for those affected by sleep 
disorders (Stores, 2006; Stores et al., 2006).

Given this elevated physical, psychological and social 
vulnerability of the ‘potential patient’ user group, the use of 
STA may have far-reaching consequences for the health and 
well-being of these users, as an unregulated and unembed-
ded use can intensify the problems of an undiagnosed or 
untreated sleep disorder (Baron, 2022; Baron et al., 2017). 
Vice versa, a possible exacerbation of the users’ symptoms 
may increase their vulnerability. By contrast, through early 
warning signs, raising awareness and preventive measures, 
STA can help to reduce insufficient sleep, recognize and 

prevent sleep disorders early and insofar mitigate the vulner-
ability of potential patients.

In comparison with individuals affected by sleep disor-
ders, it may be assumed that individuals in the second group, 
the optimizers, are physically, psychologically, and socially 
less vulnerable than the potential patients. For example, 
their physical and cognitive performance is not impaired 
by a sleep disorder and they have no symptoms that could 
be misunderstood in social circumstances or even worsened 
by using STA. Nevertheless, these users have the wish to 
enhance their performance by STA use, which might ground 
on some kind of dissatisfaction with themselves or their pro-
ductivity. There is the risk that this dissatisfaction will be 
reinforced by using STA and lead, for example, to mental 
health risks for the user. Constant data sharing and com-
parison with others can result in adverse feelings of pres-
sure, shame or guilt, impede productivity, lead to depression 
or orthosomnia and also involve the potential to become 
addicted to the app (Jacobs, 2020; Kreitmair et al., 2017; 
Lupton, 2018). Contrary to their promises, STA would 
decline in these cases the empowerment and autonomy of 
the users and instead create new vulnerabilities, especially 
in the context of a society in which high work performance 
is socially desired. App users are not abstract, atomized 
agents but embedded into social structures (Herzog et al., 
2021). Hence, the app use can influence the users’ behav-
iour also due to social desirability bias (Herzog et al., 2021; 
Jacobs, 2020; Lupton, 2018). Regarding the vulnerability 
of STA users, it is thus important to consider not only the 
individual user, but also the social circumstances of the app 
use. Herzog et al. (2021) suggest, therefore, in the context of 
mHealth technologies, an approach that links the concept of 
vulnerability also to structural societal factors.

The third group, the explorers as persons using STA just 
out of curiosity, have the lowest degree of vulnerability in 
the triad of users. They show interest but not some dissatis-
faction or signs of disorder to the app. Nevertheless, it might 
occur that a new dissatisfaction with the own ‘normal’ sleep 
is created by tracking one’s sleep and closely studying the 
information and pattern recognition the STA provides. In 
this case, the use of STA could evoke doubts about one’s 
sleep, lead to behaviour changes - although the user does not 
experience any physical or psychological strain - make the 
user dependent upon their STA, and thus create vulnerability 
that did not exist before. In addition, signs of diseases could 
be discovered by the STA that the user was not aware of and/
or does not want to know.

Relationality

A third aspect that is of particular importance in the use 
of STA is relationality. Although a ‘relational turn in bio-
ethics’ has already been spotted by Bruce Jennings (2016) 
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some years back, the main focus of bioethical research is still 
on the single individual as the user of a health application. 
However, the use of STA may interfere by its very nature 
with non-users. These can be partners sharing the same 
bed, babies and children sleeping in the same room, or even 
strangers that share a dormitory with a STA-user, e.g., in a 
hostel. Hence, the ethical analysis of STA must also extend 
to these third parties.

Questions of data protection, data sovereignty and infor-
mational autonomy arise, for example, when snoring or talk-
ing in one’s sleep is recorded by someone else’s STA. How-
ever, relationality goes beyond such risks of second party`s 
privacy. It is especially in intimate relationships that ques-
tions of relational autonomy and trust, negative liberty and 
power are tackled. Negative liberty is being free from oth-
ers’ interference, e.g., someone’s intrusion into the other’s 
private sphere by recording their talking in sleep. Negative 
liberty - and autonomy - can be understood in an individual 
or even atomistic fashion as the freedom from obstacles and 
constraints one faces from the outside. The concept of rela-
tional autonomy adds to this by emphasising the individuals’ 
interdependence and -connectedness, their social embedded-
ness and relatedness to others (Nedelsky, 2011). Aspects 
concerning relational autonomy and negative liberty are par-
ticularly pertinent for the phase of sleep in which we are not 
aware of our own and other’s actions. With the use of STA 
that so far cannot distinguish between one’s own snoring and 
that of others, it becomes possible to also retrace the sleep 
of others. Consequently, the STA-user obtains information 
about their ‘bedfellow’, which the bedfellow may be unaware 
of or may not wish to disclose. Whether this infringement of 
the other’s intimacy and (informational) self-determination 
can be justified does not only depend on the other’s consent, 
and the data collected, but also on the user’s interests, i.e., 
the reason behind tracking their sleep. The interests of the 
three user groups can be assessed differently, for example, 
with the help of an ethical risk-benefit-analysis or weigh-
ing of goods in case of competing interests and preferences 
that also takes into account the relation between the STA-
user and indirectly tracked bedfellow (Broome, 1991). One 
aspect to pursue is if (and how) the principle of doing no 
harm - understood in a broad sense that includes all people 
as addressees of this principle - might justify the use of STA 
for medical interests, i.e., to avoid harm for the STA-user’s 
life and wellbeing. For the other two user groups where 
possible harms for the STA-user are more obscure, looking 
particularly at the relationality of STA and the structure of 
the relation that underlies the relationship between STA-user 
and their bedfellow might help to set up a corridor between 
morally impermissible and morally unobjectionable uses of 
STA.

Finally, the aspect of relationality points to another char-
acteristic of STA that distinguishes these applications from, 

for example, step tracking. Other’s sleep may not be only 
tracked by accident, as a side effect, but also on purpose. 
This can both undermine this other’s autonomy or enhance 
it (Nedelsky, 2011). One may categorize the use as positive 
regarding autonomy if the STA is deployed to observe the 
partner’s breathing interruptions to be warned of obstructive 
sleep-apnoea that can lead to heart attacks, stroke and even 
death while sleeping (Al Lawati et al., 2009). Given a trans-
parent, mutually agreed on use of the STA for monitoring 
purposes, this can enhance the autonomy of both partners as 
outsourcing the guard position to the STA gives both back 
more control over their sleep. This relational dimension of 
tracking can be understood as an intimate and responsible 
way of caring for each other in the context of relationships 
or family life (Will et al., 2020). However, if such a use is 
not justified and not agreed on, at least two thoughts must be 
taken into account: First, by gathering knowledge on their 
partner’s sleep the STA-user gains power over them. Second, 
and given such a (knowledge) power imbalance, this may 
come with some form of control and, hence, domination 
which reduces the partner’s capacity for (relational) auton-
omy (Nedelsky, 2011).

Points for consideration

The current analysis focuses on freely available, consumer-
led STA laying the conceptual foundations for their respon-
sible use and implementation. General recommendations 
for consumer-led STA use are difficult to establish, as they 
depend on each group’s respective risks, opportunities 
and varying degrees of vulnerability. Nevertheless, some 
considerations can be derived that aim at the responsibil-
ity of developers and distributors of STAs and need fur-
ther research and more elaborate reflection in the future. To 
adequately meet the identified ethical challenges, it would 
be important to start with the development process of STA 
and, for example, to provide guidelines for responsible STA 
development. The awareness of developers and distributors 
for ethical aspects of STA use and the specific vulnerabilities 
of the different user groups should be raised, so that they 
integrate normative considerations into the conceptualiza-
tion and development of STA. To better address the needs 
and vulnerabilities of the different user groups (potential or 
actual patients, optimizers, explorers), these could directly 
be involved in the development process. Further, the sales, 
distribution and marketing around STA should also be exam-
ined critically. The presentation of STA, for example, in the 
app store, should be in line with the service the respective 
STA can actually deliver. Information, warnings, or a kind 
of 'instruction leaflet' could clearly and briefly explain which 
user group the app is intended for and what the app can and 
cannot offer the respective group. More information about 



Ethics of sleep tracking: techno‑ethical particularities of consumer‑led sleep‑tracking…

1 3

Page 9 of 12  4

the various functions, especially about the potential risks of 
using the app, should be included, such as references to men-
tal health risks, vulnerabilities, and links to professional help 
for sleep disturbances. Moreover, the information should 
indicate that embedding STA in a medical or therapeutic 
relationship could help avoid wrong coping mechanism and 
minimize stress and mental health risks for lay users.

Since the focus of this paper is on conceptual and nor-
mative aspects of freely available consumer-led STA, these 
points for consideration are rather 'soft' and primarily appeal 
to the responsibility of the developers and distributors of 
STAs. Stricter legal requirements, on the other hand, could 
result from categorizing lifestyle data as medical data (in 
contrast to their categorization as ordinary personal data), 
as currently debated in the European Union. The classifi-
cation of lifestyle data as medical data comes with further 
implications regarding a possible regulation of such apps 
(per Regulation (EU) 2017/745 of the European Parliament 
and of the Council of 5 April 2017 on Medical Devices). 
Moreover, data concerned with the app user’s health is sub-
ject to the general data protection regulation (GDPR). So 
far, no consensus among legal scholars and practitioners has 
been achieved on which data concerns health and/or medical 
information and how ‘health app’ and ‘medical app’ can be 
distinguished from each other legally (Maaß et al., 2022). 
Nevertheless, the tendency is to broaden the definition of 
health data (Schäfke-Zell, 2022) and, for example, also con-
sider how the users themselves, the STA provider, and pos-
sible clinicians involved intend to use the data (Carmi et al., 
2022). The latter could be of particular relevance to the user 
group of potential patients, especially if their data is also 
used for research purposes. As the ongoing legal debates 
concerning the classification of lifestyle data as medical/
health data show, there is an increasing sense of urgency, 
especially for developers and distributors of STA, to con-
sider the ethical challenges and different user groups.

Conclusion

The fast-growing market of STA creates (new) facts for the 
users and affected non-users, e.g., partners. Together with 
legal considerations and a discussion of the broader soci-
etal implications of consumer-driven STA use, the norma-
tive dimensions should also be addressed in debates about 
STA implementation. Along the normative concepts of 
medicalization, vulnerability and relationality, and the three 
user groups of potential patients, optimizers and explorers, 
the current analysis provides an ethical classification that 
focuses on the specific characteristics of STA in contrast to, 
for example, step tracking. The analysis aims to improve the 
understanding of the conceptual nature and ethical impli-
cations of technologies such as STA, thereby laying the 

conceptual foundations for their responsible and sustainable 
implementation. The current analysis focuses on the specific 
context of STA and provides input on the theoretical level. 
Future (empirical) research could address concrete social 
and ethical implications, for example, how STA influence 
the different user groups, their informational sovereignty and 
privacy and potential effects on third parties.
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