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Abstract
Assessment of digital competence for citizens could support the Education Action 
plan at a national level, a regional level, or even at a global level to enhance the 
digital skills and competence gap for work and life for digital transformation. This 
study applies the DigComp framework through a self-administered online survey 
to 723 citizens in Vietnam, using a sequential exploratory mixed methods research 
design. Data were analysed using factor analysis, standard descriptive statistics, and 
simple regression methods, followed by qualitative content analysis from interviews 
with ten respondents and a focus group discussion with eight stakeholders on digi-
tal competence. The results confirmed the validity of the DigComp framework for 
measuring the digital competence of Vietnamese citizens. Overall, the proficiency 
level of the 723 surveyed Vietnamese citizens falls between basic and intermediate 
levels, being more advanced in areas in information and data literacy and communi-
cation and collaboration, compared to digital content creation, safety, and problem 
solving. The results further showed that male citizens with a higher education level, 
working in the public sector, or living in province with high provincial digital trans-
formation index rankings perceived themselves to be more digital competent than 
females with a lower educational level, working in the private sector, or living in the 
province with low provincial digital transformation index rankings. To improve citi-
zens’ digital competence, training should be designed that considers not only citi-
zens’ digital competence profiles but also their individual characteristics.
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1 Introduction

The groundbreaking progress in digital technology, alongside the emergence of 
the Covid-19 pandemic, has been accelerating the digital transformation process 
around the world toward realization of being a digital nation (Mehrvarz et  al., 
2021; Penmetsa & Bruque-Camara, 2021; Vu & Hartley, 2018). Vietnam has set 
an ambitious goal for a National Programme for a digital nation to develop a dig-
ital government, a digital economy, and a digital society by 2030 through Deci-
sion 749/QD-TTg. The country has accordingly defined clear goals for its digital 
nation: it will offer 100% of public services online, make a 30% contribution 
from the digital economy to the nation’s GDP, and be ranked among the top 50 
global e-government contenders. Although Vietnam is still in its early stage of 
digital transformation, plans have been implemented to achieve the national tar-
get, such as online filing and payments, electronic identity, online banking, open 
government data, and smart cities. At the same time, the country’s internet infra-
structure has been rapidly developed and is ranked 62 out of 131 countries in the 
World Economic Forum’s Networked Readiness Index in 2022, having improved 
eight places since 2016 (Portulans Institute, 2022; Vu & Hartley, 2018).

Despite of potential benefits of the digital technologies, the access and ability to use 
the new technology are not equally distributed across the differing social groups of citi-
zens between or even within nations – that is, what is called the digital divide (Lissitsa 
et al., 2022; Van Dijk, 2020). The presence of a digital divide can restrict the full par-
ticipation of all citizens in a digital nation, and this creates social inequalities, which 
implies not meeting the Sustainable Development Goal to reduce inequalities within 
and between countries and ensure that no one is left behind (United Nations, 2020). 
Recognizing the presence of digital divide, Vietnam aims to build a knowledge society 
through Decision 1373/QD-TTg to equip all citizens and organisations in society with 
adequate digital skills, knowledge and attitudes to fully participate in a digital society, in 
which developing digital competence framework for citizens plays a role.

Findings from an extensive literature review by Lythreatis et  al. (2022) on factors 
influencing the digital divide showed that level of education remained a dominant fac-
tor. As a result, to bridge the digital divide, it is crucial to identify the level of digital 
competence as a set of what skills, knowledge and attitudes a citizen should possess in 
order to catch up with global digital trends (Carretero et al., 2017; Ferrari & Punie, 2013; 
Gallardo-Echenique et  al., 2015; Ilomäki et  al., 2016). Understanding citizens’ digital 
competence can support the development of the Education Action Plan to enhance the 
digital competence gap for digital transformation, and thereby foster lifelong learning. 
There are several studies involving assessment of citizens’ digital competence. However, 
these have mainly focused on a specific group, such as Thai older adults in rural areas 
(Jantavongso, 2022; Sriwisathiyakun & Dhamanitayakul, 2022), business research stu-
dents in Malaysia (Ahmed, 2022), Italian teenagers (Calvani et al., 2012), and Vietnam-
ese youths (Le et al., 2019). Therefore, assessing digital competence across broader, dif-
ferent groups of citizens remains in need of further investigation.

This study employs the DigComp framework to measure the digital competence 
of Vietnamese citizens. It explores the relationship of their digital competence with 
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their individual factors, and it explores ways to improve digital competence for all 
citizens, because scientific evidence shows that such digital competence may be 
related to individual characteristics such as age, level of education, gender, type of 
job, or his/her geographical location (Drabowicz, 2021; He & Zhu, 2017; Lucas 
et  al., 2021; Oyedemi & Mogano, 2018; Portillo et  al., 2020). Outcomes of this 
study are expected to support Vietnamese policy makers considering integration of 
the DigComp framework into national documents to measure the digital competence 
of all Vietnamese citizens. The identification of digital competence gaps could help 
policy makers design effective training to improve digital competence with the goal 
of an inclusive digital nation. Furthermore, the adoption of DigComp for citizens in 
the case of Vietnam may support an extension of such adoption beyond the Euro-
pean countries to include other countries at an early stage of digital transformation, 
as Vietnam is.

2  Theoretical background

2.1  The European framework for the digital competence of citizens

The European Commission introduced Digital Competence, also known as Dig-
Comp, in 2013. This framework serves as the foundation for an online self-assess-
ment tool. This tool enables individuals to evaluate their digital competence and 
pinpoint any gaps in knowledge, skills, and attitudes across five key areas for their 
employability and career development in a digital society. The framework has been 
developed through four versions (DigComp 1.0, 2.0, 2.1, and 2.2) to include updated 
examples of knowledge, skills and attitudes (Ferrari & Punie, 2013). This study has 
adopted DigComp framework 2.1 for two reasons. First, the framework employed 
Bloom’s taxonomy of learning and described the knowledge, skills, and attitudes 
that form the foundation of digital competence across five competency areas (Ferrari 
& Punie, 2013) that reflect the ability of a citizen for work and for life in a digital 
society. Second, the framework targets all citizens, ranging from those with poor 
digital skills to those with advanced-level digital skills, given a large difference in 
internet access among European citizens, ranging from 75 to 98% (van Kessel et al., 
2022). The number of Vietnam’s internet users also is approximately equivalent to 
Europe’s, reaching 72.1 million in 2022 and accounting for 50% of the population 
(MIC, 2022a).

DigComp 2.1. has identified five key competence areas: (i) information and data 
literacy, (ii) communication and collaboration, (iii) digital content creation, (iv) 
safety, and (v) problem solving (Carretero et al., 2017). Information and data liter-
acy denotes an individual’s capability to express information requirements, to search 
for data, information, and content within digital environments, to access and navi-
gate them, and to formulate and revise personal search strategies. Communication 
and collaboration entail an individual’s capacity to engage across diverse digital 
platforms and comprehend suitable digital communication methods within specific 
contexts. Digital content creation involves an individual’s capability to generate and 
modify digital content across various formats and to express ideas through digital 
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mediums. Competence in digital safety indicates an individual’s ability to safeguard 
devices and digital content, recognize risks and threats within digital environments, 
understand safety and security measures, and prioritize reliability and privacy. Prob-
lem solving encompasses an individual’s aptitude to recognize technical issues while 
utilizing devices and navigating digital environments, and to effectively resolve 
them.

2.2  Digital competence and individual factors of the citizens

The relationship between digital competence of citizens and their individual charac-
teristics such as age, level of education, gender, job sector, and his/her geographical 
location is supported through evidence presented in the scientific literature on digital 
competence. In age, some studies have not found a relationship between it and digi-
tal competence (Tondeur et al., 2018), while others suggest it has a negative effect 
(Lucas et al., 2021). It could thus be argued that a younger person, e.g., aged 18–24, 
who has access to and started using digital technologies earlier than older people, 
may have better skills and greater confidence using these technologies. However, if 
a person starts training in ICT use after his/her secondary educational stage or post-
graduate degree, where there is a small variance in age, age has no impact on digital 
competence. For level of education, Portillo et al. (2020) found that the higher the 
level a person has achieved, the higher the digital competence he/she obtains. Van 
Deursen and van Dijk (2009) have shown that educational level achieved emerges 
as the primary correlating factor with the proficiency levels of operational, formal, 
informational, and strategic skills in utilizing online public information and services 
within the Dutch population. Gender differences in digital competence have also 
been observed in the literature. For instance, women seem to be less digitally com-
petent in access and use of the Internet, which confirms a digital divide by gender 
(He & Zhu, 2017; Jiménez-Hernández et al., 2020), yet some authors have discov-
ered that females have better digital skills than males in focusing on communication 
in a safe, responsible and effective way (Aesaert & van Braak, 2015). In job sec-
tor, Drabowicz (2021) has found that, compared with working in the private sec-
tor, working in the public sector has been found to be negatively associated with 
the level of digital skills in Poland. This indicates the need to improve the digital 
skills of a national workforce to ease the path into national digital transformation. 
Regarding geographical location, Oyedemi and Mogano (2018) has shown that 
individuals living in affluent and urbanized areas tend to have advantages due to 
their proximity to economic and social resources, technological infrastructure, and 
improved access to digital communication technologies. Consequently, it is likely 
that these individuals possess better digital competence. Conversely, individuals in 
rural and remote locations often encounter challenges in accessing similar resources 
and technologies, which can hinder their digital competence. In the Vietnamese 
context, the geographical location, along with the corresponding digital transfor-
mation index (DTI) ranking, may have a positive influence on an individual’s digi-
tal competence. The DTI rankings for localities nationwide, based on the pillars of 
digital government, digital economy, and digital society, provide an overview of the 



1 3

Education and Information Technologies 

digital transformation progress in Vietnam and serve as a means to track the national 
digital transformation. The DTI, ranging from 0 to 1 point, encompasses indicators 
related to digital awareness, institutional transformation, digital infrastructure and 
platforms, information and data, social activities, cybersecurity, training, and digi-
tal human resources. Therefore, an individual residing in a province with a digital 
transformation index equal to or above the nationwide average DTI value of 0.49 is 
expected to perceive a higher level of digital competence.

2.3  Research questions

The following research questions are formulated:

RQ1: What is the validity of DigComp in the Vietnamese context?
RQ2: What is the current status of digital competence for Vietnamese citizens?
RQ3: What is the relationship between personal factors and Vietnamese citizens’ 
digital competence?
RQ4: How can the digital competence of Vietnamese citizens be enhanced for 
participation in a digital nation?

3  Material and methods

This section describes the data collection procedure and the data analyses 
employed to answer the research questions. A sequential exploratory mixed meth-
ods research design was employed, consisting of a self-administered online sur-
vey followed by ten interviews with randomly selected respondents about their 
self-assessment experience and a focus group discussion with stakeholders with 
knowledge around digital competence. The use of mixed methods has been recom-
mended by Clifford et al. (2020) and an extensive literature review by Zhao et al. 
(2021) to provide insights into the respondents’ experience with the self-assess-
ment instrument. A sequential exploratory mixed method is also widely employed 
in the education studies (Arslantas & Gul, 2022; Birgili & Demir, 2022; Farrokh-
nia et al., 2022; Rezai et al., 2022).

3.1  Data collection

Data for this study were collected based on three activities. Firstly, from May and Septem-
ber 2022, we conducted self-administered online survey targeting the Vietnamese citizens 
above 18 years of age using Qualtrics platform. Prior to the data collection, we obtained 
research ethics approval from our university’s Research Ethics Committee. We provided 
comprehensive and transparent details of the survey to the respondents and obtained their 
consent before proceeding to collect the respondent’s data. These measures were displayed 
prominently in the online questionnaire and explained to the respondents before they 
proceeded. The respondents in the survey were often reminded of their rights, and that 
their participation was voluntary. We also emphasise that only non-identifiable data were 
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collected from the respondents for research purposes. The assessment tool was adapted 
from DigCompSAT, a self-reflection tool associated with the European Digital Compe-
tence Framework for Citizens, which is shown in Appendix 1 (Clifford et al., 2020). Dig-
Comp 2.1 has eight levels of proficiency ranging from 1 to 8, which can be grouped into 
four broader levels: Foundation (levels 1 and 2), Intermediate (3 and 4), Advanced (5 and 
6) and Highly Specialised (7 and 8). Considering the length of the questionnaire, which 
contained many questions and could be perceived as overwhelming to the respondents 
and potentially lead to non-response, we used the four broad levels in our questionnaire to 
measure the respondents’ proficiency. Accordingly, the self-assessment instrument has 82 
items and respondents’ choices cover the three proficiency levels (i.e., foundation, inter-
mediate, and advanced), plus an option “I have no knowledge of this / I never heard of 
this / I don’t know how to do it / Not at all” for the lack of knowledge, skills, or attitude. 
The item bank was in English, which required Vietnamese translation for our Vietnam-
ese audience’s accessibility. We employed the double-translation method to ensure the 
content validity of the Vietnamese version: two independent Vietnamese native speakers 
fluent in English translated the items bank into Vietnamese. To maintain the readability 
and understandability of items bank to all Vietnamese, we conducted a face-to-face pilot 
survey in May 2022 with ten randomly selected citizens aged 18 to above 55 years old 
(the identified age range in the main survey), in public areas. The research team refined 
the items bank according to feedback from the pilot survey. Subsequently, an independent 
native English translator expert fluent in Vietnamese translated the content back to Eng-
lish. The back-translation was carefully reviewed by the research team and compared with 
the original English version to ensure equivalence with the original version.

Non-probability sampling strategies, consisting of convenience and snow-
ball sampling, were facilitated for data collection. Between June and September 
2022, we were invited by leaders in Binh Phuoc and Dak Nong provinces to 
conduct digital transformation training for the local citizens, government offi-
cials, and business owners. In-person training sessions were conducted along 
with a broadcast live to people within the provinces, attracting approximately 
5,000 audiences across each province. After each training session, the link 
and QR code to our online DigComp questionnaire were displayed, encour-
aging people to participate in the survey. In addition, we asked people to dis-
tribute the online questionnaire to their personal networks for a broader reach. 
This was further distributed to the people living in Ho Chi Minh City, Binh 
Phuoc, Can Tho City, Binh Duong, and Hanoi to improve our sample repre-
sentativeness based on the government’s digital transformation index 2022 
(DTI – https:// dti. gov. vn). The DTI ranked the digital transformation levels of 
provinces based on three dimensions: digital government, digital economy, and 
digital society. Accordingly, Ho Chi Minh City was ranked 3rd in the coun-
try, followed by Binh Phuoc (ranked 9th), Can Tho (ranked 15th), Binh Duong 
(ranked 22nd), Ha Noi (ranked 40th), and Dak Nong (ranked 41st). The com-
bined use of the convenience and snowball sampling enabled us to reach out to 
the relevant target segment of the population that is typically more challenging 
to access (Fereshteh et al. 2017).

This study received responses from a total of 755 surveyed citizens from prov-
inces with a DTI being equal to or above 0.49, including Ho Chi Minh City (48 

https://dti.gov.vn
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respondents) and Binh Phuoc (54 respondents), and those with a DTI below 0.49, 
including Can Tho City (133 respondents), Binh Duong (195 respondents), Ha Noi 
Capital (146 respondents), Dak Nong (118 respondents), and others (29 respond-
ents). After screening for completion of the questionnaire and time spent of less than 
ten minutes, 32 cases were excluded from the analyses.

Summary statistics of the demographic characteristics of the surveyed citizens 
are presented in Table  1. Sixty-five percent of respondents are in the age range 
18–34 years, and only about 9% are over 54 years old. There are more females (53%) 
than males (47%), and the overwhelming majority are above high school (73%). 
There are similar proportions of respondents working in the public and other sectors.

The second activity, in November 2022, was for interviews with ten randomly sur-
veyed citizens equally distributed across age groups that were drawn from the list of 
surveyed citizens. The interviews were conducted online via Microsoft Teams. These 
interviews aim to provide insights into the self-assessment experience. Interview ques-
tions suggested by the DigComp framework include: (1) What are your thoughts on the 
complexity of the questions? Could you provide some examples? (2) How do you feel 
about the length of the questionnaire? (3) To what extent do you believe this question-
naire aided in your comprehension of the scope of digital skills you could acquire? (4) 
If there is provision of training, which subjects do you recommend? In which ways 
of interaction would you recommend for such training? For instance, fully online, or 
blended learning with the help of an IT officer.

Table 1  Demographic 
characteristics of the 
respondents 

Demographic characteristics Proportion N = 723

Age
  18–34 65% 473
  35–54 26% 188

   > 54 9% 62
Gender
  Male 47% 342
  Female 53% 381

Education
  Above high school 81% 588
  Others 19% 135

Job sector
  Public 59% 429
  Others 41% 294

Location
  Ho Chi Minh (DTI = 0.5609) 7% 48
  Binh Phuoc (DTI = 0.4954) 7% 54
  Can Tho (DTI = 0.4794) 18% 133
  Binh Duong (DTI = 0.4538) 27% 195
  Ha Noi (DTI = 0.3535) 21% 146
  Dak Nong (DTI = 0.3509) 16% 118
  Others (DTI < 0.49) 4% 29
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The third activity, in November 2022, was for a focus group discussion with eight 
stakeholders with knowledge of digital competence. The eight stakeholders’ profiles 
are shown in Table 2. The focus group discussion was facilitated over a period of one 
and a half hours. At the beginning of the focus group discussion, the research team 
presented the aim of the project and the research team’s background, followed by an 
explanation of DigComp framework. Next, the research team shared the outcomes of 
the digital competence self-assessment based on DigComp survey of 723 citizens. Two 
questions are asked to each person: (1) “How appropriate is DigComp to measure the 
digital competence of all Vietnamese citizens?” and (2) “Which ways will potentially 
increase the digital competence of Vietnamese citizens?”.

3.2  Data analysis

The data analysis included factor analysis to assess the validity of the DigComp scale 
on the sample of Vietnamese citizens (RQ1), descriptive statistics to present the status 
quo of Vietnamese citizens’ digital competence (RQ2), simple regression analyses to 
evaluate the effect of individual factors on digital competence (RQ3), and qualitative 
content analysis to assess the appropriateness of the DigComp framework for citizens 
in the Vietnamese context and to identify ways to enhance the digital competence of 
Vietnamese citizens (RQ4).

First, factor analysis was used to examine the reliability and validity of the meas-
urement items adopted from DigComp version 2.1. The measurement items were then 
grouped into five digital competence areas: information and data literacy, communica-
tion and collaboration, digital content creation, safety, and problem solving. The inter-
nal consistency reliability was measured using Cronbach’s alpha, in which values above 
0.7 are recommended. Convergent validity is adequate when constructs have an average 
variance extracted (AVE) of at least 0.5 and composite reliability (CR) of at least 0.7) 
(Hair et al., 2019). Standard descriptive statistical methods were used to measure the fre-
quency of respondents’ demographic characteristics and their digital competence levels.

Digital competence areas confirmed insight into the underlying relationships with 
respondents’ demographic characteristics using simple regression methods. The regres-
sion models were presented in the following forms:

where DCi,t (i = 1,2,3,4,5,6) is the average proficiency scores of each five digital 
competence areas (information and data literacy, communication and collabora-
tion, digital content creation, safety, and problem solving), and the average over-
all score of all five digital competence areas perceived by respondents. Individual 
characteristics include age (age groups of respondent: 1 = from 18 to 34 years old, 
2 = from 35 to 54 years old, 3 = above 54 years old), gender (gender of respond-
ent: 1 = male, 0 = female), education (level of education: 1 = above high school, 
0 = others), type of jobsector (job sector of respondent: 1 = public, 0 = others), 
and location (location classified according to the provincial digital transforma-
tion index where the respondent lives: 1 = equal or above 0.49, 0 = below 0.49). 
To classify the three age groups, three age dummy variables were generated 

(1)DCi,t = f
(

aget, gendert, educationt, jobt, locationt, �t
)
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accordingly. According to the population structure by age group of the General 
Statistics Office of Vietnam in 2021, individuals between 18–34 age group are 
categorized as young adults; those 35–45 are labeled as middle-aged adults; and 
those aged 54 and above are classified as older adults. A similar age classification 
was also presented in the study by Petry (2002). Factor analyses were conducted 
using Statistical Package for the Social Sciences (SPSS, v.25), Microsoft Excel, 
and regression outputs were estimated using Statistical Software for Data Science 
(STATA, v.15).

Finally, qualitative content analysis was applied to structure and evaluate the 
diverse information from the full transcripts of interviews and focus group dis-
cussion (Mayring, 2000). The results of the qualitative content analysis cover the 
respondents’ experience with the self-assessment measurement of digital compe-
tence, and views of stakeholders for the adoption of DigComp in the case of Viet-
nam, and ways to improve digital competence for Vietnamese citizens.

4  Results

This section presents outcomes of the validity of the instrument, the descriptive 
statistics on the status quo of Vietnamese citizens’ digital competence, analysis of 
the impact of respondents’ demographic characteristics on their digital competence 
areas, and, finally, the outcomes of discussion with respondents and stakeholders.

4.1  The validity of DigComp to measure the digital competence of Vietnamese 
citizens

Vietnam has over 75 million social media users, which accounts for more than 70% 
of the population, placing it among the top ten countries with the highest number of 
Facebook and YouTube users globally (MIC, 2022b). With such a substantial user 
presence, Facebook has emerged as a powerful tool for connecting people and com-
munities. However, due to the rapid growth of social media users, the centralized 
Vietnamese government seeks to regulate social media influencers, exercise con-
tent censorship, and restrict discussion topics to maintain control over the popula-
tion. The government’s objective is to shape the narrative surrounding social issues 
and suppress dissenting voices (Le & Hutchinson, 2022). Consequently, this study 
excluded the items "It matters to me to debate social or political issues online (e.g. 
in online forums, news sites, Facebook, Twitter)" and "I know that the EU intro-
duced regulation on The Right to Be Forgotten (i.e. to have one’s private informa-
tion removed from the Internet)." as these items are not applicable in the Vietnam-
ese context.

After removing these non-applicable items for the Vietnamese context, using 
factor analysis (Appendix  1), results show that all Cronbach’s alpha estimates 
were determined as reliable (greater than the value of 0.9), and all item loadings 
exceeded the value of 0.6. This suggests sufficient reliability of all constructs uti-
lized in the model. Convergent validity is deemed adequate, as constructs exhibit 



1 3

Education and Information Technologies 

an average variance extracted (AVE) and composite reliability (CR) values 
exceeding 0.9.

4.2  The status quo of Vietnamese citizens’ digital competence

The general descriptive statistics of proficiency level in the five digital com-
petence areas are presented in Table  3. A score of 1 indicates the basic level, 
score 2 indicates the intermediate level, and score 3 indicates the advanced 
level. Additionally, a score of 0 represents proficiency below the basic level. The 
overall digital competence proficiency level falls between basic and intermedi-
ate levels, with a score of 1.56 out of 3.00. The five competence areas’ scores 
range from 1.39 to 1.71. In particular, the respondents scored the highest infor-
mation and data literacy (1.71) and communication and collaboration (1.68), fol-
lowed by problem solving (1.54) and safety (1.49). Digital content creation had 
lowest score of 1.39. Figure  1 presents the proportion of proficiency levels in 
five digital competence areas among surveyed citizens. Overall, most citizens 
reach the basic proficiency level with 62.4%, intermediate level with 22.4%, and 
only 0.4% at advanced proficiency level; others were 14.8%, with no knowledge/
skills/attitude.

4.3  The relationship between digital competence and individual factors

Table 4 presents the average digital competence scores and standard deviations 
(SD) of the independent variables. Furthermore, Table 5 shows the regression 
results, highlighting the relationship between the respondents’ demographic 
characteristics and their digital competence scores. The goodness-of-fit of the 
models is evidenced by the adjusted  R2 at the 1% significance level, indicating 
a well-fitted model with independent variables possessing considerable predic-
tive power. However, the explanatory level of  R2 was relatively low for all lin-
ear regression models, which were similar to the simple regression findings of 
Cattaneo et al. (2022) in analysing the personal and contextual factors influenc-
ing digital competence in a vocational context. White heteroscedasticity tests 
revealed that these models do not violate the assumption of homoscedasticity 
of the regressions and are statistically significant at the 1% level. Overall, the 

Table 3  Descriptive statistics 
of proficiency levels in the five 
digital competence areas

Digital competence area Mean Standard 
deviation

1. Information and data literacy 1.71 0.62
2. Communication and collaboration 1.68 0.62
3. Digital content creation 1.39 0.64
4. Safety 1.49 0.62
5. Problem solving 1.54 0.63
Overall proficiency level 1.56 0.58
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results show that respondents’ demographic characteristics positively affect 
their overall digital competence scores, except for the age groups. This finding 
implies that respondents of all ages have the potential to improve their digital 
competence. The parameters are statistically significant at either the 1%, 5% or 
10% significance level.

Regarding the five areas of digital competences, the regression results reveal 
the both the age groups of 18–34 and 35–54 have a significant positive impact on 
the area of digital content creation. This finding supports the general opinion that 
younger generations tend to exhibit better digital skills in content creation (Bucking-
ham, 2008; Oyedemi, 2014). Similarly, education has a positive effect on all areas of 
digital competence, which reveals the crucial role of education in increasing digital 
competence for citizens.

The results additionally demonstrate that gender has a positive effect on all areas 
of digital competence. This indicates that male respondents are better than their 
female counterparts in the use of digital devices and services. Furthermore, the posi-
tive effect of job sector on four areas of digital competence of information and data 
literacy, communication and collaboration, digital content creation, and problem 
solving indicates that respondents working in the public sector are better equipped 
with digital competences than others.

In terms of location, based on the provincial digital transformation index, 
results show that respondents who are from the provincial digital transforma-
tion index areas higher than 0.49, such as Ho Chi Minh City, have slightly 
higher digital competence scores in the areas of information and data literacy, 

0.0
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80.0

100.0

Information &
data literacy

Communication
& collaboration

Digital content
creation

Safety Problem Solving Overall digital
competence
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Fig. 1  Proportion of proficiency levels in the five digital competence areas among those surveyed 
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communication and collaboration than those from provinces with a digital trans-
formation index less than 0.49.

4.4  Feedback from respondents for their self‑assessment experience

Regarding the difficulty of self-assessment questions and their length, all respond-
ents agreed that the questions were easy to answer, but the length of questionnaire 
was relatively long. It took them about 40 min to complete the questionnaire the 
first time. Respondents thought that the self-assessment questions fairly helped 
them to understand their digital skills, with a result at 70%, which provides a 
positive signal to the usage of DigComp for citizens in the Vietnamese context. 
Finally, in terms of the provision of training to enhance digital skills, all respond-
ents agreed that open online courses would be an effective way to enhance their 
digital skills, but support from an information technology officer would be needed 
for respondents above 50 years of age. One example of respondent feedback is as 
follow:

“In my opinion, these questions are appropriate and easy to answer. How-
ever, I need to go through the questionnaire (first 10-15 questions) twice to 
familiarize myself with it. Initially, I found them difficult to understand and 
doubted my knowledge in this field. But after reading the response options 
carefully, I found them suitable. This questionnaire helped me grasp about 
60% of the learnable digital skills. Taking online courses in the five areas of 
digital competencies would be beneficial.”

4.5  Additional information from the discussion with eight stakeholders 
on digital competence

Regarding the appropriateness of DigComp in the Vietnamese context, seven of eight 
stakeholders strongly supported the use of a referenced and well-developed digital 
competence framework such as DigComp for the case of Vietnam. A senior leader of 
the Information Technology’s association and President of an Information Technology 
company observed that “Once we use the same standard as other countries to measure 
our citizens’ digital competence, we can compare our measurements with the others. 
The questions that are provided to Vietnamese citizens should be similar to the ques-
tions as shown in the DigComp for the Europeans”. Another local government leader 
added that “DigComp can be applied in all regions of Vietnam. However, for the 
mountainous areas with limited internet access, self-assessment might not be achiev-
able for everyone”. Self-assessment could be conducted with the help of an informa-
tion technology officer.

A concern about the unfavorable adoption of DigComp by a senior manager 
of a digital business was about the appropriateness of DigComp to measure 
digital competence for high-tech citizens: “I can see that online sellers have 
significantly improved their digital competence in the past five years. In our 
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digital marketplace, sellers could make hundreds of orders a day, even up to 
thousands of orders a month”. Therefore, another framework could be devel-
oped to measure the digital competence of such high-tech citizens, for instance, 
DigComp at work.

All stakeholders agreed that digital transformation in a nation is only success-
fully achieved with the participation of citizens. Therefore, it is most important to 
increase the digital competence for all Vietnamese citizens. According to the sug-
gestions of stakeholders, there are many ways to increase this digital competence. 
For instance, public media could be used to increase citizens’ awareness about 
the national digital transformation programme and promotion of the role of digi-
tal technologies in the community. The government should prioritize training in 
digital competence for citizens located in remote rural areas who had less advan-
tages than those in large cities. One of the learning platforms could be the Mas-
sive Open Online Courses (MOOCs) becoming available to all citizens, which 
is planned for implementation by the Vietnamese government as specified in the 
National Education Action Plan through Decision 411/QD-TTg in 2022. MOOCs 
has recently introduced in various countries as potential roles to prepare citizens 
for participation in a digital society as well as the possibilities of lifelong learn-
ing (Bordoloi et al., 2020; Bordoloi et al., 2020; Zheng et al., 2018). The initial 
training could guide people on how to join e-commerce platforms, how to make 
online payments, and how to use online public services. A government leader 
suggested that training should be prioritized for village-based civil servants, lead-
ers of micro, small and medium enterprises, leaders of cooperatives, and agricul-
tural enterprises targeting international markets.

5  Discussion

The findings of this study provide several significant insights into digital competence 
of Vietnamese citizens through using the DigComp framework and its relationship 
with individual factors. First, this study shows that an overall proficiency level of 
the 723 surveyed Vietnamese citizens reached between basic and intermediate lev-
els with a mean value of 1.56 on a 0 to three-point scale, which is above the aver-
age score. This result is compatible with the pilot tests of DigComp for citizens in 
Spain and Latvia, where the average proficiency levels of citizens were similarly at 
an intermediate level (Clifford et al., 2020). The intermediate proficiency level in the 
digital competence of Vietnamese citizens surveyed could result from the modifica-
tion of national education programme by additional digital knowledge being provided 
in classes and through extracurricular activities to promote digital skills for educa-
tors and students in recent years (OpenGovAsia, 2022). In addition to the efforts of 
the government, businesses in Vietnam are also offering numerous opportunities to 
enhance the digital skills of their employees. Seventy-three percent of respondents 
reported being proficient in utilizing new technologies in their workplace (PwC, 
2021). Such efforts have driven the national digital transformation index of Vietnam 
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in 2022 to be 0.60 or slightly above the average score. Moreover, surveyed citizens 
felt more advanced in the areas of information and data literacy and communication 
and collaboration, which may be attributed to the frequent use of digital technologies 
in their daily lives in these two areas. On the contrary, the areas in which citizens have 
the least confidence are digital content creation, safety, and problem solving. The low 
self-evaluation in digital content creation and problem solving can be attributed to 
the fact that individuals largely learn these skills on their own, aligning with findings 
from Napal Fraile et al. (2018). Similarly, the low level of cyber security knowledge 
among internet users has been a current concern in many developing countries, as 
highlighted in studies such as Chang and Coppel (2020) and Zwilling et al. (2022).

Individual factors such as gender, education, job sector, and location were 
found to influence digital competence of an individual. More specifically, citi-
zens who are male are generally better at information and data literacy, commu-
nication and collaboration, digital content creation, safety, and problem solving 
than their female counterparts. In fact, males show a higher level of computer 
interest than females (Broos, 2005). Therefore, when problems are encountered 
with using technical devices, males are better than females in the use of different 
technologies to create innovative solutions, as suggested by Çebi and Reisoğlu 
(2020) and Esteve-Mon et al. (2020). Education has a strong impact on the digi-
tal competence of an individual, implying that a citizen with an education level 
above high school is found to outperform others in all five digital competence 
areas. The positive relationship between level of education and digital skills was 
also found in the settings of working professionals (van Laar et  al., 2019) and 
in education (Yang et  al., 2022). Furthermore, a citizen working in the public 
sector was digitally better than one working in other sectors, particularly in the 
areas of information and data literacy, communication and collaboration, and 
problem solving, which likely resulted from a training programme in digital 
transformation in the public sector in recent years to meet the digital govern-
ment transformation agenda in Vietnam (World Bank, 2021).

Regarding location, it aligns with the prior expectation, citizens living and 
working in the provinces with a digital transformation index equal to or above 
0.49 perceived themselves more digitally competent, particularly in areas of 
information and data literacy, communication and collaboration than their peers 
with lower provincial digital transformation index rankings. This positive rela-
tionship could relate to the fact that government leaders of these high digital 
transformation index rankings greatly support digital transformation projects. 
Notably, Ho Chi Minh City and Binh Phuoc are positioned in the top 10 prov-
inces at the forefront of digital transformation, demonstrating pioneering efforts 
in establishing Intelligent Operation Center (IOC) and implementing digital gov-
ernment initiatives (MIC, 2020, 2022c). They have a strong expectation for their 
employees and local citizens in the adoption of digital services. Therefore, these 
provinces emphasised the importance of digital literacy to government leaders, 
government officers, citizens, and businesses in their provincial digital trans-
formation action plans. Additionally, it has been found that age groups do not 
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have effect on an individual’s overall digital competence. This can be explained 
through the nature of workplace requirements or learning culture in the Vietnam-
ese context. For instance, Nguyen et al. (2022) have shown that, in the Vietnam’s 
digital environment, about 35% of elderly people aged 60 years and older are still 
working, which motivates them to actively communicate with people and adapt 
to surrounding digital society. Likewise, in Vietnamese culture, education is con-
sidered as an essential form of capital. As such, both Vietnamese citizen and the 
government invest in building a lifelong learning society (Hossain, 2016; Vu, 
2022). One of the government’s initiatives is the promotion of a reading culture 
(including e-books and e-libraries) to enhance the citizens’ knowledge and qual-
ity of life. A common motto displayed in schools across Vietnam is “learn, learn 
more, learn forever” (học, học nữa, học mãi) (Crocco et al., 2021). Results of this 
study overall confirm the appropriateness of the adoption of the DigComp frame-
work for citizens in Vietnam through the online self-administered survey mech-
anism, interviews with respondents, and a focus group with stakeholders. The 
DigComp framework has also been used as a basis for the development of the 
Digital Literacy Global Framework by UNESCO (Law et al., 2018). However, in 
the Vietnam there remain challenging areas that need to be addressed, as follows:

• The statements "It matters to me to express opinions on social or political issues 
on discussion forums or in social media (e.g., Facebook, Twitter)" and "I know 
that the EU introduced regulation on The Right to Be Forgotten" need to be 
adjusted to fit the Vietnamese context.

• The length of the self-assessment questionnaire is relatively long as perceived by 
the respondents.

• The stand-alone self-assessment instrument is not applicable for limited inter-
net access in remote areas and for the disadvantaged groups such as the elderly. 
Therefore, there is a need of assistance from an information technology officer.

• Different digital competence frameworks should be created for high-tech citi-
zens.

6  Conclusion and implications

The development of a digital competence framework for citizens is considered to be 
an important step to support the design of training for achieving an inclusive digital 
nation. This study validates the use of the self-assessment instrument based on the 
DigComp framework for citizens in Vietnam, using a combination of quantitative 
and qualitative approaches. The individual factors affecting the digital competence 
of citizens are also analysed.

Results suggest that the digital competence of surveyed Vietnamese citizens 
achieves between basic and intermediate levels. A citizen with education above 
high school, male, working in the public sector, or living in the province with higher 
provincial digital transformation index is likely to have higher digital competence. 
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The online self-assessment instrument seems to be limited in its adoption widely for 
citizens, including those living in remote areas with limited internet access. Further-
more, the questions in the DigComp for citizens are not appropriate for high-tech 
citizens.

Findings of this study confirm the appropriateness of adopting the DigComp 
framework for citizens to measure digital competence of citizens in Vietnam. 
This provides a positive signal for countries at an early stage of digital trans-
formation, like Vietnam, to adopt the DigComp framework. Given the low digi-
tal competence areas in problem solving, safety, and digital content creation of 
Vietnamese citizens, training related to these areas is recommended, for exam-
ple through courses including cybersecurity, benefits and challenges using digi-
tal devices for healthcare, IT troubleshooting, and digital content creation. These 
courses will initially commence at a foundational level, progressively advancing 
toward specialized competencies aligned with individuals’ strengths, passions, 
and employment prospects. They will also continuously offer retraining opportu-
nities to adapt to changes in the job market (Kowalska-Chrzanowska et al., 2021; 
Zhuhadar et al., 2017). Such training could be prioritized for the group of citizens 
with education below high- school level, females, working in sectors other than 
the public sector, and living in the low provincial index ranking areas for digital 
transformation. Various training channels such as Massive Open Online Courses 
through online platforms or blended learning with the help of information tech-
nology officers could be considered as an effective way to increase the digital 
competence of a citizen, given the existing information technology officers in 
every village in Vietnam. Regarding the enhancement of digital citizen capabili-
ties for a country through a training system, it is essential to create a compre-
hensive business model. This model should encompass the design, implementa-
tion, and evaluation phases. A robust business framework can clarify the roles 
of stakeholders, guarantee inclusivity for learners from various socio-economic 
backgrounds, and provide a sustainable financial strategy to sustain the training 
system. Such a model is also designed to bridge the gap in digital competences 
arising from individual factors at the national, provincial, institutional, and edu-
cational levels, thus fostering a digital inclusion.

This study made attempts to reach as many Vietnamese citizens as possi-
ble, aiming for a large and representative sample. To achieve this, the study 
utilized an online platform and employed snowball sampling technique. Only 
respondents who fully completed the online self-assessment were considered 
for analysis. For future studies aiming to measure digital competence across all 
groups of Vietnamese citizens in a nationwide survey, adopting the DigComp 
framework would be beneficial. Such studies could consider incorporating ele-
ments of AI-related items based on the latest version of DigComp, version 2.2. 
Moreover, to further enhance the validity of the DigComp framework for citi-
zens, follow-up interviews or focus group discussions with additional surveyed 
participants can be conducted to explore the relationship between individual 
factors and digital competences.



 Education and Information Technologies

1 3

A
pp

en
di

x 
1

Re
lia

bi
lit

y 
an

d 
va

lid
it

y 
fo

r d
ig

it
al

 c
om

pe
te

nc
e 

ar
ea

s

D
ig

ita
l c

om
pe

te
nc

e 
ar

ea
M

ea
su

re
m

en
t i

te
m

C
on

ve
rg

en
t v

al
id

ity
 a

nd
 in

te
rn

al
 c

on
si

ste
nc

y 
re

lia
bi

lit
y

Lo
ad

in
g >

 0.
50

AV
E 

>
 0.

50
C

ro
nb

ac
h’

s 
A

lp
ha

 >
 0.

70
C

om
po

si
te

 
Re

lia
bi

lit
y 

(C
R

) >
 0.

70

In
fo

rm
at

io
n 

an
d 

da
ta

 li
te

ra
cy

I k
no

w
 th

at
 d

iff
er

en
t s

ea
rc

h 
en

gi
ne

s m
ay

 g
iv

e 
di

ffe
re

nt
 se

ar
ch

 re
su

lts
, b

ec
au

se
 

th
ey

 a
re

 in
flu

en
ce

d 
by

 c
om

m
er

ci
al

 fa
ct

or
s

0.
74

0.
58

0.
93

0.
94

I k
no

w
 w

hi
ch

 w
or

ds
 to

 u
se

 in
 o

rd
er

 to
 fi

nd
 w

ha
t I

 n
ee

d 
qu

ic
kl

y 
(e

.g
. t

o 
se

ar
ch

 
on

lin
e 

or
 w

ith
in

 a
 d

oc
um

en
t)

0.
74

W
he

n 
I u

se
 a

 se
ar

ch
 e

ng
in

e,
 I 

ca
n 

ta
ke

 a
dv

an
ta

ge
 o

f i
ts

 a
dv

an
ce

d 
fe

at
ur

es
0.

73

I k
no

w
 h

ow
 to

 fi
nd

 a
 w

eb
si

te
 I 

ha
ve

 v
is

ite
d 

be
fo

re
0.

78

I k
no

w
 h

ow
 to

 d
iff

er
en

tia
te

 p
ro

m
ot

ed
 c

on
te

nt
 fr

om
 o

th
er

 c
on

te
nt

 I 
fin

d 
or

 
re

ce
iv

e 
on

lin
e 

(e
.g

. r
ec

og
ni

si
ng

 a
n 

ad
ve

rt 
on

 so
ci

al
 m

ed
ia

 o
r s

ea
rc

h 
en

gi
ne

s)
0.

81

I k
no

w
 h

ow
 to

 id
en

tif
y 

th
e 

pu
rp

os
e 

of
 a

n 
on

lin
e 

in
fo

rm
at

io
n 

so
ur

ce
 (e

.g
. t

o 
in

fo
rm

, i
nfl

ue
nc

e,
 e

nt
er

ta
in

, o
r s

el
l)

0.
78

I c
rit

ic
al

ly
 c

he
ck

 if
 th

e 
in

fo
rm

at
io

n 
I fi

nd
 o

nl
in

e 
is

 re
lia

bl
e

0.
72

I k
no

w
 th

at
 so

m
e 

in
fo

rm
at

io
n 

on
 th

e 
In

te
rn

et
 is

 fa
ls

e 
(e

.g
. f

ak
e 

ne
w

s)
0.

76

I k
no

w
 a

bo
ut

 d
iff

er
en

t s
to

ra
ge

 m
ed

ia
 (e

.g
. i

nt
er

na
l o

r e
xt

er
na

l h
ar

d 
di

sk
, U

SB
 

m
em

or
y,

 p
en

 d
riv

e,
 m

em
or

y 
ca

rd
)

0.
78

I k
no

w
 h

ow
 to

 o
rg

an
is

e 
di

gi
ta

l c
on

te
nt

 (e
.g

. d
oc

um
en

ts
, i

m
ag

es
, v

id
eo

s)
 u

si
ng

 
fo

ld
er

s o
r t

ag
gi

ng
 to

 fi
nd

 th
em

 b
ac

k 
la

te
r

0.
80



1 3

Education and Information Technologies 

D
ig

ita
l c

om
pe

te
nc

e 
ar

ea
M

ea
su

re
m

en
t i

te
m

C
on

ve
rg

en
t v

al
id

ity
 a

nd
 in

te
rn

al
 c

on
si

ste
nc

y 
re

lia
bi

lit
y

Lo
ad

in
g >

 0.
50

AV
E 

>
 0.

50
C

ro
nb

ac
h’

s 
A

lp
ha

 >
 0.

70
C

om
po

si
te

 
Re

lia
bi

lit
y 

(C
R

) >
 0.

70

I k
no

w
 h

ow
 to

 c
op

y 
an

d 
m

ov
e 

fil
es

 (e
.g

. d
oc

um
en

ts
, i

m
ag

es
, v

id
eo

s)
 b

et
w

ee
n 

fo
ld

er
s, 

de
vi

ce
s o

r o
n 

th
e 

cl
ou

d
0.

76

I k
no

w
 h

ow
 to

 m
an

ag
e 

an
d 

an
al

ys
e 

da
ta

 u
si

ng
 so

ftw
ar

e 
(e

.g
. s

or
tin

g,
 fi

lte
rin

g,
 

ca
lc

ul
at

io
ns

)
0.

73

C
om

m
un

ic
at

io
n 

an
d 

co
l-

la
bo

ra
tio

n
I k

no
w

 h
ow

 to
 se

nd
, r

ep
ly

 a
nd

 fo
rw

ar
d 

e-
m

ai
ls

0.
76

0.
55

0.
96

0.
96

I k
no

w
 th

at
 m

an
y 

co
m

m
un

ic
at

io
n 

se
rv

ic
es

 a
nd

 so
ci

al
 m

ed
ia

 a
re

 fr
ee

 o
f c

ha
rg

e 
be

ca
us

e 
th

ey
 a

re
 p

ai
d 

fo
r b

y 
ad

ve
rti

si
ng

0.
73

I k
no

w
 h

ow
 to

 u
se

 a
dv

an
ce

d 
vi

de
oc

on
fe

re
nc

in
g 

fe
at

ur
es

 (e
.g

. m
od

er
at

in
g,

 
re

co
rd

in
g 

au
di

o 
an

d 
vi

de
o)

0.
74

I k
no

w
 w

hi
ch

 c
om

m
un

ic
at

io
n 

to
ol

s a
nd

 se
rv

ic
es

 (e
.g

. p
ho

ne
, e

m
ai

l, 
vi

de
o 

co
nf

er
en

ce
, t

ex
t m

es
sa

ge
) a

re
 a

pp
ro

pr
ia

te
 to

 u
se

 in
 d

iff
er

en
t c

irc
um

st
an

ce
s

0.
81

I a
m

 o
pe

n 
to

w
ar

ds
 sh

ar
in

g 
di

gi
ta

l c
on

te
nt

 th
at

 I 
th

in
k 

m
ig

ht
 b

e 
in

te
re

sti
ng

 a
nd

 
us

ef
ul

 to
 o

th
er

s
0.

66

I k
no

w
 h

ow
 to

 u
se

 c
lo

ud
 se

rv
ic

es
 (e

.g
. G

oo
gl

e 
D

riv
e,

 D
ro

pB
ox

 a
nd

 O
ne

D
riv

e)
 

to
 sh

ar
e 

m
y 

fil
es

0.
76

I k
no

w
 h

ow
 to

 c
ha

ng
e 

w
ho

 I 
sh

ar
e 

co
nt

en
t w

ith
 (e

.g
. f

rie
nd

s, 
fr

ie
nd

s o
f 

fr
ie

nd
s, 

ev
er

yo
ne

)
0.

78

I k
no

w
 h

ow
 to

 re
fe

re
nc

e 
th

e 
so

ur
ce

 o
f d

oc
um

en
ts

 (e
.g

. t
he

 a
ut

ho
r o

r w
eb

 
ad

dr
es

s)
 th

at
 I 

fo
un

d 
on

lin
e

0.
78

I k
no

w
 h

ow
 to

 a
pp

ly
 fo

r a
 jo

b 
us

in
g 

a 
di

gi
ta

l p
la

tfo
rm

 (e
.g

. fi
ll 

in
 a

 fo
rm

, 
up

lo
ad

 m
y 

C
V

 a
nd

 p
ho

to
)

0.
81



 Education and Information Technologies

1 3

D
ig

ita
l c

om
pe

te
nc

e 
ar

ea
M

ea
su

re
m

en
t i

te
m

C
on

ve
rg

en
t v

al
id

ity
 a

nd
 in

te
rn

al
 c

on
si

ste
nc

y 
re

lia
bi

lit
y

Lo
ad

in
g >

 0.
50

AV
E 

>
 0.

50
C

ro
nb

ac
h’

s 
A

lp
ha

 >
 0.

70
C

om
po

si
te

 
Re

lia
bi

lit
y 

(C
R

) >
 0.

70

I k
no

w
 th

at
 m

an
y 

pu
bl

ic
 se

rv
ic

es
 a

re
 av

ai
la

bl
e 

on
 th

e 
in

te
rn

et
 (e

.g
. b

oo
ki

I 
kn

ow
 th

at
 m

an
y 

pu
bl

ic
 se

rv
ic

es
 a

re
 av

ai
la

bl
e 

on
 th

e 
In

te
rn

et
 (e

.g
. b

oo
ki

ng
 a

 
he

al
th

 v
is

it,
 su

bm
itt

in
g 

ta
x 

de
cl

ar
at

io
n,

 re
qu

es
tin

g 
bi

rth
, m

ar
ria

ge
, r

es
id

en
ce

 
an

d 
ot

he
r c

er
tifi

ca
te

s)
.n

g 
a 

he
al

th
 v

is
it,

 su
bm

itt
in

g 
ta

x 
de

cl
ar

at
io

n,
 re

qu
es

t-
in

g 
bi

rth
, m

ar
ria

ge
, r

es
id

en
ce

 a
nd

 o
th

er
 c

er
tifi

ca
te

s)

0.
79

I k
no

w
 h

ow
 to

 p
ay

 fo
r g

oo
ds

 a
nd

 se
rv

ic
es

 th
at

 I 
bu

y 
on

lin
e 

(e
.g

. u
si

ng
 d

ire
ct

 
ba

nk
 tr

an
sf

er
, c

re
di

t/d
eb

it 
ca

rd
s, 

ot
he

r o
nl

in
e 

pa
ym

en
t s

ys
te

m
s)

0.
78

I u
nd

er
st

an
d 

th
e 

be
ne

fit
s o

f r
em

ot
e 

co
lla

bo
ra

tio
n 

(e
.g

. r
ed

uc
ed

 c
om

m
ut

in
g 

tim
e)

0.
74

I k
no

w
 h

ow
 to

 e
di

t a
 sh

ar
ed

, o
nl

in
e 

do
cu

m
en

t
0.

78
I k

no
w

 h
ow

 to
 in

vi
te

 o
th

er
s a

nd
 g

iv
e 

ap
pr

op
ria

te
 p

er
m

is
si

on
s t

o 
co

lla
bo

ra
te

 o
n 

a 
sh

ar
ed

 d
oc

um
en

t
0.

73

I a
m

 aw
ar

e 
th

at
 I 

sh
ou

ld
 a

sk
 p

er
m

is
si

on
 fr

om
 a

 p
er

so
n 

be
fo

re
 p

ub
lis

hi
ng

 o
r 

sh
ar

in
g 

ph
ot

os
 a

bo
ut

 th
em

0.
75

I k
no

w
 h

ow
 to

 re
co

gn
is

e 
on

lin
e 

m
es

sa
ge

s a
nd

 b
eh

av
io

ur
s t

ha
t a

tta
ck

 c
er

ta
in

 
gr

ou
ps

 o
r i

nd
iv

id
ua

ls
 (e

.g
. h

at
e 

sp
ee

ch
)

0.
75

I c
an

 ta
ke

 th
e 

rig
ht

 m
ea

su
re

s i
f s

om
eo

ne
 is

 d
oi

ng
 th

e 
w

ro
ng

 th
in

g 
on

lin
e 

(e
.g

. 
an

 o
ffe

ns
iv

e 
co

m
m

en
t, 

th
re

at
s)

0.
68

I k
no

w
 h

ow
 to

 b
eh

av
e 

on
lin

e 
ac

co
rd

in
g 

to
 th

e 
si

tu
at

io
n 

(e
.g

. f
or

m
al

 v
s i

nf
or

-
m

al
)

0.
77

I k
no

w
 m

y 
di

gi
ta

l i
de

nt
ity

 is
 e

ve
ry

th
in

g 
th

at
 id

en
tifi

es
 m

e 
in

 o
nl

in
e 

en
vi

ro
n-

m
en

ts
 (e

.g
. u

se
rn

am
es

, l
ik

es
 a

nd
 p

os
ts

 o
n 

so
ci

al
 m

ed
ia

, p
et

iti
on

s s
ig

ne
d 

on
lin

e)

0.
66



1 3

Education and Information Technologies 

D
ig

ita
l c

om
pe

te
nc

e 
ar

ea
M

ea
su

re
m

en
t i

te
m

C
on

ve
rg

en
t v

al
id

ity
 a

nd
 in

te
rn

al
 c

on
si

ste
nc

y 
re

lia
bi

lit
y

Lo
ad

in
g >

 0.
50

AV
E 

>
 0.

50
C

ro
nb

ac
h’

s 
A

lp
ha

 >
 0.

70
C

om
po

si
te

 
Re

lia
bi

lit
y 

(C
R

) >
 0.

70

I k
no

w
 h

ow
 to

 c
re

at
e 

a 
pr

ofi
le

 in
 d

ig
ita

l e
nv

iro
nm

en
ts

 fo
r p

er
so

na
l o

r p
ro

fe
s-

si
on

al
 p

ur
po

se
s

0.
70

I k
no

w
 h

ow
 to

 c
on

fig
ur

e 
th

e 
se

tti
ng

s i
n 

m
y 

In
te

rn
et

 b
ro

w
se

r t
o 

pr
ev

en
t o

r l
im

it 
co

ok
ie

s
0.

63

D
ig

ita
l c

on
te

nt
 c

re
at

io
n

I k
no

w
 h

ow
 to

 c
re

at
e 

an
d 

ed
it 

di
gi

ta
l t

ex
t fi

le
s (

e.
g.

 W
or

d,
 O

pe
nD

oc
um

en
t, 

G
oo

gl
e 

D
oc

s)
0.

73
0.

52
0.

94
0.

94

I k
no

w
 h

ow
 to

 e
xp

re
ss

 m
ys

el
f b

y 
cr

ea
tin

g 
di

gi
ta

l c
on

te
nt

 o
n 

th
e 

In
te

rn
et

 (e
.g

. 
bl

og
 p

os
t, 

vi
de

o 
on

 Y
ou

Tu
be

)
0.

76

I k
no

w
 h

ow
 to

 p
ro

du
ce

 a
 m

ul
tim

ed
ia

 p
re

se
nt

at
io

n 
w

ith
 te

xt
, i

m
ag

es
, a

ud
io

 a
nd

 
vi

de
o 

el
em

en
ts

0.
78

To
 e

xp
re

ss
 m

ys
el

f, 
I a

m
 c

ar
ef

ul
 to

 c
ho

os
e 

th
e 

rig
ht

 ty
pe

 o
f d

ig
ita

l m
ed

ia
 

de
pe

nd
in

g 
on

 th
e 

au
di

en
ce

 a
nd

 m
y 

ai
m

 (e
.g

. u
si

ng
 so

ci
al

 m
ed

ia
 to

 p
ro

m
ot

e 
a 

pr
oj

ec
t)

0.
76

I a
m

 k
ee

n 
to

 c
re

at
e 

ne
w

 d
ig

ita
l c

on
te

nt
 b

y 
m

ix
in

g 
an

d 
m

od
ify

in
g 

ex
ist

in
g 

di
gi

ta
l r

es
ou

rc
es

 (e
.g

. a
 p

re
se

nt
at

io
n 

w
ith

 p
ho

to
s a

nd
 a

 so
un

dt
ra

ck
 fo

un
d 

on
 

th
e 

In
te

rn
et

)

0.
68

I k
no

w
 th

at
 so

m
e 

di
gi

ta
l c

on
te

nt
 c

an
 b

e 
re

us
ed

 a
nd

 re
w

or
ke

d 
le

ga
lly

 (e
.g

. 
pu

bl
ic

 d
om

ai
n 

or
 w

ith
 C

re
at

iv
e 

C
om

m
on

s l
ic

en
ce

s)
0.

76

I k
no

w
 h

ow
 to

 e
di

t o
r m

ak
e 

ch
an

ge
s t

o 
di

gi
ta

l c
on

te
nt

 th
at

 o
th

er
s h

av
e 

cr
ea

te
d 

(e
.g

. i
ns

er
t a

 te
xt

 in
to

 a
n 

im
ag

e,
 e

di
t a

 w
ik

i)
0.

80

I k
no

w
 h

ow
 to

 c
re

at
e 

so
m

et
hi

ng
 n

ew
 b

y 
m

ix
in

g 
di

ffe
re

nt
 ty

pe
s o

f c
on

te
nt

 (e
.g

. 
te

xt
 a

nd
 im

ag
es

)
0.

78



 Education and Information Technologies

1 3

D
ig

ita
l c

om
pe

te
nc

e 
ar

ea
M

ea
su

re
m

en
t i

te
m

C
on

ve
rg

en
t v

al
id

ity
 a

nd
 in

te
rn

al
 c

on
si

ste
nc

y 
re

lia
bi

lit
y

Lo
ad

in
g >

 0.
50

AV
E 

>
 0.

50
C

ro
nb

ac
h’

s 
A

lp
ha

 >
 0.

70
C

om
po

si
te

 
Re

lia
bi

lit
y 

(C
R

) >
 0.

70

I a
m

 c
ar

ef
ul

 to
 fo

llo
w

 th
e 

ru
le

s a
bo

ut
 c

op
yr

ig
ht

s a
nd

 li
ce

ns
es

 o
f d

ig
ita

l c
on

te
nt

 
th

at
 I 

fin
d

0.
67

I k
no

w
 th

at
 d

ow
nl

oa
di

ng
 o

r s
ha

rin
g 

di
gi

ta
l c

on
te

nt
 (e

.g
. m

us
ic

, s
of

tw
ar

e,
 

fil
m

s)
 m

ay
 h

av
e 

et
hi

ca
l o

r l
eg

al
 c

on
se

qu
en

ce
s

0.
69

I c
an

 d
et

ec
t w

he
n 

di
gi

ta
l c

on
te

nt
 is

 m
ad

e 
av

ai
la

bl
e 

ill
eg

al
ly

 (e
.g

. s
of

tw
ar

e,
 

m
ov

ie
s, 

m
us

ic
, b

oo
ks

, T
V

)
0.

72

I k
no

w
 w

hi
ch

 d
iff

er
en

t t
yp

es
 o

f l
ic

en
ce

s a
pp

ly
 to

 th
e 

us
e 

of
 d

ig
ita

l c
on

te
nt

 
(e

.g
. C

re
at

iv
e 

C
om

m
on

s l
ic

en
ce

s)
0.

69

I a
m

 in
te

re
ste

d 
in

 u
nd

er
st

an
di

ng
 h

ow
 a

 ta
sk

 c
an

 b
e 

br
ok

en
 d

ow
n 

in
to

 st
ep

s s
o 

th
at

 it
 c

an
 b

e 
au

to
m

at
ed

, f
or

 e
xa

m
pl

e 
in

 so
ftw

ar
e 

or
 b

y 
a 

ro
bo

t
0.

66

I k
no

w
 th

at
 p

ro
gr

am
m

in
g 

la
ng

ua
ge

s (
e.

g.
 P

yt
ho

n,
 V

is
ua

l B
as

ic
, J

av
a)

 a
re

 u
se

d 
to

 p
ro

vi
de

 a
 d

ig
ita

l d
ev

ic
e 

in
str

uc
tio

ns
 to

 c
ar

ry
 o

ut
 a

 ta
sk

0.
69

I c
an

 w
rit

e 
sc

rip
ts

, m
ac

ro
s a

nd
 si

m
pl

e 
ap

pl
ic

at
io

ns
 to

 a
ut

om
at

e 
th

e 
ex

ec
ut

io
n 

of
 a

 ta
sk

0.
62

I k
no

w
 th

at
 th

er
e 

co
ul

d 
be

 d
iff

er
en

t a
lg

or
ith

m
ic

 so
lu

tio
ns

 to
 a

cc
om

pl
is

h 
a 

sp
ec

ifi
c 

co
m

pu
ta

tio
na

l t
as

k 
(e

.g
. s

or
tin

g 
an

d 
se

ar
ch

in
g)

0.
71

Sa
fe

ty
I u

nd
er

st
an

d 
th

e 
be

ne
fit

s a
nd

 a
ls

o 
th

e 
sa

fe
ty

 ri
sk

s w
he

n 
us

in
g 

In
te

rn
et

-c
on

-
ne

ct
ed

 d
ev

ic
es

 o
r s

ys
te

m
s (

e.
g.

 sm
ar

t w
at

ch
es

, s
m

ar
t h

om
e 

de
vi

ce
s)

0.
77

0.
56

0.
95

0.
95

I k
no

w
 a

bo
ut

 th
e 

im
po

rta
nc

e 
of

 k
ee

pi
ng

 th
e 

op
er

at
in

g 
sy

ste
m

, a
nt

iv
iru

s a
nd

 
ot

he
r s

of
tw

ar
e 

up
-to

-d
at

e 
in

 o
rd

er
 to

 p
re

ve
nt

 se
cu

rit
y 

is
su

es
0.

75

I k
no

w
 h

ow
 to

 c
on

fig
ur

e 
th

e 
se

tti
ng

s o
f a

 fi
re

w
al

l o
n 

di
ffe

re
nt

 d
ev

ic
es

0.
65

I k
no

w
 h

ow
 to

 re
co

ve
r d

ig
ita

l i
nf

or
m

at
io

n 
an

d 
ot

he
r c

on
te

nt
 (e

.g
. p

ho
to

s, 
co

nt
ac

ts
) f

ro
m

 a
 b

ac
ku

p
0.

78



1 3

Education and Information Technologies 

D
ig

ita
l c

om
pe

te
nc

e 
ar

ea
M

ea
su

re
m

en
t i

te
m

C
on

ve
rg

en
t v

al
id

ity
 a

nd
 in

te
rn

al
 c

on
si

ste
nc

y 
re

lia
bi

lit
y

Lo
ad

in
g >

 0.
50

AV
E 

>
 0.

50
C

ro
nb

ac
h’

s 
A

lp
ha

 >
 0.

70
C

om
po

si
te

 
Re

lia
bi

lit
y 

(C
R

) >
 0.

70

I k
no

w
 h

ow
 to

 re
str

ic
t o

r r
ef

us
e 

ac
ce

ss
 to

 m
y 

ge
og

ra
ph

ic
al

 lo
ca

tio
n

0.
77

I k
no

w
 h

ow
 to

 id
en

tif
y 

su
sp

ic
io

us
 e

-m
ai

l m
es

sa
ge

s t
ha

t t
ry

 to
 o

bt
ai

n 
m

y 
pe

rs
on

al
 d

at
a

0.
75

I k
no

w
 h

ow
 to

 c
he

ck
 th

at
 th

e 
w

eb
si

te
 w

he
re

 I 
am

 a
sk

ed
 to

 p
ro

vi
de

 p
er

so
na

l 
da

ta
 is

 se
cu

re
 (e

.g
. h

ttp
s s

ite
s, 

sa
fe

ty
 lo

go
 o

r c
er

tifi
ca

te
)

0.
74

I k
no

w
 w

hi
ch

 p
er

so
na

l d
at

a 
I s

ho
ul

d 
no

t s
ha

re
 a

nd
 d

is
pl

ay
 o

nl
in

e 
(e

.g
. o

n 
so

ci
al

 m
ed

ia
)

0.
76

I a
m

 c
ar

ef
ul

 a
bo

ut
 c

he
ck

in
g 

th
e 

pr
iv

ac
y 

po
lic

ie
s o

f t
he

 d
ig

ita
l s

er
vi

ce
s t

ha
t I

 
us

e
0.

77

I a
m

 aw
ar

e 
th

at
 I 

sh
ou

ld
 m

an
ag

e 
th

e 
tim

e 
I s

pe
nd

 o
n 

m
y 

di
gi

ta
l d

ev
ic

es
0.

72
I k

no
w

 h
ow

 to
 p

ro
te

ct
 m

ys
el

f f
ro

m
 u

nw
an

te
d 

an
d 

m
al

ic
io

us
 o

nl
in

e 
en

co
un

te
rs

 
an

d 
m

at
er

ia
ls

 (e
.g

. s
pa

m
 m

es
sa

ge
s, 

id
en

tit
y 

th
ef

t e
m

ai
ls

)
0.

75

I k
no

w
 a

bo
ut

 d
ig

ita
l t

oo
ls

 th
at

 c
an

 h
el

p 
ol

de
r p

eo
pl

e 
or

 p
eo

pl
e 

w
ith

 sp
ec

ia
l 

ne
ed

s
0.

77

I s
ee

k 
ou

t w
ay

s i
n 

w
hi

ch
 d

ig
ita

l t
ec

hn
ol

og
ie

s c
ou

ld
 h

el
p 

m
e 

to
 li

ve
 a

nd
 c

on
-

su
m

e 
in

 a
 m

or
e 

en
vi

ro
nm

en
ta

lly
 fr

ie
nd

ly
 w

ay
0.

74

I k
no

w
 th

at
 o

ld
 d

ig
ita

l d
ev

ic
es

 a
nd

 c
on

su
m

ab
le

s (
e.

g.
 c

om
pu

te
rs

, s
m

ar
tp

ho
ne

s, 
ba

tte
rie

s)
 m

us
t b

e 
ap

pr
op

ria
te

ly
 d

is
po

se
d 

to
 m

in
im

is
e 

th
ei

r e
nv

iro
nm

en
ta

l 
im

pa
ct

0.
76

I k
no

w
 h

ow
 to

 re
du

ce
 th

e 
en

er
gy

 c
on

su
m

pt
io

n 
of

 m
y 

de
vi

ce
s (

e.
g.

 c
ha

ng
e 

se
t-

tin
gs

, c
lo

se
 a

pp
s, 

tu
rn

 o
ff 

w
ifi

)
0.

73



 Education and Information Technologies

1 3

D
ig

ita
l c

om
pe

te
nc

e 
ar

ea
M

ea
su

re
m

en
t i

te
m

C
on

ve
rg

en
t v

al
id

ity
 a

nd
 in

te
rn

al
 c

on
si

ste
nc

y 
re

lia
bi

lit
y

Lo
ad

in
g >

 0.
50

AV
E 

>
 0.

50
C

ro
nb

ac
h’

s 
A

lp
ha

 >
 0.

70
C

om
po

si
te

 
Re

lia
bi

lit
y 

(C
R

) >
 0.

70

I k
no

w
 ’g

re
en

’ b
eh

av
io

ur
s t

o 
fo

llo
w

 w
he

n 
bu

yi
ng

 o
r u

si
ng

 d
ig

ita
l d

ev
ic

es
 

(e
.g

. p
ur

ch
as

e 
de

vi
ce

s w
ith

 E
co

-la
be

l, 
re

str
ai

n 
fro

m
 u

nn
ec

es
sa

ry
 p

rin
tin

g 
of

 d
ig

ita
l fi

le
s, 

do
 n

ot
 le

av
e 

m
ob

ile
 p

ho
ne

s a
nd

 la
pt

op
 c

ha
rg

er
s c

on
ne

ct
ed

 
w

ith
ou

t t
he

 d
ev

ic
e)

0.
72

Pr
ob

le
m

 so
lv

in
g

W
he

n 
I f

ac
e 

a 
te

ch
ni

ca
l p

ro
bl

em
, I

 tr
y 

ste
p-

by
-s

te
p 

to
 id

en
tif

y 
th

e 
pr

ob
le

m
0.

76
0.

56
0.

94
0.

95

I k
no

w
 so

m
e 

re
as

on
s w

hy
 a

 d
ig

ita
l d

ev
ic

e 
m

ay
 fa

il 
to

 c
on

ne
ct

 o
nl

in
e 

(e
.g

. 
w

ro
ng

 w
ifi

 p
as

sw
or

d,
 a

irp
la

ne
 m

od
e 

on
)

0.
75

W
he

n 
I f

ac
e 

a 
te

ch
ni

ca
l p

ro
bl

em
, I

 a
m

 a
bl

e 
to

 fi
nd

 so
lu

tio
ns

 o
n 

th
e 

In
te

rn
et

0.
78

I a
m

 a
bl

e 
to

 e
di

t t
he

 c
on

fig
ur

at
io

ns
 o

f t
he

 o
pe

ra
tin

g 
sy

ste
m

 o
f m

y 
di

gi
ta

l 
de

vi
ce

s t
o 

so
lv

e 
te

ch
ni

ca
l p

ro
bl

em
s (

e.
g.

 a
ut

om
at

ic
 st

op
/st

ar
t o

f s
er

vi
ce

s, 
m

od
ify

 re
gi

str
y 

ke
ys

)

0.
69

I u
su

al
ly

 tr
y 

to
 fi

nd
 o

ut
 if

 th
er

e 
is

 a
 te

ch
no

lo
gy

 so
lu

tio
n 

th
at

 m
ig

ht
 h

el
p 

m
e 

ad
dr

es
s a

 p
er

so
na

l o
r p

ro
fe

ss
io

na
l n

ee
d

0.
78

I k
no

w
 th

e 
m

ai
n 

fu
nc

tio
ns

 o
f t

he
 m

os
t c

om
m

on
 d

ig
ita

l d
ev

ic
es

 (c
om

pu
te

r, 
ta

bl
et

, s
m

ar
tp

ho
ne

)
0.

80

I k
no

w
 h

ow
 to

 se
le

ct
 th

e 
rig

ht
 to

ol
, d

ev
ic

e 
or

 se
rv

ic
e 

to
 p

er
fo

rm
 a

 g
iv

en
 ta

sk
 

(e
.g

. s
el

ec
t a

 sm
ar

tp
ho

ne
 fo

r m
y 

ne
ed

s, 
ch

oo
se

 a
 to

ol
 fo

r a
 p

ro
fe

ss
io

na
l 

vi
de

oc
al

l)

0.
75

I k
no

w
 te

ch
ni

ca
l s

ol
ut

io
ns

 th
at

 c
an

 im
pr

ov
e 

th
e 

ac
ce

ss
 a

nd
 u

se
 o

f d
ig

ita
l 

to
ol

s s
uc

h 
as

 la
ng

ua
ge

 tr
an

sl
at

io
n,

 m
ag

ni
fic

at
io

n 
or

 z
oo

m
 a

nd
 te

xt
-to

-v
oi

ce
 

fu
nc

tio
na

lit
y

0.
79

I k
no

w
 th

at
 d

ig
ita

l t
ec

hn
ol

og
y 

ca
n 

be
 u

se
d 

as
 a

 p
ow

er
fu

l t
oo

l t
o 

in
no

va
te

 
pr

oc
es

se
s a

nd
 p

ro
du

ct
s

0.
76



1 3

Education and Information Technologies 

D
ig

ita
l c

om
pe

te
nc

e 
ar

ea
M

ea
su

re
m

en
t i

te
m

C
on

ve
rg

en
t v

al
id

ity
 a

nd
 in

te
rn

al
 c

on
si

ste
nc

y 
re

lia
bi

lit
y

Lo
ad

in
g >

 0.
50

AV
E 

>
 0.

50
C

ro
nb

ac
h’

s 
A

lp
ha

 >
 0.

70
C

om
po

si
te

 
Re

lia
bi

lit
y 

(C
R

) >
 0.

70

I a
m

 w
ill

in
g 

to
 ta

ke
 p

ar
t i

n 
ch

al
le

ng
es

 a
nd

 c
on

te
sts

, a
im

ed
 a

t s
ol

vi
ng

 in
te

lle
c-

tu
al

, s
oc

ia
l o

r p
ra

ct
ic

al
 p

ro
bl

em
s t

hr
ou

gh
 d

ig
ita

l t
ec

hn
ol

og
ie

s
0.

67

I c
an

 u
se

 d
at

a 
to

ol
s (

e.
g.

 d
at

ab
as

es
, d

at
a 

m
in

in
g 

an
d 

an
al

ys
is

 so
ftw

ar
e)

 th
at

 
m

an
ag

e 
an

d 
or

ga
ni

ze
 c

om
pl

ex
 in

fo
rm

at
io

n 
to

 m
ak

e 
de

ci
si

on
s a

nd
 so

lv
e 

pr
ob

le
m

s

0.
73

I a
m

 w
ill

in
g 

to
 h

el
p 

pe
op

le
 in

 m
y 

co
m

m
un

ity
 im

pr
ov

e 
th

ei
r d

ig
ita

l s
ki

lls
0.

74

I a
m

 c
ur

io
us

 a
bo

ut
 n

ew
 d

ig
ita

l d
ev

ic
es

 a
nd

 a
pp

lic
at

io
ns

 a
nd

 I 
am

 k
ee

n 
to

 
ex

pe
rim

en
t w

ith
 th

em
 w

he
ne

ve
r I

 fi
nd

 th
e 

op
po

rtu
ni

ty
0.

73

I k
no

w
 h

ow
 to

 u
se

 o
nl

in
e 

le
ar

ni
ng

 to
ol

s t
o 

im
pr

ov
e 

m
y 

di
gi

ta
l s

ki
lls

 (e
.g

. v
id

eo
 

tu
to

ria
l, 

on
lin

e 
co

ur
se

s)
0.

78

I k
no

w
 a

bo
ut

 n
ew

 tr
en

ds
 in

 th
e 

di
gi

ta
l w

or
ld

 a
nd

 h
ow

 th
ey

 im
pa

ct
 o

n 
m

y 
pe

rs
on

al
 o

r p
ro

fe
ss

io
na

l l
ife

0.
76



 Education and Information Technologies

1 3

According to Hair et al. (2019), the average variance extracted (AVE) is calculated 
as the mean variance extracted for the items loading on a construct and is a summary 
indicator of convergence. This value can be calculated using standardized loadings:

Li represents the completely standardized factor loadings for the i th measured 
variable and n is the number of item indicators for a construct.

The construct reliability (CR) value is computed from the squared sum of factor 
loadings ( Li ) for each construct and the sum of the error variance terms for a con-
struct ( ei ) as:
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