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Abstract

The COVID-19 pandemic increase the use of distance learning while studies have
shown that there is insufficient digital knowledge among students in distance leaning
as they do not adequately use technology as a digital citizenship indicator, while the
awareness and knowledge of digital citizenship among teachers and students remains
a key criterion for improving distance learning that mainly depends on information
technology. Therefore, this study comes up to examine the awareness and knowledge
of students and faculty of digital citizenship in distance environment by focusing
on two different higher academic institutions, namely the Al-Quds Open University
(QOU) in the Palestinian territories and the University of Kyrenia (KU) in the Turk-
ish Republic of Northern Cyprus in 2020, using interview, descriptive analysis, and
Z-test Technique. The results revealed that students and faculty in both institutions
were aware of the digital citizenship concepts, but lacked the in-depth knowledge
and understanding of concepts such as digital rights, digital security, and digital eth-
ics. Furthermore, the awareness and knowledge of digital citizenship among KU stu-
dents are higher than QOU students. Faculty in both institutions agreed with the
importance of integrating digital citizenship practices such as digital rights, digital
security, and digital ethics into elearning curriculum.
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1 Introduction

Nowadays, there are advancements in technology and education alike with the
introduction of various strategies and techniques for educators and learners to
increase their knowledge. Almarashdeh and Alsmadi (2016) reviewed the Learn-
ing Management System (LMS) for facilitating distance learning programs. The
LMS has a critical role in the play. It channels the interaction between learners
and instructors and is a kind of a platform in universities to bridge learners’ needs
to the curriculum requirements; thus, the LMS serves as an interactive medium
between students and instructors. Furthermore, the LMS is one of the examples
of positive engagement of students with digital technologies, which is highly
crucial nowadays where e-learning and distance learning are becoming the driv-
ing means for impacting learning in a digital environment. As we become active
users and participants of a digital environment, we become entitled to the ben-
efits and privileges of the digital world offer, but there is an obligation to the
users and participant to be digital citizenship. The term digital citizenship is a
teaching solution proposed by Ribble and Bailey (2007) where proper technol-
ogy behavior is taught. Since then, various scholars have defined the concept of
digital citizenship almost tallied with one another when it came to the concept of
digital citizenship. Digital citizenship, according to Snyder (2016), is the ethical,
moral, and responsible use of technology to ensure one’s own and others’ protec-
tion while collaborating in an increasingly digital, networked, and global society.
Moreover, Snyder includes relevant and pressing need for networked communica-
tions via social media, reaping positive outcomes related to education in global
settings. Following Zook (2019), anyone who uses computers, the Internet, or
digital devices to communicate with society at any level is referred to as having
digital citizenship. This is why, for today’s students, digital citizenship is such an
important subject, particularly those on e-learning and distance learning.

As per the study of Ata and Yildirim (2019), digital citizenship has been based
on positive engagement with digital technologies, including sharing, investigat-
ing, learning, and communicating. Clough and Closier (2018) article discusses
the approaches that the Open University (UK) library has taken to ascertain that
distance learning students must acquire all the necessary digital skills for study-
ing at the university to work as a professional and to commit themselves to life-
long learning. This perception by the Open University library is an indicator of a
holistic view expressing the direction taken by the developed country’s university
management to ensure their students achieve digital citizenship. Moreover, in the
wake of the COVID-19 pandemic, government agencies, NGOs, and civil society
are occupied with the urgent need to deliver education remotely through a tech-
nological mix to ensure continuity of study (based on curriculum guidelines) and
learning (UNESCO, 2020). In the words of Maftuhin et al. (2021), the Covid-
19 epidemic, which erupted in numerous parts of the world, has had an impact
on various aspects of society, including schooling. With the Covid-19 epidemic,
learning that was previously only done in person must now be done online. How-
ever, the key challenging issue is that there is insufficient digital knowledge
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among students. They do not adequately use technology as a digital citizenship
indicator, while the awareness and knowledge of digital citizenship among teach-
ers and students remains a key criterion for improving distance learning that
mainly depends on information technology (Jwaifell & Alkhales, 2019). More so,
there is inadequate understanding and knowledge of digital law and digital safety
among students and teachers (Suson, 2019). These are some of the latest findings
on the ground.

But how does the situation look with the eruption of the Covid-19 pandemic?
Also, is there a difference in the awareness and knowledge of students and faculty
members in a distance learning environment of different countries of the same class?
Given the fact that digital citizenship is a new area and the fact that there are lim-
ited number of studies about ethical issues and responsible use of technology. The
proposed study fills a gap in the literature about digital citizenship especially com-
parative studies between different higher academic institutions in developing coun-
tries. This study examines and compares the awareness and knowledge of faculty
and students of digital citizenship and responsible use of technology in two online
universities, namely Al-Quds Open University (QOU) in Palestine and University of
Kyrenia (KU) in the Turkish Republic of Northern Cyprus (Tables 1 and 2).

The study is comparative and its scope covers two higher institutions involve in
distance learning, namely the Al-Quds Open University (QOU) in the Palestinian
territories and the University of Kyrenia (KU) in the Turkish Republic of Northern
Cyprus. In research involving primary data in which some part (as in this study) or
whole will be collected through interview, it will be more suitable to conduct the

Table 1 Characteristics of Al-Quds Open University (QOU) and University of Kyrenia (KU)
Al-Quds Open University

University of Kyrenia

e KU is located in a developing country

o Girne Universitesi (University of Kyrenia) is a
non-profit private higher-education institution

o University of Kyrenia founded in 2013 and is

- QOU is located in a developing country

- Is an administratively, academically and finan-
cially independent public university

- It was established in Amman by a decree issued

by the Palestinian Liberation Organization (PLO)
and started operating in Palestinian territories
in 1991

- QOU has no international students

- QOU has distance learning center offering dis-
tance learning courses

- It is considered the largest university that has
over 60,000 students studying in 24 educational
regions and centers distributed all over the West
Bank and Gaza Strip

- Highest Degree is Bachelor

- The university has 5 faculties leading to BA
Degree as follows: Technology and Applied Sci-
ences, Agriculture Program, Social and Family
Development, Administrative and Economic
Sciences, and Education Program

- The language used is Arabic and English

- Student: staff ratio is 10:1

recognized by the Higher Education Council
of Turkey (YOK) and approved by the TRNC’s
Ministry of National Education

o KU has international students

e KU has distance learning center offering distance
learning courses

o University of Kyrenia (UoK) is one of the fastest
growing universities in Cyprus and one of the
most prominent educational institutions in the
region, providing education

o Highest Degree is Master

o There are 12 faculties, 3 vocational schools, 3
graduate schools and an academy, in total 58
programs

o The language used is Turkish and English

o Student: staff ratio is 10:1
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Table 2 Differences and similarities of Al-Quds Open University (QOU) and University of Kyrenia (KU)

Differences in QOU and KU Similarities in QOU and KU
- KU offers more courses than QOU o Both universities are located in developing
- KU has international students while QOU just has  countries
Palestinian students o Both universities offer up to a master degree
- There are more students in QOU than in KU o Both universities are not profit oriented objective
- There are more faculties and courses in KU than but public service
in QOU o Both universities have distance learning center

offering distance learning courses

o In both universities English is used in providing
education

o In both universities the students staff ratio is 10:1

Source: Authors’ compilation

research in the area you are familiar with. Also, in comparison, it will be interesting
to compare things that have certain features in common. These are the reasons that
make this study to choose those universities. However, the specific objectives of this
study are:

i. To examine the levels of awareness and knowledge of students and faculty
members on digital citizenship in a distance learning environment in both Al-
Quds Open University in Palestine and the University of Kyrenia in the Turkish
Republic of Northern Cyprus; and

ii. To assess students and faculty recognition and perception of the importance of
digital citizenship and ethical use of technology in distant learning education
and the importance of integrating digital citizenship in the curriculum.

The importance of this study to policymkaers could be seen based on answers
to the questions relating to the facts that before the advent of COVID-19 pandemic,
there is insufficient digital knowledge among students and faculty. But how does the
situation look with the eruption of the Covid-19 pandemic? Also, is there a differ-
ence in the awareness and knowledge of students and faculty members in a distance
learning environment of different countries of the same class? Furthermore, the
findings of this study are expected to be useful enhance the digital citizenship skills
for distance learning and integrated that in distance learning curriculum.

The organization of the rest of the paper went as follows: literature review com-
prising both theoretical and empirical reviews, methodology, results, discussions,
and concluding remarks of the paper.

2 Literature review
2.1 Theoretical review

The epoch in which we live is known and referred to as the digital age of technol-
ogy, where technology is changing and developing rapidly in this age. In light of
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these technological advances in this twenty-first century, schools must train "digi-
tal citizens" as well as good citizens. Digital citizens must have extensive skills
and knowledge, and access to the Internet and technology, and schools must guide
students in becoming digital citizens. Manasco (2020) added that as students are
currently taking classes online due to the COVID-19 pandemic, it’s important that
they know how to be responsible digital citizens. However, the teachers/educators
too need to promote digital citizenship through distance learning and this can be
achieved by holding online discussions about digital citizenship and distance learn-
ing, encouraging activities outside of social media, share video resources, including
digital citizenship in online learning assignments, and have students write it out i.e.
after these lessons or a day of limited social media use, ask students to journal their
thoughts. Some characteristics of a digital citizen include understanding human,
cultural, and societal issues related to technology and practising legal and ethical
behavior; advocating for and practicing safe, legal, and responsible use of informa-
tion and technology; demonstrate a positive attitude toward using technology to sup-
port collaboration, learning, and productivity; demonstrate personal responsibility
for lifelong learning; and demonstrate digital citizenship leadership (Isman & Gun-
goren, 2014; Ribble, 2008). Furthermore, digital citizenship should not be a laundry
list of dos and don’ts. It should be about the actions that contribute to the develop-
ment of thoughtful, empathetic digital citizens capable of grappling with the impor-
tant ethical questions at the intersection of technology and humanity. Among these
dos are using technology to improve your community, engaging respectfully online
with people who hold different beliefs than you, using technology to make your
voice heard by public officials and influence public policy, as well as determining
the veracity of online information sources. Conversations about personal responsi-
bility are not the only topics covered by digital citizenship. It is about being active
citizens who see opportunities rather than problems, and as they cultivate a posi-
tive and effective digital footprint, they see opportunities rather than risks. However,
Pedersen et al. (2018) presented a technical innovation in education by introducing
the concept of hybrid education in digital citizenship. The hybrid concept of educa-
tion was defined as an on-site and online learning model, increasing digital citizen-
ship awareness as well as bridging the gaps of distance learning. They conducted
workshops and training on the effectiveness of the hybrid model and concluded
that the model was successful in strengthening the gaps that were part of the digital
citizenship and distance learning platform. In addition, Fields and Hartnett (2018)
discussed the concept of digital fluency in the distance learning model. The edito-
rial covered the aspects of distance and flexible learning combinations in the current
education system. It concluded that with the current times, the students employ all
the tools at their disposal, whether distance-learning or face-to-face, thus creating a
concept of flexible learning that creates wider knowledge and clears the boundaries
of education.

Notwithstanding, the goals of digital citizenship in the twenty-first century are to
educate, empower, and protect (Common Sense Media White Paper, 2011). Ribble
and Bailey (2007) explained these three as respect (etiquette, access, law), educate
(communication, literacy, commerce), and protect (rights and responsibility, safety/
security, health and welfare), according to Ribble and Bailey (2007) and Isman and
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Gungoren (2014). As digital citizens are becoming increasingly important in today’s
world, some key features in education can help students become digital citizens to
achieve the 21st-century digital citizenship goals. These key factors include student
learning and academic performance, student environment and behavior, and student
life outside school. Ribble and Bailey (2007) classified the nine areas of behavior
that comprise digital citizenship into three categories as in Table 3.

Student Learning & Academic Performance

1- Digital Access: full electronic participation in society.

2- Digital Communication: electronic exchange of information.

3- Digital Literacy: the process of teaching and learning about technology and the
use of technology.

Student Environment & Student Behavior

4- Digital Security (self-protection): electronic precautions to guarantee safety.

5- Digital Etiquette: electronic standards of conduct or procedure.

6- Digital Rights & Responsibilities: those freedoms extended to everyone in the
digital world.

Student Life outside the School Environment

7- Digital Law: electronic responsibility for actions and deeds

8- Digital Health & Wellness: physical and psychological well-being in a digital
technology world.

9- Digital Commerce: electronic buying and selling of goods.

2.2 Empirical review

In the literature, various empirical studies have been conducted, including Jwaifell and
Alkhales (2019), who compare the appropriate use of technology as an indicator of dig-
ital citizenship in two different universities in Jordan and Palestine. Digital citizenship
is defined in terms of nine elements, including etiquette, communication, and access;
the study results indicate a lack of knowledge because they do not adequately use tech-
nology as a digital citizenship indicator. Xu et al. (2019) examined social media com-
petence (SMC) regarding digital citizenship amongst students. 722 college students

Table 3 Digital citizenship touchpoints

(1) Student learning and (2) Student environment and behavior  (3) Student life outside of school
academic performance

i. Digital Access i. Digital security and safety i. Digital law
ii. Digital Communication ii. Digital Etiquette ii. Digital health and wellness
iii. Digital Literacy iii. Digital rights and responsibilities iii. Digital commerce

Source: Researchers’ Compilation
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were selected for the study and evaluated their social media competencies on their digi-
tal citizenship. The research concluded that out of six competency criteria examined,
five predictors of an individual’s digital citizenship. The findings identified a relation-
ship between the SMC and the digital citizenship of students, and these competency
criteria must be kept in mind by the teachers when formalizing educational programs
and designing curricula for improving digital citizenship. Suson (2019) employed the
model of Ribble and Bailey for digital citizenship in schools in the Philippines. The
research was based on the awareness of teachers and students on the concept of digital
citizenship in a select sample study area. The study concluded that the students and
teachers alike were moderately aware of digital citizenship in schools and that even
though many are aware of the concept, there is still a lack of digital law and digital
safety that leads to a high-risk factor. Al-Abdullatif and Gameil (2020) conducted a
study concerning the students’ experience and perceptions of digital citizenship. The
population was assessed on their knowledge and experience of eight of the nine ele-
ments of digital citizenship. The analysis included 204 undergraduate students who
were chosen by purposeful sampling. The study concluded that even though many
of the students are aware of digital citizenship, there is a wide gap in knowledge and
practice regarding the security and authenticity of information amongst students. It
showed that the usage of the Internet does not increase the digital citizenship of an
individual if it is not utilized properly; however, the nature of academic specializations
and knowledge do contribute to the digital knowledge of an individual. Elmali et al.
(2020) determined the perceptions of pre-school teachers regarding digital citizenship
and their level of digital citizenship. The study consisted of 80 teaching candidates,
employing quantitative and qualitative methods, employing surveys and interviews to
understand the participants’ perceptions better. It was concluded from the study that
the perceptions of digital citizenship of the participants were above average; however,
a lacking was in the form of digital rights and responsibilities as well as digital secu-
rity. Grammon (2020) conducts a comparative study on comparing digital citizenship
perceptions of online students and teachers from the same population using the DCS
(Digital Citizenship Scale) instrument created by Choi et al. (2017) and make use of
t-test technique based on a sample size consisting of 114 students and 93 teachers from
an online Oregon school where the results indicated no statistically significant differ-
ence in digital citizenship perceptions between online, secondary students and teach-
ers. The research conducted by Martin et al. (2020) considers middle school students’
perception as it relates to their digital citizenship practices. The study results indicate
that mobile devices’ use among students has increased; therefore, the parents bear
the responsibility to check their children’s online behavior, and 37.1% of the students
revealed that their schools had taught them about digital citizenship. The study con-
cludes that students lack a basic understanding of digital citizenship, which has broad
consequences for teachers, administrators, and parents.
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3 Methodology
3.1 Participants and sampling

The study participants were selected from two different higher academic institutions
with a diverse population of students using a sample size formula based on standard
5% margin error procedure, namely Al-Quds Open University (QOU) in the Pal-
estinian territories and the University of Kyrenia (KU) in the Turkish Republic of
Northern Cyprus. The research covered both qualitative and quantitative study.

For the qualitative part of the study, the research employed a non-probability
sampling technique. Instead of random sampling, the research chose samples based
on its subjective judgment on this method. It is a less stringent method, but it allows
the researcher to use his knowledge and expertise in selecting the sample (Strauss
& Corbin, 1990). Specifically, the non-probability sampling technique employed
to select the faculty members for the interview is the purposive sampling tech-
nique. Under this sampling technique, the research used its judgment for the sample
based on the research questions. The purposive sampling technique depends on the
researcher’s judgment so as to effectively collect data from the experienced relevant
teachers and students. In the data collection, an online interview technique through
Z0OOM was used due to the current situation of the COVID-19 pandemic. The Zoom
connection is the current preferred method for the qualitative research approach.

The researcher interviews 16 faculty members in total, 8 from the faculty of the
Al-Quds Open University (QOU) in which two of them were females and six of
them were males. Three of them in Technology and Applied Science faculty, two in
the Educational Science faculty, one in English Department and One in the media
and one ICT as shown in Table 4; and 8 from the faculty of the University of Kyre-
nia (KU) in which two of them were females and six of them were males. Five of
them are related to Computer Education and Institutional Faculty, one participant
work in English department, another in preparatory school, and one in special edu-
cation teaching as shown in Table 5.

While for the quantitative part of the study, an online survey was employed to
provide a complete understanding of the student’s awareness and knowledge on

Table 4 Demographic data of the interviewed faculty members in Al-Quds Open University

Participant No Gender Major
1 Female Faculty member of Education Science Faculty
Male Head of ICT Research Unit and Faculty member in Technol-
ogy and Applied Science faculty
3 Male Faculty member in Technology and Applied Science Faculty
4 Male Faculty member in English Department
5 Male Dean of Media Faculty
6 Male Faculty member /Technology and Applied Science Faculty
7 Male Faculty member/Educational Science Faculty
8 Female Faculty member/Technology and Applied Science Faculty
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Table 5 Demographic data of the interviewed faculty members in University of Kyrenia

Participant No ~ Gender Major

1 Male Computer Education and Instructional Technology

2 Male Department of English Teaching

3 Female Head of Preparatory School

4 Male Doctorate Student/Computer Education and Instructional Technology
5 Male Doctorate Student/Computer Education and Instructional Technology
6 Male Computer Education and Instructional Technology

7 Female Head of Special Education Teaching

8 Male Computer Education and Instructional Technology

Source: Researchers’ Compilation

digital citizenship in a distance learning environment. The survey constituted 812
students, of which 557 from the Al-Quds Open University (QOU) and 255 from
the University of Kyrenia (KU) where the selection of the students executed using
a simple random sampling technique in which each student had an equal chance of
being selected from a total of 2,500 in the Al-Quds Open University (QOU) and
44,305 from the University of Kyrenia (KU). Nonetheless, the sample gender is
based on sex ratio of the respondents available in the named higher institutions.

3.2 Structured surveys and interviews on the digital citizenship

With respect to the faculty members, the concept of digital citizenship was evalu-
ated through structured interviews conducted with the faculty. The interview con-
sisted of 11 queries designed to assess the faculty members’ level of awareness
and knowledge. The researcher conducts the interviews to explore the perceptions
of the faculty as it relates to knowledge and awareness of digital citizenship in a
distance learning environment. For achieving reliability and validity, the interviews
were designed to ensure that the researcher will get the same responses from par-
ticipants in the two higher academic institutions. The interviews were conducted in
English and the questions were asked in the same way. Once the approval for the
interviews was received from both institutions’ administration, an email was sent to
the faculty participants at both universities, and interviews were scheduled. A brief
discussion on the purpose of the study was conducted with each of the participants
at the beginning of the interview, where the researcher used the Digital Citizenship
Scale (DCS) to collect the quantitative data after he received approval from the DCS
scales Authors. Choi et al. (2017) developed the DCS from Ohio State University
in the USA. The DCS scale is a five-factor model derived using an Exploratory
Factor Analysis (EFA). According to Choi et al. (2017), "The DCS had respected
strong reliability and positive evidence, supported by concept analysis of the digital
citizenship, the review panel, the EFA, and the CFA" “P100”. On the other hand,
the researcher adopted some of the relevant questions and assessed the student’s
awareness and knowledge of digital citizenship. The survey questions used 5 points
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Likert-type scale where agreement/disagreement was marked as Strongly disagree,
Disagree, Neutral, Agree, and Strongly agree.

For the qualitative part of the study with the faculty, once the data collection is
completed, the researchers embarked on transcribing the interview transcripts in a
manner that made it possible for themes to be identifiable from the interview. This
process started with a thorough reading of the interview transcripts several times
to understand major issues pointed with respect to digital citizenship knowledge
and students’ awareness based on their teachers’ perceptions. During the reading
process, the researcher noted some notes and created a summary of the interview
transcripts. Through the analysis, the coding technique is used to highlight the main
meanings and ideas, grouping similar gathered information in categories, then relate
the constructed data to the main research themes. The whole process of transcribing
the interview responses was accomplished manually without any specific analytical
software.

Nonetheless, the survey data collected from the students were analyzed using Sta-
tistical Package for Social Sciences (SPSS) version 20. After getting the data from
the survey conducted through Google form, analyzing the data started by cleaning
it first. The data was checked for any inadequacies like missing variables, unfilled
spaces, and during that, data was also considered to be useful or not. Data were
coded and entered into the SPSS, and then the analysis thereof kicked off.

4 Research methods

A mixed-method approach integrating qualitative and quantitative data collection
and analysis was used in this paper. The study was conducted et al.-Quds Open
University (QOU) in Palestine and The University of Kyrenia (KU) in the Turkish
Republic of Northern Cyprus during the fall semester of the year 2020. The selected
universities used distance learning technologies to deliver learning courses. How-
ever, as a case study method, the research carried based on the research experience
and teachers’ opinions on students’ evolution and students’ experiences as digital
citizens in distance learning, and to draw a comparison between the two universities.

To statistically determine the level of awareness and knowledge of students
on digital citizenship in a distance learning environment among the two higher
institutions, and whether there is significance difference of students’ awareness
and knowledge on digital citizenship in distance learning environment between
the two higher institutions, the paper will employ Z-test Technique for Different
in Proportion which is the test for determining whether two proportions differ
significantly. For students’ awareness, it will be employed based on the students’
responses from the following questions — to what extent digital citizenship
brings positive social change, digital citizenship promotes ethical and moral
use of technology, students’ awareness of their health, and students belonging
to an online community related to social or political issues. However, for stu-
dents’ knowledge, it will be employed based on the students’ responses from
the following questions — prior knowledge of digital citizenship, engaging in
bullying behaviour in an online environment, deleting emails from suspicious
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senders, and digital citizenship promotes cybersecurity social responsibility.
Furthermore, the questions on both the awareness and knowledge will have three
options as follows: strongly agreed, agreed, neutral, strongly disagreed, and dis-
agreed. For the test set, strongly agreed and agreed will be merged as the same
(i.e., the proportion of positive responses) while strongly disagreed and disa-
greed will be merged as the same (i.e., the proportion of the negative responses).
Moreover, the calculated Z-score will be compared with the tabulated Z-scores
at 1%, 5%, and 10% levels of significance where the respected tabulated Z-scores
are between -2.54 to 2.54, -1.96 to 1.96, and -1.645 to 1.645, i.e. at 1%, 5%, and
10%, respectively.

On the other hand, the faculty awareness and knowledge on digital citizenship
in a distance learning environment is based on an open question that is purely
qualitative and therefore, no assigned options but just a verbal response being
the most suitable way to tap the required information from the rich knowledge
of the faculty members. However, the faculty awareness of digital citizenship
will be based on open responses regarding the importance of digital citizenship,
whether students are equipped to engage responsibly in digital citizenship, and
the differences between students’ digital citizenship practice according to sex,
age, and study level. At the same time, the faculty knowledge of digital citizen-
ship will be based on open responses with regard to the teaching of digital citi-
zenship through distance learning, integration of digital citizenship into the dis-
tance learning curriculum, available resources and tools to incorporate in digital
citizenship, and Changes Needed in Curricula for Digital Citizenship.

5 Results
5.1 Demographic characteristics of the respondents

The data was collected from two different higher academic institutions — the Al-
Quds Open University (QU) in the Palestinian territories and the University of
Kyrenia (KU) in the Turkish Republic of Northern Cyprus. The total number
of enrolled students was 812 where 557 are from the Al-Quds Open University
(QOU)and 225 are from the University of Kyrenia (KU). The sample consists of
(549, 67.6%) females and (263, 32.4%) males; the enrolled sample was varied in
age groups, (561, 69.1%) out of the total students were between 18-22 years old,
while (127, 15.6%) were more than 26 years old, the remaining of the sample
(124, 15.3%) belonged to age group 23-25 years old. However, regarding the
study level of the sample, the majority of the respondents were in the first and
fourth year of study (361, 44.5%) and (243, 29.9%), respectively. While only
(90, 11.1%) and (118, 14.5%) were in the second and third year of study, respec-
tively. The number of students selected for each level was drawn based on strata
for each level in the respective universities.

@ Springer



6048 Education and Information Technologies (2022) 27:6037-6068

5.2 The Al-Quds Open University (QOU) students’ responses

The students’ responses from the Al-Quds Open University (QOU) show that 557
students from the Al-Quds Open University (QOU) answered the 25 questions (418,
75.0%) females and (139, 25.0%) males. This can be attributed to the fact that most
students in Al-Quds Open University (QOU) are females. Hence, when the study was
conducted, it became normal to get many respondents from a female. The enrolled
sample was varied in age groups, (353, 63.4%) out of the participants from Al-Quds
Open University (QOU) were between 18-22 years old, while (108, 19.4%) were more
than 26 years old, the remaining of the sample (96, 17.2%) belonged to age group
23-25 years old. However, regarding the study level of the sample, out of the enrolled
sample, (120, 21.5%) were in the first year of study, and (82, 14.7%) were in the second
year of study. While (114, 20.5%) and (241, 43.3%) were in the third and fourth year of
study.

Tables 6 and 7 shows the students response with respect to the 25 research ques-
tions in which the values outside the brackets are the number of students in each case,
the values in parenthesis is percentages/proportions, while the boldness symbolized
the majority. From the table, majority of the students strongly agreed that they do not
engage in bullying behavior in an online environment. For all the remaining twenty-
four research questions, the students agreed that they do respect other people in the
online environment; responsible for their own online activities; using the internet to
access more information about domestic and international issues; aware of the order of
others in the online environment; obeying the order in the environment; using digital
technology to achieve various goals; immediately manage unnecessary files and pro-
grams on their computers; expressing their opinions online and learn and share their
expertise; purchasing legitimate goods during e-commerce activities; aware of my
health problems caused by the abuse of digital devices such as addiction and stress;
establishing their beliefs and values about the digital environment; immediately delet-
ing emails from suspicious senders; presenting their feelings, thoughts, and opinions
while posting text, photos, music, or videos online; always check the price on the Inter-
net when purchasing goods; work with others online to solve social or my university
problems; active in social network services such as Facebook and Twitter; having prior
knowledge that digital citizenship is to engage in appropriate and responsible behavior
when using technology; digital citizenship brings positive social change; digital citizen-
ship promotes ethical and moral use of technology in distance learning; digital citizen-
ship promotes cyber-security and social responsibility in distance learning; instruction
in digital citizenship should be included in existing distance learning curricula; pur-
chasing legitimate goods during e-commerce activities, belonging to an online com-
munity related to social or political issues, and taking care of the computer immediately
if something goes wrong.

5.3 The University of Kyrenia (UK) students’ responses

The students’ responses from the University of Kyrenia (KU) show that 255 stu-
dents from the University of Kyrenia (KU) answered the 25 questions (131, 51.4%)
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females and (124, 48.6%) males and thus approximately equal, the enrolled sam-
ple was varied in age groups (208, 81.6%) out of the participants from Univer-
sity of Kyrenia (KU) were between 18-22 years old, while (19, 7.5%) were more
than 26 years old, the remaining of the sample (28, 11.0%) belonged to age group
23-25 years old. However, with respect to the study level of the sample, the majority
of the respondents were in the first year of study (241, 94.5%) and (8, 3.1%) were in
the second year of study. While only (4, 1.6%) and (2, 0.8%) were in the third and
fourth year of study, respectively.

Table 6 shows the students response with respect to the 25 research questions
where the values outside the brackets are the number of students in each case, the
values in parenthesis are percentages/proportions, while the boldness symbolized
the majority. From the table, majority of the students strongly agreed with that they
do respect other people in the online environment; do not engage in bullying behav-
ior in an online environment; responsible for their own online activities; and using
the internet to access more information about domestic and international issues.

While on statements such as aware of the order of others in the online environ-
ment; obeying the order in the environment; using digital technology to achieve var-
ious goals; immediately manage unnecessary files and programs on their comput-
ers; expressing their opinions online and learn and share their expertise; purchasing
legitimate goods during e-commerce activities; aware of my health problems caused
by the abuse of digital devices such as addiction and stress; establishing their beliefs
and values about the digital environment; immediately deleting emails from suspi-
cious senders; presenting their feelings, thoughts, and opinions while posting text,
photos, music, or videos online; always check the price on the Internet when pur-
chasing goods; work with others online to solve social or my university problems;
active in social network services such as Facebook and Twitter; having prior knowl-
edge that digital citizenship is to engage in appropriate and responsible behavior
when using technology; digital citizenship brings positive social change, digital citi-
zenship promotes ethical and moral use of technology in distance learning, digital
citizenship promotes cyber-security and social responsibility in distance learning,
and instruction in digital citizenship should be included in existing distance learning
curricula, the majority of the students do agreed with the statements.

But majority of the students are neutral with the statements on whether they pur-
chase legitimate goods during e-commerce activities, belonging to an online com-
munity related to social or political issues, and taking care of the computer immedi-
ately if something goes wrong.

5.4 Students awareness of digital citizenship

This part presents the results of students’ awareness of digital citizenship with
respect to the questions including whether digital citizenship brings positive social
change, digital citizenship promotes ethical and moral use of technology, students’
awareness of their health, and students belonging to an online community related to
social or political issues.
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Fig. 1 Digital citizenship brings positive social change. Source: Researchers’ Computation

Table 8 Z-test on whether digital citizenship brings positive social change

Students awareness with respect to whether digital citizenship brings positive social ~ Z-score=4.021*
change in QOU

Students awareness with respect to whether digital citizenship brings positive social =~ Z-score=1.948**
change to KU

Comparing students awareness with respect to whether digital citizenship brings Z-score =2.562*
positive social change between QOU and KU

Source: Researchers’ Computation

The Asterisk * and ** denote significance at 1% and 5% levels, respectively

Figure 1 displays the results of whether digital citizenship brings positive social
change. According to the figure, students from both higher academic institutions
agreed that digital citizenship brings positive social change. The results are encour-
aging and indicate that students in the two higher academic institutions understand
the issues that need to be tackled by adopting digital citizenship as part of the
curriculum.

From Table 8, the results are encouraging. They indicate that students in QOU
and KU understand that digital citizenship brings positive social change at 5% and
1% levels, respectively. When comparing the level of awareness in the two higher
institutions, the awareness of KU is greater than that of QOU at 1% level.

Figure 2 reports the results of the question of whether digital citizenship pro-
motes ethical and moral use of technology in distance learning, the students from
both universities are aware of the importance of this area. This indicates that even
though that the students from both universities are skilled in technology use,their
awareness may not inappropriate use of technology and for unethical ways such as
cheating an assignment. This supports the important of integrating digital citizen-
ship into distance education curriculum.

From Table 9, the results indicate that students from QOU and KU are aware
of the importance of this area, which represents the student’s awareness and rec-
ognition of the importance of digital citizenship in promoting ethical and moral
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Fig. 2 Digital citizenship promotes ethical and moral use of technology. Source: Researcher’s Computa-
tion

use of technology at 1% and 10% levels respectively, and when comparing the
level of awareness in the two institutions, it can be observed that the awareness of
KU is greater than that of QOU at 5% level.

Figure 3 portrays the results of whether the students are aware of their health
problems caused by the abuse of digital devices, which means internet addiction,
stress, and depression caused by the excessive use of technology that can be an
issue affecting people’s mental health. Overall results have shown that students
from the two higher academic institutions are aware of the issues that might affect
their health pertaining to the excessive use of technology. Results are compara-
ble from the two institutions indicating a higher level of agreement that technol-
ogy affects people’s mental health. However, the student needs to learn how to
avoid addiction, stress and depression by including this in the distance education
curriculum.

From Table 10, the results indicate that students from QOU and KU are aware
of the issues that might affect their health pertaining to the excessive use of tech-
nology both at 1% level and when compared from the two institutions, it is evi-
denced that the awareness of QOU is higher than that of KU.

Table9 Z-test on whether digital citizenship promotes ethical and moral use of technology in distance
learning

Students awareness with respect to whether digital citizenship promotes ethical and Z-score=1.677***
moral use of technology in QOU

Students awareness with respect to whether digital citizenship promotes ethical and Z-score=3.013*
moral use of technology in KU

Comparing students awareness with respect to whether digital citizenship promotes Z-score=2.201%*
ethical and moral use of technology between QOU and KU

Source: Researchers’ Computation

The Asterisk *, **, and *** denote significance at 1%, 5%, and 10% level, respectively
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Fig. 3 Students awareness of their health. Source: Researcher’s Computation

Table 10 Z-test on whether the students are aware of their health problems caused by the abuse of digital
devices

Students awareness with respect to whether the students are aware of their health Z-score =5.263*

problems caused by the abuse of digital devices in QOU
Students awareness with respect to whether the students are aware of their health Z-score=4.112*

problems caused by the abuse of digital devices in KU

Comparing students awareness with respect to whether the students are aware of their =~ Z-score =3.925%*

health problems caused by the abuse of digital devices between QOU and KU

Source: Researchers’ Computation

The Asterisk * denotes significance at 1% level

Figure 4 displays the results of whether students belong to an online commu-
nity related to social or political issues. This indicates that the majority of stu-
dents from both institutions not belonging to online communities related to social
or political issues, which may due to a lack of digital rights and law in both coun-
tries, where students should be able to use any type of technology and have the
freedom to express themselves. So, student’s participation in online communities
and their behavior in cyberspace have an impact on others.

Table 11, shows that students from both institutions, QOU and KU do not
belong to ceratin online communities related to social or political issues. This
could be attributed to lack of digital rights and digital regulations, where students
use of technology and the freedom to express themselves is rate at 5% and 1%
levels respectively. However, when comparing the level of awareness in the two
institutions on whether students belong to an online community related to social
or political issues, the awareness of QOU is greater than that of KU at 1% level.

Table 12 shows that students from QOU and KU are aware of digital citizen-
ship in distance learning environment in terms of whether digital citizenship
brings positive social changes, promoting ethical and moral use of technology,
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Fig.4 Belonging to an online community related to social or political issues. Source: Researcher’s Com-
putation

Table 11 Z-test on whether students belong to an online community related to social or political issues

Students’ awareness with respect to whether students belong to an online community Z-score =2.872*
related to social or political issues in QOU

Students’ awareness with respect to whether students belong to an online community Z-score=1.993**
related to social or political issues in KU

Comparing students awareness with respect to whether students belong to an online ~ Z-score =6.491*
community related to social or political issues between QOU and KU

Source: Researchers’ Computation

The Asterisk * and ** denote significance at 1% and 5% levels, respectively

Table 12 Z-test on students’ level of awareness on digital citizenship in distance learning environment

Students’ level of awareness on digital citizenship in distance learning environment Z-score =7.234%*
(it sums all the sub-indices of students’ level of awareness on digital citizenship in
distance learning environment) in QOU

Students’ level of awareness on digital citizenship in distance learning environment Z-score =3.563*
(it sums all the sub-indices of students’ level of awareness on digital citizenship in
distance learning environment) in KU

Comparing students’ level of awareness on digital citizenship in distance learning Z-score =4.62%

environments (it sums all the sub-indices of students’ level of awareness on digital
citizenship in distance learning environment) between QOU and KU

Source: Researchers’ Computation

The Asterisk * denotes significance at 1% level
students’ awareness of their health in excessive use of digital technology, and stu-

dents not belonging to an online community related to social or political issues,
which may be due to a lack of digital rights, digital security and law in both
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Fig.5 Prior knowledge that digital citizenship is to engage in appropriate and responsible behavior when
using technology. Source: Researcher’s Computation

Table 13 Z-test on students’ level of prior knowledge of digital citizenship in distance learning environ-
ment

Students’ level of prior knowledge of digital citizenship in QOU Z-score =3.562*
Students’ level of prior knowledge of digital citizenship in KU Z-score =2.341*

Comparing students’ level of prior knowledge of digital citizenship between QOU and Z-score =7.668*
KU

Source: Researchers’ Computation

The Asterisk * denotes significance at 1% level

countries both at 1% level. However, when comparing the level of awareness in
the two institutions, KU is greater than that of QOU at 1% level.

5.5 Students knowledge of digital citizenship

This part presents the results of students’ knowledge of digital citizenship with
respect to the questions including whether prior knowledge of digital citizenship,
engage in bullying behaviour in an online environment, delete emails from suspi-
cious senders, digital citizenship promotes cybersecurity and social responsibility.
Starting with the results of whether prior knowledge of digital citizenship, the find-
ings are presented in Fig. 5.

Figure 5 shows the results to the question about prior knowledge that digital citi-
zenship is important in engaging in appropriate and responsible behavior using tech-
nology in both QOU and KU. The low strongly agree and higher disagree from Al-
Quds Open University (QOU) indicated that the student from University of Kyrenia
(KU) has moreknowledge of the importance of digital citizenship. This may attributed
to Palestine’s lack of technical resources and poor internet access. In addition to the
social norms and traditions that prevent women from participating in online activities.
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Fig. 6 Engage in bullying behaviour in an online environment. Source: Researcher’s Computation

Table 14 Z-test on students’ level of knowledge on engage in bullying behaviour in an online environ-
ment

Students’ level of knowledge on engage in bullying behaviour in an online environ-  Z-score =2.447%*
ment in QOU

Students’ level of knowledge on engage in bullying behaviour in an online environ-  Z-score=5.567*
ment in KU

Comparing students’ level of knowledge on engaging in bullying behaviour in an Z-score =4.897*
online environment between QOU and KU

Source: Researchers’ Computation

The Asterisk * and ** denote significance at 1% and 5% levels, respectively

Table 13 illustrates the results of Students’ level of prior knowledge of digi-
tal citizenship in both QOU and KU. The responses presented in Fig. 5 indicate
low strongly agree and higher disagree from QOU but high in KU. Therefore, the
results in Table 13 can be read as students from QOU have less prior knowledge
of digital citizenship at 1% level, which may be attributed to Palestine’s lack of
technical resources and poor internet access. In addition to the social norms and
traditions that prevent women from participating in online activities. However,
when comparing the level of knowledge in the two institutions, it can be observed
that of KU is higher than that of QOU at 1% level.

Figure 6 reports the degree by which students view the importance of not par-
ticipating in unacceptable activities in cyberspace such as bullying indicates their
understanding of digital citizenship. On the question of not engaging in bullying
activities in cyberspace, Fig. 6 shows the comparable results from the two uni-
versities. The big difference in percentage between the two universities is inter-
esting. The high percentage 71.8% strongly agree at the University of Kyrenia
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Fig.7 Delete emails from suspicious senders. Source: Researcher’s Computation

Table 15 Z-test on students’ level of knowledge on deleting emails from suspicious senders in distance
learning environment

Students’ level of knowledge on deleting emails from suspicious senders in QOU Z-score=2.101**
Students’ level of knowledge on deleting emails from suspicious senders in KU Z-score =1.693***

Comparing students’ level of knowledge on deleting emails from suspicious senders Z-score=2.607*
between QOU and KU

Source: Researchers’ Computation

The Asterisk *, **, and *** denote significance at 1%, 5%, and 10% level, respectively

(KU) compared to 45.4% strongly agree at the Al-Quds Open University (QOU)
indicates a deeper understanding of digital citizenship and its importance in deal-
ing with such issues. Furthermore, this results support the result that KU students
have a higher degree of digital citizenship knowledge.

Table 14 shows the results on the question of whether not engaging in bully-
ing activities in cyberspace wherefrom the responses presented in Fig. 6, the
degree by which students view the importance of not participating in unacceptable
activities in cyberspace, such as bullying, indicates their understanding of digital citizen-
ship in both QOU and KU, and this is statistical significance at 1% and 5% levels respec-
tively. However, when comparing the level of knowledge in the two institutions, KU is
greater than that of QOU at 1% level.

Student knowledge of dealing with potential problems such as spam and malicious email
is also investigated. In dealing with suspicious emails, Fig. 7 shows the student’s understand-
ing of email fishing and what they need to do to avoid potential problems. The results show
that Al-Quds Open University (QOU) students have a better understanding of the danger of
fishing and malicious. This may be due to the fact that the majority of QOU respondents are
older and females who treating with more responsibilities with these issues.
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Fig. 8 Digital citizenship promotes cybersecurity and social responsibility. Source: Researcher’s Com-
putation

Table 16 Z-test on students’ level of knowledge on whether digital citizenship promotes cybersecurity
and social responsibility in distance learning environment

Students’ level of knowledge on whether digital citizenship promotes cybersecurity Z-score =2.734*
and social responsibility in QOU

Students’ level of knowledge on whether digital citizenship promotes cybersecurity Z-score=4.523*
and social responsibility in KU

Comparing students” knowledge level on whether digital citizenship promotes cyber-  Z-score=3.001*
security and social responsibility between QOU and KU

Source: Researchers’ Computation

The Asterisk * denotes significance at 1% level

Table 15 shows the results on the question of whether students delete emails from sus-
picious senders. From the table, students of both QOU and KU understand the danger of
fishing and malicious at 10% and 5% levels, respectively. This may be because most of the
QOU students are elderly and females who are treating with more responsibilities with
these issues. However, when comparing the level of knowledge in the two institutions, it
can be deduced that the knowledge of KU is greater than that of QOU at 1% level.

A good citizenship is expected to promote better security practices to take a long the
issue of cybersecurity and privacy in cyberspace and other important issues related to
digital services. So, on whether digital citizenship promotes cybersecurity and
social responsibility in distance education, Fig. 8 shows that student’s under-
standing and knowledge of the value of digital citizenship. The results show a
good understanding of students from both universities about the importance dig-
ital citizenship in promoting cyber security and social responsibility.
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Table 17 Z-test on students’ level of knowledge on digital citizenship in distance learning environment

Students’ level of knowledge on digital citizenship in distance learning environment Z-score=3.012*
(it sums all the sub-indices of students’ level of knowledge on digital citizenship in
distance learning environment) in QOU

Students’ level of knowledge on digital citizenship in distance learning environment Z-score =2.823*
(it sums all the sub-indices of students’ level of knowledge on digital citizenship in
distance learning environment) in KU

Comparing students’ level of knowledge on digital citizenship in distance learning Z-score=4.773*
environments (it sums all the sub-indices of students’ level of knowledge on digital
citizenship in distance learning environment) between QOU and KU

Source: Researchers’ Computation

The Asterisk * denotes significance at 1% level

Table 16 shows the results on whether digital citizenship promotes cybersecurity and
social responsibility in distance education. The results show a good understanding of
students from both universities about the importance of digital citizenship in promoting
cybersecurity and social responsibility, both at 1% level. However, when comparing the
level of knowledge in the two institutions, it can be construed that the knowledge of KU is
greater than that of QOU at 1% level.

Table 17 shows that students from KU and QOU have knowledge of digital citizen-
ship in terms of prior knowledge of digital citizenship, engaging in bullying behaviour in
an online environment, deleting emails from suspicious senders, and promoting cyberse-
curity and social responsibility both at 1% level. However, when comparing the level of
knowledge in the two institutions, KU is greater than that of QOU at 1% level.

5.6 Faculty awareness of digital citizenship
5.6.1 Importance of digital citizenship

The study’s findings revealed that most of the Al-Quds Open University’s (QOU) inter-
viewed faculty members believed that digital citizenship is very important; where one fac-
ulty member stated that it is only important in assessment and evaluation, seven faculty
members agreed that it is important in increasing students’ knowledge of internet use as
well as their privacy and protection, two faculty members believe that it is important to
improve students’ behavior and skills in a digital environment, while one faculty member
believes it is important to enhance social and cultural perspectives on technology as well as
internet usage. The same finding was at the University of Kyrenia (KU), where all faculty
members agreed that digital citizenship is important for distance learning students, four
of them stating that it is important for effective education and helping students for better
learning through distance learning, while some faculty members added that it is critical for
proper information utilization, and contributes to enhancing the country’s economy.
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5.6.2 Students equipped to engage responsibly in digital citizenship

Most faculty members from Al-Quds Open University (QOU) stated that the students are
not equipped with digital citizenship and do not even know or be aware. On the other
side, there was a difference in faculty members’ responses from the University of Kyrenia
(KU). Three of them stated that students are equipped with technological skills, while one
states that it depends on the geographical and infrastructure of the area where the students
live. Other faculty members also stated the students are well-equipped because they use
information technology in distance learning. Four faculty members claimed that stu-
dents were not equipped.

5.6.3 The differences between students practice according to sex, age, and study
level

According to the study’s results, five out of eight faculty members from Al-Quds
Open University (QOU) agree that there is a difference in digital citizenship aware-
ness due to sex, where they believed that females have more responsibility for using
technology than males. All faculty members stated that there is a difference due to
age, where they believe that the younger students have better knowledge of using
technology, but older students are more responsible for using technology. However,
two stated that there is no difference due to the study level, while the other two fac-
ulty members stated that there is a difference due to the study level. On the other
hand, the study findings revealed that five faculty members from the University of
Kyrenia (KU) believe that there are differences due to education but not due to sex
and age. Other faculty members believe that there are differences due to sex, age,
and education level.

The results for both universities showed an obvious difference between the two
universities in terms of awareness of students and faculty members on digital citi-
zenship in distance learning environment. When assessing the interview results,
QOU faculty members had high awareness about digital citizenship as they are
aware of the digital resources and tool, but KU has less awareness and needs to learn
more about the available resources and tools.

5.7 Faculty knowledge of digital citizenship

The study’s findings revealed that faculty members from the Al-Quds Open Uni-
versity (QOU) have differing perspectives about the definition of the digital citizen-
ship concept. One faculty member defined student knowledge of Digital Citizen-
ship based on their technical skills, three faculty members based on the students’
digital resource ethics, and two faculty members based on the students’ knowledge
of cybercrime; however, one faculty member defined it based on student’s engage-
ment and contributions in a digital environment, while one faculty member defined
it based on the student use of e-learning tools and resources. On the other hand, all
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faculty members at the University of Kyrenia (KU) defined the students’ digital citi-
zenship knowledge based on their computer skills.

5.7.1 Teaching digital citizenship through distance learning

According to the study results, three faculty members et al.-Quds Open University
(QOU) suggested that distance learning should focus on teaching digital skills and
behavior. One faculty member added digital etiquette to be considered, and another
faculty member added teaching cybercrime. Moreover, another faculty member sug-
gested that teaching methods include retrieving, analyzing, and evaluating the infor-
mation. University of Kyrenia (KU) faculty members emphasized that we should
focus on the skills needed for students to use technology more efficiently and ethi-
cally in the distance learning environment. Five of them suggested focusing on digi-
tal safety and ethics.

5.7.2 Digital citizenship integration into the distance learning curriculum

According to the study results, faculty members et al.-Quds Open University (QOU)
believe integrating digital citizenship skills into distance learning curricula is impor-
tant and necessary. Three of them stated that it could be integrated as part of the
courses offered. Three faculty members indicated that it could be integrated by
developing a specialized course for digital citizenship. Two faculty members indi-
cated that integration can be done by adding a chapter in the essential courses. On
the other hand, the Faculty members from Kyrenia University (KU) have stated that
it is important and needed to integrate digital citizenship into the distance learn-
ing curriculum, and all of them agreed that a specialized digital citizenship course
should be developed.

5.7.3 Available resources and tools to incorporate in digital citizenship

The study findings revealed that the faculty members et al.-Quds Open University
(QOU) had proposed various tools and resources that can be used to enhance the stu-
dent’s digital citizenship skills in the distance learning environment. Most of them
suggested tools such as Moodle, Zoom, and University TV Channel. Moreover, two
faculty members added that the social media platforms WhatsApp and YouTube can
be used for this purpose. On the other hand, the interview results with faculty at the
University of Kyrenia (KU) reveal that three interviewed faculty members suggested
distance learning applications and tools. Other faculty members suggested the avail-
able Digital Citizenship resources, such as the resources and materials created by
the Global Digital Citizen Foundation. Two faculty members had no idea, while one
faculty member stated that virtual classroom applications and digital content could
be done.
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5.7.4 Changes needed in curricula for digital citizenship

The results of the interviews revealed that faculty members at the Al-Quds Open
University (QOU) agreed on the importance of updating the distance learning cur-
riculum to cultivate digital citizenship, whether by developing new courses or updat-
ing existing courses. Furthermore, some faculty members stated that the teaching
methods should be revised or changed, and others suggested that they should have
protocols, policies, and guidelines. On the other hand, the study’s findings revealed
that the faculty members at the University of Kyrenia (KU) share the same views
about the need to update distance learning curricula; some faculty members sug-
gested that government policies for digital citizenship in distance learning should be
formulated and implemented, while others suggested that guidelines for digital citi-
zenship in distance learning should be created to guide the students in the distance
learning environment.

6 Discussions

The comparative study examined students’ awareness and knowledge of digital citizen-
ship at two different Universities in two different countries, namely the Al-Quds Open
University (QU) in the Palestinian territories and the University of Kyrenia (KU) in
the Turkish Republic of Northern Cyprus. The results revealed that students and fac-
ulty in both institutions were aware of digital citizenship in distance learning environ-
ment in terms of whether digital citizenship brings positive social changes, promoting
ethical and moral use of technology, students’ awareness of their health in excessive
use of digital technology, and students not belonging to an online community related to
social or political issues, but lacked the in-depth knowledge and understanding of con-
cepts such as digital rights, digital security, and digital ethics. Furthermore, there was
a clear difference between the two universities in terms of student and faculty aware-
ness and knowledge of digital citizenship in a distant learning setting. When it came to
the awareness and understanding of digital citizenship among the students of the two
universities, it was discovered that KU students have a greater level of awareness and
knowledge than QOU students. However, based on the interview results, QOU faculty
members have a high level of awareness of digital citizenship since they are familiar
with digital resources and tools, whereas KU faculty members have a lower level of
awareness and need to learn more about the available resources and tools. Moreover,
both faculty members from the two universities agreed on the relevance of digital citi-
zenship in remote learning and agreed that digital citizenship should be integrated into
the distance learning curriculum. The findings are in line with the study conducted by
Al-Abdullatif and Gameil (2020) concerning the students’ knowledge and their percep-
tion of digital citizenship in higher education, where they concluded that even though
many of the students are aware of the concept of digital citizenship, there is still exist a
wide gap in knowledge and practice regarding the security and the authenticity of digi-
tal information. This is also in line with the study conducted by Suson (2019) based on
the awareness of teachers and students on the concept of digital citizenship. While stu-
dents and faculty were aware of digital citizenship, the study revealed that they lacked
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knowledge in digital rights, digital security, and digital ethics. Faculty members and
students at both universities expressed their digital citizenship knowledge by emphasiz-
ing the importance of digital citizenship in distance learning. The faculty members find
digital citizenship important for students’ privacy to enhance knowledge for effective
distance learning. The students find it important for promoting ethical and moral use of
technology in distance learning. This aligns with the technical innovation of Pedersen
et al. (2018) that conducted workshops and training on the effectiveness of the hybrid
model and concluded that the model was successful in strengthening the gaps that were
part of the digital citizenship and distance learning platform.

7 Concluding remarks

The this study conducted a comparative study between two different higher aca-
demic institutions, namely Al-Quds Open University (QOU) in Palestine and
The University of Kyrenia (KU) in the Turkish Republic of Northern Cyprus in
year 2020 where the selected universities used distance learning technologies
to deliver learning courses. The survey constituted 828 participants, of which
565 from QOU and 263 from KU. The techniques employed include interview,
descriptive analysis, and Z-test technique.

e The results revealed that students and faculty in both institutions were aware
of digital citizenship in distance learning environment in terms of whether
digital citizenship brings positive social changes, promoting ethical and moral
use of technology, students’ awareness of their health in excessive use of digi-
tal technology, and students not belonging to an online community related to
social or political issues, but lacked the in-depth knowledge and understand-
ing of concepts such as digital rights, digital security, and digital ethics.

e The results for both universities showed an obvious difference between the
two universities in terms of awareness and knowledge of students and faculty
members on digital citizenship in distance learning environment. With respect
to the difference in awareness and knowledge of digital citizenship among the
students of the institutions, it found that the awareness and knowledge of digi-
tal citizenship among KU students are higher than QOU students. However,
with respect to the difference in awareness and knowledge of digital citizen-
ship among the faculty members of the institutions based on the interview
results, QOU faculty members had high awareness about digital citizenship
as they are aware of the digital resources and tool, but KU has less awareness
and needs to learn more about the available resources and tools.

e Moreover, both faculty members at the two different universities agreed on the
importance of digital citizenship in distance learning and agreed that there is a
need to integrated digital citizenship into the distance learning curriculum.

The implication of the finding of this paper is that the level of students and

faculty awareness and knowledge on digital citizenship in the distance learning
environment gathered and interpreted in this paper could help other organizations

@ Springer



Education and Information Technologies (2022) 27:6037-6068 6067

around the world integrate digital citizenship in the distance learning curricula.
Suppose students are to take on the responsibilities of digital citizenship. In that
case, educational institutions must incorporate digital citizenship as an integral
component of the distance learning program and be prepared to overcome chal-
lenges to students taking on these responsibilities. The findings of this research
could be valuable in guiding universities and faculty aimed at incorporating digi-
tal citizenship into distance learning by improving the teaching methods, updat-
ing and developing new courses. In addition, it could be crucial to the educational
policy reform for developing guidelines, protocols, and policies for cultivating
digital citizenship in the distance learning environment.
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